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ABSTRACT

The goal of IEEE 802.11i is for strengthening the wireless local area network
(IEEE 802.11) security, but it's complex authentication procedure will increase the
STA's re-authentication time while roaming happened, and affect the quality of
real-time application. To solve this problems, IEEE 802.11i proposed two methods
called the PMK Caching and Pre-Authentication, which complete the authentication in
advance between STA and next candidate APs and then caching the PMKSA each
others, will reduce the roaming latency caused by re-authentication procedure.
However the shortcoming besides will produce too much message flow and engage
the resource of authentication server, the long duration will also increase more burden
to the STA. This thesis presents a new approach called as Fast Pre-Authentication
which achieve the goal of fast secure roaming with less overhead. Adjacent APs in the
same ESS will set up secure channels through the assistance of the authentication
server, and then transfer the STA key relevant information to the candidate AP in
advance. Shortening of pre-authentication time will be more suitable for the faster
wireless device. Experimental results are given to show the effectiveness of the

proposed approach.
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Session-Key @ % AP2 - & AP2 JE ¥ 4p = 11 Session—-Key > AP1 &2 AP2 2. LER]
Session-Key i& 7% > chF 4L % o
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P4 Session Key e17AP1 &2 AP2 &3 »cfp *Ap » ¥ U p-Bripds 4> T E R oo
AR Ao AR AL PF BT R IGERIRE A AT R

3.2 ¥ & - PMKID

345 IEEE802. 111 sz & > PMK % 2 B 5 (PaireWise Master Key Security
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1. PMK 2% 78 (PMKID)

2. %L chizn (Authenticator MAC Address)

3.PMK £ 4%

4.7 »¥A(Lifetime)

D. FRFLY & 4 F 325 L(AKMP)
H P PMK @ %) 4% (PMKID) erai® # > >tk % &% PMKSA 2 PMK £ 4% » & - STA 2 AP 2 ¥
FoAgd Lt S PMK s g o T HET gt 2 BT Be i PMK L E AR R

@ PMK 38 %] 78 38 5 3% e

PMKID = HMAC-SHA1-128(PMK, “PMK Name”||AA||SPA )
He” A" %% Authenticator Address: 7= ¥ AP -7 BSSID # MAC Address> @ " SPA”
% % Supplicant Address > 7= T STA 7 MAC Address °
d b g 7 @ 4ok AP RS ¢ BB PMK @i 2 H @ APPE S F]E L AP en

BSSID - =% > 9 i¢ PMK S_4p e ciafiim™ > & e PMKID eh@ & > & & AP #rE-B~ 3 PMKID

S F AR oo Flptp AP R @ AP @i kenPMEKPF - % £ % p e enBSSID € #7131 8
PMK 25%] 78 (PMKID)(®] 3.3) - /¥t STA &g 2 £3Td M > » L F & H 73 AP £
#7138 PMK #sw)#8 (PMKID) » 4 &t % Association Request 3¢ # i# 41 & mren PMK 38 %)
G e

b it enfnT o F STA tele - Bt P PRBH R FFF > B 7 BT - 1 PMKSA ehg @

TE o A S E AT FOe F AT B PMK SR A

ESS

AP-1 | ———————— AP-2 ——| AP-3

PMKID-1 PMK PMKID-2 | PMK PMKID-3 PMK

fUCAP-3 19 BSSID » £Tt1} PMKID-3

STA |~

FUYSCAP-2 {19 BSSID » £ PMKID-2

Bl 3.3 PMKID €& #73
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3. Aiindr

4. Session Key eni#:f
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LM ARG AP AR E RA A L F A B EARGERRELY oA § AP
3 B % AP ehP-P~ £ 4% (Session Key) P » Bl % 58 4 39/ #24% % £ (7 Session Key i
2 PMK en@3E o 55 AP P~ £ 45(Session Key)® » 2 ¢ 2 P ehAP ¥ & 2 »xpF'l
pooRE %2 PMK ch@ R o STA 7 B8 % B 34 &l AP e 5L > 3 6538 4k 6 50 i
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4.1 30 A2

oAl 1 ¥ ORAE T D AP > R BEER e § ARG E I FIRE R T o 5
GLPPRE Y ﬁﬂ*ﬁ%ﬁ%ﬁi&ﬂéﬁ 7 24k £ e NAS Client IP £ Shared Secret 2. ¢+ » ¥ ¢k
50 - mH B AApaE g B AP A WAL PR B g o H @ 0w AP e BSSID f
i % & LAL@ BSSID Secret RIfL s Bt sREen Ao £ AP = 31 chfg B 2 (5
FGERIR BN € 3odr AP 5 0t 2t W OPRFFFE P 3T AP T R gt AP ¢ ARRET R A

BB w AP A PMK TA(R4.2) -

RADIUS Server

AP

RADIUS

RADIUS-Registration-Request FUE | PY=E

User-Name: AP’s BSSID

Password: BSSID Secret >
Service-Type: 21 NAS IP | Shared Secret
SSID
Message-Authenticator OldAP | SS-Old
New AP SS-New

RADIUS-Registration-Accept

T IRIRERIRY
< User-Name: AP’s BSSID =5
Service-Type:21 /‘
Session-Time-Out
Message-Authenticator BSSID BSSID Secret Verification
Old AP BS-Old True
New AP BS-New True

B 4.2 AP e2ip Jn4z

oz snfz? > RADIUS-Registration-Request it ¢ 238 22 Access—Request #f
iz > @ RADIUS-Registration-Accept 3t #3828 Access—Accept #f 17 o ¥ ¢F 2% i z_

# - B AT Service Type = 21 » #5 FPA registration °
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4.2 P-@ AR

STAF B d B H > N SRS R v B3te ¢ 77 RSN Capability
(Pre-Authentication bit) e §ine = FFE FH » F {5t FH 2 A (R sl &)
MEITE At A R PFAP (B (TR I A LGEed S STA 2 p w2 N AP © = =2 SRGEAR B
Flm gt 2 FFenF Al L% e iRk E TR o

B & STA ¢ i# 1 - i EAPOL-Cache-Move( 7 P 0 gt i€ {7 3f 5L 33 AP 52 BSSID) e955-
KB ALt P AP o AP de % qe 3] STA e R € M 715 5 HER 0 Aok
= = BYE PMK 0 1% > R w @ v EAPOL-Cache-Success & STA; F 2 B & v
EAPOL-Cache-Fail % STA-STA 1245 fx 3| el % %%E P 7% 38 AP 32 5 = # (Success)

2% pr(Fail) > & =08 (7 Poid 97 A 30EPFF o R BPiEig e © 38 5 = # (Success) i AP -

(# 4.3 % EAPOL 3¢¢ £5%)

2 Byte 1 Byte 1 Byte 2 Byte Packet Body
Ether Type Protocol Version Packet Body Length
=88c7 WPA=1 =6 (bytes)
v| RSN=2
Packet Type

EAPOL-Cache-Move =5
EAPOL-Cache-Success = 6
v| EAPOL-Cache-Fail =7

Packet Body
XXEXX XX XXEXXEXX
(AP 1 BSSID) v

B 4.3 EAPOL #f¢ #5¢
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4.3 2@

L P ot e STA & fopeid

% ¢ % 14 4% (Session Key) » A4

WwAzie-B] 4.4

A 4

STA Pre-Authentication
Start (New AP BSSID)

Old AP

1. 01d AP 4z 3] STA ¥ d1en& £ (p 2

RADIUS-Verify-Request

User-Name: Old AP BSSID
Password: BSSID Secret
Service-Type: 22
Called-Station-1D: New AP BSSID
Message-Authenticator

;":p,\spﬁmAP i}\?- & r‘/z e AP @ @

GERIREAI A A 218 > BE I ApEESAP o

RADIUS Server

Verify the
Old AP and

RADIUS-Verify-Accept

New AP

User-Name: Old AP BSSID
Service-Type: 22
MS-MPPE-Send-Key (Old AP)
MS-MPPE-Recv-Key (New AP)
Session-Time-Out
Message-Authenticator

Generate the
Session-Key

Bl 4.4 AP A9 iz

RADIUS-Verify-Request » ™ #/x3% New AP & i34 o

New AP 2 BSSID) » Frix

2 IGER PR BELILE S AP L irengE 2 (8 o Wi A 4 - F £ 4% (Session Key),

12 0ld AP 12 2 New AP 72 BSSID Secret 4c % 4 %] 2 2 MS-MPPE-Send Key(RFC 2548) £

MS-MPPE-Recv-Key » w i# % STA p = 3& F c501d AP -

3.01d AP H#-yx 3|7 MS-MPPE-Send Key * p @ eBSSID Secret f# % *r & ¥ £2 New AP

2 ek > & 4 (Session Key) -
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A gannde® > RADIUS-Verify-Request 3t @ 423422 Access-Request #g i1 » @
RADIUS-Verify-Accept et & 538 22 Access—Accept #f i1 o ¥ ¢k 2\ i 2 & — B F7eh

Service Type = 22 » % FPA Verify o

P RGP IREAEYS A 4 e SessionKey 4 & 4 % A4 B8 i> (4r B 4.5) < KCK » %k &
4 MIC 4% % EAPOL Key 1 & 2 12 -KEK P] * % 4c % %3 EAPOL Key 4t ¢ ¢ Key Data
e

Session Key
256 bits

Ll

KCK (MIC Key) KEK (Encrypt PMK)
128 bits 128 bits

Bl 4.5 Session Key =% 4

4.4 Session Key eri#@ig

Session Key ehi#vfi & E5if > o > % 2 AP B2 i % 2ok i T 28
MR g BB 40T (B 4.6)

EADIUS Old AP New AP
erver

— RADIUS-Verify-Accept

EAPOL Key 2-1

MIC >

New AP MAC
Get the Session-Time-Out Get the
Session Key MS-MPPE-Recv-Key Session Key

EAPOL Key 2-2

MIC
New AP MAC

A

B 4.6 Session Key #ifiniz
1 - 0ld AP #-MS-MPPE-Recv-Key £ # i 4p & F 3t (New AP MAC ¥¥ Session Key 73 »xp*
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)12 Session Key # 7 KEK 4r % 218 > 23 % EAPOL Key ® 1 Key Data f§ & -

i¢ * KCK %% i EAPOL Key #2 2 MIC & - i ¥ New AP -

2 - New AP 4 3] MS-MPPE-Recv-Key > =+ * p 2 & BSSID Secret f% % J& ¥ Session Key °

% 2 ¢ KCK # & 2t EAPOL Key 0 MIC @& -
3% & Pl#-Session Key & $ 5 01d AP 7 BSSID 12 % 5 »2pF @ » 33 P o

4 - v &% 3 MIC @ EAPOL Key % 01d AP -

iy o 4@ g 802. 111 =& EAPOL Key #255(®1 4.7) > 2 ¢ Key
Descriptor Version= 2 (NIST AES key wrap With HMAC-SHA1-128) » Key Type = 0 (Group
Key) o ¥ *t #_% Key Information(m® 4.8)¢ % 13 B =~ (802. 111 ¥ ehixg i=~)%E >

1> %5 % Session Key ei#@if o

Descriptor Type — 1 octet

Key Information - 2 Key Length — 2 octets
octets

Key Replay Counter — 8 octets

Key Monce — 32 octets

EAPOL-Key IV - 16 octets

Key RSC -8 octets

Reserved - 8 octets

Key MIC — 16 octets

Key Data Length =2 Key Data — n octets
octets

® 4.7 EAPOL Key #t¢ f3¢ (3 % /% :IEEE 802.111)

ED B2 B2 B4 BS BE ET ES Be B10 Bi1 B12 B12 BiS
Key Ky Reserved Insiall Key Key Secure Error Request | Encrypted Reserved
Descriptor Type Ack MIC Key Data
Version

®l 4.8 Key Information # =3¢ (F# %k :IEEE 802.111)
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FOAP B B 22 % 2 TR AP T e PUK chdb ke o BB RP

4T (B 4.9)

Old AP New AP

EAPOL Key 2-1

MIC

STAMAC
Session-Time-Out
PMK

A 4

EAPOL Key 2-2

MIC
STAMAC

A

B 4.9 PMK & L7542

- 01d AP #-PMK & # @ 4p B 30 (STA MAC £2 PMK ¢5 »<ps ) 2 Session Key ¢ 7 KEK

‘ez {6 0 21 & EAPOL Key ¢ e Key Data #f = - &8 * KCK ¥t % i EAPOL Key &

4 MIC & » :¥% New AP -

- New AP * Session Key *# e KCK #% & ¢* EAPOL Key = MIC i& -

- %+ & » P* Session Key © 7 KEK f2# EAPOL Key ¢ ¢ Key Data #f i » #-PMK

PTG » BT -

- v @4 5 MIC @« EAPOL Key % 01d AP -
- 01d AP » & EAPOL-Cache-Success (P z New AP «-2BSSID) & STA 2 15 » = = BB 3f

o)

LRI HE AL o

t@vbengie? 4% 802. 111 % & -0 EAPOL Key ¥ (B 4. 7)» 2 ¢ Key Descriptor
2 (NIST AES key wrap With HMAC-SHA1-128) - Key Type = 0 (Group Key) o ¥ ¢t

Z_Key Information(®l 4.8) 7% 14 =~ (802. 111 ? ehigF =~ )%F > 1> 457 5 PMK

Eﬁi—g ifu °
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3 FRERHL

FA G frH g N ARt 4 Linux (7% % S B3 ohE 242 (Open
R g T

%1

Fr¥ A i e
Source) Host AP[16]14 3 Atheros #73& & Madwifi Driver[17]#a 5 2% i AP enff 3 T

R > R 35 e Atheros & & e &+ (DWL-G650) » @ STA %> ) g *
Fen™ 3t opesf 97 L uiE(Fast

o
WPA_Supplican[16]

S ARG
AFEY o AR g
Pre-Authentication)# 802. 111 ¢ L :u:E(Pre-Authentication)#tZ chpFFF &2 34 & 3

ﬁg?]év’ﬂﬁxz‘éf o
5.1 R H#HEP H
R B DP DB R NI AIEATR O Flt 3 ¢ § AP L chif Az o 4t H B
W Ho AR AP MeetingHouse 7 Aegis Server i® 5 A % ¢ (A RADIUS
Server » 4 %14 APl 2 AP2 enBSSID 2 = & i i¢ * H R 5L o K T fedk p APL &2 AP2
i3 e 7@ (Attribute) o

e Access Request PF » w & Access Response ¥ #1Z ¢

Sniffer

RADIUS

Server
A@

Capture the Packets

"""""""" > Host AP 2

HostAP1 .-

Manual trigger the pre-authentication
By command “preauth -HostAP2 MAC”

B

STA

-

W51 7%
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A+ WPA_Supplicant #7# & CLI 4 & (wpa_cli) > & %12 £ & 5V Eads 4
HostAP2 ea3g L3031 2 peid 7F L3042 B (preauth  “HostAP2-MAC” ) o #73 &2 514
10M g st B> 4] * Ethereal £2 Airopeek $RE~iBAZ 7 #74 4 thj A& & Mehif e o

(®5. 1)

.2 %%

Bt P o AP T L EE (L L Dendt s #cE kA o H P FA & [EEE
802. 111 e%f £33k » FPA % & Pig 3F L33 > @ Caching Pl # 7+ Session-Key %3 »x
SR o F IRIEFIR BT Access Request FF B TARH IR > Tw B - B
Access Challenge » # [ #o B pF P AR 5 SR WIR BT 3 chRJRpE T > X5 d R KB iE
fed 9 PRSI R (B 5. 2)hiE % o F BEAY TP N hE - BRES- Bite

IR 0§ TR X BT OPF (R 5. 3)

ERER S (] bytes) | muSSRF S/ (TN] bytes)
FPA(Caching) 2 (280) 2 (128)
FPA(No Cache) | 6 (944) 2 (128)
FA (PEAP) 38 (9732) 20 (4318)
FA (TLS) 30 (11615) 16 (5358)

F 5.1 Pei FF AR 802, 111 f A R3EenT 353t o b g & (20 =0 )

O FPA(Caching)
B FPA(No Cache)

Jasw

O PA(PEAP)
PA(TLS)

Bl 5.2 RADIUS Server fJZp - i B (20 = L 3218)
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350

; 313
@ 287_[
3 300 | B FPA(Caching)
550 B FPA(No Cache)
O PA(PEAP)
200 PA(TLS)
150 F
100
50 73 17|
0 |

B 5.3 FPALINIER AP 2B (20 =X T 350E)

5.3 BB A7

802. 111 #rHe trehid % K B REAz A 2 # > STA & § 2 (8 AL PR B i
7— k7| enEAP SRRt e o g N B BIGEEAR T R R P PR hd Flea 802,111
7 £ 233E(Pre-Authentication) » "f TR 802 Ix/EAP sRGEZ ¢t 0 L R B LS
BAPzZ R dte »r 2 Pl o Leb NPy BRES haRIte 2 3P A4 L@

R R e S B R T2 - o

d e R SR (£ 5. DT 84 g% 802, 111 #03F £ 3uir EAP-PEAP 2 EAP-TLS
FRRGET N o A1 E 3t e Bies W] 5 D8(14k bytes) ~ 46(17k bytes) o m ik Fp AL ZLIEA
;¢ 0 & Session Key BB~ 2 5 -Bcafiin ™ & %) 5 4(0. 4k bytes) ~ 8(1. 1k bytes) -

P S S BT AP AR ] o T L e B chdt e R R o

¥ b 495 (B 5. 2)—RADIUS Server % =% 41msec(PEAP) ~ 43msec(TLS) k g2 -

802. 111 FF L 3RFENE F o @ Pi@ ?Eié:l&éiﬁ;i Session Key i § #-Beehiffin™ £ 2
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