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Threshold One-Time Proxy Signature Scheme

student : Chih-Chun Tsai Advisors @ Dr. Yi-Shiung Yeh

Degree Program of Electrical Engineering Computer Science
National Chiao Tung University

ABSTRACT

Recently, many excellent proxy signature schemes have been proposed.
For advanced security issue, here we present a more secure method. It
allows the delegation of sigmnature power to one or more entities that
jointlyplay the role of a proxy signer.We use characteristic of threshold
and trust party and combinatorialiebject PHF to propose our scheme. In
a (w, n) threshold proxy signature, the original signer can delegate
the power of signing messages to N proxy signers so that any W or more
proxy signers cooperatively generate a proxy signature on behalf of the
original signer, but (W-1) or less of them cannot. Following the same
model, we first propose a new threshold proxy one-time signature scheme
based on one-way functions. This work is different from other related
proxy signature schemes. In addition to providing confidentiality
protection to the proxy key, themethod provides non-repudiation services
to all the parties involved. In particular, it protects proxy signer
against repudiation of signature delegation of the original signer
repudiation of proxy signature generation of the proxy signer and
repudiation of receipt of the proxy signature of the signature recipient.
Our scheme still preserves the fast signature verification and low
computation power of one-time signature, and it is suitable for various

wireless applications.
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(w,n) : n proxy signers so that any W or more proxy
signers cooperatively generate a proxy signature on
behalf of the original signer

TP . Trust Party
SK . Private Key
PK : Public Key
PHF . Perfect Hash Families

PHF(N;n,m,w)

* N: Nrows, n:ncols, N X n array

m: max number in N X n array
W: group number for threshold

CFF : Cover Free Family
(n,m,w)-CFF ‘n:ncols
m: max number in N X n array
W: group number for threshold
Q - Private keys generates from original signer
By : Combine PHE-& h(i,j,q) array
1, By . proxy signing keys
P, : phase I public keys for q
P, : phase II public keys for q
B, ! the union 'of any w columns in B,
ID; . proxy signer j’s secure identifier
Ciisbos --+5 dws 1Dy, | ¢ final public keys, every w-subset {B,, B, ...,
ID;,, ..., 1D, ,#(B,, ®)B, } (corresponding to {ID,, ID,, ..., ID, }) and
for all e Q.
BIBD : Balanced Incomplete Block Design

(v, b, r, k, A)-BIBD

. 1s a set system (X, F) where X has v elements (or

points) and F is a collection of b k-subsets (blocks)
of X
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1.1 Motivation

Proxy signatures were first proposed by Mambo et al. [10, 12]. They
definedthreeclassesof proxysignature schemes: fulldelegation, partial
delegation, and delegation by warrant schemes. A full delegation scheme
assumes that a proxy signer is given the same singing keys that theoriginal
signer has. So, the proxy signer has the same signing capability as the
original signer. A signature with partial delegation [10, 12, 17] allows
the original signer usingaoriginal signing key to generate proxy signing
keys, so their signatures are distinguishable. Hence, the original signer
can delegate the power of a proxy signer. im.such a way. A signature with
partial delegation by warrant-limits the rahge of messages a proxy signer
can sign by an additional piece of message (called a warrant) . This type
of delegation has proposed in [13, 18] . "Furthermore, Wang et al. [20]
classified proxy signature schemes 1into proxy-unprotected and
proxy-protected schemes dependent on whether an original can generate
a validate proxy signature or not. Following the development, there have
been many threshold proxy signature schemes [7, 8, 16, 21] proposed for
fitting various practical situations. Unlike Mambo et al.‘s proxy
signature, a threshold proxy signature allows the original signer to
delegate her/his signing capability to a group of proxy signers. In [7,
8, 16, 21], they used the threshold Shamir secret sharing method to share
secret proxy signing keys and the homomorphism property of traditional

authenticatingschemes [5, 15] tocombineall thepartial proxysignatures,



which are generated by the share of secret proxy signing keys, into a
valid proxy signature.

One-time signature schemes were first proposed by Rabin [14] and
Lamport [9] and are based on one-way functions. With their fast signature
verification and low computation power, they have arrested more and more
attention, as an ideal option for various wireless applications that
use resource-constrained devices such as mobile phones, PDAs etc.
Following the history of the traditional signature technology based on
public-key cryptography development, the proxy and threshold signature
based on one-way functions were also important for various wireless
applications. To our best knowledge, there have been three schemes [1,
3, 19] based on one-way functions proposed for proxy signature. In [1],
the authors also proposed a threshold proxy signature scheme based on
one-way functions. However, their model is different from the previous
works [4, 7, 8, 16, 19 and 217. In"'the (W; :N) threshold proxy one-time
signature scheme of [1], the original signer is the group of N signers,
and the proxy signers are any W signers. Therefore, their scheme is still
a threshold one-time signature scheme regardless of their model. In this
paper, we present a threshold proxy-protected signature scheme following
the model, that an original signer shares her/his proxy signing key to
a group of N proxy signers and any W or more partial proxy signatures
generatedbyWor more proxy signers can be combined intoavalidsignature,

of previous works (called original model).

1.2 The past history of Digital Signature

An original signer allows a designated person, called a proxy signer,



to sign a message on behalf of original signer. Proxy signatures have
two properties, one is unforceability, and another is verifiability.
Proxy signature is original singer can not sign the document cause by
some reason. And then the sign authority transferred to another proxy
signer. Proxy singer sign the document efficiency same as original signer
sign the document. These signatures have a problemwhat if original signer
purposely falsely incriminate proxy signer. The proxy signature is
non-repudiation. So the Mambo et al [10] proposed a method, call a
Proxy-protectedProxysignature. Thiskindof stampedsignatureismainly,
the agent joins him self’s own gold key of secret (Secret key) at the
time of stamped signature, when act for stamped signature inverification
except that the persons who can verifiyprrimitive stamped signature agree
to this stamped signature, bgécause-sign t6 join the agent's gold key
of secret in the course, so can verify the agent at the same time, frame
the agent on purpose for the'person who:prevents primitive stamped
signature from.

In the society now, an official document often needs through many
people's signature just validity and responsible for together, so, a
lot of are proposed the colony and several signature technology that
many people lead. In 1991, Chaum and Heyst [22] propose the signature
of akindofnew-typeattitude, iscalledcolony's signature. The so-called
colony's signature is the mechanisms of a kind of combination evidence
(Credential) and member's identity authentication (Authentication).
Utilize this mechanism, can prove to the person who prove that he belongs
to this colony while belonging to a certain member of this colony and

don't will expose its identity. When there are disputes to take place,



the identity of signature of this colony signature person can just be

by its identity that colony's administrator (Group authority) or but

all member's cooperation are open. We can sum up the characteristic with
the following of colony's signature:

(1) Only by belonging to the members of this colony can it sign.

(2) The recipient of signature can verify the exactness of this colony
signature, the identity of the person who calculates signature in
but unable to be signed by this colony.

(3) Have dispute emerge, is it can calculate by colony this who sign to
sign. However, only colony's administrator or the members of colonies
work in concert and can calculate.

But, 1f colony members changeinstheir system, every member must
alter its gold key. In additioh, coleny of them stamped signature system
unable to let colony adminisfrator prove colony stamped signature the
lucky number identity of chapter person. Colony stamped signature system
proposed the above belong togetting interactive systemall, soefficiency
it’s good. Several is improved the mechanism to also propose, but mostly
unable to meet all characteristics afterwards. In 1999, Camenisch and
Michels [23] proposed a method of improving. But, in their system, have
the following disappearances: Its calculation amount and information
are also too large in length.

In 1997, the people, such as Park [24], etc. proposed that one regards
identity as the colony stamped signature system of the base. The major
advantage of this system is the open gold key of the person who is signed
is but information need not be verified in its identity (ID), so not

need to set up one by common authentication and disclosing the gold key



file enormously publicly of letter unit. But there is a serious problem
in this colony stamped signature system which regards identity as the
base; Namely the persons who sign must use the identity gold key of the
members of colonieswhile signing, cause colonymembers to loseefficiency
like changing colony's stamped signature. In addition, this length of
stamped signature produced of colony stamped signature system will
increase with member's figure.

Threshold signature call colony lead stamped signature
(Group-oriented signature) [25, 26, 27]. And it is that members in the
colony signed the same file that the threshold is worth several stamped
signature ways, but the threshold is worth not needing all members in
the colony to all participate in.several stamped signature, only have
to exceed threshold value inmumber of members. It is that the person
who proves does not know that there are those members that participate
in signing that it has a characteristic in addition. Because the threshold
is worth not needing all members 1in the colony to all participate in
several-stamped signature, and the persons who prove do not know that
those members participate in signing, so cause it while disputing, it
is unable to learn that those members participate in signing the file
actually in a colony. For offer different application, have so-called
traceable threshold of person who sign (Traceable signer) worth several
proposition to sign art of composition [28, 29]. That is to say, the
persons who prove can also know that those members participate in signing
the file actually at the same time while verifying colony's stamped
signature of threshold value.

Threshold proxy signature [16, 30] as its name is combining the



Group-oriented signature and designs the idea with proxy signature. So
the signature method of threshold proxy signature that is a proxy signer
who appoints a colony with many people of persons is signed by original
signer. The number of members in this colony can produce legal proxy
signature while exceeding threshold value. The verifier is unable to

know that those members participate in signing.

1.3 About this Thesis

The rest of this paper is organized as follows. In Section 2, we
discuss the related model and some security requirements for threshold
proxy signatures. Section 3 briefly reviews Lamport proxy one-time
signature scheme and Change’ s improvingTamport proxy one-time signature
scheme. Section 4 briefly reviews threshold MAC. In Section 5, we expand
Change’s improving Lamport proxy @ one-time signature scheme and
combinatorial object PHF into threshold proxy one-time proxy signature
scheme. Section 6 analyzes the security of the proposed scheme. Finally,

we conclude this article in Section 7.



=~ ~Relative Model

2.1 Proxy signature

In an era of digitization, there are digital signatures often
used to sign various kinds of electronic document. For making
digital signature more valid and undeniable, people must use one
self’s secret key to sign, and it is verified by one’s public key
in order to determine the legitimacy of digital signature. When
people are unavailable to sign the document by personal, but he
have to sign out at that time; he can find an agent to help finish
this action for him. This is called “proxy signature”. Proxy
signature was proposed, in 1996 by Mambo, etc. [10]. It allows
people to assign others<tdbe hissagent-to sign documents on time.
The document signed by proxy signen iis effective as original signer.
Generally speaking, there‘are two characteristics of proxy
signature: unable to forge and able toverify. It is for can't forge,
another for person who can verify. The former characteristic means
that only original singer or proxy signer can produce an effective
proxy signature. The latter one means signature is errorless when
the proxy signature is proved to be right. Proxy signatures have
the following characteristics:

1. Distinguishability : Agent's stamped signature can be

distinguished from primitive stamped signature of owner.

2. Unforgeability : Only original signer and proxy signer appointed

by original signer can produce effective proxy signature. And



3.

5.

no one could forge proxy signature.

Verifiability ' Fromthe proxy signature, theverifier canbelieve

original signer also confirm to sign the document °

. Identifiably : Fromthe proxy signature, theoriginal signer could

identify who the proxy signer is-e

Undeniability : Proxy signer can not deny he used to sign the

document personally e

2.2 Type of proxy Signature

Now, the original signer warrant proxy signer to sign the

document, there are three types of delegation:

1.

Full delegation : The origdhalisigner hands over its secret key

to the proxy signer with secretily method. With the secret key,
the proxy signer cant sign fhe document. However, the full

delegation will destrOy privacy.of original signer. The proxy
signer may make a random sign to the document, because of having
the secret key from original signer. Therefore, the signature
is unable to be distinguished signed by original signer from
signed by proxy signer. If the proxy signer upsets the signature
on purpose, he made a random sign to the document. The original
signer will be unable to prove by who is stamped signature place

sign.

. Partial delegation [10,11] : Based on the shortcoming of the full

delegation, the original signer authorized signing power to the
proxy signer. Utilizing the secret key of original signer to

calculate out the proxy key instead of directly conveying the



original key to the proxy signer, and then convey this proxy key
to the proxy signer. Proxy signer can sign document and produces
proxy signature by proxy key. It is different from the signature
produced by original secret key, so the verifier can distinguish
signature from proxy signature. In addition, this kind of

delegation way can be subdivided into two kinds in accordance
with "proxy of protection". First, proxy signature cannot protect
the proxy signer, namely except proxy signer can produces Proxy
signature, the original signer also possesses proxy key that can
produce proxy signature. Therefore, the proxy signature can not
be confirmed by who produced proxy signer or original signer.
This isunfair as for proxy,siigner. If the original signer produce
proxy signature, it rggards. proxy signature as sign from proxy
signer, and proxy sigher must be responsible for the signature.
In order to solve this problem, that lets original singer and
proxy signer have independent signature power. So another kind
of mandate way is the “protection proxy signer”. As original
signer wants to authorize the proxy signer while signing power,
at first, a number value produced according to original signer’s
secret key, and convey this number value to the proxy signer
secretly, then proxy signer utilizes secret key by oneself and
combine receivednumber value tocalculateagaintoget thederived
proxy key. The new proxy key can produce a proxy signature. Due
to proxy key is produced by the proxy signer, so only people with
this secret key canproduce the proxy signature. Therefore, except

the proxy signer, no one (including original signer) may produce



proxy signature. This proxy signature produced by this way makes
proxy signature can be traced, undeniable, and let the signer
must be responsible for signed the document.

Delegation by warrant : The original signer products

certifications of warrant to proxy signer. The certification
of warrantuse secret key fromoriginal signer. Itnotonlydelegate
proxy signer the sign power of original signer, but also some
specific declaration, such as the authority of delegation, type
of signatureetc. Afterproxysignergot certificationsbywarrant,
he can use secret key of himself to sign proxy signature document,

and it comprise the proxy signature. The verifier must check
two steps: first, verifyithe cdorrectness of signature. If it
is correct, it checks gertifications by warrant, and judge legal

proxy signature of proxy| signer.

Partial delegation andicombine delegation by warrant: In 1997,

Kim [8] et al. proposed a new proxy signature method that combines
item2 & 3. The original signer at first establishes the signature
power for proxy signer, such as signature time limit, type of
signature etc. Then original signer use secret key and signature
power to calculate out proxy key to proxy signer. According to
the message received, the proxy signer uses his owner secret key
to calculate out the proxy signature key. Therefore, the proxy
signer can use the proxy signature key to sign the document and
product the proxy signature. The proxy signature includes the
sign power of original signer. And it can be regarded as legal

proxy signature while it totally tallies with signs power.

10



2.3 Threshold Proxy Signature
In [7, 8, 16 and 21], the authors provided not only various
constructions for threshold proxy signature schemes, but also various
security requirements. Hwang et al. summarized the following
requirements for a (W, N) threshold proxy signature:
Secrecy. No proxy signers can derive the original’s private key from
any information such as the shares of the proxy signing key, proxy
signature etc. Even if all proxy signers collude together, they cannot
get the original signer’s private key.
Proxy protected. Only the delegated proxy signer can generate partial
proxy signature. It is infeasible for the original signer to forge
partial signatures.
Unforgeability. A valid proxXy sijgnature can only be cooperatively
generated by W or more proxy signers. This means that if a signature
has been generated by W orimore proxy signers, (W-1) or less proxy
signers, or any third parties (not delegated proxy signers) can not
forge the signature.
Nonrepudiation. Any valid proxy signature must be generated by W or
more proxy signers. That is, the scheme guarantees that proxy signers
can not deny that they have signed the message and the original signer
can not deny having delegated the power of signing messages to the
proxy signers.
Time constraint. The proxy signing keys can be used only during the
appointed period. Once they expired, those keys cannot be used to
generate a valid signature.

Traceable signers. For internal auditing purposes, the system is able

11



to identify these signers who actually sign the message on behalf

of the proxy group.

Although the above requirements are derived from threshold proxy
signature schemes based on public-key cryptography, they are also
suitable for a threshold one-time proxy signature scheme (or simply TOTP
signature) based on one-way functions. Thus, this paper will follow these

security requirements given above.

2.4 A (W, N) Threshold Proxy One-Time Signatures

To our best knowledge, there is only one paper [1] about TOTP
signature. Al-Ibrahim’s (W, Nn) TOTP signature scheme includes a trust
party TP and a group of N signersiPig-d =1, 2,..., n, together with
three phases: key generation and share distribution, signing, and
verification. These three phases is roughly depicted as follows. In the

first phase, the signers seléet ¥andomly secret key Sj, J = 1, 2, ..,

vV, and divide into n shares, s;, where i’ =1,2, ..,n, by the threshold

Shamir secret sharing method, and send securely toP. where 1’=1,2, ..,Nn.

Then, the signers compute pj = h(Sj), and send to TP. In signing phase,

each signer Pj, 1 =1, 2, .., t, encodes the message m based on 2 as
m = (J1, J2, ..,Jr) . Then, each signer Pj computes partial signature (s,
Sij,7-r S ) andsendsittoeachother. Finally, thesignersjointlycompute

the signature (M, Jk, Sh)’ k=1, 2, ..,r, using Lagrange interpolation,

and send it to a verifier. In verification phase, the verifier waits

until all (Sh'sh’ ey SL) and fetches pj from TP. Then, the verifier checks

whether p; = h(sh) where K =1, 2, ..,r.

12



= ~One-Time Signature Scheme

In this section, we briefly describe the necessary cryptographic

schemes which are used in our construction of TOTP signatures.

3.1 Lamport One-Time Signature Scheme

One-time signature schemes were first proposed by Rabin [14] and
Lamport [9] and based on the idea of committing public keys to secure
keysusingone-way functions. Formore 25 years, Lamport one-time signature
schemes have been proposed and investigated by many researchers. Indeed,
one-time signature schemes have found many interesting applications,
including on-line/off-1line signaturesy-digital signatures with forward
security properties, broadcasti—authentication protocols and proxy
signatures etc.

In recent years, one-time’signature schemes have attracted more and
more attention, as anattractive alternative to the traditional signature
schemes based on public key cryptography. One of the main advantages
of one-time signature schemes is their reliance on one-way functions
that canbe implementedusing fast hash function. The resulting signatures
are the order of magnitude faster than signatures based on public
cryptography applying on the resource-constrained, small devices, such
as cellular phones, pagers, smart cards etc. The other of advantage of
such a scheme is that it is generally quire fast. However, the scheme
tends unwieldy when used to authenticate multiple messages because
additional data needs to be generates to both sign and verify each new

message. By contrast, with conventional signature schemes like RSA [15],

13



the key pair can be used to authenticate multiple documents, which will

face the threat of replay attacks.

In this section, we briefly review the Lamport one-time signature,
which includes three algorithms: key generation, signature signing and

verification. Suppose that h: Y = Z is a one-way hash function.

(Key generation)

It should do the following steps as below:

(1) Select 2K elements Vij,j € Y at random with 1 <1 £k and J = 1,0 where
K is the length of message based on 2.

(2) Compute zj,j = h(yi,j) for all 1, j}

(3) The key K consists of the 2k y4siand 2k z’s. The private key SK box

and the public key PK box.are as follows:

SK:{yl,O yz,o yk,o} PK:{ZLO Z2,0 Zk,o}
yL1 yz,1 yk,1 21,1 22’1 zk’1
(Signature)
To sign the k-bit message m=m;..mx, we should do the following steps:
(1) The corresponding entries of the message Mi.Mk are Y, ,.r Yim
(2) We define the signature
Sig(Mi.Ma) = (Yip rer Yim )

(3) We just select corresponding entries from the key box to create

signature.

Foe example, we want to sign a message M=10..1. The signature is

14



Vo ol =+ Yeo
k,1

Sig(m"“mk):{[yl,l] v, - [y ]}

=(Y1,1 Y2,0 - Yk,1 )

On message Mjp..Mg

(Verification)
To verify signature (Yi1,1 Y2,0 - Yk,1 ) on message Mi.Mx , we check if

hmi) = Yim for 1 < 1 £ k holds.

If it holds accept the signature, or reject it.

f(yl,l,yz,o,...,yk,l):{[?,o] [220] - zko]}
1,1

2,0 ,
22,1 [Zk,l

3.2 Improving Lamport one-time signature stheme by Chang [4]

In [4], the authors propose a new scheme to improve the size
of Lamport one-time signature. The Lamport one-time scheme requires
a large amount of space for storage of authentic information if a
large number of messages are signed. So in [4] improve the Lamport
one-time signature on the amount of storage space for public keys
and signed message saving storage space and propose an efficient
scheme tosignalongmessage. The new scheme includes threealgorithms:
key generation, signature and verification. It is described as

follows:

(Key generation)

It should do the following steps as below:
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(1) Select a number e and set v=2%"
(2) Based on V, encode message M = (Mg,..,M;)y, where | is length of

message after encoding.

(3) For each column I, randomly select € + 1 elements € Y with suffix

by power of 2.as Y s Y, s y”e,where]_ﬁi <l andY is mentioned

in section 3.1.

(4) Compute the corresponding public key box by using hash function.

Thus private key SKbox and the public key PKbox are shown as follows:

y1,2° y2,2° y|,2° 21,20 22,20 Zl,z“
y1,2‘ yz,z‘ yl,z‘ 21,2‘ Zz,z1 Zl,z‘
SK = . . . PK =
%Je y;f v %ge a;e sz v Af
(Signature)

To sign the message M, we should do the following steps:

(1) Encode the message based on V as M = (My,..,Mp)y.
(2) Decode each digit mi based on 2 as Mj = (U1, Uz, .., Ue)>.
(3) According to mj = (U3,Uz,..,Ue)2 , select corresponding entries

of Y at column §. For example, if Uj = 1 then select Y.,ir else

discard it, where 1 < j < e.

Thus, the signature of message m is the selected items in the
private key box (ai,az,..,an) .
To sign on message M for example, we select €=3 and set v=2""'=16¢

and encode M= (6B..1):145; then we decode 6=(0110)2, B=(1011)2 and

16



1=(0001)2, etc. and select the corresponding entries in the private

key box (@i,8z,..,an) =(Y1,2"/Y1,2°,Y2,2°,Y2,2" 1 ¥Y2,2° 1, Y1,2°) as a signature

Yoo owl o Yyl
Y1 [V, o Yy
sign(6B...1) = Y2l Yo o Y
y1,23 [y2,23] yl,z3

1 2 0 1 3 0
(Y1,27/Y1,2°/Y2,2 /Y2,2/Y2,27 70 Y1,2 ) -

(VerifTication)

To verify the signature (ai,a;,..,an) on message M. We hash each
elements of the signature (a@ij@s;s,an) and check whether equal to
corresponding entries in®public key PK box.

For example, we check the signature «y. .', y¥1,.%,Y2,2" Y22 Y2270 0 V1, 2°)
onmessage M=(6B...1) 15; seléct the corresponding entries in the public
key box and check that the pre-image of the selected entries are

the signature as the follows:

Zl,2° [22,2”] [Zl,z”]
[21,2‘] [22,2‘] Zl,z‘
f (yl,z1 DATIDFYIER PRIED PRLELEEE y1,2°) - [21,22 ] Lip o
Z1,23 [22,23] Z|,23

In this improving scheme, a message to be signed is based on the
power of 2. The message is divided into I digits. Each digit of the
message is signed individually. The signature is the corresponding

entries of private key box with 1’s binary in each digit encoded

17



by based 2. The verification is checking whether each items of

signature is the pre-image of the corresponding public key entries.

18



7 ~ Threshold MAC

4.1 Perfect Hash Families (PHF) and Cover Free Family (CFF)
We review the definition of PHF (N; n, m, w) and (h, m, w)-CFF

as follows.

Definition 2 [2] Let n, m and W be integers such that n =2 m = w
= 2. Let V be a set with |V| = n and let F be a set with |F| = m.

Let A be an Nxn array with entries in F. A set X of columns of A
is separated by the Ith row of A if the Ith components of columns
in X are all distinct. An (N,.Mp:W) -perfect hash family is an Nxn
array Awith entries in the setF if for every subset X of the columns
of A with |X| = W there exlists at least one row that separates X.
Let PHF (N; n, m, w) denote am (N, m, W)-perfect hash family which

has N rows.

Definition 3. [6] Let (X, F) be a set system with X = {Xi, Xz, ..,
Xp} and F = {BcX | 1 =1, 2, .., N}. We call (X, F) be an (n, m,

W) -CFF (or (n, m, W) -CFF for short) ifBicsz]uBj2 U...u B;

i forallBh,

sz""’ BJ—WE F, where iﬁ{jl, jz, wer Jul .
4.2 Threshold CFF MAC scheme [12]
In [12], the authors presented a threshold MAC based on CFF as
follows. Suppose a set system (X, B) isan (n, m, W) -CFF and h: KxM—H
is a secure MAC function. A (W, N) threshold MAC works as follows.
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(Key Generation)
The receiver chooses m keys from K, X = {}, and partitions X
into n k-subsets B;, By, .., B, such that (X, B) is an (n, m, w)-CFF.

Then, the receiver securely sends the k-subset Bj to sender P;j, for

(MAC Generation)

Suppose w senders A = {P, P, .., F’iw} want to generate a MAC on

[ [}

message M. They compute T = {J|KjeB; UB; u..UB; }, Then the senders

in A jointly calculus o=®_,h(kj, m) and send (o, m, I ) to the

jel

receiver.

(VerifTication)
The receiver computes &/"=@._h (kj, m) when the receiver receives

jel

(o0, m, I ). Then, the receiver checks whether o’=0.
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I ~Proposed Threshold One-Time Proxy Signature Scheme

In this chapter, we propose a new (W, N) TOTP signature scheme that
combines the Change’s improving Lamport one-time proxy signature scheme
[4] and combinatorial object PHF. Therefore, the new schemes have
advantages of Change’s scheme that is improve the Lamport one-time
signature on the amount of storage space for public keys and signed
message saving storage space and propose an efficient scheme to sign
a long message. Besides, we have enhanced more character of security
that is really to protect the proxy signer and provides non-repudiation

services to all parties involved.

5.1 A new (W, N) Threshold One=Time Proxy Signature

In this section, we introduce-amefficient and securely scheme for
threshold one-time proxy signature. Thereare threeentities: anoriginal
signer, proxy signers, and a trust party (or simply TP) in the scheme

and it works as follows.

5.2 Key Generation

(Key Generation)
Given an array A which is PHF (N; n, m, w) and a hash function h
with three inputs, the algorithm consists of the following three

steps.

(1) We select a number € and set VvV = 281 | Based on V, encode message
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m= (Wi, Wz, .., Wk)v, where K is length of message after encoding.
The original signer generates the private keys, denoted by Q, of
the Change’s improving Lamport one-time proxy signature scheme

as follows.

q1,2° q2,2° qk,2°
q1,2‘ qz,z‘ qk,z‘

%Je q;f e q&f

First, the original signer computes

P={h(,,q)|vqeQ,i=1.. N, j=1..m}

, and arranges each h(1, JuigQkeP, where 1 is the row index and

J is the entry Ajj ofjsthe array.A,‘as following array.

h(la Allaq) h(l’ Alz’q) h(la Aln’q)
h(2’ AZlaq) h(27 A22=q) h(2’ AznaQ)

h(NaANlaq) h(N,ANZ,Q) h(N’Aqu)

Let By be the Ith column of Byq. Suppose that N proxy signers have
been assigned a unique index between 1 and Nn. Then, the original
signer securely sends each column (I, By) to each proxy signer
I as proxy signing keys, I = 1,.., n.
Next, the original signer computes the phase I public keys for
q

P, ={P?|vqeQ,1=12,.,n}, whereR'=h(®,;q.ee (. ]j.0)
, and sends the phase I public keys to TP.
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Finally, the original signer generates the phase Il public keys
for q as follows. Let E; be the union of any W columns in Bg.
The original signer computes

P, ={H>(Bw,q)|VqeQ,Bu=B, UB, U..UB, , V{jjy} = {l,...n}}
,where H2(|3W,q)=h(h ® Nh(i,j,q) and sends (i, Jor «vvr Ju »
((BE

E€By

H*(B,, d)) to TP.

(2) WhenreceivesBj, proxy signer j computes @i jqep NG, J,0) andapplies

htoit. Then, proxy signer J checks the result with corresponding
components of the phase I public keys. If the validation goes
through, proxy signer J selects a random number Kj as private
key and computes the secureiddentifier IDj = h(Kj). Then, proxy

signer J sends IDj te TE.

(3) The TP generates final publickeys from phase II public keys and

secure identifier IDj, J = 1, 2,..,n , as follows.
The TP publishes the final public keys (J,, Jor «cvr Jurs ID; ,
ID, , ...,ID“,HZ(g;, q)) for every W-subset {B,, B, , .., B;}

(corresponding to {IDL, iD., .., IDM}) and for all qeQ .

1

Figure 5.1 1is a simplified view of the scenario by the key

generation. The components in this scenario are Requester, Original

Signer, Trust Party and Proxy Signers.
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Original Signer Trust Party Proxy Signer H

P={h(i, ,q)|VqeQ,i=1...N, j=1.., m?
Column (1, B)

Phase | PK

Phase Il PK Computes  ©yj g N, J,0) >

A\ 4

A 4

A 4

IDi = h(Ki)

(random number Kj)

Proxy 1-9 verify Key with TP,
if match then reply ID1-9 to TP

TP merge P Il PK & Proxy 1-9 ID,

A

then publish final PK to every one

PK: (jbh ! de 1ID.1D 10 B an

Figure 5.1.‘The Key Generation

5.3 Proxy Signature Generation
(Proxy Signature Generation)
Suppose that any W proxy signers {Ji, J2,.., Ju} want to sign a proxy

signature on tk-bit messagem= (m,, m,,.., mkbt.ItVWnﬂqsasfollowing

three steps.
(1) The proxy signers compute r = h(m) and send to TP.

(2) The proxy signers construct the following array A” from A.
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GLAY LAY L LA
(ZaAQI) (29A22) (Z’Azn)

(NAD (NAG) . (NAG)

(3) Each proxy signer J;i computes Sh=:AL\LﬂdSh4, where §; =¢ and
i=1,2,..,w.
(4) Forallq €{Qq, , Gy s %w},eachproxysignerjicomputespartial

signature H, (q)= Q_?SIKLjJD)C)KL where | = 1, 2, .., Ww.
LDesy

(5) Each proxy signers securely sends (K;, H; (Q)) to the verifier.

Figure 5.2 is a simplified view of the scenario by the Proxy
Signaturegeneration. ThecomponentsinthisscenarioareTrustParty,

Proxy Signers and Verifier.
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Trust Party Proxy Signer Verifier

Proxy 1-9 compute r = h(m) to TP

Construct array A’ from A

Computes S;, A \U,S,

Computes partial signature
Hi o (@ NG, J,0) & K,

(i,)es,

Send Kjl . HjI (@)

Figure 5.2. The Proxy Signature Generation

5.4 Proxy Signature Verification
(Proxy Signature Verification)
(1) The verifier gets r from TP and checks whether r = h(m).

(2) The verifier checks whetherID; = h(Kh), i=1, 2,.., W.

(3) The verifier gets H2(§;,qm) form TP.

(4) The verifier computes H(BW,qm) = @ﬂl(HL(qm)C)KL).
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(5) The verifier applies honH(B,, O, ) and checks whether the result

equalstxaHz(E;,qm) where B, = B,uB, v ...uB; andl=1, 2,..,

k.

Figure 5.3 is a simplified view of the scenario by the Proxy
Signature Verification. The components in this scenario are Trust

Party and Verifier.

Trust Party Verifier

A 4

Check r = h(m)

Check IDj; = h(Kj) , i=1,2,...w
v B,: Oy

\ 4

\WAVRVAY,

Compute

H(Ev’qﬂ):@ll(Hji( q,) € K )

applies h on =
PP He By Gy

check H(qun) = B, %)

If the validation goes through, the verifier accepts the proxy signature

(jl’ jz v s Kh’sz K,-W L H( qun ),H(ENqu)»--wH(EN’qu)’m)

Figure 5.3. The Proxy Signature Verification
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If the validation goes through, the verifier accepts the proxy

szl e .oy K. rH(Bwlqml)rH(Bqumz)r---r

signature (ji, Jor ««-r Jur K i

H(B, , O, ), M) which is collaboratively generated by the signers {Ji,

J2, .., Juw} on behalf of the proxy group {1, 2, ..., Nn}.
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= ~ System Analysis and Application

6.1 Security analysis
In this section, we examine the correctness and the security of this

scheme.

6.1.1 Correctness

In our scheme, the proxy signer Jj computes SL::AL\\ﬂZIS from the

e

array A. Expanding the equation, we obtains; =A

i’ SjZZA'jZ\Sjl, « o oy and

S;, =A\UL S, . It is easy to see that {(h (I, J, Q)| V (I, J)e U.LS;} =
B, = B,uB, U ...UB; , since ghe entriés of Bq and A’ have the same
position (i, J). We have proved the following result.

Lemma 1. For a w-subset { Ji, dos w7 Ju} of proxy signers group {1,
2, ..., N}, they can compute E; together by the iteration equation

S,=A \ui, S, , =1, 2,.., w.

From lemma 1, wehaveH(BW,q)::(_?s h(, j,q) . Therefore, the verifier
L)eys)

can derive a validate proxy signature because that.

6.1.2 Security
(1) Secrecy: In our scheme, all proxy signing keys and public keys
are derived from the original signer’s private keys by hash

function. So, the secrecy of private keys is reliance on one-way
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hash functions without trapdoors.

(2) Proxy Protection: It is obvious that the original signer can not

generate partial signature H,; (Q) because that eachproxyprivate

key Kj, where J € {1, 2, ..,N}, is unknown in our scheme. However,
Kj is known for the original signer when proxy signature is
published. Hence, the original signer can swallow the message
and the signature, and then generate another one. To avoid such
attack, the proxy signers register the hash of the message with
TP and any verifier can check the message from TP in our scheme.
Therefore, the original signer can not substitute for proxy

signers.

(3) Unforgability: Consider the proxy signing key array

h(l,A”,Q) h(l, Alzaq) h(l’ Aln’q)
h(z’ AZlaq) h(z’ A22,Q) h(2’ A2n’q)

h(N’ANlaq) h(N,ANz,CI) h(N’ANn’q)

, which is generated from P={h(,j,q)|vqeQ,i=1...,N,j=1..m}and array
A which is a PHF(N; n, m, w). Let By be the lth column of By,
=1, 2, ..., n. For any W columns E; = {Bh' Bh,"q BM}, there
exists at least one index 1 such that the Ith component of all

columns in E; are all distinct since A is a PHF. It implies

thath(,A; .9, hG,A,.9), .., h(,A; ,q) are wdistinct elements in E;.

30



So the union of any W-1 columns in Bq can not cover the remaining

one. We have proved the following result.

Theorem 1. The set system (P, Bg) is (Nm, n, w)-CFF, where P and

Bq as mention above.

From theorem 1, a validate proxy signature cannot be generated
by (w-1) or less proxy signers. Therefore, the property of

unforgability is satisfied.

Non-repudiation: From the proxy signature (j,, Jo, «--r Jur K;

Kiyr «--r Ky o H(By, Oy ) sHCB, 7000, ., H(B,, 0y, ), M), the proxy

signers cannot deny having sigrned'themessage since only the proxy

signers have the private 'keys K;, 'K;, ..., K; . Because that

H(B,,q ) is derived from‘thewprivate key (, the original signer

cannot deny having delegated the power of signing message to the

proxy signers as well.

Traceable signers: In our scheme, the system can identify the

actual signers of a given threshold proxy signature (J,, Jos «- .,

jl’ szl LA 4 Kjwl H(Bwlqml)lH(Bwlqmz)l XN 4 H(Bwlqu)l m)

throughK;, K;, ..., K, andH(BW,qm),H(Bw,q%),.n,H(BW,qW).

It is easy to see that (Kh' Kh' ey Km) is distinct for every

different proxy signature. H(B,,q) are also distinct for every
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E;g; Bq as showing in the following theorems. Therefore, we can

identify the actual signers.

In order to prove that H(gg,q) are distinct for every E;g; Bq »

we will construct H(B,,q) from a resolvable Balanced Incomplete

Block Design (or simply BIBD). First, let us recall the definition
of BIBD. A (V, b, K, A)-BIBD is a set system (X, F) where X has V
elements (or points) and F is a collection of b k-subsets (blocks)
of X. Each point is contained r blocks, each block contains K points,
and each pair of distinct points is contained in A blocks. A BIBD
is resolvable if there is a partition of its set of blocks F into
parallel classes that is atset of blocks contains no point of the

design more than once.

Theorem 2. [2] Let W be an integer withw>2. If there is a resolvable
(v, b, r, kK, A)-BIBD such that w > A(y), then there exists a PHF (N;

v, v/k, w) with N = A(3)+1.

Theorem 3. There is a construction for By such that the unions of

any w columns in By are all distinct.

Proof. Given a resolvable (v, b, 3, 1)-BIBD, by theorem 2, we can

construct a PHF (N; v, v/3, w) A, whereN= (3)+1, through the following

fashion. It is easy to see that the BIBD has r parallel classes;

each class has V/3 blocks. Therefore we can assign the points in
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the same block an index between 1 and V/3 for every class. Hence,
we can construct Bgq from the PHF A. By theorem 1, we know that (Bg,

P) is a CFF. For example [], givena (9, 12, 4, 3, 1)-BIBD as follows.

class1 class 2 class3 class 4 assign
a23 a4 77 159 A6 8 <« 1
4 56 2598 2617 (249 <« 2
7 8 9 B3 6 9 (B3 48 357 « 3

Following the assigned number, we can construct the following PHF.

1 23 456 7 89
class1 1 1 1 2 2 2 3 3 3
class2 1 2 3 1 2 3 1 2 3
class3 1 2 34311,,2 2 3 1
class4 1 2 3 2.3.1:3 1 2

Consider the array Agiven above in which the entries can check
whether the correspondindg:poirits belong to the same blocks when the
entries have same values. AnyWcolumns inAhave () pairsof distinct

points that have the same values, since there is one block in a BIBRD

containing the pair. Suppose that there are B_W and B_W such that

H(B,,q)=H(B, ,q).Assumethat B, and B_W haveat leastonedistinct

element. Then, there are at most (y) different pairs of distinct

points between them and the different pairs have same values and
appear in different parallel classes. This implies that there is
at least one pair of distinct points which belong to the different

blocks. This contract is the definition of a BIBD. Therefore, there

are no B, and B_W'such that H(B,,q) = H(B, ,q) .
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6.2 Comparison

Our propose scheme is extend from Change’s Improving Lamport
One-Time signature scheme[4] and combinatorial object PHF. So Our
propose scheme has same advantage of Change’s Improving Lamport
One-Time signature scheme too. And our propose scheme added advanced
security. The comparison of Al-Ibrahim’s (w,n) Threshold Proxy One-Time
Signature Scheme and our proposed scheme is in Table 6.1.

We note that the new model of [1] is different from previous works.
If we apply it to the original model, the TOTP signature scheme of [1]
does not satisfy some requirements given above. We will discuss some
weaknesses caused by their scheme using in the original model. First,
the verifier cannot identify thesactual proxy signer from the proxy
signature. Therefore, the requirement. “Iraceable signers” 1is not
satisfying. Second, the proxyisigningkey does not derive from the private
key of the original signer. This means that the TP must guarantee that
the original signer cannot refuse having delegated the power of signing
messages to the proxy signers. Therefore, the TP is not merely to keep
thepublickeyandtoprevent repeatedsigning. Third, thereisnomechanism
aboutpreventingthesigner fromforgingavalidproxysignature. Therefore,
some important requirements such as “Nonrepudiation” and “Proxy

protected” are not satisfied.
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Table 6.1. The comparison of Al-Ibrahim’s TOTP and our proposed scheme

Al-lbrahim’s
Item Proposed scheme

(w,n) TOTP
Secrecy v v
Proxy protected x v
Unforgeability x v
Non-repudiation X v
Time constraint v v
Traceable signers X v

6.3 Application of our proposed scheme

Numerous examples of group application include the stock exchange,
collaborative tasks, and many.oether multicast applications.

According to above-mentioned theories, we can apply it to the
countersign systems of general enterprises, suppose its institutional
organization of company in order to there are 9 supreme executives of
department - division chief under CEO, and the system administration
(SA) service department establishes as trust center (Trust Party) among
them; Section chief (Requester) who a product protected the department
now, should work and need it to N days on business of China, he happens
that their CEOalso contactswith thebusiness toother countryonbusiness
during this section while applying for and going on business the form,
and because this colleague's journey on business is urgent and needs

dividing the expenses in the branch in advance badly at this moment,
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it is not paid in advance until the CEO comes back after making comments
andinstructions thatunable, thentheir CEO (Original singer) establishes
agent's system to start in the easy system of countersigning before being
on business, is it act as agent by the following 9 department affiliated
supreme executive - division chief (Proxy signer ) their signature
operation to come, its rule, in order to so long as let 3 division chiefs
signatures and agree to produce and act for signing the nuclear file
of the CEO effectively, finish this go on business to signature operation
form , let this staff can on business to is it finish the work to go

prepaid expenses as scheduled smoothly. Its scenario is as figure 6-1

shows.

Threshold
Proxy signature

»
»

delegated

Original signer (CEO) «x

Proxy signer (manager)

Figure 6.1. Examples of application for proposed method
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= ~Conclusion

7.1 Conclusion

Base on Chang’s improving Lamport one-time signature scheme to
execute threshold CFF MAC scheme. We present a new (W, N) threshold proxy
one-time signature scheme that meets all the requirements of [7, 8, 16
and 21] under the original model. It protects proxy signer against
repudiation of signature delegation of the original signer, repudiation
of proxy signature generation of the proxy signer, and repudiation of
receipt of the proxy signature of the signature recipient. Our scheme
preserves the fast signature verification and low computation power of
one-time signature, and so is suitable for various wireless applications.
Furthermore, the proposed scheme inherits s-the character of Change’s

improving Lamport one-time proxy - siigonature scheme as well.

7.2 Future Work

In this thesis, I just consider “one-time” proxy signature. This
model is very secure method for protected proxy. If we can extend
“multi-time” method to this model, it then will be better. So maybe
research this issue in the future.

Furthermore, we proposed the scheme requires extra a large amount
of space for storage of proxy signing key of PHF object array data. So
maybe need to search other method or algorithm to saving storage space

and propose a more efficient scheme for it.
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