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Abstract

In this thesis, we propose a topology-aware “Target APs Search and
Measurement” scheme that can reduce the handover latency of IEEE
802.11-based Wireless LANs. In recent years, 802.11-based wireless LANSs, as
Hot Spots, has been successfully and widely deployed in public places. Many
services arise with the growth of 802.11-based wireless LAN, and VoIP and
similar multimedia applications, in particular, have become the well-known
services. However, most of:the current implementation of 802.11-based
networks only attempts a handover when a cliefit’s service degrades to a point
where connectivity is threatened. With this-handover strategy, a client must
perform a full search before committing a handover such that the overall
handover time is far longer than what can be tolerated by real-time

applications such as VolP services.

AP Discovery and AP Association are intrinsically two independent phases in
IEEE 802.11-based WLANSs. Furthermore, many studies have shown that AP
Discovery constitutes more that 90% of the handover latency in most of the
current implementation of 802.11 WLANSs. Therefore we focus on improving
AP Discovery process to reduce the handover latency of 802.11 WLANs and

propose a topology-aware “Target APs Search and Measurement” scheme.



The underlying idea of the topology-aware “Target APs Search and
Measurement” scheme is that a client will discover the APs neighbor to the
client’s current location and use the neighbor AP information to facilitate
“Target APs Measurement.” Therefore, along with the normal communication,
a client determines the local APs topology at some proper time before the
handover, for example, when the serving AP’s signal strength gets below the
pre-defined threshold. Later, the client measures these possible target APs
regularly by using the local topology information and the proposed low-cost
Non-AP-Aligned SyncScan technique. With the facility of the continuously
tracking of nearby APs, a client could make better handover decision thus

improve the handover delay.

Finally, our approach requires only the modification at the client side without
any extra deployment at the networlk;’afid is completely compatible with IEEE
802.11 standards. We have implemented our design using the Prism 2 chipset
WLAN card on Linux platform 'with the ' HostAP driver. Experimental results
show that our approach is very effective-and is suitable for the existing 802.11

wireless networks.
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service) HYFE KR IE « @A EENGEE M EIE T » 550 A48 AR S P
P AR YR B 8 R0 SR a2 EEedE T % (packet loss) ~ ZE#E (delay)
DUR BRI [ E) (jitter) HYSZ2E “LEAFAEEHEEEIB L PO R - & T
FEALE RS (Quality of Service, QoS) {#:5 » IEEEZE T IEEE 802.11ef[R % H'E
Pres RASATAE(4]  FRHHE B — A& T QoSER T ECHT - 281 - ¥t BATE JIHYSTA
(Station?) & - PR IR RS G EFEHRA T RIE 55— TH 4B PR QoSH R AT K » %
RO TR & B EOEAE (A T A AR B BE i  s an B P - AT s B
F 0o & B R

1 Unlicensed Mobile Access (UMA) technology provides access to GSM and GPRS mobile services
over unlicensed spectrum technologies, including Bluebooth and IEEE 802.11. Please consult

http:/ /www.umatechnology.org/ for more information.

2 Any device that contains an IEEE 802.11 conformant medium access control (MAC) and physical
layer (PHY) interface to the wireless medium (WM). This term is defined by IEEE 802.11 Standard [1].
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-
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AR Z AIME SRS BT RS &R -
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RS - FIRFZ PR TR ARt S PR IR i B R B I TRILOR R - 2D o
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Figure 1-1 Diagram for a STA performing measurement during its movement
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Figure 2—1 Cellular concept in wireless communications

(Source from [9])
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Figure 2—2 IEEE 802.11 architecture

(Source from [1])
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Algorithmff# 2 - Figure 2-3 F/RSTATEM{EAHEETcellf]fZE) > fRisFEM & (Serving
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Figure 2—3 SNR change between.old/new APs with Thieshold-Based Handover Algorithm

(Adapted-from [18])
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FBWLANMIRFHEEE - (A2 M HATIEEE 802.11 fyIE#E[1] W4 ARt EEREt &
BENAYTEH® IR A B S (s A ARE i (e factive scan functionfi By & HIHY T H - HiE
7977040 Figure 2-4 AR o HE S A B & TEAE(E A Ty At 2 B EHER7R [ SNR,
A T DA F-HIEE S ME SNRest » STABIFH4GE PR Ts1 (Scan Interval) HYEFEIF]FHactive
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Figure 2—4 Timing diagram for using probe facility in 802.11 networks with

Threshold-Based Handover Algorithm

(Adapted from [18])
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request frame FYFELHT S E & [0 fE unicast probe request frame » KL IELRLEREE T IS
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H o DU EFRTHERAR © I H SR E PR TIER - IRARSTAS — A
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PR HEH] -

EHEG AR - Bl A frames{E A A IIHTEREH - fdpg R fuaE R R E
R~ GUAEHER AR S 7 IR b E s S B R 5 1140 802.11b#RAS T » STA
A PAfE 11 Mbps/cl#%] 5.5 Mbps » F[£5:2 Mbps 521 Mbps - {15 &2 A AES
AR E - KEframes{lTZAR R HIFRT 61 ST A CACE I EAE L 5 Y i
G o IRLAERS R e EIRT - #E(TA Figure 2-5 Fn—E B FIRT -

SERGRETHIIF RS HECRAGRS AR I Fe AR MRV E BRI > 10 Lt T UG & H
A E st BN RE > DA ERSE &2 AEHRER T - #17—XEEDN
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Figure 2—5 Observed handover process in major vendor’s implementation

(Adapted from [7])

B2 EEaa TR T - TR TR LR RAYIFHE - fRYZA. Mishra®[7] #i%2
iTERETEH  MFERELE 0% AFHECE E HEEG b o B E RS
B o EHEATRERERTFIIER (Wweb, ftp) HEAK - HEFVE DR T 7 KITR]
HFEA (WvoiceHdvideo) RIBEIEE EEMFE - FHESTAVVEE Flactive scan function
SEREA A YA HIFTE T REY HAREM & > DU S A FZEESSHIE S » EHFZE
fftvertical handover FYSTA—EAF] -
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BN E REFRY 80211 A T2y > FMTREERIAT T ¢

STATERR R & A 1R ZEr TR T > STARVERIIE A AL ARt & w] DA
FI o AL > 48RS K& o AIIEEE 802.11 £AE[1] FriE#&H active scan procedure ([1],
Figure 2—7)%‘2’%?@!#%E*ﬁ%i%ﬁﬂééﬁl%@?ﬁiﬂﬁ » k2 Figure 2-5 fiffyDiscovery
Phase#E{ THYER /7 » & 58 (ATl AR & HHE R EHIZ zl%lﬁ%%?%?ﬂ~$ﬂ@@ﬁié’ﬂ%ﬁh

» B FHa 8L (handover algorithm) #EH T —{EEAEHYEHI G » @ &2
4% (ESS) TElfmmomiy B & o B & M8 R # 1T link layer authentication
exchanges » DUz EE ¥ G UE A (reassociation exchanges) » & PA_E R IR P 52K
faRi% o STARISERIRTIZT -

STAEREAHEREEGR (RERT)  HRIRFER QRS > LS (ki

B ZRHEE R ORGSR i IEAERY - P. Roshan & J. LearyFr#&—2[23] SR E FE
#aTF-iafE 1y Discovery Phase fsRoam-Time AP Discovery °

#uE o] DU Bl 12 e B (886 5 — (@30 7y =2 Figure 2-5
HJ ”Discovery Phase” » STAE{T— F&aea R AY H AR Sz Bl 8 1B E - 5 %70
7= Figure 2-5 iy “Commit Phase” » STATE = Ephasei#:{THymessages exchange/&

BT T B ERFHA T AR A S R STAREIRRELEhH R - I AL E [Mphase

#{TH messages exchange fycommit operations -

Table 2—1 Two logical phases and other referred names

Other referred names

Discovery Phase | Search Phase[8] ~ Scanning Phase[13]

Commit Phase | Execution Phase[8] - Re-authentication Phase[7] -

Re-association Phase[13] * Transition Stage[6]

R EHYEE S (& PhasesH A [EHYFEM: - (HNHE Y < Discovery Phasetfr
HELETE BySearch Phase[8] ~ Scanning Phase[13] ; [fjCommit Phasetl’ 5 7# fyExecution

Phase[8] - Re-authentication Phase[7] ~ Re-association Phase[13] - Transition Stage[6] °
BT 2 LA EHYRERY - FEHREY Table 2-1 -

KL &4 — % » {#H Discovery Phase 1 Commit Phase °
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2.4 |EEE 802.11 fESR 4TI HIFVHRADT 7%

Remote
802.1X Rt
L Sroker
MAC_SAP
Data Link - RSNA Key
. MAC Sublayer Managenan
Y MAC Sublayer Management !.MF—?CAN.request
R Entity MLME_SAP
. MLME-SC AN, confirm
R Station
PHY_SAP MLME-PLME_SAP Management
I Entity
Physical | pLcP sublayer (|,
A PMD_SAP PHY Sublayer
¥ —— D — Management PLME_SAP
E Entity
. PMD Sublayer 1%

Figure 2—6 SME invokes MLME-SCAN.request.and receives MLME-SCAN.confirm

(Adapted from [6])

IEEE 802.11 fZ#E[1] FE{t T Wy # {7 EH &5 8% (AP Discovery) ffyscan
function: passive scanf{lactive scan- %[ Figure 2-6 Ff7~>SME (Station Management
Entity) {#H F§ MLME_SAP#z ftfyMLME-SCAN.request primitive#{Tactive/passive
scan ; [fjactive/ passive scanfJ4E5 & LIMLME-SCAN.confirmy 75 = [B[{#F(SME -

B Fepassive scanm BN A G EE TIFAE - WL EFAEHL S AT
# 1% M beacon ; [fjactive scanfI[£RHY FFHYZRE » STA{#H Factive scan function » &4
#%1%broadcast destinationffyprobe request frame > F:H & 7E Ui Fprobe request{g & [H]
JEunicastiyprobe response frame4aSTA7 - #5745 %[ HAEELH & FAEMH[E 1Y channels

STAH] LI 5|2 {E probe responsely[E]fE -

7active scan function & STA #&3% broadcast frame i > oy H 13t FH unicast frame [0 &2 LR,

iy Bt =] LA broadcast sHERIERE o 1F network layer | » STA #%%£ router solicitation F#fjz8
] router IYTFEAE LA B2 F router B 3 [0 router solicitation & router & Hf broadcast router advertisement

e SRS A
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IEEE 802.11 fZ#E[1] MACHEHN G A §1 72 toprobe request/responseffyframefs
FRREAES M » B ERHEARADCEE AR -

HRTAEN 73 E(ERY IEEE 802.11 4R 4RSI & » beacon #5741 interval 7 FHEL &
100 TU (Time Unit) » %[ TU & 1024 ps  RH{# FJ passive scan FYfEN T » STA 1
&—{[ channel FEEEZEE1FHVIEFEIAE worst case [0 T 3532 100x1.024ms=102.4ms A £E
FRESA BIEE GHFEE - LU IEEE 80211 fl4R48Es H Al #& 7] Y channel %
Sk IEAEE A channel /& 10 { channel » RILfEZ T EEN T » STA i passive
scan FF %At 1.024 PORYIFEI A A P ESE i A G 2 8T 7l at B iR RV & -

FHEL A passive scan FEHIERIFEMEAYE S » active scan A ERHUEARMBIIIE F -
Figure 2-7 Z{¢IEEE 802.11 f&4E[1] H5E#E 8% [ KM active scan procedure :

For each channel to be scanned:

a) wait until the ProbeDelay time has expired or a PHY-RxStart.indication
has been received;

b) Perform the Basic Access procedure (Distributed Coordination Function,
DCF);

c) Send a probe with the broadcast destination, SSID, and broadcast
BSSID;

d) Clear and start a ProbeTimer;

e) If PHY-CCA.indication(busy) has not been detected before the
ProbeTimer reaches MinChannelTime, then clear NAV and scan the next
channel, else when ProbeTimer reaches MaxChannelTime, process all

received probe responses;

Clear NAV and scan the next channel.

Figure 2—7 Active scan procedure defined in IEEE 802.11 Standard

(Source from [1])
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(a)TEWRER » &5 T STAMIHAF#Hr A channel > Emedium busyEI’] ARFE (Physical
Sensing and Virtual Sensing?®) [ AELIHIE channel[F]2F > N[ & 782k H frame > DL 5 i

Ecollision ° A [ AE UL F|PHY-RxStart.indicatin =k & 25 2 ProbeDelayEHﬂ; % B AT HE E
Virtual Sensingf/JjjR#E - Matthew Gastfiii & /M4ZIEEE 802.11 fiE4R 4L HYEFTE[22]
¥R ProbeDelayfUiF ] - & T R E) A A & B EEUE (R A channel
#fTactive scan function > K%/ PHY-RxStart.indicatinfiis ¢ Block i £ o

(b)IEFTE & IEEE 802.11 MAC 5 A4y Distributed Coordination Function
(DCF) - STA Z{#iFg DCF g%/ channel BY{#EFIE - (c)fER T4 H broadcast Y probe
request Z1% > (d)(e)41ERAE MinChannelTime I[E]IN channel #)2H busy HYF A -
Fn HEE channel )& H{Ha Bt G1FAE 5 R Z AIHEE channel HEG1EE - R HAF
MaxChannelTime W [E - #E1T N —{& channel AY#87Z -

BHARVIHFE8] ~ [11] ~ [12] ~ [13)ZE () TEfFE K © 4NFAE MinChannel Timet [
YA EE o[ probe responsefl#E{T N=#Echannel Yi#%: - FIIEEE 802.11 fF4E[1] K~
T FEZ R LI EEHLGE R - NEfEchannelb@H AFERER T - Bl EII4EEE
—IEH -

H_ Bt am ol 54 4 EEREHTT > f active scan function 8 EL &

&L passive scan function 5 - HEE[{ER scanned channel number N~ MinChannelTime

F1 MaxChannelTime /5 B4 > G H. -

N> MinChannelTime < T active scan < N * MaxChannelTime
241 HREE BIEESHREENEFINE

=R EHFE DL active scan function & {EIHZE WLAN #AF B2 14 EAVERL EH o active

scan function Hy =228 scanned channel number N~ MinChannelTime~ ¥1 MaxChannelTime
T AEGEIE Y o BT EEAVAVARINEEFIFBRSMUER > A T A
Z M channel # (waste channel) | 1 " A EEIEFRFR (waste time) | e

8 Virtual Sensing f2 IEEE 802.11 14E[1] T~ MAC £/ CSMA/CA #5451 MAC function » F DU#HBHAE
shared wireless media FYIREIE [ > £ F distributed channel access FydE4R 8 :H MAC {77 %€ {# 52 F Physical
Sensing ff £ Carrier Sensing R g °
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2.4.1.1 Optimized Probe-Wait time

(e B ERAIE Y 2 TEE R > AL Mishra®:[7] £2H - 7] DIEfELRAEES offlinefy
IS TS 3 AR MR B B Bt S B AT 4R T B &R 04 » G BRI B Se s T A4S SR B HUE
& W MinChannelTimelA Jt MaxChannel TimeZ: 8l » (15 RER T HIES & (B4 90% LA )& &
A 15 5 358 HU A B ] A B 1) (] probe response > [AEEAE (A 25 7 B &t tH 2Ky
MinChannelTime ~ MaxChannelTime » ¥fProbe-Wait time{f o] DI {5 2{E{FHtradeoff(H - 15
R R E MinChannel Time By 7ms[f MaxChannelTimey 11ms °

HANH. Velayos[8] 25055 MinChannelTime Ry 1ms|fii MaxChannelTimeky 10ms © &
& A FiMedia Access Control#yDCF functionZRfE s 73 M FTHERHYAE R - 415R
channelff 1mspP;¢ K fEbusy? » AT Fi2 5 HEHM S HIFAE

2.4.1.2 Observed Scanning

TEAREIE AL & Sy B AR LS channel BYIEE T » STA HiFH g —(EE&ER
channel #R#ETT active scan function > A Refe2IF7 FJRERY HERAM G » EHRAVES
19722 75 70f# By Full Scanning °

FHEFY Full Scanning » Observed' Scanning H¥ % channel NE T EEE#TT
active scan function> [fi %21 channel 43 && A1 LLE HH 2 Fij Full Scanning 145 5452
B MY B RRER BE DR E (BTN E R FAE ESS N HYELHN & i B E e iE 2% (E Y
channel ' » Al STA 1£{ Fl 7S (B MR AEERIS - H scan function 5 A LLUA FEZIE B E
[ channel) -

& RN E 0 BEE 7SS R ESE non-overlapping channels » [R fyiE L6
channel A AJRE(HEFARZLRRM S ¢ Fl4] 2.4G ISM band [#Y channel #1, #6, i
#11 » FERETHIEIZ > 32 3 (il channels 28 FAIREEM SHY non-overlapping
channels - STA HIHZIEELH FIHY channel A]## 4 Full Scanning #RAVEM SHEZ -
i F A AR R E B G 1 -

? Channel Busy f1;4 /%] Response ‘E/i[HZE - F, 2.4 3707 -
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2.4.1.3 NG Probe Algorithm

M. ShinZ[9] R {E 4 EE I i 17 AL (5 BLE & AR Z R S AR R &R #5HiE
— IR > 49p&lm o] DUERS MR ML P RE B A & (B0 HAEEM & FrfEUchannel
DR HERM B0 7)) 45STA » FiLABhactive scan functionfV#E7T o BEZATEZ S H
HYNETHEM G EHRAVCE - EEERGEREUR - HE M N H R & oK i B
active scan functionE{THY T » AJLALLEE4fi{# FIFull Scanning - Observed Scanning
Fir LB A HFfE 48 R& 80% ~ 30% LA L -

M. ShinZ:[9] &Y — A & BLES & FAYAHRA &3 2 MHARA % (Neighbor
Relationship) > {# f§ Neighbor GraphHy & k455 2K B - STA T {#£ FING Probe
Algorithm#E 74 B {%Mactive scan function - iZ #IYMHBIEE A/ fs « EEM & AR DU
FEEMEB > AE G Bt At ARYHAEM S (neighbor AP) » {HEZ 7 (A RIA—
TERKIL -

HEs B ] DRI I A A B S B 2R S A R A R REa e A S FI A & 2 [
HIFEARRE (% > A sty U i sm R P E BSR4y - W H S EE I B e iR
T BEHRAB G IEMELERE - B R e Qs Bt n] DU At & B A S
R E (Inter-Access Point Protocol, TAPP[2]) Friz{itfyIAPP MOVE-Notifyf#i#)
HEYEZE -

EAM S BE AR - BIREIHIEE RO Y - HRIE A SRR - R4S
FRAGEE R Z Al - L 7E A Bkt & BLEL & A A & SR T (B AV - BEHYEE—%E > M.
ShinZ£[9] (EHHYITEAR © ARSI T3 - fEATA A RERVERISE—1B - FI R4
I IAPP; E (F ] DU S Ret i wlaa b -

FEAPM. Shin%%[9] 2% |Neighbor Graphiy&H A] LR EFEEHY - FEFERFTE
fyInformation Server(N ; BGEZ/TAVE Y > fEFEREAMEN - EEHEHEGE L
&g o (Fal LU B YA 5155 Neighbor Graphffy&:H - Neighbor Graph
FVE R A DUZ B ESS T fr A At S ARAL R AV &GN - B0 A IR R TR At 5 095 E6
TEAVERR - E 2R T aE &R TR EE0E R A8 S A1 THY » M. Shing [9] HYIHSE
NE - 8 T i UE AV A R G R % - HOFHIAPPEIEH G4 At &
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for all channel 7 where any neighbor AP is running do
Broadcast ProbeRequest on channel 7
Start probe timer
while True do
Read ProbeResponse
if Medium is idle until MInT expires then
break
else if all APs on channel i have replied then
break
else If MaxT expires then
break
end if
end while
end for

Figure 2—8 NG Probe Algorithm

A T Neighbor Graphy&:f1% - STAR] DA A 72 L& R Bactive scan functionffy
H#ETT o [ Neighbor Graph& i {Eactive scanfunctionfJFZ£ 74l Figure 2-8 Ffi7 °

FIH Neighbor Graph #y&aH.» STA HAREAH A S /FHY channels #E{T
active scan function B[JT] » J&/D ¥ AN 00 B4R chanmel %5 ; & STA f£5—{[& channel
# 48 F35] Neighbor Graph HafH 2 (1Y HEE A & &0 - (A FEHERA
MaxChannelTime %t #] LA#E{T T —{li channel #1712 - B/ DAY ERFFE]

— DNeighbor Relationship e
...... » Probe Request

— Probe Responss

Figure 2—9 Demonstration of active scan using NG Probe Algorithm
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U Figure 2-9 Firr > £i%h 1 E2ikGEM & > E{EfEchannel #1 T > [fiNeighbor
Graph#efay &R AT RERY HASES S EiRE 2 - §a%G 37 ~ Eikk 4 ~ €A% 4 - K EARLE S
Sy (E{Echannel #2, #3, #4, F1#5 > STAF T i (E & 1] L H Bfchannel #2, #3, #4,
#5 A E AR channels » #ifTactive scan function - ifi HSTALF & H|%z%channel#y
B EAEE R G HESERE % (Fl1{Echannel #3 &EF(E7%8E 3'1%) » BIAE[#ET R —{H
channel Y2 -

2.4.1.4 NG-pruning Probe Algorithm

M. Shin%5[9] $2 Y EE —H A & LA & [E #Y 1 B & 5HU& Non-Overlapping
Relationship - {#FNon-Overlapping GraphfJ& RIS EHE - STAT] DU #E— (i
NG-pruning Probe Algorithm 7 #t 17 2 B & fY active scan function - iE # {
OverlappingBfl{fEfs : A e ATIANM GBI @ fF1EHA —HEL  fESSTA T A
B ANIEM & BEHIFVERFRE AR S ME . (BESTARIEM & AN & BH) AT
DIAHAZE DA EAY R aE) - A AR & B4 fyOverlapping £t & -

FHEE(E ESS A & & e RiE ek Fully-Connected Graph J5{ = #2([ ESS
TNLIEH & R iR - BB Ovetlapping iR W flE =i 5 2k — edge FTZALHY
Overlapping Graph - B[l &%&(E ESS. FLAFESH& AR Non-Overlapping Graph °

H Neighbor Graph #1 Overlapping Graph BV E 3% A #E5

Neighbor Graph < Overlapping Graph

-

Non-Overlapping Graph Ay {fedgeFTRRIVE TR E » A5 (E A {E M B = I
B ANTERSR IR AR o] DUE AR R E DL L - RS —Eth & B S (E & 0T B —
FOATE T FEESFED | R MT DE E—Pny T852 , BhEB » AREF A
HBBHEITE - M. Shin%[9] f5H » M E —IHEN ] DL HE— D4R D ZHE R Y
channel B V2 AFHHFE -
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Whille not all neighbors APs are probed or pruned do
Select channel 7§ with maximum edge degree
Broadcast ProbeRequest on channel 7
Start probe timer
while True do

Read ProbeResponse from AP,

if Medium is idle until MiIinT expires then
break

end if

prune all APs non-overlapping with AP,

if all APs on channel 7 have replied or be pruned then
break

end if

if MaxT expires then
break

end if

end while
end while

Figure 2—10-NG-pruning:Probe Algorithm

STAf#E I Neighbor Graphffjil"ENon-Overlapping Graphffy&:}iifilfjactive scan
function?y#(T - HAZFF4 Figure 2-10 FiRE

NG-pruning Probe Algorithm{# FiNeighbor Graphfy& s » K MH#HLE & 1Y
Non-Overlappingy & il i Factive scan function - HIHZE X FFHHEANG Probe
AlgorithmAIF R R ZHE > E ¢ Non-Overlapping Graphtorder'? £ A JNeighbor
NodeHFH%5 -

10 2L Order f5HY/E Directed Graph 1 » §iBE:4M edge #48E - 41 £ Figure 2-11 - Efi%E
2 1y order A2 o
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—— DNeighbor Relationship
——-—» DNen-Owerlapped Relationship
------ » [Probe Request

—s [robe kesponse

Figure 2—11 Demonstration of active scan using NG-pruning Probe Algorithm

il Figure 2-11 Fow > €iEE 1 @ikBEM S > E{E{Echannel #1 T > [fjNeighbor
Graph#Z {1V &SR I REHY H A S pE{Echannel #2, #3, #4, F1#5 T - [LAMIEL 2
fYNon-Overlapping F#h 5 A &1L 3 FIEGE: 4 ~ €1EE 5 HYNon-Overlapping Fith 5 A &
B 17~ B 4 HYNon-Overlapping Bth 5 Ei%E 5 - ik 3'HYNon-Overlapping Fith &
A EIEE 1-Figure 2-11 s 2 )26 LA AHMEN & T B i KNon-overlapping
orderfYHHAEM & -

STA A 7 ia{f& 1] LLH 15 channel #2, #3, #4, #5 $47/7 active scan function >
45 Neighbor £ & 1) Non-Overlappingorder K/ 55 —{EfHZE 1 E (L F channel #2
HYETEE 2 » L EAEE AT ol A AVERFYE. - 4885 Non-Overlapping Eth & VR % > iz
£ channel #4 1YE%RE 4 500 DIAAHERERE N AAERAENA - HHEL channel #4 {5AE]i
BE4 > FrDUGZAEEZR channel #4 > i@ S HISEERRS 47 AVEHERRER » Bl At
{7 N —{ channel #Y##7% - FFH DL EA2 R o LB A A T AERY H AR #E T 200 - W HL
EEHREFES XA F]AH Non-Overlapping HIME » 88 " 5IE | NS IR

=i

{EAY 20V - SfERH A1 Non-Overlapping Relationship AME » i HERAE
WY I %7 It BE 7S AH % Y 75 [ (opposite  direction) By EL i & & oo & Y
Non-Overlapping FY& 1 > BYHEA] DLE—0 8 52 N channel 572 DL R B &

5 -
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2.4.1.5 Intelligent Channel Scan

K. Kwon and C. Lee [10] PAIEEE 802.11 f:6:[1] FMACH{s FlfyDCEEH » R AH
B > 3%aT T —ELIProbe Response@ &N EE » FEMHEET E &% channel
7y B & AR S S eI 5E 8 (R 0] DA A STA % A probe responseffJifi]

SRR FTARIRAY (B RS -

1. probe response HHI=IVIES M » BIfEES A RHRAVEE - FEULE] probe
request 1% > B E g @ A T 17Z], 254 probe response frame -

2. STA F[LI{¢ data frame &§HY BSSID )&z

K. Kwon and C. Lee [10] #9565 1 {BElEGEEERRDFEEE - HLRHEBLS E/FER
RIVERAAEBATHVRRE N2 T A @AY » DIBARY 80211 FEAEME » WZH$t ¥ probe
response frame 5} FI{EIABSLHEAELET » 7 EDCE ~ {ffunicast framefHil{# ik -
i Hprobe requestfllprobe responseifijEatomic, operation!! » [K] [t B 2R & 7 illiF 14
Fo BIAZEENY o F 1 (EEGFRIFMEIIEEE 802.11 fR4E[1] - &R Z) T - HE
X A E/ERYMAC protocol IV e B S i sk = &~ K -

2.4.2 HIEEM SRR A E s

f& T $t ¥ Discovery Phase | ft{# Factive scan function#:{704 B AYMHEINZE 2
Hh o BB I RV BU A E # T EISTA S H AR & AR B = T B ras
HHIHEH% Figure 2-5 fifyDiscovery PhasefZfi » AR 582 A Figure
2-5 fiffyDiscovery Phase » & &8 HARAM & 2R > (EEERMTTHAAD
R [EER A USRS HAREM G - i528ad hocy 774 » HAREN EE R TiHE
I~ Commit Phase

11 7 1EEE 802.11 &[] MAC {1 frame F1 frame [5415 2 /EAHFE SIFS (Short Inter-Frame Time) B
i - RIfEiS 4L frame 4B —{[ atomic operation - 41 : {#HiAl7EH unicast data frame {& - FEULIHOH
1E SIFS & 11 %174 Ack frame » 32 & IEEE 802.11 2B Y positive ack %] > Data/ Ack 4HjK atomic

operation °
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# Figure 2-5 tiffyDiscovery PhaseF & F#8f2 4 1 ZE K Discovery Phase
15T HAF R 90%HHEfE] > fEDiscovery Phasef#aFiBtEsis » o] DA AL
IS T4 e » Rk IR TR R R -

2.4.2.1 Background Probing

#aFiEfE Figure 2-5 tiyCommit Phasef7fi{ymessages exchange® 52 24 F-Fif
®BAIyEH & ~ RSTARNEHY 802.11 Protocol State Machine (Figure A-3) g8 - DU
STATEDS EHYZEERIRERAVE - L5 messages exchange/& N AI R FREGEERIHY
AEIEEE 802.11[1] 20T DL #link layer authentication messages exchangefigRij¥h,

T ; {HA Alink layer authentication messages exchangeFfT{GHYHFEILLBIA A - FERTER
TTHHIATFHTRRE A & A KR -

¥ Commit Phaseffj & > Figure 2-5 f1ffyDiscovery Phasefh T #/{E# F12f+
90% LA EAYIFRA[7] > By T OB TR - fEEF L] UIFEAT#{TDiscovery Phase ]I
SR HCET T SIS S 48RS RAVTT S s& 8 5 Transmit/ Receive Phase!? I
Discovery Phase =3 5 BiaCs8 HER A « s MR S VBRI H B E R Y E
TeHE - T 7 TRy S A A &y “Background Probing - Background Probing 7] LIFR A
active scan@{ ¥ & passive scan ; HH] PIEEREFEE R AR5 2R /D Efchannels » HiY
TN EHE SRV RS R R F A E X TR

Background Probing B4 Al T fe AN {al ¥ E X AE R w2 A IRAE il = > ISt — 1
B {FEKAYBlack Art - KEHVEEE LU EH G HYENSTEE B a e - St E)
Background ProbingfJCell Search Threshold -

Background Probing 5[] %% : P. Roshan and J. Learyf#—&[23] fi~
£y "Preemptive AP Discovery” » H. VelayosZ[8] f#/y “Detection and Search Phase

Running in Parallel” > [fiN. Mustafa[12] Z## 2~ £ ”Pre-Scanning” -

12 #H¥%$7A Discovery Phase ~ Commit Phase » #"{# f§ Transmit/Receive Phase {54 1F E LR
&% IEFEZE - FICETEVEAR -
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2.4.2.2 Selective Scanning and Caching

S. Shin%§[11] A T st E %2 ffmemory hierarchy i F AV & cache i iy - 2
Figure 2-5 H1ffyDiscovery Phase{¢#aF-12f7H R - Scan functionfl [y H R &
il BLAFLL R CPUS AR i 12T MemorysEHUE R 5 H AT & Caching i ] -
LA EICPURF A E S ~ )28 EBINVE R 715 7] LA EaccessffYcache A » 1 N 2CGHE
HYEF - gERiHaccess -

Table 2—2 Cache structure for Selective Scanning and Caching

Key Best AP Second Best AP
1 | MAC1 (Chl) | MAC2 (Ch2) MAC3 (Ch3)

10

(Source from [11])

Table 2-2 & Selective Scanning and Caching 77,4 tFfcache structure > DIk
BEM & E EEKey (fH¥ /A memory, address) 2Tl FHactive scan functionf{5 2 i iz &
ERIRIEE A IR (T emoryicotitent)-

FRFBEETHTE - $i/c& s cache structure E&HA MRBEM GH) MAC
address £y key (Y entry » % cache. hit ATEREEEZ entry NEFTE2LHVAM & T4
HIENE » 5 —{E R A e ([ EE - ER R Al ER Selective Scanning 77T H[]
2 -

Cache structurefNentry VS FIE L HF#% > 28 4:Fcache missElcache hit{Hentry
N R LR RSt S AL TSRV E N T - fEEEN T » STAZ(HEHEL Figure
2-5 MHILWHATFIEF > So#E{TDiscovery Phase » Z81% FHHR $5 Discovery i 45 S #E1T
Commit Phase ° R[]y 5 1FEFASTALEDiscovery Phasefs Fify HAZE i & 14722 8
il 2 F% FSelective Scanning ~ [fiFEFull Scanning - STATESEK I FIEF 1% > GHFAE
Discovery PhasefZFI[FHE5REHEART VA G &R > il A —E2E FEAFLE
{fF1E ] cache structured ~ DT~ FiEH & YMAC address fskeyfJentry -

#£S. Shin%E[11] 3% > & cache hit{& & 5 — B NIMERY B SR & 245 A S R HI R
[ AT AR EF R HA ik 6 ms » RHEHS MY penalty R & 4K - (HAMKHYH
Fu] PUEF] LS - HIEEH S o [fijcache missfAT{#E Y Selective Scanningtt & [Full
ScanningZ AT » NI ERERR G LL T & R E (FHHRFHE 24T -
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Selective Scanning

Do active scanning with
the channel mask

No

Do active scanning with
the new channel mask

Yes
Mo Do normal active
Detected any AP7T — scanning(full
scanning)
Yea

Compute new
channel mask

I

Reassociate to
the best AP

1

Figure 2—12 Selective Scanning procedure

(Source.from' [11])

Selective ScanningZ A _Fiit/g 2.4.1.2 Frigly Observed Scanning » R %E%HY M H
—{fElchannel mask bitmap&fl4EHE - sCEENTchannel 785 » E5—X Observed
Scanning 45 H & A FE(A] H A G5 - (HRfchannel mask S8 7 4= #rfychannel
mask > 2 5 —F 1 channels - Figure 2-12 [Ef## | Selective Scanning procedure °

Selective Scanning and Caching £ EE ¥ Ecache hitdy{F % » i H.cacheff
FE(ILHY H ARt & (L E IEMER R & - TR 72/ 0 Fycache missEZE—Fi#Gcache )2
BHENARHE (Frs8cache cold start cost) » F5E A% Selective Scanning (L& {YHF ] © 12
{EDT AR LIRSS NI ] DUE N EAUR » BRI HEE MR -

-28-



2.4.2.3 Pre-Scanning and Dynamic Caching

N. Mustafa®[12] EjtS. Shin%[11] #IES: » % Ecache r]REA A FHTEERYIE L -
& 2.4.2.2 Selective Scanning and Caching #1 2.4.2.1 Background Probing gili&Ak
Pre-Scanning and Dynamic Caching #Y§%75 - fR#EN. Mustafa$£[12] #YERE >
Pre-Scanning 7] DL R 55 cache e M4 K IEMENM: - #ATF3UEE P L Selective Scanning and
Caching ZRHJ4F °

2.4.2.4 SyncScan

HHZZTEEE 802.11 ME4RAGRES NAYEH & 7] DASETR, > Fisth & & E HA&S i broadcastiy 7
T\ 3% ixbeaconz U BESTA B HT K [FI25{RRE(EH] - 1% (£ HAVERLE 100 TUS » 1024
mse YIERSTA ] LK1 B FEES & &% beaconfiF ] » STA{H 7] L & $82(s Ff passive scan
function » {F TEHAAYIS & EE AN J#A % H Bichannel » &8t S 555 & B Hbeaconf 2%

° FEER A THERRYIF R B 1% - BRI DALl R AR (E Hychannel » B8 4248 [ AHY £
BEE - (£ EM G5k beaconti MEENHYIREE [ - STAEAFFEERF5CEHYbeacon
interval B[l A48 } 80| H FAUE - IS BHESTA A H AU 5 4% ikbeaconli fF &5 -
AT T O B4 6 T Fg ] P 2R ) ARl = beacon s 2% (i (G20 S IV BN AV R » AT am SO
H FsSynchronized Scan (SyncScan)* i

I. Ramani and S. Savage [13] f5HIEEE 802.11 fZAE[1] $f MHARE M & Riibeacon
AN TR R - MDA FFRIRYPRE © I Ramani and S. Savage [13] A2 A HEEEE
R E HFE - SR E R &35 ibeacony I A RHIAN ZA4E » STABLR] DR M E

By

7]
S

SHEN A 1550 ={E B AL & 58 2% beacon Y HE FE & R - (RILSTAFE ] DAFEREE ~ TEHA
beacon® 28 L AYHFEIERE] > VJ#ichannel Kl {Tpassive scan function > DLH|ETZE R A H
R S H A] DA E 20 B AR RS E -

13 1 TU = 1024 ps in IEEE 802.11 f&:&[1] -

14 ASTFrfEAY SyncScan EF5E [ Ramani and S. Savage [13] ATEZ&EAE - FaE'° -
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I. Ramani and S. Savage [13] FEUIITEEE @ 8¢5 T—F A channel numberZ-HE4F
HYEHA MR S beacongE 145 T EIRE ZIFE - B (EZEEE A [Echannel YA & 58 R 5%
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Figure 2—13 Timing diagram for SyncScan operations
(Source from [13])
MU 23

ftHHL. Ramani and S. Savage [13] Fr&ks{HYbeacon#s?
SFATRRAS -
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A1 Figure 2-13 Fi7R © LfEfFchannel #1 AyELHT S 1FtHFEIEEES 2beacon » TIE(E
channel #2 AYE: S Et+dIFREIELEE %beacon » [ T/EfFchannel #3 fYE It & 1 t+2d0F
[HiELE&%ikbeacon - [Nt » #E{E{Echannel #cHYRH & HELENISTA - E RIS E
channel #(c+1) THYEM & - HZAE H AiAY channel T $2 £ beacon{% Ky d I fif] T #2 £
channel #(c+1)B[17] - I. Ramani and S. Savage [13] TR H AR &R B & R =
FsSyncScan > {H A5 SCE M iE B A Fs AP-Aligned SyncScan’s o

RIS iR & beacon #8 EHF EIZRAVZAHE - B2 total f n {E channel - DL d H#fE]
brafe 28 1< Iy IEEE 802.11 4R 48RS » &AL M AVSSEm

1. E{EFFHE channel [FHYEEHNE » 353X beacon [ phase & — R EUHITHY °
2. BHEEM A2 beacon WEIAE—HKHY » RER (n-1)*d -

3. STA 1JDI#%#HE beacon #8405 FE » IR EH O ELEEH & 881% beacon [YAFE
BRUaELEALR » FHE d BEEI DR HZE channel » 7£—{[ beacon #& 24 /HHA % »
ERTA B S H—

eeeeeeeeeeeeeeeeeee

)))))))

(a) Under Threshold-based algorithm  (b) By Observed vendor implementation

Figure 2—14 AP’s SNR diagram measured by STA for two AP discovery schemes

(Source from [13])

15 1. Ramani and S. Savage [13] EFEI:(EZE SyncScan » BLA G 5 SyncScan &ji[& 5 Ly 2=
FE o AR SO — D RIB R &5 HEEF R beacon 281415 %172 (Schedule) » # SyncScan F47 £ AP-Aligned
SyncScan 1 Non-AP-Aligned SyncScan -
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#£1. Ramani and S. Savage [13] F/r > AP-Aligned SyncScanff] B f25L#h 5 2R Eil
SRS DI LU TR R

1. AP-Aligned SyncScanfy HAFAE S PRR BB HIFAR - 7] UAREU U Figure
2-5 thiyDiscovery Phase » A5 FEF R F T Figure 2-5 1y
Commit Phase » 3 #EHT-HIEE (V5% [Emillisecond) -

2. STAWMAFHEME RS > A DIfE 2.2 #2549 Threshold-Based Handover
Algorithm > {E{5STAfH B4V HIET » [(EE- I E AR FHEYRRIE R S
W o PRS- AR A E i E > 4 Figure 2-14 PR ©

3. STATWDUF]H S e fidE & 200y AR 5557 - (EFIRADAR[15] 2 fHclient
N E AL o ZEFRFE MY location tracking Y IHAE ©

2.4.3 FE(ER B IEEI SRR B IRV T 550

2.4.3.1 Location-based Fast Handoff

‘f_AFg] (Xg: Vo) (X s Yn)
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-

(a) Determining potential next APs  (b) Movement path of the station

Figure 2—15 Deriving candidates AP sets on movement behavior

(Source from [14])

C. C. Tseng®5[14] FEHZEINS | ASS—dimensiontV &, « & AR B - FIF
iZ{Hdimensionf(J&:R - STAR LI Figure 2-5 thfyDiscovery Phase B T2 7 §15%
b o Mot EEE RAYAE ] DLEGPS ~ sensor network ~ 2¢iEH T localizationf {7 °
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41 Figure 2-15 A7 » STATEREHlocation serverf&15157 5 AR AL B VAERS i 2
EalllE - FHRIBHEEMZCENL (Positioning) PRS0y BEHEMSTTH#E T =) > ] DALE
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operations £ AP Direct Association °
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Figure 2—16 802.11 basic reference model

(Source from [6])
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A FJIEEE 802.11 #AE[1] PRATJHYZ: & EHE /yWEP(Wired Equivalent Privacy) -
FEfit Tlink layer authenticationfIf& EE Y ciphering I &E - {(H/Z2 FHFYWEPZ 2 & T HI=2
seM T Y 2 static key » i H B #2222 E {Eciphering key > {15 IF{HEZE R R A 202
Ko TSR Ry A L4 -

IEEE 802.11 Working Groupf% 2K # =¥ JIEEE 802.111 5877 4= o i A2 #E[ 3] £/
802.1X Port-based ~ A {EEAFLEE T E (Extensible Authentication Protocol) £Z24 »
& Authenticationf{1Access ControlffEZX » ¢ Figure 2-16 -FHYMAC SublayerT/jg:s
BE > fEEEE] 802.1XTHREJTHE o M2k Alink layer authentication {84 i {5 FH Open
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Figure 2—17 Handover messages exchange under 802.11i RSN

IEEE 802.11i3¥458 %1 EAEAE[3] #ri¥ 4-Way Handshakeff £yAccess Controlffy
s - I H.fE Hdynamic keyHUREEE &R - 1M #H 25 EFHHHUciphering key HIFZ £ 4-Way
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RAEREHIREEEIRSY - AE5eRE 802.1X5P56 & - STAE#IREE]: 4-Way Handshakef#igd:s
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EoriHZEA. Mishra [16] ~ [17] {EIEEE 802.11ikg5% 27 & i e fR4E[3] ez -
FHATPMKA & B Y B T2 48k i B A Proactive Key Distributionfg #2217
TERET MR NI5R % 2 E EHIR A T2 Fr i R AU RS - TEEE 802.11F [2] &
T HHRAMIAPP CACHE-notify 2 ftProactive PMK Key DistributionfJIfjEE o i
IEEE 802.11itg58% & foh EHEAE[3] Hf&RERELE » ¥R PMKTHSLMiZECE - BRI
T3 Nk /1441 802.1X Pre-Authentication -

STA P
i |
1

Probe Requests e —

Probe Response

Discovewﬁ'

802.1X EAP Authentication %

Re-association Exchange

4-way handshake

Commit Phase

> 50 ms Time requirement starts here.

(Admission Ctrl, Stream Setup)

%+

Figure 2—18 Handover messages exchange under 802.11i RSN using Pre-authentication

TERE MR TFAZ P 45 B A 579 A PMK R 4E5358 » TEEE 80211158224
fhEREAE[3] $RHESTA ] {# ] Pre-Authenticationfyt#ii] » 41 Figure 2-18 Ffor » &SRS
Fh & B H AR S THLET 80 IXAVENEEIET - iPMKTHLMiE S| H A E - 24
1] 4-Way Handshakefty5gg i1 AN EE R 461 Commit Phase5E 5% 2 R ¥1T
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A STA{HEFIIEEE 802.11efl#%5 i E (rEs ISR AE[4] P2 ftiyQoSTg: » th 7 ZEAr
4 BESt G H RS 2 e BRI T - IRIEAE HATEEE 802.111i5‘§§é\f%%ﬁ;‘%2%[3] B
IEEE 802.11eflx#in'E (rREGHIFSIEAE[4] #iZHVIEEE 802.11 fELRAFES - — LB
Commit PhaseffJ &% » (FEH#F-MEEH & -

6 B R AR AH BRI 7T/ NG

s STA (RS TR T-EIRE S EEREA Myt 2 T T
HUATR ~ B T RTREPIRE -

E—BE T A TRRRIRSR ) M B T B SR BRI | RIS
HESNHERM S EMER - MR FETFEN B ALN TP RAFREEL
(Handover Algorithm) ; FT4HAY -

"HATFORSUEEDE ) P EEM G ENER S FEEEALRE Y - AIBL 22
fJRelative Signal Strength with Hysteresis; and Threshold 3 % @ £ A& L DL
Threshold-Based Handover Algorithmffisfes EagE FSTA LA #4815 IER & &

B T G ENE -

2.3 {2 FIIEEE 802.11 MELRAEES HmilEm 81 E AR T VR BRI E R TR T2 Al

AT T B SRR | - SRR P R R TR RV IE R = AT THY

BB A R IR B S B AR - N H T EARE S REE ] | IR
AT G AT EREEIGIRAY -

Table 2—3 Useful target APs information

HEEEME&ERER | =& HSESE

. MinChannelTime -~
(B PR 2411 MaxChannelTime

TAEfY channels &:f, | 2.4.1.2 | Number of channels

MaxChannelTime -
Number of channels
M5 Non-Overlapping MaxChannelTime -

2414
FAlESSE Number of channels

F AR A& 2413
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241 B T2 DURE Ry TIEEE 802.11 fE4R4EES H G B e (ENie TR | Bl

#2 - (#4518 HDiscovery Phasef " BESLHT SR BLEH] | Rl TRORITHERIRTSE -
TRESNE AL S YR | B4 Ractive scan functionh{ THFEIAYRAE - A AT TS0
B GRYEN  ATLUZE © B & EIER AV ER &R (2.4.1.1) ~ A& TIEHY
channelsiE & (2.4.1.2) ~ FH S HAR (AR EN(2.4.1.3) ~ F:dh &5 Non-Overlappingil{4 &
Ho(24.1.4) % > & 9] DL 1% B active scan  function ¥f j» MinChannelTime -
MaxChannelTime Jz H ffchannelsfJEEfEER TR - HeffIiiE 28 H A & & A S = 1]

= active scan functionfy: 4y - #ZEEY] Table 2-3 F/R °

24.2 BT —tkad hocly /5% » 4 " IEEE 802.11 SELR4EREE H Al #a B (EAiR T
= > KDiscovery Phasefia T2 i Fk - BIE T | B G RBIEN
f&H] > (SR (E A T2 A #{ Tcommit operationsfJCommit Phase - 325617554
2 MER) Background Probing(2.4.2.1) ~ | Caching X5 7EST Al H 17 2 XL AH AL EL A

B &Y Selective Scanning and Caching(2.4.2.2) ~ i & Background Probing &
Selective Scanning and Caching 3 Pre-Scanning and Dynamic Caching(2.4.2.3) ;2 fE

Hrre e AT S B SN D AERY -SyneScan (2.4.2.4) -

{EE T ERY 2 IEEES 4R 88 iafaisa s &8 (Radio Resource Measurement)
B (IEEHEIEEE 802.11 k{4 8 A ) SR (5] - E{EE EHE Y&
SRR n] 2 At & A R i B SO B A - 5 il B R EHE
s B TR DUE B AR A ETAET T EINEE 2 (Transmission Power Control, TPC) »
{Eif B 5 (Dynamic Frequency Selection, DFS) 4| » Hf1Neighbor Reportf#
il ~ FAHRBEY SRS A B T BRI G RSN | F T TSR | BT

BRI TETIRSE AR T TR TR | E R - T2 P Commit
Phase #:17 messages exchange T Z % :

1. #aFpreEHhs ~ DS ~ B2 STA NS Radio Link AREEHY GRS -
2. 2R E R Context HYFIGHLHE

3. MeBhiEREETEMR Context HIRIAGELIZ -
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IEEE H Fiigt ¥ i RV ER RS - IEF SR EIEEE 802 11rEth & s+
FEFpfEE6] LU/ Commit Phaseffr 75 {EER AV « FEE M & PR T2 T LA
figg RIEEE 80211 fE&RAEPAE 5B A 22 2 17h E BRI s B IR i e 50 & % - T ERAE
I o E [F (5 A Ymessages exchanges R %% (/LT iE RICHY AL [ -

FRIZIEEE 802.11r Al & PR T2 FPARAE[6] At fiiyOver the DSFEZ NHYLRER
TR > 7] LLiECommit Phase (2% Figure 2-5 ~ Figure 2-17 ~ K Figure 2-18) L F
(Re-)association request/responseis Wi{[E.LMEHY ~ 2§ Biradio link fREEHYmessages
exchange - AR & 53 TIEEE 802 11r A & PR F12 P AE[6] FrieHtaytERa bk
HRTFRR - DL sgA YT ER - EEESE -
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FoE SR T GRS

HAFHERT—FEHY 2.6 3K L ESTAEMIEGRARS MR T EIEESH T HNZA
o S TETRHRRAR ) R TRTERNRE

" HATRRERSR ) R - B T B S REE IR, BILUREE AT EE
oY B EEAS & EEER - AR TR &R R ARy T AT ASRIERYA (Handover
Algorithm) | Fir4HRk - FAES THRFERERSR ) HEHIHVEE > TofTa] ISR E] 1
FRICHEEL ) AVEREEGT gk T B SR E IR ) FrREfEatey H AR
Eodh & BN EERAIRE L = AR - B —25 8% LTI ARA R SR > PR T A
FAER ) PHRERICH BB ERTTRA S 5EE) -

H A A R T B AR S R SRR | B R R TR RO
CHATFRICEEDE )RR IR TR ) BEE SRR T H A SRR BRI
HEFTEIFELIRREERE) - NP eHesGET S 6 [EEE 802.11 SRRt (E ARy " HAR
B S A BT ITER] DACERET AR T s

3.1 HAZAM SRR EE HIFEHIEE A ry SRR S e s R

B Taxatiy " BEEEM SRS | B mToak " BRI S R, BT H
fEEELIh & R o

Hrp T HEEM S ZEES] , %] " Further Observed Scanningf8 ZI i | -

" Packet Loss Prevention Mechanism ; 5z " AP-specific Probe Facility | ; ifij " HAZEL

e HEF | ZEAHZ] " Non-AP-Aligned SyncScant#fil] |~ Packet Loss Prevention
Mechanism ; Jz " AP-specific Probe Facility | o HJFEEHELEIE/M4HUT ¢
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3.1.1 Non-AP-Aligned SyncScan

Fy T EEFIFEHESTA B #1y B AR & B s DA B AP A T A SR AT B 09 A - FRAMak
STy T EHERES SRS | VARSI R E M B IR A A EMIYEE ST - [OIRR
2.4.2.4 SyncScan FRZOOEH @ AIERSTAR] LAKIE H AL & 4% i beaconf{Ji% ] » STA
{8 o] LU E {8 Fpassive scan function » DAFFEIZERF HIFAM 588 ikbeaconf U=, - ¥f

H A & T 8 -

ffEZR]. Ramani and S. Savage [13] ATfeHYAP-Aligned SyncScan : ' 5&5T—FEA(HE
channel numberZHR4FHYEIAM: A beacondd ik T HIIF 213 - SEAFEAM S AT 2R
15 Ebeaconzf x5t EIiF %% 15beacon - | 1] DAGESTAYES A HAEE T & 8 i%beacon
BT EER - (BB VAR 2 A A e A B kiR - BN EE&mELY
MG - IR E—ESE -

FAEIRERIREE R T B T (HFH—F& 8 channel number Z2HEF I EEAMEE &
beacon #FiAETEIRFZIFTR 240 BAEELAET A WLGE STA &5 HIEEH 5584
beacon FYHE[E] ? |

EEEFER |

fRIZIEEE 802.11 fEAE[1] 11.1 HYRE > [F]—BSSJE T HIFTA ST As 2 fitiming
synchronizationfJE/{E - [fiff Infrucstrature Mode |NYBSS & H AL & B EL T Z A HT,
fir - Fiith &% A fFBeacon Interval #HE L] &8 7% Beacon » 1FBeacon 2 L AL &5 FHAY
#H Bf timing  information fit H & STAs fif synchronization 2 A - [ tt =2 4 > Probe
Response[E] 15 7574 12 Lo AHBE AL S5 U timing information -

IEEE 802.11 fE£#E[1] 11.1.2.1 t#E T F:Mh 5 beaconsd A HYHFfEIEL - 8 S TBTTs
(Target Beacon Transmit Time) - F#h 5k T & fFBeacon Intervalgdit—ZXBeacon”
A > S A R S (R L & N i microsecond resolutionffyclock 5 0 Y HE—%II5H
4a o Hi 3 i%Beacon Framef {524 HEFIDCE » At LA & m] UEAAE R EHY
TBTT{H %A H Beacon > & E M delayfVHFEZAH » 41 Figure 3-1 i ©

- 40 -



- Beacon Interval > I
[

I I_IDELD_D_D[LD[_IED

L Beacon Transmissions ’f t‘ Busy medium J

Other Transmissions

Figure 3—1 Beacon Transmission on a busy network

(Source from [1])

Beacon frame £ Probe Response frame 72 {5 f# management frame EGJH{LIAV4E
i W H i A S ERHRBI &R - (eE iV ERE T - &H Timestamp
% Beacon Interval A7 AYEER - BT o] DAHESELHL 5 883% beacon FYREfF -

Timestamp f#{i7 SCELHY =Rt & 98 1% Beacon frame B, Probe Response frame Hi—
] > NERLL microsecond Ayf#HTERY clock {H » Timestamp iz £ £ 8 bytes ° [fi
Beacon Interval fg{irz2&EE LA TU (Tlme Umt) ?% 27 HY beacon #53£EH > H 1 TU =
1.024 ms = 1024 ps - STA {i¢ Beacon frame Eﬁi Probe Response frame Ay Timestamp
J Beacon Interval &1, > #EE ;EéiﬁzAéfé}f beacon H%F?E’j FEAR -

(a)Beacon Frame : , 1 73
MAC header —
bytes | 2z 2 [ [ [ 2 ] Varable
frame |Duration DA SA BSSID Seq- Frame S
Control dl Body
i 1 i1 I 1 1 I [ — | I — — il L1 i
§___——31—12 Variable 7 2 8 4 Variable
brres ﬁ I I L ¥ L L] I L ] 1 L] ¥ L] L] I I L L L L] L]
Timestamp Beacon l'.apaiJiIiT:p! 5510 FH 05 (F IBS5 TiM
Interval]  Info ParameterSet || PaameterSet  [Parameter Set
L Mandatory I Optional -
Variable 3 [ 8 4 i Varabie Vorigble
L T F T 1 7 T T r T 10017 L L] T
Cowntry gg Powwer (Channgl Quist TRC ERP Extended g Rabast §{|
Info Contest|  Switch Repart ates Soqurity network
> Optional (continued) |

Figure 3—2 Beacon frame

(Source from [22])
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R STA FELL millisecond A EEA7HYRFREIEE to UNE|—(EEM 5 98£0Y Beacon
frame > H 7 Beacon frame NiY Timestamp f#fi7A{E B C > 1fii Beacon Interval Ay
HE R T o RIEH S & 7E STA HYRERERE

t=to— (C % (T*1024))/1000 + n* T*1.024 n=1,2,3 ..
2% beacon °
BRI Beacon BAEIER AN (B0 © )& F RS TEIS B 2L ) -
(C % (T*1024))/1000
ETHEER 0> BIEME1E STA BYFfHE:
t=to+nN>*T*>1.024 n=1,2,3..

%1% beacon °

(b) Probe Response Frame :

MAC header

bytes I 2 2 [ & [ 2 I Variable d
Frame |Duration DA SA BESID Log- Frame £CS
control cil body

——
bytes g 227 Varighle Variable 7 2 g 4
——— _.-_.-_.-_-_ Y T T T T T T T T T T T T T T 7T T— T T
Timestamp Eeacon | Capability| 550D Supparted FH o5 CF I1BSS
interval | info rates Parameter set “’i’:"' Parameter set Parameter set
& i 14 1 § 1 | '} 1 |- | | i i i
(Cortinted)
Variable 4 Warigble 3 & 8 Variable 4
Country FH Hopping | FH Pattern Power Channel switch Quiet IBSS DF5 TRC
infia parameter table onstant ANR0UNCEMent report
i I i 1 i L i i i 1 i 1 1 i i i I i i 1
l (Continwed)
3 Variakle Variable

ERF Extended Robust Security
Information | Supported Rates Hetwork

Figure 3—3 Probe Response frame

(Source from [22])
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W STA 7ELL millisecond A EE(7HYBFREELT to UNEI—(EF:MH & 55£HY Probe
Response frame » E.H1fE Probe Response frame N Timestamp H#{irA{E 5 C » 1
Beacon Interval M7 A{E & T - BIIEStr & & F STA HYNEE] %8S

t =1to— (C % (T*1024))/1000 + n *T*1.024 n=1,2,3..
%1% beacon °

R > FESTASE — UL F HAZE Y &5 28 1411 Beacon Framezi/ZProbe Response
frame 1% » STARLEA 3% HIZR M & 3% i beaconfyHFEF% - STARE AT LURE B CHYEE
3K TR E AR RETRE e B A T SyncScan - #ETT B A G EHIENE - £
FHiERE 7 /A1 THSyncScanF DL N TR ¢

1. FEHERNFEEEHL M beacon 55 7AKF 2% -
2. HHhERNFEFETEW -
3. ([EFR¥H STA METEELL -

4. STA {7 HEENM G SR > PRTSE =24 » AR passive scan
function » & iE R AR Y MY A9 =2

AKiRsm B ST SyncScan 570 A Non-AP-Aligned SyncScan > 2 H 21 " H
R & SR | B SRR

3.1.2 AP-specific Probe Facility

MLME-SCAN.request (
BSSType,
BSSID,
SSID,
ScanType,
ProbeDelay,
ChannelList,
MinChannelTime,
MaxChannelTime

)

Figure 3—4 MLME-SCAN.regeust primitive
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fR #& IEEE 80211 #% # [1] &Y 3% BH ( £ % Figure 2-6 SME invokes
MLME-SCAN.request and receives MLME-SCAN.confirm) > #£Station Management
Entity (SME) ?#% i Figure 2-16 1 [y MLME-SAP I 0l 411  Figure 3-4 M Hy
MLME-SCAN.request() primitive”1% - Figure 2-16 '#"MAC Sublayer Management
Entity & {{<#EMLME-SCAN.request() primitivefy2:# > %% MAC Sublayer > f£&5—
{ElChannelListz2: %1% channels#¥7%Probe Request Frame - 15 Z M active scan
function - fEf—{fichannel - MACHFERZ #1741 Figure 2-7 FirrfYactive scan
procedure © ‘& fTAJchannels&l5EpKactive scan2{% » MAC Sublayer Management
Entity &7 1 4% &£ {# F§ MLME-SCAN.confirm() primitive[0]{# 45 Station Management

Entity -
MAC header Frame body
Drytes | z 2 & [ [ 2 || Variable Variable 4
Frame | Duration DA SA ESSID Seq- | 5510 Supported .ﬂ:ﬂﬁ FGS
Control ctl Rates Rates

Figure 3-5 Probe Request frame

(Source from [22])

4 Figure 3-5 Fr/riYProbé Request frame format - DAL ZFEFEUETIMAC
address ° Probe Request frameifi F {5 Fijbroadcast address - fSAM & 3& 1% EHIIMAC
address - BSSID# 7 =BSSHY 5% » iE il 5 AYMAC address @ 15 Ebroadcast
address » AIJCERARERHYAN & - SSIDHIL A HESTAYE & B IRAM SR 1V mLR
44p% L% » Probe Request framei i FNull SSIDLAZRTRAFRE -

JF4GH active scan function#l Figure 2-7 s » & {# fIbroadcast DA - broadcast

BSSID ~ ‘AR ESSIDHY 77 = 1F H f&Zchannel #8724 Probe Request frame - frA 7 HiE
channel YRl & F F2ULE|Probe Request frame” 1% » & Ff Unicast /5 = {# % Probe
Response frame (%1 Figure 3-3 Ffi7R) 45STA -

STA £—{E LfE channel T2&#%—{f broadcast Probe Request frame » o] LIS %
{[&l Probe Response frames » Egf/EH IR~ T HERES GRS | -

active scan function #3255 EJEEH ? BRI EE ?
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3.1.2.1 Specify ChannelList in MLME-SCAN.request primitive

Station Management Entity (SME)f]DIf5%E MLME-SCAN.request() primitive
ChannelList Fy£:8 > {#15 active scan function H ¥+5 EHY channels Ay H &R & i
T8l - FA0 : STA B[ PA—Z A5 E B — channel » 126 {8 7HEE SR HAREM & fHE
{E channel {77081 H 73l ZEH#EST - MAC §—H G %74 channel MY HIFAE &
AETTEROA] > mT LS R R ORI AR I & P TR i B BB ORIy TR A s ] - 5P 2ot
seEb AT RIS RiE—THRE -

3.1.2.2 Specify SSID in Probe Request Frame

B{ZZMLME-SCAN .request() primitivefg ftHy 7 - STARLIFEERFERISSID : 1fi
IEEE 802.11 fE4E[1] thiREE & EILE Probe Request frameNAYSSIDE " RI5E
FRISSID | 2iE " H5EAYSSIDRLZ M & A 5 [ FHRYSSID | #YFE I T A #E4 [l Probe
Response frame - [Nt » ESTA RIS L {55 FIHVESS YA & T8 M - "] IEE
active scan function{f FJ#JSSID 15N MRy FL i & K & [0 % Probe  Response
frame - B AR (EIRAYE R K STAZEFFEEIR I -

3.1.2.3 Specify BSSID in Probe Request Frame

i — P EZMLME-SCAN.request() primitive 2 (i1 /11 > STAH ] DI ERFE
#yYBSSID ; MIEEE 802.11 fZAE[1] t#EE M & /AU EProbe Request frameNiHy
BSSID:2 " broadcast BSSID | 52 " BSSIDAi{ir it 5k 4 4 5 (5 FlEBSSID | A 5e44
|57 Probe Response frame « [Allit » #5STA L AHSPRE EAYEM & (TR - 7 DU E
active scan function{# F{#YBSSID - {15 H T A & A & [0[ZE Probe Response frame »
B & 4R (Fim ey & 2R 0 I H STARYMACAE #2 U 51 & 0 5 2 A i & [5] 7 7Y Probe
Response framef% » K Ry~ &AW L & [F R B HERYBSSID - Bl AT HEAT4S KA
H'E#JProbe Response frame -
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3.1.2.4 Unicast Probe Request

FESTAT &1 B L S MR & S © TfEchannel ~ BSSID - SSIDHYIR T 31T
B A S M S (E > 3.1.2.1 — 3.1.2.33R15 T STA 5] L% 8 MLME-SCAN . request()
primitivetIE 2RI » HH]E EHSTARIMACHEE T #57SSID - BSSIDAgbroadcast
Probe Request frame . + 55 4 [ ffLALH1 & 74— /7Probe Response framefI] -

#&HProbe Response framefy##Uy » STARYPHY 7] DIZ L F£i% Probe Response frame
SRR - SRR R B -

@ (untitled) - Ethereal

File Edit View Go Capture Analyze Statistics Help

B @ el BEx®8 @e-o7F 2 [H
E]Eilrer: I I;][ + Expression... " %glearlE

[ Source Destination Protocol | Info

24473 3comEuro_54:f2:ab Broadcast IEEE Bi Beacon frame, SN=3694,FN=0,B

38770 Z2-Com_Ge:12: 56 Broadcast IEEE B8 Beacon frame,SN=107,FN=0,BI

42024 Z-Com_Ge:12: 56 | Proxaim_4f:b5:7f| TEEE B{ Probe Request], SN=108, FN=0,

40204 Z-Com_6Ge:12:56 (RA) IEEE &8( Acknowledgement
Proxim_4f:b5: 7f Z-Com_6Ge:12: 56 80 Probe Response, SN=549, FN=0,

504249 Proxim_4f:b5:7f (RA) IEEE 8( Acknowledgement

51344 Z-Com_Be:12: 56 Broadcast IEEE Bi Beacon frame, SN=109,FN=0,BL

P Frame 376 (57 bytes on wire, 57 bytes captured)
P IEEE 802.11
= IEEE 802.11 wireless LAN management frame
P Fixed parameters (12 bytes)
~ Tagged parameters (21 bytes)
P SSID parameter set: "WL1"
P Supported Rates: 1.0(B) 2.0(B) 5.5(B) 11.0(B) 6.0 12.0 24.0 38.0
P DS Parameter set: Current Channel: 11

Figure 3—6 Captured unicast Probe Request/Response

16 iR Hh & B R TR E R A 88 2401 frame (£ STA U SNR AY{E » 1F active scan #E{THF - STA &
R B AR 53445 STA /Y unicast Probe Response frame ; 1 passive scan #77HF > STA &= IHZH
TEFLHN 5883407 broadcast Beacon frame » S5 [ » STA HEEMF| B IERM 538241 frame BIT]  fH
FA STA i R H13E B AREM & (T g 882 frame » RILANSRE A B &M - IRTEE EEE S E T
F5ARY Beacon A& M - 72 TBTT gYRFRADMHAE] B IFEM G (ERY channel {5 HAFEM S HY frames
2% HIRAAATEE T LAEES] Beacon frame -
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LI ESSID ~ BSSIDHYProbe Request frame’& s A] LUK Funicastifédfil g% 2
B HEITEEE 802.11 #24E[1] A @ MACHE (EM&EIFYIEA# > unicast/broadcast frame
WKIEDCFE EHYE R RN frame AN AR E 20 BAHY > 725 EFERHEE - MSTAME
TR ERANERE » th S RE b PRI H AR & ik framellsy - (HSTARYPHYHZ (Y
P framefT & EIHYERER R &R

Ntk - HBESTARYMACHProbe Request framefyDAM#ENL Y B fEE T S HIMAC
address > HI[[l;Probe Request framef[l Zunicast Probe Request - MACFEZE{KIEDCF T~
unicast framefSARIRHIE TE AT - FESIFSH 1ROl EAck « MRIBZFFIH EEngS

£ > unicast Probe RequestiftE A IEf#EE(E > H, Figure 3-6 HHsniff T HE]Hunicast
Probe Request frame R E[E] -

HIFEAE STA #A AR S HUHRBE &R 1% » (] unicast Probe Request A] LA
FEAFRRIE 7

HLf# 7% Probe Request frame ARG S & /9B 5 NNZER] > HERM G E AT DAL
FI[#% Probe Request frame » {H/Z[A £y unicast Probe Request /&5 ] unicast {Hi4 %] -
PRI ILE H AR &5 i (A Positive Ack [BI[E STA {#285k1) - 35 STA Hg B EALHETH
R SRy M - P] DS HAREM S EEay Ack FVE2Ii & - & STA 1Y PHY &
F{H % Ack HYERERTERE EENRT AT - A FEEEEE AL Probe Response frame- L5 STA
HY MAC t AT LIS Ack TERERARCEL A » AT B AEEM 2 BT -

B E AT — R S B

1. STA fy MAC FEZA PHY 2L primitive - DUESREILEIRY Ack Frame %
HIERSReRE & > Nk A BEFE i Station Management Entity (SME) &HIF
YR & AR

2. HIERMEZAE[E]{E# Probe Response frame > [F[l; Probe Request frame
BUATRE HFEM &R [0 Probe Response frame Yz > 75 HI STA $2Ai#E
fi TAF channel » &3 pk HIEFH & {825 Probe Response frame Y4 > 5 (3%
HIEEM &8 TRV ERE » B8 RE HAE channel FYfEE Mz E
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Beffasatny T HEES G &S] > HA7E STA (] Non-AP-Aligned SyncScan
1B miss $5 HEEA 548250 beacon » SOVHEENF] H A G HIRRCE T E0E £ TR
7€ SSID ~ BSSID ~  HiEE M & 3# (EY channel I > 4 & {# F§ unicast Probe Request >
HEEEMGHET " TEEM -

124288-3992327: prismi_loctl siwscan: enter

1242289-399327: mv_priem? request_hostscan: ss1d=<{NULL}, chamnel=s=9
124312-399384 - MGMT:PROBE_RESP: chl( (0:0E:86:39:58:BF WIN (1/8
124314-399385: MGMT:PROBE_RESP: chll 00:60:B3:13:03:50 toy (2/8
124316-399386: MGMT:PROBE_RESP: ch 9 00:20:45:4F:B5:7F WL1 (3/8
124329-399413: prism? loctl giwscan sta: ready to leave

Figure 3—7 Output Logging messages from our experiment

RSSI: Ox0 (DID 0x4044, Status Oxl, Length Oxd)

Signal: Oxd2 (DID Ox6044, Status Ox0, Length Oxd)

Noise: Oxal (DID Ox7044, Status Ox0, Length Ox4)
Lpata Rate: 1.0 Mb/s I

T, Pl SOOI Ol S0A48

T B T S S S R )

. wlanl

Z-Com_Be:12:56 Broadcast IEEE 8 Probe Regquest,SN=5628,FN=0. SSID: Broadcast
AsustekC_30:58:bf I-Com_Ge:12:56 IEEE 8 Probe Response,SN=2753, FN=0,EI=100, w
AsustekC_39:58:bf + IEEE 8 Acknowledgement

Z-Com_13:03: 54 Z-Com_Ge:12:56 IEEE 8 Probe Response,SN=3170,FN=0,BI=100 | 55ID: “toy"

Z-Com_13:03:5d (RA IEEE 8 Acknowledgement
Proxim_4f:b5:7f Z-Com_6Ge:12:56 IEEE & Probe Response,SN=3237, FN=0, 6 EI=100,] SSID: "WL1"
Proxim 4f:b5:7f (Ri IEEE 8 Acknowledgement
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Figure 3—8 Captured Probe Response frames in overlapping channels environment

The Probe Request frame was sent in channel #9
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3.1.3 Further Observed Scanning in Overlapping Channels Environment
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802.11b#E(EHY 2.4GHz overlapping channelsfVIEEE T~ FFIEHEREsL# (LFigure 3-7)
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Figure 3—9 Energy spread in 802.11 channels

(Source from [22])
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Figure 3—10 Loss percentage of frames in neighboring channels.

The traffic was sent on channel 1. (Source from [7])
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Figure 3—11 DS Parameter Set IE

(Source from [1])
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3.1.4 Packet Loss Prevention Mechanism
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el EESEE RR U5 | Frag qul);;: Frame
0t : 3|4 s 6 7|89 |lw[n | w |5
Figure 3—12 Power management bit in Frame Control field
(Source from [22])
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17 3218 Overlapping Channel (YFFMEHEER 1 Mbps (#AERAVHEE AR SR SEE » Probe
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TE » FHh 5 E7% Beacon Frame f7[H[ffE Probe Response Frame {# FHAVEESE 7% » BPIHZ STA 5 HZ
STA REIEMEREUL i R A - Bt & & @ﬁﬁ 1 Mbps {8 £ #3085 7574 #2% Beacon Frame ; 3ifi H.
$1%} Probe Response Frame {5 F Y5 & » &{{k STA FlTi% Probe Request {i RS 7 4 (H1% -

-52 -



Power Management Bit set (Figure 3-13) {XZRSTAR[I#E APower Savef5iz, » £k
& EZESTA bufferit45STAR frames—F&HE[H] ; fPower Management Bit clear
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W] Ry T HECRBIMESTAIZ A& R T LLE R - 578 7] Ui Power SavelRREMH45 A
e -

1Y (Y

Mobile station Access point
Header | FCS Null frame; PM=T1
i Mobile station is resting,
Frame control begin buffering frames
Power AR
management =1

Figure 3—13 Data frame of :subtype Null-with PwrMgmt Bit set

(Source from [22])
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Heﬁder FCS

il Mabile stationis waik/ng uo
Frame control Uipdate s Par State

Scheduie buffered frames if any

F'mTh.'er K
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Figure 3—14 Data frame of subtype Null with PwrMgmt Bit clear

(Adapted from [22])
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Access point Data éﬁm
SIFS i :
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Figure 3—15 Immediate PS-Poll response

(Source!from;[22])
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Data ) fime

Figure 3—16 Deferred PS-Poll response

(Source from [22])
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Figure 3—17 AP Discovery and Measurement example without NG support
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Figure 3—18 AP Discovery and Measurement example with NG support
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Figure 3—19 Transition decision timeline of 2 possible determination behaviors
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3.3.1 Neighbors Gathering Stage (Discovery)
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Figure 4—1 Layer management model
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Figure 4—2 FwWAP, FWSTA WJreIess card structure

(Sou rce from [22])
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Figure 4—-3 802.11 basic reference model for FWAP/FWSTA

(Adapted from [6])
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Wl Figure 4-4 P » EZE 2%l by T VAR AIES R ZRHEIRFIEEE 802.11 fm4yadrs
data link layer - Hi73E{EAEEARAERS - RIEFGAHES ~ B0 EF/EHost Systemli - FHEH
policy functional block Fzprotocol functional block/EFiHost Systemiis -HJ#ESE
/Y > 8] FBnetwork device driverf@4fH)—E(47 °
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Figure 4—4 HostAP, HostSTA wireless card structure

(Adapted from [22])
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Network device driver i2HHEAR é@m— %}ﬁtg’q\ﬁ »data link layer /Y protocol state
machine fEE{EER N EE1EL Host System ifﬁﬁEl’J device driver -

- 65 -



Host Software

Remote
Request
Broker
Data Link el RSNA Key
X i MAC Sublayer Menagement
Y MAC Sublayer Management | MM BAP
E Hardware | Entity E.
R Station
ER_ I MILME-FLNE_SAF Management
Y-~ - =y Entity
Ph‘*’l"_‘"’“' PLCP Sublayer |
A PMD_SAF PHY Sublayer
Y Management | PLME_SAP
E Entity
R PMD Sublayer =%

Figure 4-5 802.11 basic reference:model for HostAP/HOStSTA

(Adapted from [6])
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4.3 Linux fER LSV T 248

e Ay HAESE & 2 Linux{F2 245 » Fedora Core 5 Distribution » % Linux
2.6.16 fiAH kernel - EFAIEEE 802.11 f4p4gE&Hydata link layerHIJ/2 (& FfiPrism 2
chipset &R 48 K S i FiHostAP driver (F.4.4.1) 2KEFH sty magin 1%
Hill o By T T RERFERHVEE - HeIRMe BB Linux/E3E ARV T 2408 S E
TEHY -

4.3.1 The Whole Picture

tepdump titp telnet ping Application
User space . ..... I .................................... Bsnmm .i;!?:,};{; ...... . Socket Layer
Kerniel o000t boooooooooooooooooood booooooooooooollooooooooooooooooood boooc -
PF_PACKET PF_INET
I 3 [
SOCK_RAW SOCK_DGRAM | SOCK_STREAM SOCK_RAW
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l Network Device Driver
Device drivers (L2) = Link

Figure 4—6 The whole picture of Linux networking framework

(Adapted from [24])
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% Figure 4-6 F & » Linux networking framework ] DL 47l = K © Socket
Layer ~ Protocol Stack » Network Device Driver - H.fSocket Layer zNetwork Device
Driver & A socket buffer'® queues it £ £ 1 4 & {¥ ; [ Protocol Stack H & — #fE
Protocol-Specific FA 2 {11 25 K7 ] 3 25 FH B L header it {8 F Y functions K fH 28 Protocol
Stack N EREAE K AV functions °

4.3.1.1 Socket Layer

1F Linux {EZEZ45 T » Socket Interface “~{HE transport layer BiE'Z4F transport
layer DL_Ef protocols (Y41 H » [EFFH7 /2 user space {R kernel space 2 i/l 2 — °
EE FF Linux {FE LGN EE » Socket APl %Y interfaces & Al F—{EfH &
sys_socketcall 1Y £ &R FIUFTE(ERY -

Socket Layer ${t T —{[f #1Ji5 & 1 & A HHEI VIR 4/l > fik user space [
applications ¥f}/> peer entities ¥/ T{EHEELFEIE R - HHFA Socket Layer 18K & ih &
HIARFERAME » (15 peer entities TJPIZ[E]—5EEAS LAY applications - {5 & LAY

applications » & £ /& kernel space i contponents

E1S—IEMZ » 1F Linux fEZE 440 F-user space TYFE U ¥ network device #:7T
R R AV S IR foctl 7B socket 1 fd Y72 A kernel

space °
4.3.1.2 Protocol Stack

Protocol Stack A543 A PLER kA Linux networking framework {5 Fjf{y library

functions - & HEWIG(LLF Socket 1% - HLEAELFEE Socket JEHIHEFIHY
network layer protocol } transport layer protocol 8y functions -

i Linux {E2E £45(F layer B layer [ 51141 L2—13 Kz L3—L4> t7#&{#4HEE protocol
handler FEAHYEEH] - (EEEAERE RULEIAVESEL » RI LIS —E BEE T 4FHY protocol
stack handler R 5E 2 1% 4 1A F| HIZAY Socket Layer #1¥ > Z545F user space I {F
HY - %3 6 Ayt 253 %A protocol stack & J& TCP/IP protocol suites °

19 Packet 1F Linux kernel N2/ Socket buffer ERHEHE 2 3H o
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4.3.1.3 Network device driver

net_device
dev_base '— = name: el
slate T
_ | mer_device
next
nel_devier JELY
> naiie: efhi)
state Heardware
next — : local2
: it ! .
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open
SE:JD _I—l- adapter opean()
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ﬁm-‘l‘
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Figure 4—7 Network devices mahagerrhent in Linux kernel

(Sou rce from [25])

Ul Figure 4-7 Fi~ Linux kernel%fnetwork deviceF2 At T —{E—fA LRV E 1
o SRS network deviceZS FHstriiot: net_device R4S REYAG BIZE T - $241k
Linux kerneldevice-independentfy 7=, > ¥A5%network deviceE1T#J4A1L ~ 5CE -
EH - R E%EM T Tdevice-specificl L o 4l - network device driverffyNE[ & {E
L FIITE RIS - R G Figure 4-7 4L (fEFEARApriviffir E1TE T K
L -

f5—{ network device ER.VMEFEEE—{[E struct net_device FYEEE - W H - 24K H
EBEERSERENEEM > #F network device ##$%# [+ Linux networking framework -

DUE AR S » $HE45H8 protocol stack FHREf functions HYFEHT% » Bl enqueue F|
E 1% network device fJ socket buffer queues » Z#5# N2 network device fY{E LR

M DRI EEARE - B - R R 2 1% > &k L2—~L3 protocol stack
handler (&R » HIfERAY protocol stack 13 F#EfTERFE » %35 Socket Layer
1T o
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M EIERV AR T HH 2B data link layer FU#E[E > £ Linux {E£ 2R 28
7* network device driver HYEh 45y » KL FMIAVEE - EESELE network device driver
HEEE > /25 81F] Linux networking framework Y& T 47

4.3.2 Wireless Extension

IEEE 802.11 interfaces{f 4GS AL & ~ IEFHEERYEN T » filEthernet interfaces
BFILHEIEAE - (BREHREEZH fHradio technology 1T &I (HRBLRELL -
Ittinterface 7% ZHE L EF 2 management HHEAHYSE E BITF » 172 L3 EMI ST » BLELE
Figure 2-16 802.11 basic reference model*fyMAC Sublayer Management EntityFfrf
HEPIMLME_SAP/ M HE ©

Linuxf{EFE L4 5 T A EMERAVIEEE 802.11 4R 4dEE -~ E5u(d FHAH EAVEE
i > fELinux kernel§ ] T —EMLME_SAPHjadaptation layer/f > 1% fyWireless

Extension[21] - FAM1E 4.3.1.1 1% F B 2|5 FHioctl 3% & network device /] °
Wireless Extensioniit -2 21 11 EHRWLAN network devicefJHgE 7t ©

Jean Tourrilhes[21] & fit <] — &R 5 Wireless Extension & {E [fY user space
configuration utilitiesff FsWireless Tools s Wireless' Extension APIF] LLE B FHFE =
IBAZEE » [#FHAEERdevice-indépendent AP 2% & 7R [EIAY LR 4ERE T -

4.3.3 Linux Kernel Threading
Linux networking framework ##E{EfJ philosophy > FtEZHIIREHKE » #iE
1. 1£A[E layers [E#2 40 EH manipulating functions BYEEH&H] - #23E

2. FEMERI%HIAEE kernel execution path - IFEFABIAFAIRE S - —BEEAITAHBHREM
1Y functions > H F([7% execution path 455 - 75

3. FUREHHESAMEINTT > ARIEEL enqueue F[HELE layer FREEAYH4ENE socket
buffer queues 1 » & & HEH T kernel execution path B4 &R -

Kernel execution path {{<3% execution path EGHEA " gFEHHE IF > Z BERE IR
BERAEGEETT | FNRETST 0 SR T KHE - B JHE EH process context Y kernel thread ;
5 HHZ(#HH interrupt context [ ISR -
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Linux {EE L4 N T DA% manage 1Y execution path > 1F kernel space & EAE—
4H kernel thread - kernel stack > user space FVFEZ(f% T #H —4H kernel thread - kernel
stack 240> 557NERER —4H user thread F1 user stack-User space FVFE=1E{# FH socket
interface {H24ZRHHIIE5 & FFH EH Y kernel thread $1{THHEH protocol stack fY{#i%
Iifi function > H F[fUEf ] enqueue F] network device queue £yl °

Thread FEATHYAERE FA] DAHFENE 2K - S HAEAIEIIAYZEE - RA g2 H
‘& execution path FYFZ2E - #78 Thread o] DI# manage > ¥fJjY programming [ffj = ELiE:
w5 HIERRFEE manage » fTLL thread (] T4H) manage FZAVE - kernel
PHAF|IH—(E thread I} » EFRZAHRAAVIEL - FE S context switch e

& kernel spaceN i Hinetworking Y= E A LLIEHE A ~ 502 K 1 RFa% & {entity
T1r AR > Fof & (# Flkernel thread & {E - Linux kernel¥f JH#2 (L 49 facility £% Ay
workqueue - FME{EAYHandover Management Entity (H4.5.2) 5t/&Fkernel thread

REEHY ©

Linux {EE LGN EEHIE THY execution path 55 {5E ] interrupt context /Y ISR >
75—l execution path HEEBEEERT » HEI path &5 - fRIE trigger HZR » o7 Ky
Hardware ISR A1 Software ISR -

1£ Linux networking framework 41> FJF[1y Hardware ISR T % & network device
driver Z:{fHY ISR - {EZEAESE L4 fIRE RS T HREN ORI FE BRENIE - I B BREN A5 Y
software ISR » #77FTEE Bottom Half #Y T AF -

Software ISR /2 Hardware ISR $i{T5E1% > fE§1BHERS interrupt HYIHEE T HEE
HATHY ISR » 1> Hardware ISR A] DL Software ISR » 18 ISR FF & 47k W 2EAY T 22
H B2 B S 5 = R FRAY throughput - Software ISR #£ Linux kernel $2i£f7 facility
HIERAYAIZA softIRQ ~ Tasklet ~ Timer » A #}5> networking fY protocol stack Y
functions &} 7&FH Software ISR F#tfT -

Network device driver g FE{EFHY software ISR && Linux kernel Frig{try
Tasklet A1 Timer facility > iZFHEE A DL interrupt —f&%HY threads - {5F R 7= HIAE
TR fERR e Y B ERRE R - & FR AT FE e I IRE ST software ISR HIJE schedule Timer -
2 Fa EAIRF R ATE schedule Tasklet -
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4.4 |EEE 802.11 fE4RAEHE -REE A EARRENE T\ MR E R

4.4.1 HostAP driver

HostAP driver [19] Z&f#fIntersil’s Prism 2/2.5/3 chipsetfyJIEEE 802.11 4344
FERFLINuX{E¥ 248 N agEfYdriver - HostAP driver 7 f&firmwareiE {F1E FrEEAYHost
AP > EifHost Systemi Al 75 2 E2 (L EAHRBAAYIIRE > #1140 * 802.11 management
functions - At A Intersil’s Prism2/2.5/3 chipsetfJIEEE 802.11 AR AYEEAc & Host
SystemliifyHostAP driver > 7] DAFR A & VIIEE o BRI 241 » HostAP drivertlr 57 £%
firmware#E{EESTARYIFET, (BSS or IBSS) -

Intersil ¥} Prism2/2.5/3 chipset {9y IEEE 802.11 #f4549k% K2 {LAY station
firmware FEATEEHY Host AP =t » £ Host AP B[ » firmware @R MAC
Sublayer N E. time critical B T{E > 541 beacon H2& 4B A ULFE frame F Ack HY[E[FE
2] MAC Sublayer HE# 572 MAC Sublayer Management Entity HIJ8445 Host
System E1E °

& Prism2/2.5/3 chipsetfJIEEE.802.11 #4044 f&< 1 station firmwarei#{E{FHost
AP > firmwarefiddriverfily5r T2 @IA 4.2.2 B/ r48iE — BNV © 2N EEE
STARZ, (BSS/IBSS) » HilfirmwareBiddriver[Siy4y L2 /EHY 4.2.1 B/ r4diE —HEr4e
T o

4.4.2 Madwifi driver

Madwifi driver [20] /& A Atheros chipsetfJIEEE 802.11 AR AR +AT LinuxfE
FE L4 [ agfEdydriver it & firmwaref2 1Y T)EE - Madwifi drivers7$£STA (BSS/1BSS)
B~ R APHEEHVEE - AEZSTAREIELAPHEZ » IEEE 802.11 protocol &2 E 1
driverf{JJg X » EidevicelfiG A 5 fHERH -

- 72 -



Madwifi driver 77 RAEL 75+ —8h 73 & Open Source %A IEEE 802.11 protocol 5z
MAC Sublayer Management Entity HYE{E : —&B43&FT55 Hardware Access Layer
(HAL) 1Y closed-source library - Madwifi driver ££H{#[4%r Open Source - Zf47
closed-source 1E% » R E Y Atheros chipsets SEARAGEERIFFGFR AL configure THH Y
M > (515 Host System Ui i 55/ RF component Z#E{E{E&7AR Frequency band 2%k
BT RS FCC A1E » Madwifi driver 07 fE 3 2 #5152 19 B (5 3 5 20 43 SRR
closed-source {1 /7=

Atheros chipsetfJIEEE 802.11 fE&RAYEEFRHYfirmwareEddriverfiiy s L& 4.2.2
FTr4HE — 208 -

4.5 FER T 2 BEEELAMRE

H[F(# ¥ Prism 2 chipset AU 48RSf B HostAP driver B {EH M HIGRAEIL T
e -

FHAY & Prism2/2.5/3 chipsetd§IEEE 80211 HEARAGEL+< 1 station firmwareiE{E1E
STARELH » HOHEZMEEER 421 FifedyZ2ets; RifaPrism 2 chipsetfystation
firmware/EST AR N AL 5 0TS - 4 H Bt GRS ) B T B At
GHYEERE | ¥iHost System B AV i =FF» 41 Table 4-1 F/K :

Table 4—1 Three levels of support for Intersil’s station firmware operating in STA mode

Scan Decision Making | Join AP Decision Making
Mode 0 Firmware Firmware
Mode 1 Firmware Host System
Mode 2 Host System Host System

HfEZR Prism 2 chipset ) WLAN card 7 STA 50 N A $2{it Mode 2 3% Host System
REA BEOKHY B HH RS8R 152 H ARLALI 5 LT R T H AR S TR AV - (2R A AR
Host System H{TE{F HAREM SR ESHETHY 70 AR EHMIIFRK - AL -
P2 Prism 2 chipset ) WLAN card 3E{E{F HostAP = NS » B /EFM
e T HY AR R T -
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Figure 4—8 Architecture ofour seamless _handover scheme implementation
4.5.1 Partial MAC Sublayer Functionalities+& MLME Component

HH7AHostAP driver¥fj/APrism 2 ‘chipsetfyWLAN cardHE{E{FHost AP H E{E
THEMEHITIEE - WA BEIESTARDIAE - HILHRMTE S HE FPrism 2 chipsetffy
WLAN cardE{FfEHostAPIEZ [N » DriverZH2(HYAHRHTIRE » EE TV EFERERL
FAE] 4.3.3 ArfE kernelfgfitiyTaskletf1Timer facility - 41 Figure 4-8 Ffi7~ > HostAP
Driver N[ K G HTE AR TS Host AP Driver &Iyl 7r - H g

1. Figure 2-16 802.11 basic reference model HJMAC Sublayer#iASTASE T
802.11 protocol state machine

2. HREEM &R LS T E A measurement protocol/framing functional block

3. MAC Sublayer Management Entity - MLME_SAP204H 8/ [ E4 )15

20 BATEIE T Figure 3-4 1y MLME-SCAN .request() A #5458 SBIIIhAE
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4.5.2 Handover Management Entity

A9 ELinux kernel i —Handover Management Entity » %1 Figure 4-8
Fir o &5 HEAM SR RS HISREB AR « EE0 A 433 Frig

kernelfZfftworkqueue facility E1E -

Kernel Space

HostAP Driver
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Protocol - 7 : i
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Figure 4—9 Detail components of our handover mechanism implementation

EINEIERTTIR4E - A[LA2% Figure 4-9 - Handover Management Entity %]
A imeasurement decision functional block - channel switch decision functional
block ~ fzhandover decision making functional block - Figure 3-20 [Jstate machine

steE EffHandover Management Entity 2[4 -

Handover Management EntitytR{5 %5t & AVERIERE DL H IR Sy H]
GHA 0 HEFTYN Figure 3-20 3staViREEE - E-HandoverfHEARYASR - A EHEH) T
I+ J& Mobility Management Entity iy Altert §& & {5 5% - ¢ & & ¥f RSNA Key
Management [~ ZfHEHIEEE 802.11i8¥ 5527 2 77 EA2Z4E[3] 802.1X Pre-authenticationfy
BEE = 802.11r A ith & R T2 {2 #[6] HYFast Transition Authentication
SequencesBE{ERYEK -
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{E1S—FE1Y2 > Handover Management EntityfTHostAP driver” 177548 » FAM
KEB5r B Wireless Extension (/4.3.2) FTEFEMAPI > HltHandover Management
Entity 7] DL {EfEuser space o R " HAEEMG 2, #HIgHUGET 201
Beacon/Probe Response frames > £ T J& /[> messages transfer k& context switch

overheadf{1## 7 scheduling priority ViR » F5E4E ] Fkernel space T~ i &1 kernel
thread &E1F -
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AREEEIBSN A ATaes T L B (AR A T AR TAHRE AL - EEEITHY T A UE R
Z&thi (Host System) ¥FHYIECRAERERa% M (5 FAVE R AL A B i LB (R 1R T
BIALE - BAZ A Sniff #EHY frames iY77 =3 MTREERIIRE - TR A
JEEMEHUENNT frames HAERFE RS LB ERTTHVIRE] - A2 IR RSN E AR T
REFS IRV TRRE - INEFRIRE TAREVERAYL - #E DIE SRSt LN B AEHTEEHY 5
A (B E A4 R EIGE SR AT 3R S R f] -

B WIE 24 FHiZFISMEZ #EMLME-SAP /1[5 MLMEM: N #H[EA Ay MAC
management functionfyE{E - I HFE 4.2 HAHE&/ 44T Host System FA4EEEREE
TRERIRE (B - REUA] o7 Ry BHG By 2 R AR 56 S 4l Ay E R Tl 20 A - HL o S R R 2R AE
Figure 2-16 802.11 basic reference model ' > heost software - device drive ~ 14+
HIREZ TR o Figure 4-2 k¢ Figure 4-4 &R o

5.1 H—EfEFrBEMNILE

£ 4.2.1 BEFRYHES B T oy fedgggis -k - HIg oy m P se L4 SME 1T
management functionfJ§E /] (capability) » ¥ 52 [EHIREE EEMA A E - AL
{t FI HostAP driverfyPrism 2 Chipset {43 48 i £ # {E fE STAE X Bl > ZE 1
MLME-SCAN SAP = iz AL — {5 #factive scan@h{F M LA i& (EEEIEWIAGEIEE
(&l 45 TR A S R EMEEE R - REIFTFE 1000 ms 5 ZARELUAE I firmware » 75 ([
MLME-SCAN SAPBHJ AT LAFE ESSID J nl45 E = channels - TFTEEREE R ERS
TEMEAEE LT - BIE 2 —{Elchannel{{ Host System /4G F|firmware[d|fE4E R » FEZE(E
4 75 msiIFR

FRAFIE A [EI RS R - (H B R AR RS R HostAP #=X » I B1T1E
Host System E1{E STA #yIhgEEiH: 802.11 protocol state machine » fFiEEATEZ T »
827 —{ channel FrEEAYIERT A 2 * Channel Switch_Time + Broadcast_Frame_

Transmit_Time + PowerSave_Overhead + ProbeWait_Time -
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HrfiChannel_Switch_Time fybffgae A S HIIRS] - AR FIHVEEF S M EERTE

3% 10 ms ’ Broadcast_Frame_ Transmit TimeZEZ 2-3 ms » PowerSave_Overhead%y3s
2-3 ms > [fjProbeWait_TimeRI[}2& o] LI g5 E » & e e B EFHE: Ay 10 ms © 3¢
M8 =4Hactive scan function¥h{ TR FEAYNSME] » #&FHEY Table 5-1 -

Table 5—1 Needed time to perform active scan function

Type one channel | total 11 channels
Old STA mode + HostAP STA driver 1000 ms
New STA mode + HostAP STA driver 75 ms 700 ms
HostAP mode + our STA driver 34 ms 250 ms?!

FAM1E _EmpvEdE n] LUEH > Channel_Switch_Timef(d B2 —{E channel #j{E X
HRYEERE] (20/34 = 58.8 % ) - ZRTN A [E AV EE A5 Y Channel_Switch_Timetl, R[5 - L
Ramani and S. Savage[13] {Z%|Atheros 5212-based ChipsetfJfE4R4YEEF (4.4.2) HY
Channel_Switch_Time{£ 75 & 5 ms> [y H AN 8 > #Z —(Echannel HIIFE 22 24
msfJHF[E] > Channel_Switch_Time (/545 E AR REELF] (10/24 = 41.6 %) - (R E &Y
BIRZICE > Channel_Switch_Time/2 Ll {liichannel &AL i - 6 H (S ZREH{EA
DELBIRYEFRE - 2226k T SyncScan{13] ¥ KE i st s P A5 EHIRZ -

BERMUERMEEEES (Prism 2 Chipset NIC + our STA driver) FHIEFHY
i - BI5% Table 5-2 ZRELECH A A SR B EAIRHIRT 21 & p S — B FRVICE -

Table 5—2 Cost for individual AP measurement operation

Operation Type ChSw | PS op | Extra traffic Wait time Total cost

Active Scan one channel | 2*10ms | 2-3ms | Yes, 2-3 ms | ProbeWait, 10ms 34 ms

Unicast Probe one AP 2*10ms | 2-3ms | Yes, 2-3 ms 0O ms 24 ms

Non-AP-Aligned SyncScan
for one AP

2*10ms | 2-3 ms No 0-5 ms 24 ms

ChSw: Channel Switch Time, PS op: PowerSave operation

21 250 ms ffi~4& 330 ms AYERFER? » Full Scanning 5%y Channel Switch —32 11+1 = 12 {i - [fij
ANE 2*11=22 {# -
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Table 5-2 =T & NHIFLLRESTENERZR L 1. 20GEAHIMNY
trafficell & 2. ZE{F = HlframestyiEE] o ¥fjilactive scanll 2 Unicast Probe[f[ = » El&r
B Psolicitation request/reponseffytraffic - ilfi H active scanjz4ffresponse® [
Unicast Probejz 2E fresponseiE 3% ; [fiNon-AP-Aligned SyncScanfH i@ &= HIEH &
[EHAM:E AR beacon frame » i A& E A ZEY M traffic ©

PE N ARES S RS20 frame AYI%[E © Active scan I Non-AP-Aligned
SyncScan #55 BEAF R 5 58141 probe response fz beacon frame - active scan F5%
FRAVENA - R STA WHERFHAE channel NHYE M S HS[H[7 probe response
frame > Tfij Non-AP-Aligned SyncScan RIZ&Z 455 & 7F TBTT (#2411 beacon #£LL &
A AHESF S TR R S E Ay EMEN(E - STA {# M Unicast Probe RN FRZE R - —2K
et Y HARE & AR STA EERAVEIE AN » Al STA 7E{#Hi% unicast probe
request FFEEEULE] positive ack » (A DUGHIAN HE B ILES & T 8RR - H
FHE STA HERZ s ——(E &0 B EE &0 probe response frame B[I]5EEY &M
E - W HA STA FIESth & 57 L HAHAE[E]HY Wireless Medium » FHUEEEHVEFRATR A
P u] LUZHS -

5.2 Non-AP-Aligned SyncScan fiyIEREM: & Bkt

HFHE 3.1.1 BEMZIEEE 802.1T £R2E[1] 11.1.2.1 fi%E » Bt &R H C4Ed
FZKBSS timing synchronizationffclock timeHFf%ELify 0, T, 2T ... SFETBTT#ix
beacon - H 1T B R & beacon interval » i3 £ 5 & Fibeaconfllprobe response
frameffifyy - NIESTA R LUZE 28 BRI S Y 55— el 12 - Bl alfSRIEL S &3¢ i beacon
FIRFFETRR o BEPAMEE AR - HERNVEEE4EE ? DU AEHost Systemin 2 &A1
ARG A E AR ? IR RAMAVEHE - BEE TN |

FHJiA beacon FI probe response frame ##7 timestamp L}z beacon interval {&
=l > & Host System gy E4ERE4F 25 frame HF > Host System H[ITF]H Host
System Ui A millisecond AT ERY clock HEEN 5185 AL & & 1F Host System Ui {178
HFRBEEE% beacon frame ° FEEIELE Host System Uy STA driver Ayl
logging messages 1455 A DA > FAMEVAER] DIfE beacon H1 probe response frame
?ﬁ%ﬁﬁf{hbﬁi} beacon YIS » i HAERZHF ELEZ HERAH 5 /Y beacon frame >

HEFT HAREH SV EHIAVENE -

- 79 -



141-532669: [R] 1:FFFFFF 2:40B0B0 3:A0BOBO L0046  S-47N -99R11 (MAMT : BEACON)
142-532669: hostap ri_sta beacon: b =1, u=24, phase = (), a = 76

143-532669: hostap rx sta beacon: 00: CID Bl A0 BCI BD bas update
144-532659: MGMT - BEACON = ch 6 00:0D:-54:40:B0:B0 VHE (0/8) 11 10 100, 532772

145-532702: [R] 1:FFFFFF 2:16B33E 3:16B33E LO032 S-861 -99R ZKNGHT BEHC g
146-032702: hostap rx sta beacon: b =0, u= 24, phase = ), A =

147-532702: MGMT : BEACON :ch 7 00:60:B3:16: B3:3E WL (Gf ,442”43 100 n32805
148-532741- [R] 1:FFFFFF 2:1CB389 3.1EE389—L@@52~ S=GEN-HO0F 2(MGMT:B hD
149-5327741: hogstap rx sta beasan: b = (), 24, phase = 0, a =1

150-532741: hostap_rx_stg teacon: 00:0F: SD 1C:E3:59 bas update

151-532741 - MGMT :BEACD :ch 6 00:0F:30:1C:B3:89 memslab (0/8) 82 82 100, H3:
|h2-R232748: [R] 1:FFBFEF 2:0FST1C 3:0F671C LOGSE  S-86N-100F 1(MGMT :REACON)
163-5632748: hostapax_sta_beacon: b = 2, u= 24, phase = (), a = 52

15d-532748: hostap rz sta beacon: 00:90:CC:0F:67:1C bes update

1hB-532748: MEMT: BEACTN = ch 6 00:90:CC-0F:67:1C WETLAE_C5 EDIS) 23 83 100,
156-532700: 1:FFFFFF 2:4FBE57F 3:4FESTF LOG4D  S-87N-100R 2(MaVT : BEACON)
157032700 Aostap rx sta beacon: b =0, u= 24, phase = 0, a = 1

158-5327507 MGMT - BEACON :chll O0:20:86:4F: B5:TF WL1 (ﬂf%) 9291 100, b328h3
159-53274: [R] 1:412069 2:40B0B0 3:40B0BO LOG39  S-48N -99R11 (MGMT : PROBE_RESP)

161-532757: hostap_rx_sta beacon: (00:0D0:54:40:B0:B) bss update
162-532757: MAIT:PROBE_EESP: ch 6 00:0D:54:40:B0:B0 VHE (0/8) 10 10 100,] 532772

160—53%%5?: hostap_rx_sta_beacon: b =1, u = 24, phase = 86, a = 62
163-932760: [R] 1:FFFFFF 2:E1037E 23:E1037E LOOS4 S5-5aN-100R 1 (MGMT: BE!—ECD[U

165532760 hogtap—rr—sta- beacen—0G=0F=B=E-03-TEbaT (pdate

166- (1= MGMT - BEACON s ch 6 00:0F:30:E1:03:7E WL1 (D;’S) 100 101 100, 532863
167532772 [R] 1:FFFFFF 2:80B0OB0O 3: P!.CIBDBCI LDD46 S48 -99R11 (MGMT : BEE—‘!.CD["J)
168-032772: hostap rx sta beacon: b = 1, 24, phaze = Cl, a =6

169-532772: hostap rx_sta_beacon: 00: DD 54 HD BD BD bas upd

I70-032772: MEMT:REACON — : ch 6 00:0D:54:40:B0:B0 VHE (Df%) 1011 100, 232875

Figure 5—1 Logging messages showing the.beacon: prediction from the previous received

164 ESZTBO hostap_rx_sta beacon: b = 2, u= 24, phase = 0, g =53 —

beacon and“probe-response frames

Figure 5-1 7~ I F i beaconfilprobe response framef/t#7FH timestamp K
beacon interval¥fiE HEH & T —{EbeaconfH i EHYIEME] - fFia{Escenario [ » MEARAEEL
R4 A U#channel » T/E{Fchannel #6 T > #ESTAELRYE 144 > B%R 532669 msUiF]
—{EVHEHRbeacon frame > #E N —{[fbeacon{H# 12 AYHF [ By Adthig 532772 ms » 246
STATE4R5% 166 > BEfE 532757 U EHH VHEZE H 1 probe response frame » JRHEEL H FLHE,
& N —{EZt %1 beacon framef i [ BE B At lw 532772 ms ©

HAMFrE R ES & » RE 7y EAF&1EEE 80211 £2E[1] #yMiE: - fEAStEH O
FAZR4ESEBSS timing synchronizationfs fF#Yclock timeHF[E]%EL 0, T, 2T ... 28 TBTT#¢4%
beacon ° E& SCEMZ AT > FAT AR EN A RIEEE (FHVAENS © BIEL0LE > ¥
AR Eebeacon 24 I Fr @ A A IR B AV AL & - FRFIIZR AT LAEH Unicast Probe
TESR H A SR AE & H T8 M) - (HUnicast Probe 7= TEM > TRE LR LA
{#iFfYactive scanf 54 %
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135-942535: hostap syne scan: schedule next syncscan [942574

136-942535: [1f10: recycled 1dx=0
137942036, TJ 1:E1037E 2:6E1256 3:FFFFEE-EH@GET?3 o QR IEDQTQ
138-942538: [R] 1:FFFFFF 2:E1037E-3-RITR7E LOODE  3-D4N -99R 1 (MGMT

139942038 hostap ri_stacbeacon: b = 2, uw= 24, phase = (), a = 52
140942538 hostap Tx_sta beacon: (00:0F:3D:E1:03:7E bes update
141-94 2538 MGMUT - BEACON - ch 6 00:0F:3D:E1:03:7E WL1 (0/8) 75
142-9420546: AR] 1:FFFFFF 2:40B0B0 3:A0BOED LOO4E  S-46N-100R11 (MEMT
143-9425467 hogtap T% sta beacon: b =1, u=24, phagse = 0, a = 76
144-943546: hostap rx_sta beacon: 00:0D:54:40:B0:E0 bss update
145-94 2546 MGMT - BEACON - ch 6 00:0D:54:40:B0:B0 VHE (0/8) 82
146-948509: [R] 1:FFFFFF 2:1CE389 3:1CE389 LO0HZ  S-86N-100R 2 (M&T
147-942559: hostap_rx sta beacon: b =0, u=24, phase = 0, a =10
148-942559: hostap_rx sta beacon: (00:0F:3D:1C:B3:89 bos update
149-94 2559 MEMT : BEACON = ch 6 00:0F:3D:1C:B3:89 memslab (0/8)

F1o0-p32o61 0 hostap_sync_scan: syng acan atiempt

151-942561: hostap_syne_scan: netif stop_queve wifil)
1523420610 hostap sync_scan: sync_running set
1531942561 PRISM2_CALLBACK_TX_START by swapper

1547942561 [T] 1:E1037E 2:6E1256 3:E1037E LOOOOT 5 ON 110R 1(DATA
16069420610 hostap sync_scan: send pwr_saving

_156}342551,: _u*[ﬁiifi[l: recycled idy=l _ _ _ _

1581942562: hostap_syvnc_scan: switch to
159-942072- hogtap syno gcan: change chamel to 1

T60¥ao573: " R] T-FFFFFF 2:F74760 3 F73760 Liond =7 —asR 1 (et
161-942573: hostap r¥ sta beacon: b= 2, u= 24, phase = (), a = 52
162-942573: hostap_rx_sta beacon: (00:0F:3D:F7:37:65 bos update
163942573 hostap rx sta beacon: syne scan go back

164942073 MGHT : BEACON s ch 1 00:0F:3D:F7:37:66 WL1 (0/8) 7
160-942073: hostap_sync_scan: target ap measure updated

166942573 hostap sync scan: switch to 6

167-9420h83: hostap_sync_sgcan: change channel to 6

Figure 5—2 Logging messages showing the internal Non-AP-Aligned SyncScan operation

T REMERREME CEENSTA driver#E{TSyncScan¥t HAEEL MY & &MY

HAE > W HAT 942573 msU E 2] H AR M & 8814 H 2k beacon frame o

JihE o Wl Figure 5-2 Ay > STATESRSE 135 ~ HffE]EE 942535 msHE A —{[E H 1 Fy 942574
msH{¥i{Echannel #1 fJbeacon - 5 T {72 (E HERM S HVEHENE - STATELR T
150 ~ HHRSEE 942561 BH4AWIE > FH 2 ms#h(T T PowerSavellJE{E - ifi BAF 942562 ms
FAiatHachannel ~ 942572 ms5EET]# % |channel #1 1% @ fE4RAEES R Ytranceiverfiia
IEH

T BRI DR gAY logging messages A]EH » STA [ beacon FI probe
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(@) B3SID ch $ig Noi

DD 20 86 4F 135 7F 11 —50 100 O0osd\ 97 1
00:0F:3D:F7:37:60 01 74 -91 00429 \33 )
00:60:B3:16:B3:3E 07 -91 -39 34410
00:60:B3:16:68:5C 01 -86 -90 46934 3% 10

(b) BasID ch 51g Nol age P
00:0F:3D:E1:03:7E 06 -53 -93 00000
00:20:86:4F:B5:7F 11 -57 -99 01006
00:0F:3D:F7:37:65 01 -75-100 00901
00:60:B3:16:B3:3E 07 -91-100 25366 00 002 036
00:60:B3:16:68:5C 01 -85 -91 27537 54 100 002 DDD DDD WL1

Figure 5—3 Logging messages showing the phase drift phenomenon

FANRFIEE S 2830 5] > 7R s DSTA H B B A & — 1% > BIT]
195 HARE S 53 ikbeaconiyiFfE]F - FEFFIHVEET - LIS IR E IR DA I HRF (]
yPhase{HfT{F » 41 Figure 5-3 fFHyPhriffr » {HiZiE (EPhase s & &R HiHE#E
A drift RS2 - 22 K FSTABLA [E]Hy A & R {E MY clock & & A —E AT e R iEfE

#THJbeacon framesfii {578 A R & HEBH R ERVE M - HtEfphase driftfi 52 » T
FRE 4 R HPhase informationAY SRS Bk fif i —TE:%E - 5240 » 1. Ramani and S.
Savage T £ tf iy SyncScan[13] -Hf o {1 454 1| 5L 3 & 75 %2 7 Hi fif global timing
synchronizationf/J 0% > DL#E Flglobal view timing informationfy— 214 - FAMIHY
Non-AP-Aligned SyncScan &7 12 FFHIRIE > 752 timing synchronization/E [
F1|FH Unicast Probey&){E & #rsynchronized F[IH] o

FAN o AT ESTAE T HIEZA M & REMEE NN ER > et HEAmAHE
Non-AP-Aligned SyncScanp) 5 Unicast Probefy XK #LLB > 41 Figure 5-3 Hiysct
(Syncscan CounT) fzuct (Unicast probe CounT) Firr o HI A LB HERMINEE

BRI/ \RAEAEEES G EMN > & FFH AN S E £ %I traffic 1y
Non-AP-Aligned SyncScan& | /575 -

5.3 fErs{Hi jitter FIZE

Ry T 153EE VolIP 5 —JH real-time service DLSaAhiFefM Pz Ay H AR S 182
= HI AT H EHY Non-AP-Aligned SyncScan $fFEERAES T & FriG pHY jitter XU - 3¢
MFEEFFPETT R Non-AP-Aligned SyncScan Y STA Biff wired Ii[&E EHY Server [H]
FrEF 2L BL—f% VoIP 4dpg 55 [F /N1y UDP traffic
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1 FaliHyscenario |~ » FfIFE B AR IHUDP trafficzE 4=/ EHH (57R1EL 20 ms
B1 50 msfHik) - M HARREUImAR ST G S0 8k FrU B R ET 61 - FL R 45 R b Y ] PR e

(Inter-Arrival Time, IAT) BY457fi o FRMFEIAT = 20 msHHIAT = 50 msia Fifa B E 4
mEE PR R RV4E SR - DLEREEGI iy 7 8L E B Figure 5-4 Ei Figure 5-5fit
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Figure 5—4Cdf of packets;with 1AT = 20 ms
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Figure 5-5 Cdf of packets with IAT = 50 ms

- 83 -



Figure 5-4 £l Figure 5-5 HIVEEAE4ARE 7 (AFRSTANRA#HTTNon-AP-Aligned
SyncScan > &8P US IV EHEL B ZE PRI RIAVAE R T4l B AR ARV ESTATE A #
17— Non-AP-Aligned SyncScanf T » {F4 ImBEUL S Ay 21 22 R A4S
% o

i Figure 5-4 Ei Figure 5-5 HY&SR ] LA > STA% 1T Non-AP-Aligned
SyncScan » & 1EH (F AR EH ALY 1 LLFgHYjitter ST B HNAVEL 77 F 22 A FESTA
freezelEH ERHEZL » VHichannel#E1T H AR & 8 HIHY S F LR W B B 2R I
I o B EE A EfiqueuefESTABE A & (NtrafficHVii [ A - [E) - fESEEAE
AR S SR A HURERE - AERARNjitter XU TE o LLERABRINVE - BAME 5.1 25
*(ENOH-AP-Ahgned SyncScanFj{EFEZ4Y 24 msIEE - EE K EER IR
5+ - Figure 5-4 B Figure 5-5 H1[ANon-AP-Aligned SyncScanfjZE4 My fiEcE />
[ATHinstance > FEHEAHHIELIIEE 20 msPLA o

5.4 FHHEERNZE

AT i2 — 601 Rl 2 #f ¥ Non-AP-Aligned. SyncScan ¥ it 1F % #f &1 {# 2% 7 i\
bandwidth{s H#Y 2 EEAE TR 2 BHEHYAE0 . & PIMESTABIwired liHYserverfH i
TCPEERE R » S8k 3 T AR (S 2R AT » /AT — LT 5 fdicasesHYEY
i > ISTAGFPEE#ETT 0, 1, 2, 3, 4 Z*Non-AP-Aligned SyncScan{#jj/% 43Rl o EprESHIE]
FTCPBEH 440 Figure 5-6 7K °
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Figure 5—6 Instantaneous bandwidth binned at 1 sec interval
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& Figure 5-6 HY&ERAILIEL - TCPHEEAE(EHEIHVHE - BESMEETH
Non-AP-Aligned SyncScan #y X % 3 fiilifi i i@ T - 2 & N K& # 31T
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/Do A FD #5017 Non-AP-Aligned  SyncScan Y 2t 8 2 17 % STA fit 5 £ Y local
topology iRt EEL E 3 FEE— VI T - FHAESH A & EEO A SR EHHR - Bl
[EAE P IR IRIR T 2t HFR 6 (At & R nlf S E DT M T r s . (2
*Figure 2-1) °
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6.1 &5

BRI S REUR - Harmim 5 R B ERY WLAN R FAHIATREE - 5 RAE?
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R RIIE  e U EEF 22 VoIP R anE -
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PRI -

WFEETEHE RN " HAEAM GRS | #H] > AILIREE STA FpgEihny B
EAh e 8GR - (R TRR TSRS A e e AV ERE TR TRARAYAT > ZEE
S on B AT ARAR -

B IFraa T B RS T - 58774 IEEE 802.11 AUfFEAE » A FREEIMYE
IREE - AT EES STA Iy device driver #E1T/NMEEIEN - 12 BT EE A AV
REEE SRR AT THY - KOBTNETAG - MG TRV R TR T e T AvIEE A
2t H S BOETT > A e B IR E BRI ERERAL -

-87 -



& A A EY AR GRS T & AT BN EEE RS > FRPIPaeaT EE i
WA TFHEHIRE SRR R A STA 1Y _LJg#y Mobility Management Entity F—20 1T
Vertical Handover S0k BE Ry

6.2 R LAE

HFprasct & (EHY IEEE 80211 MELRAEES [ HVGEMA TG > H MBI 2 7 I5R%7
EE SR IR A E CREGHVERET N HET TR - AR AR 2 h e B A IR s o B pRaE
iy IEEE 802.11 fE&R4EES | > STA TR R A MNAIT #)A0HaRE 48 PMK B2 QoS
BIREERENE - B LE A D iSRRI N T AE R -

IEEEA YA PRI T-FR KAV E R s - $R N AYIEEE 802.11rAk M & a2 Fr AR
#E[6] T FTEEfitHYPre-Reservation Mechanism » A DU/ D#AFF2 Frcommit operations
FrEEHYmessages exchangeZ[ i AEYE L T » £ FE Wi{Eimessages exchange » ZA[T 721l
REGR TS > FFESTAIE#{Tcommit operations il 22 # DS T4 b Y 7H i 502 Bh
{E » T HWEER -

HIFraeaT B FHY IEEE 80211 fEERARIES T HUMEde it T-HhHIZe s - AR et
BRI F R R P T A S RSN - HE a0 o HUsRRE - P A LU —
ETEIE SR GUE AR PR R B

-88 -



[1]

2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]

[10]

[11]

IEEE 802.11 WG, Part 11, “IEEE Standard 802.11-1999: Wireless LAN Medium Access
Control (MAC) and Physical Layer (PHY) Specification,” 1999.

IEEE 802.11 WG, Part 11, “IEEE Standard 802.11F-2003: IEEE Trial-Use Recommended
Practice for Multi-Vendor Access Point Interoperability via an Inter-Access Point

Protocol across Distribution Systems Supporting IEEE 802.11 Operation,” 2003.

IEEE 802.11 WG, Part 11, “IEEE Standard 802.11i™-2004: Amendment 6: Medium
Access Control (MAC) Security Enhancements,” July 2004.

IEEE 802.11 WG, Part 11, “IEEE Standard 802.11e™-2005: Amendment 7: Medium
Access Control (MAC) Quality of Service (QoS) Enhancements,” July 2005.

IEEE 802.11 WG, Part 11, “IEEE Draft Standard 802.11k/D3.0: Amendment 9: Radio

Resource Measurement,” Oct. 2005.

IEEE 802.11 WG, Part 11, “IEEE Draft Standard 802.11r/D1.0: Amendment 10: Fast BSS
Transition,” Nov. 2005.

A. Mishra, M. Shin, and W. A Arbaugh, “An'Empirical Analysis of the IEEE 802.11
MAC Layer Handoff Process,” ACM SIGCOMM Computer Communications Review,
Vol. 33, No. 2, pp. 93-102, Apr. 2003.

H. Velayos and G. Karlsson, “Techniques to Reduce IEEE 802.11b MAC Layer
Handover Time,” KunglTekniska Hogskolen, Stockholm, Sweden, Tech. Rep.
TRITA-IMIT-LCN R 03:02, ISSN 1651-7717, ISRN KTH/IMIT/LCN/R-03/02—SE, Apr.
2003.

M. Shin, A. Mishra, and W. A. Arbaugh, “Improving the Latency of 802.11 Handoffs
using Neighbor Graphs,” in Proceedings of the ACM MobiSys Conference, June 2004.

K. Kwon and C. Lee, “A Fast Handoff Algorithm using Intelligent Channel Scan for
IEEE 802.11 WLANS,” The 6th International Conference on Advanced Communication
Technology, Vol. 1, pp. 46-50, 2004.

S. Shin, A. S. Rawat, and H. Schulzrinne, “Reducing MAC Layer Handoff Latency in
IEEE 802.11 Wireless LANs,” in Proceeding of ACM MobiWac 2004, Oct. 2004.

-89 -



[12] N. Mustafa, W. Mahmood, A. Chaudhry, and M. Ibrahim, “Pre-Scanning and Dynamic
Caching for Fast Handoff at MAC Layer in IEEE 802.11 Wireless LANs,” Mobile Adhoc
and Sensor Systems (MASS) Conference, IEEE International Conference on, Nov. 2005.

[13] L. Ramani and S. Savage, “SyncScan: Practical Fast Handoff for 802.11 Infrastructure
Networks,” IEEE INFOCOM, Mar. 2005.

[14] C. C. Tseng, K. H. Chi, M. D. Hsieh, and H. H. Chang, “Location-based Fast Handoff for
802.11 Networks,” IEEE Communication Letters, Vol. 9, No. 4, pp. 304-306, Apr. 2005.

[15] P. Bahl and V. N. Padmanabhan, “RADAR: An in-building RF-based User Location and
Tracking System,” IEEE INFOCOM, Mar. 2000.

[16] A. Mishra, M. Shin, and W. A. Arbaugh, “Context Caching using Neighbor Graphs for
Fast Handoffs in a Wireless Network,” IEEE INFOCOM, Mar. 2004.

[17] A. Mishra, M. Shin, N. L. Petroni, Jr., T. C. Clancy, and W. A. Arbaugh, “Proactive Key
Distribution using Neighbor Graphs,” IEEE Wireless Communications Magazine, Vol.
11, pp. 26-36, Feb. 2004.

[18] H. H. Duong, A. Dadej, and S.,Gordon, “Proactive Context Transfer in WLAN-based
Access Networks," Proceedings of the- Second International Workshop on Wireless
Mobile Applications and Service on WLAN Hotspots (WMASH) 2004, Oct. 2004.

[19] J. Malinen, “HostAP Driver for Intersil Prism2/2.5/3,” http:/ /hostap.epitest.fi/, 2006.

[20] “MadWifi (Multiband Atheros Driver for Wireless Fidelity) Project - a Linux kernel driver
for Wireless LAN chipsets from Atheros,” http:/ /madwifi.org/, 2006.

[21] J. Tourrilhes, “Linux Wireless Extensions and Tools,”

http:/ /www.hpl.hp.com/personal/Jean Tourrilhes/Linux/Tools.html

[22] M. Gast, “802.11 Wireless Networks: The Definitive Guide, 2nd Edition,” O'Reilly
Media, Inc., Apr. 2005.

[23] P. Roshan and ]. Leary, “802.11 Wireless LAN Fundamentals: A Practical guide to
understanding, designing, and operating 802.11 WLANSs,” Cisco Press, Dec. 2003.

[24] C. Benvenuti, “Understanding Linux Network Internals,” O’Reilly Media, Inc., Dec.
2005.

[25] K. Wehrle, F. Pahlke, H. Ritter, D. Miiller, and M. Bechler, “The Linux® Networking
Architecture: Design and Implementation of Network Protocols in the Linux Kernel,”
Prentice Hall, Aug. 2004.

- 90 -


http://hostap.epitest.fi/
http://madwifi.org/
http://www.hpl.hp.com/personal/Jean_Tourrilhes/Linux/Tools.html

fifggA  Fast BSS Transition
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exchange » & F 2 EEBESTANEMN GIEAPMKZ & SHaHVATHE NEIF] - HE ks
QoS negotiation{t Ffymessages ‘exchangefE3ARITAE RIS - D HSTARI HIFRE
Hr & {# FImanagement action frame E#B(EA - N HESTAVVAF RS F HIFEEM A H
SERPMKE A BER 46 #EfTnegotiation Y E{E -

MEFMIREEZK » IEEE 802.11r it & R AHIRF A2 FPiRAE[6] BN/ JEHEIEEE
802111k 584 4> fh e HEA4E[3] BAIEEE 802.11eflk 7% 5m/E frad Fif& i AE[4] 1&STAFTFE #E
{THY— H S messages exchange » fE RN AZ2fERINVATEE > MERE IR E(RHY TIE -
FEZEHERETA A ¢

1. KFJe STA HEEAGE 2/ DT —REY 8021X SUESRERF » 4kl
STA ¥f[F]—{[& Mobility Domain YA & EE > HARBRIT 2K 802.1X PG
FeRIH] -
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2. #E#link layer authentication/ (re-)association messages exchange - #riiFast
Transition Action Frames » DL 4B HriEgsgmessages exchange - F# FyFast

Transition Authentication Sequences?? -
3. Pk STA fahy HFEAM SRR - AR AT AR R AVEGH -

4. 7% STA £ Commit Phase i » THILMiZ Y2 2210 E S QoS 7K

Y context °

A.1l Three-Level Key Hierarchy

Ry TR SeST ATE A & 2/ D ABIT—REY 802 1XFEEE » 4l ST A [E —
{EMobility Domain YR & EEH BT —2 802.1X58E6 » IEEE 802.11rAkHf 5 ift
MFRE IR [6] %5t TS Y IEEE 802.111 1 58 4 4 fh i FE 48 [3] — [ Jg i key
hierarchy Z2f#HY = [ fgkey hierarchyZ2f#  tH R keyVE 4= EFITRA & KR BTEL
Figure A-1 F/R :

MSE[0-255]

MSEK Authentication Authentication | g )
Server Server )
MSK ¢ i MSE( )
MY -—PME-RO PME-RD Key Authenticator | PME—PTE
PME-E0—FMIE-E1 Holder t
PMIE-E1 +
. PME-R1 Key
L5 LSS A SRS Holder
[y __,.J
/
Supplicant Supplicant MSK—PME—PTK

MSK—PMK-RO—FPMI-R1—PTK

Figure A—1 Fast Transition key hierarchy and 802.11i key hierarchy

2 FT Auth. Seq. #14-Way Handshake —HE2 WU{EREHISCIRARST - FIZRERE REILAY PMK 224588
AEHYE  FT Auth. Seq. /&H STA 7R G 8EH) - 10 H FT Auth. Seq. ZZEPU{EHE AT LLFEIE MAC
Sublayer [y 802.11 protocol state [{ARRE - EEEAVER » FT Auth. Seq. HyH—THEIE - BLE S HHEMTE
MAC Sublayer k& RSNA Key Management Entity FYFHEACH#E » EEFEAEEHBERELCHVBEE - (&5
Figure 2-16 802.11 basic reference model)
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IEEE 802.11i ¥ 56 27 4= ff B A= # [3] T Ay key hierarchy ¥ HH =A@ -
Authentication Server f{1Supplicant /& 1T 802.1X L User £y & i iy {9 Ui (& £ > 1M
Authenticator f1Supplicant HI| /& i {T 4-Way Handshake 5 55 PMK (19 W Uit (@ g8 -
Authenticator #Y PMK 4 #& & ¢ Authentication Server &% H ¢ 4 49 & ## 8 ¢
Authentication Serverf{ISupplicant52EL 802. 1XeEE1E P& HlfS -

IEEE 802.11r B &5 PRI F-F2 P AR 4E[6] Tkey hierarchy Hll 7y Bl VU3 (6 -
Authentication ServerfISupplicant{/52AZE 1T 802.1XLA User By R:mE 0 Wi tm & fa - ifi
PMK-R1 Key Holder f1Supplicant /| & #i 1T 4-Way HandshakeE(Fast Transition
Authentication Sequencefi#zzPMK-R1 il {E#S - PMK-R1 Key Holderf'yPMK-R1
& {¢[FMobility Domain N YPMK-R0 Key Holder&% F - 4= 48R i iE HURS: » HUFFHYHF A
HEFFPMK-R1 Key HolderZZ# (i H£/PMK-R1 ~Fiif[Ja] - PMK-RO Key Holder7s
Authentication Serverf1Supplicant5gf% 802 1XEEEEE 1% » A LATE Authentication
ServerfS - e 4Ep% m AT EIPMK-RO - 3 H B FAEH# N KPMK-RO AYAIFHEA » {d5
f£[8]Mobility Domain [ R [E|YPMK=R1 Key Holder{t5% » FHPMK-RO 52 4= HHEHERY
PMK-R1 -

R G PREBRTFIET T B LAY 4w -
1.  [5 Mobility Domain F » STA WRAFEEEAT T— K2 RN 802.1X 525127 -
2. PMK-R1 Key Holder 5t /& #5H) Authenticator F{f -

3. PMKfEAMaEBFER T > 7 PMK-RO PMK-RT /&g - 73 5H
PMK-RO Key Holder ;,PMK-R1 Key Holder#4# - PMK-RO Key Holder& &
FTAPMK-R1 #yEA - LU TIEEE 80211582 17 EEAE[3] T H
Authentication ServerE 4 PMK LR & i1 T — D Essny A -
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A.2 First Contact

ESTASE —JUE AR YERE Y F—(EMobility DomainfJiRHz: - STARVHEFZ IR
IEEE 802.11i¥% 58 % 4= fh AR 4E [3] HYZ & hh P #1740 Figure A-2 th—iH gy
messages exchange - H1flfElegacy authentication ~ association ~ 802.1X5ZEETEFF
K HAuthenticator#2 @iy 4-Way Handshake (AL4R E 48 71E) %5 - RILSTAFAFERF
thyCommit Phase (EEfEE4RT1E) FTaEiEfTHYmessages exchangef1IEEE 802.11if%
s e ERAE[3] THIZERERFPEI—FE -

TSTA TAP

1
1

""""" BOZAT Authenfication Request (Gpeny— — — — — — © _h- -

< 80211 Authentication Response (Open)

{Rejassociation Request (FTIEz s, MDIEzrs )JRSMIEs-s ) >

Commit Phege {Re)association F{espcn% RSNIE,z= |
Q 8021 EAP Authentication {bypazsed if PSK is used) r|>
4-way Handshake
EAPOL-Key (0,0, 1,0, P, 0, Anonce, 0)
-

EAPOLKey (0, 1,0, 0, P, 0, Snonce, MIC, F:Sr\IEE-,\[FHNan‘e
EAPOL-Key (1,1, 1, 1, P, 0, Anonce, MIC, F{SNlEAF[Rﬂdame GTK:N]
TIE[KeyLifetime])

EAPOL-Key (1, 1,0,0, P, 0, D, MIC)

A

r
1
S
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
1
el
1

Qo5 Resource Allocations

Figure A—2 First Contact sequences of messages exchange

(Source from [6])
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2 (E KN [E A T5 A ¢ 1F (Re-)association exchanges F1 4-Way Handshake [y
messages exchange N > FF &N L STA A G ERFEFNVEEILE
Authenticator 51 o IEHF Authenticator “~{HRY £ PMK-RO Key Holder > [ER 72
PMK-R1 Key Holder ; ifii 4-Way Handshake B8 PMK - {5 0025t & i T
2y PMK-R1 -

A.3 Fast Transition Authentication Sequence

1 T ACAE[E]— Mobility Domain T » STA R E S F4K 1 802.1X SRS FFf H Ut
#eiE PMK ; BRI 290 - TRy T ERESEhE ) A AEARCE » I H ] DI H
Wireless Medium =i/24%H Distribution System FESGHHE

fEIEEE 802.11rE:th o a2 FriEAE[6] » #E_E iy EusEtE 7 fyFast Transition
Authentication Sequences - FIIEEE 802.11i¥ 58 77 4 17} EiZ#E[3] EHEHY 4-Way
Handshaketf{ll > A 4 {Emessages exchange > AT EHSTAHZEHL - 35 4 {Emessages
exchange{X N [EIHYIE (5.A.4 Base Mechanism~A.5 Pre-Reservation Mechanism) #J
LA R [EfEE  message framesjer; « TEEE 802:11 v i & b it 12 Fpfsite[6] EIt: 4
PR T e TR 8 By A4 F

1. Fast Transition Request: (1 STA+ HIZEH &)
#57 SNonce ~ RSNIE -~ FTIE - MDIE % - Hrfh FTIE NT]DEHEEM &

(PMK-R1 Key Holder) %41 PMK-RO0 Key Holder #9575 » 415 H HEELH 434
H PMK-R1 > #5% 5] PMK-R0 Key Holder ZH{ - [I; message ;4H MIC {R:& -

2. Fast Transition Response: (¢ HEEE M &5 —STA)

#7A ANonce ~ RSNIE - FTIE » MDIE - B]fE#7H reassociation deadline Time
Interval IE k. key lifetime Time Interval IE - Reassociation deadline Time
Interval IE HYHHYZ S HBITIHICE M ERY STA ZAE 2% A HF [ A 52 Bl
Re-association FNEE ; 55—7& key lifetime Time Interval IE &5 A< 5@ M
FHEARR © [ message /944 MIC {R3& -
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3. Fast Transition Confirm: (1 STA— B A &)

#A SNonce ~ RSNIE ~ FTIE » MDIE - RICIE - RICIE a]fit STA {E4#7& R
&N (Resource Information)  [Iif; message WH{EH MIC Rz -

4. Fast Transition Ack: (¢ HiERH &5—STA)

#HA ANonce ~ RSNIE - FTIE ~ MDIE - B]£E#7A reassociation deadline Time
Interval IE k. key lifetime Time Interval IE - Reassociation deadline Time
Interval IE (Y H Y2 & RHITHILERMZT STA ZAE 2 AN N 58 AL
Re-association {E{E ; 55—Fd# key lifetime Time Interval IE &4 8@ (F
FHEARR - It message WM A(E A MIC {RE

A.4 Base Mechanism

IEEE 802.11rEkith &5 PREHA T RE PR AE 6] TR ftmifdiith o R AR T2 55— R
Base Mechanism - Base Mechanism&EeHl = [ # F12 J7 1] DL E4& FHWireless Medium
(over the Air) » B/Z2HDS Medium(over the DS) ¢ Base MechanismZih & #f 4T
R aT it

1. A% QoS ffiFE Y STA BUE
2. ANFRETHICHEIL QoS ffiZHy STA i -

Fast Transition Authentication Sequencesfrover the Airfii= T » FA R HIGIHR
FHEFF Y Authentication Request/Response ~ J% (Re-)association Request/Response
72 VU{EIEEE 802.11 management frame” /1 ; ffjfFover the DSIEZ{ T » Fast Transition
Request/ResponsefE fi# Ff Fast Transition Action Frames&% (i [E4E A d Ay AL &
relay | H fZ 5L & » Fast Transition Confirm/Ack Rl /2 N ik 1F R 46 T2 Fr th 1Y
(Re-)association Request/Responseiz —{EHIEEE 802.11 management frames” #123 -

23 [ over the DS iz STA » £V channel 1HEEM & EITIRTIZFPE » AFHEEFEEX
Authentication Request/Response ; [F7A 802.11 protocol state machine (Figure A-3) FEH5gx Fast
Transition Request/Response HIf£13: State 2 -
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Class 1 — State 1

f Unauthenticated \
Frames L ! ' —
-_"\\T/ —_DeAuthentication
" Motification
Successful DeAuthentication

Authentication Motification

Class 1 &2 — State 2:

Frames (:: ! Authenticated, \
Successful Disassociation .."

Authentication or
Reassociation

Maotification /

= State 3:
51,2 &3 / Y
ClaFm mes ( _ Authenticated, } o

Figure A—3 802.11 protocol state machine

(Source fromi[1])

A.4.1 Over the Air

Base Mechanism{fover the-Airfszp—-STA R E AT 7 Ay Authentication
Request/Response - (Re-)association. Request/Response 1 4-Way Handshake iy
messages & fif - {#15 Figure 2-16 = > MAC Sublayer iy 802.11 protocol state
machine (Figure A-3) F14-Way HandshakeZ%{[JRSNA state machine (fZ}/> Figure
2-16 H Station Management EntityNHYRSNA Key Management it 2 ) [E]HF#E

S

17 o DAEEFI4E imessages exchangeft H & -
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Current Target
STA TAP TAP

N
/]

802.11 Authentication Request (FT, Count, FTIEgra, MDIEzTa, RSNIEsT2[R1Mame],
EAPKIF(FAPO] Kev[SMonce]l ) >~

Successful (secure) session & Data transmission

STA determines it must
hreak from its Current TAR FT Auth Seq
and establish a session wit : :

the Target T:’—\F‘I

S

I
Commit Phase

1 802 11 Authentication Response (FT, Count, FTIEae, MDIEse . RSNIEs[R1MName],

TIE(KeyLifetime], EAPKIE(EAPOL-Key [ANonce]l)

f

(Relassociation Requast( Count, FTIEzts, MDIEz1s, RSNIEz:[R1MName], RIC-IE-
Reguest, EAPKIE(EAPOL-Key [Anonce, MIC]T

(Re)association Response (Count, FTIEse . MDIEse , RSMNIE[R1Mame], RIC-IE-
Response, TIE(KeyLifetime), EAPKIE(EAPOL-Key [Snonce, GTE, N, MIC]) )

Figure A—4 Messages flows in Base Mechanism over the air

(Source fromi[6])

Base MechanismfFover the AirfE = R T 45/ Commit PhaseffiF51messages
exchange > $1 % FE T HETQOSHHEISTA » HifE (it 7] HFast Transition Confirm/Ack
ENi{Emessages exchangen[fE{ftHy— Y F MtransactionfJfer (17, Figure A-4 iy
RIC-IE-Request/Response IE) - 4L EF YRR S HETQOSHiZ HYSTA S — T ak/ b T
QoSHiZHIREE -

{E15—FEY/2 » Fast Transition RequestfIResponse:f 2 7 HIYIF RS » mlgEer
H A & B R HEA PMK-RT g o2 -

24 R R R EE RS & 755 PMK-RO Key Holder ZHUE HIEES &1 PMK-R1 - PMK-R1 Key
Holder 5] PMK-RO Key Holder H{f5 PMK-R1 ] - H A BHEAE AR E - e DA EEL
IEEE 802.11F [2] #I7EJ IAPP CACHE-notify {7 -
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A.4.2 Over the DS

Current Target

STA TAP TAP

Successful (secure) session & Data transmissionr\

STA determines it must \J l/

hreak from its Current TAH

and es}r?é}l?ahr ;e%eTsr:ll:?n with FT Auth. Sea
) o FT Action Request (FT, Count, FTIEzrs, MDIEzrs, RSMIEzta[R1Mame],

EABKIE(EAPQL Keylshdnce]) ). ... ... i -
FT Action Response (FT, Count, FTIEar, MDIEsp, RSNIEa=[R1Mame], TIE{KeayLifetime],
. EAFPKIE(EAPOL-Key[ANgnce]))
Commit Phal; e (Re)association Request( Count, FTIEzrs, MDIEzTs, RSMIEzrA[R1MName], RIC-IE-

Reguest, EAPKIE(EAPOL-Key[Anonce, MIC]) )

(Re)association Response(Count, FTIE: , MDIEs= , RSNIE£[R1MName], RIC-IE-
Response, TIE(KeyLifetime), EAPKIE(EAPOL-Key[Snonce, GTE, N, MIC]) )

1
1| |-=
L

N

Figure A—5 Messages flows in Base Mechanism over the DS

(Source from [6])

Base Mechanismffover the DSFEZ(N » STAHK; Figure 2-5 HH A{FiZfr
Commit Phase [ Authentication'request/ Response & » HAFE Figure 2-16 F+MAC
Sublayerffjprotocol state machine transition (Figure A-3) #¢State 1 F/|State 2 [J§E
1% > B H&DS#E LY Fast Transition Request/Responsef&diy ~ [ (Re-)association
Request/ResponseRl| 7k & EFast Transition Confirm/Ack -

Base Mechanismffover the DS T » B #E—F4EECommit Phase messages
exchange#{& - Fast Transition Authentication Sequences (4B E 4% HHE) JFast
Transition Request/Response”E A PJ#channel FifR[1 0] 4% iy Al %5 ZL i 2% - Commit
Phase (145 J71E) R H 28 802.11 protocol state machine (Figure A-3) ¢
State 2 1% #j F| State 3 Y W {E messages exchange: B[] (Re-)association

Request/Response °
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Base Mechanism{Fover the DSIET T » $HEEEEEITQoSHZERISTA » it T
4% Fast Transition Confirm/AckiE{T—; ﬁtransactionlél’ﬁ%}%@ (Figure A-5 thfy
RIC-IE-Request/Response IE) » 41T EHETTQOSHIZEHISTASHE—H RV T —(H
QoSHiZHIFREE -

A.5 Pre-Reservation Mechanism

IEEE 802.11rE Ml & i ia F-12 i e [6] $2{LAY5E —fEF2 ¥ FyPre-Reservation
Mechanism - Pre-ReservationFith & difta T2 Fp 1] DUIZ 4K i Wireless Medium (over
the Air) » 224 HDS Medium (over the DS) - Pre-ReservationZ#th & it 2 Fr i

EEETHETQoSE FRMFHMISTAER -

Fast Transition Authentication Sequencesfrover the Airfi= T » FN RG]
F#2 F¢ t1 /Y Authentication Request/Response/Confirm/Ack = VU {f# IEEE 802.11
management frames 2 1 ; [ £ over the DS i z={ T - Fast Transition
Request/Response/ Confirm/ Ack;g{# FiFast Transition Action Frames&%HH 1F1F{#
th B Srelay 2] H AR & - 55 EOver the Airfi =5 /Z0ver the DS » STAZH
GEFLHN B T f& Y commit operations? A5 22 fiiH (M Fast Transition Confirm/Ack? A
PMK-R1 &g 58 21 2 K 2 Al 7H Y i 37 QoS 155 #H FE 5 . 2 1Y (Re-)association
Request/Response °

25 STA H[{£ Commit Operations (BERELRITHE) SERAT » M2 AT A TES LA B 0 IR S/ frRat e
¥ > a0 STA JFEREKET K - 7ILAFIF (Re-)association Request/Response IYHE&E (TR »
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A.5.1 Over the Air

Current Target

STA TAP TAP

Successful (secure) session & Data transmission

STA determines it must \J
hreak from its current TAF
andestablishasesdflil— — — — — — — — = — = =~ " - " —"—"— " —_ - -
the Target THP 802.11 Authentication Request (FT, Count, FTIEsTa, MDIEsta, RSNIEsTa[R1Namel,
EAPKIE(EAPOL-Key[SNonce]) )

-

202 11 Authentication Response( FT, Count, TIE(Reassoc deadling), FTIExs , MDIEsp ,
RSNIE.:[R1Mame], TIE(Key Lifetime), EAPKIE(EAPOL-Key [ANonce]) )

-

802 .11 Authentication Confirm (FT, Count, FTIEzra, MDIEzTa, RSNIEzra[R1Name],
RIC-IE-Reqguest, EAFPKIE(EAPOL-Key [ANonce, MIC]) ) -

20211 Authentication ACK(FT, Count, TIE(Reassoc deadling), FTIEas , MDIEas , RSNIEss[R1Na
RIC-IE-Response, TIE(KeyLifetime), EAPKIE(EAPOL-Key [SNonce, MIC]) )

€]

Time hetween Authentication ACK and (Re)Association Request must not

exceed Reassociation Deadline Time

Commit P}}ase (Re)Association Request (Count, FTIEz-s, MDIEzrs, RSNIE=r[R1Name], RIC-1E-
Request, EAPKIE(EAPOL-Key [ANonce, MICT) )
1 (Re)Association Response (Count, FTIEs:= , MOIE.s , RSMNIE.[R1Name], RIC-
I - |IE-Response, TIE(KeyLifetime), EAPKIE(EAPOL-Key [SNonce, GTE, N, MIC]) )

802 1X Fort Unblocked, Successful (Secure) Session & Data Transmission

Figure A—6 Messages flows in Pré<Reservation Mechanism over the air

(Source from [6])

Pre-Reservation Mechanism{FEOver the Airf#z T » STAEHE A B FEF TR
Authentication Request/Response/Confirm/Ack?® messages exchange#l1 4-Way

Handshake messages exchanges& fif o {15 7F Figure 2-16 1 MAC Sublayerfy
protocol state machine (Figure A-3) #14-Way HandshakeZE#{[1"JRSNA state machine
(FEAFigure 2-16 thStation Management Entity JAJRSNA Key Managementt{F)
[EIFHETT - DLEEF4H Himessages exchangefy H I -

26 Authentication Request/Response/Confirm/Ack PU{f§ Management frames f link layer W&
messages exchange t7{# 1 WEP 5255 : 58 I » IEEE 802.11r Aiith &5 R il T2 P i2EAE[6] §1¥%f Fast
Transition> £ 5 A Open System #1 WEP = fy Y link layer sEE8FELE 2 70 ¥l 1" 55 =& Fast Transition

link layer GZEEEIH -
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Pre-Reservation Mechanismffover the Airf&={ | - Commit Phase (E& f2fE 47 /T HE)
#iE > EESTAMETTTESCQoSiZE 1 Fast Transition Authentication Sequences (4 F
GFIE) & T Ri&EIEEE 802.11 protocol state machine (Figure A-3) {{State 2
% &) FState 3 ~ 77 A PMK-R1 B 36 51 5 s 2 AT 7H 56 7 17 QoS fffi & AH &1 S 7Y

(Re-)association Request/Response ©

STAfE Authentication Confirm/Ack - (Re-)association Request/Responser] L4
17QoSHiE I &k (A, Figure A-6 HHYRIC-IE-Request/Response IE) - 28 [ »
1F Fast Transition Authentication Sequences (4L i1 'H 4% /7 #E) F1(Re-)association
Request/Response. ] » STAZE] LI F FILEEH £ (7 QoS B4 S FHEAH B -

Pre-Reservation Mechanismffover the Airf5z{{ N Commit Phase (E5tEE4R T
HE) PIRLETFES 77 Fast Transition Authentication Sequences (AL B4R JTHE) EL{&F-E
E 2% 802.11 protocol state machine (Figure A-3) {{¢State 2 f£&)%|State 3 HY
(Re-)association Request/Response °, FIEESTAFCommit Phase (B2 tEFE4R FHE) Al
FE7y > BSR HEES & TR A R ESTAQoSHYER K » B ATFaH K » STARDIAFR
FfEfTCommit Phase (BE (AR 4% JTHE) BYfRHEE » STARIIZRIFTE & A gy H A &
EITHATRER -

{EE—HIE » Fi2FES Fast TransitionAuthentication Sequences (4L L& 43 JTHE)
T B {E ~ Z5VU{E messages A TIE(Reassociation deadline) & E & FE0MEE
AR AV JERAR - THIG IR B HVAERS & IR R A R i v B 2R3 -
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A.5.2 Over the DS

STA

Current Target
TAP TAP

STA determines it
must break from its

ﬂSuccessful (secure) session & Data transmission L/

FT Auth. Seq.

Current TAF and
establish a session
with the Target TAH

Commit PHase

FT Action Request (TTAP, Count, FTIEzrs, MD
EAF'KIE(EAF’OL-I-(ey[SrE_

Fors. RSNIEsr:[R1Name],
cell) >

FT Action Response (TTAF, Count, TIE{Reass0
RSMIE.e[R1Name], TIE(KeyLifetime), EAFK

deadling), FTIEsp. MDIEse.

-

Request, EAPKIE(EAPOL-Key

FT Action Confirm (TTAPR, Count, FTIEzra, MDIE=T},

AR Qkefanoncell. .........

RSNIEzra[R1Name], RIC-IE-
once MIC]D »l

Action ACK (TTAP, Count, TIE{(Reassoc deadline), FT

il

Eso, MDIEss, RSNIE:[R1Name],

RIC-IE-Response, TIE(KeyLifetime), EAPKIE(EA]

E;Q_-KeﬂSnonce. M ]

—
-

Time between Authentication ACK and (Rel)Association Reguest must
not exceed Reassociation Deadline Time

(Re)Association Reguest (Count, FTIEzta, MDIEzTs, RENIEzT.[R1Name], RIC-IE-
Request, EAPKIE(EAPOL-Key[Anonce, MICI))

(Re)Association Response (Count, FTIExs, MDIEss,

Response, TIE(KeyLifetime), EAPKIE(EAPOL-Key[Snonce, GTK, N, MICI))

RENIEss[R1Name], RIC-IE-

202.1X Port Unblocked, Successful (Secure) Session & Data Transmission

Figure A—7 Messages flows in Pre-Reservation Mechanism over the DS

Pre-Reservation MechanismfEOver the DSIEZ T » STAJ¥F Figure 2-5 1A
FHEFFHJAuthentication Request/Response &l » HAF Figure 2-16 HF*MAC Sublayer
fJprotocol state machine transition (Figure A-3) f¢State 1 #£1¥:State 2 {Yi% ) FHL

(Source from [6])

DS#$i%[YFast Transition Request/Response/Confirm/ AckEEEhTY

Pre-Reservation MechanismfEOver the DSf&E={ T~ » Commit Phase (B &z &7 /5 )

E S % EHIEE7802.11 protocol state machine (Figure A-3) {iState 2 f£E/F|State

3~ A PMK-R1 B8l S ke 2 Al 7H St it 12 QoSHfii & HH B sHE HY (Re

Request/Response °
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STAfFFast Transition Confirm/Ack - flCommit Phase (E:fEfE 4% THE) NAY
(Re-)association Request/Response ] DL#ETTQoSHRZF EILEEIY (. Figure A-7
YRIC-IE-Request/Response IE) - 55 [ » ffFast Transition Authentication Sequences
(4L E 4 5 #E) F1Commit Phase (EE A 4% HFE) NHY (Re-)association
Request/Response” [&] » STAH) 0] DIAT HAEE M & > #l|HFast Transition Action Frame
BB G A G ETQOSIE S FHEHIENE -

Pre-Reservation MechanismfEOver the DSHi= » E Fij- %) 4y Fast Transition
Authentication Sequences (4 1 EF 43 FHE) (FSTA M EBLEEFLih &SRR $hiT > A&
AR H T EREMEAYE - B4 Commit Phase (BSR4 THE) HAR LU EIFE
£ 802.11 protocol state machine (Figure A-3) {iState 2 #4#/j5|State 3 (YR {Emessages

exchange: (Re-)association Request/Response °

Pre-Reservation Mechanism 1 Over the DS f&=0] DL ZE STA 11 5] B8 Fiith & st
W o AKX DS B HAE A 5307 71 Fast Transition Authentication Sequences (412
BHRANE) T HEEH SRR RRE STAMTQOS 1975 K » EATFE » STA B ILHIHEF]
FH4XE DS 4 Fast Transition Authentication Sequences (4L (& 47 /T1E) » BIEHT A
HY H A S HETT QoS HYFESH BT

{EE—HIE » Fi2FES Fast TransitionAuthentication Sequences (4L L& 43 JTHE)
T B {# - Z5VU{E messages NI TIE (Reassociation deadline) & E & FE0METE
AR AV JERAR - THIG IR B HVAERS & IR R A R i v B 2R3 -
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