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An Efficient Method
for Buffer Overflow Detection and Recovery

Student: Yi-Liang Lai Advisor: [-Chen Wu

Institute of Computer Science and Engineering
College of Computer Science

National Chiao Tung University

Abstract

Buffer overflow is a kind of common software vulnerabilities. Today, it exists in many
applications and therefore causes serious security problems. In order to solve such problems,
many researchers have proposed meehanisms for buffer overflow detection and recovery. On
one hand, the practicability of these mechanisms could be primarily decided by the amount of
overhead in runtime. On the other hand, according to our experiments, when attacking a
server with the detection ability but, without tfecoyery ability, we found that its service
availability would be degraded significantly..Based on the two observations, our research is

focused on an efficient buffer overflow detection and recovery mechanism.

Two past solutions, CRED(C Range Error Detector) and BMB(Boundless Memory
Blocks), have been recognized as the best protection method in overflow-detecting and the
most practical recovery method base on CRED, respectively. However, in certain situations,
both could result in lower performance by a factor of 30. In this paper, we proposed a method
named BODAR for the buffer overflow problem. BODAR uses the page protection
mechanism of OS which is event-driven to detect buffer overrun correctly and efficiently.
BODAR also sparsely setup an unallocated region behind each buffer. The unallocated
regions would be allocated for tolerance of out-of-bound data when recovering. Our
experiments showed that the execution time of BODAR-enable programs was only 10% to

80% slower than that of non-protected ones.
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Function prototype Potential problem

strcpy (char *dest, const char *src) May overflow the dest buffer.
strcat (char *dest, const char *src) May overflow the dest buffer.
getwd (char *buf) May overflow the buft buffer.
gets(char *s) May overflow the s buffer.
fscanf (FILE *stream, const char *format, ...) May overflow its arguments.
scanf (const char *format, ...) May overflow its arguments.
realpath(char *path, char resolved path[]) May overflow the path buffer.
sprintf (char *str, const char *format, ...) May overflow the str buffer.

FfL kR : Transparent Run-Time Defense Against Stack Smashing Attacks[3]

stack layout
// vulnerable code
void foo () { low address low address
char buf[100];
Ce buf.[100]
gets (buf) ;
} o stack frame'pointer
void main() { return address
f oo () high address high address
} before attack after attack
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Hardware) [17]
J&K(Jones and Kelly checker) [15] °

» CASH(Checking -Array Bound Violation Using Segmentation
~ CRED(C Range Error Detector) [25] ~ Libsafe[3] ~

13 - B FHF RS g )
Targets Deployment Overhead Recovery
Non-executable | oo pyffers Kernel patch 0 No
Stack
StackGuard Return addresses Recompile programs ~0 No
ElectricFence Heap buffers Runtime instrument ~0 No
PointGuard All pointers Recompile programs 0-20% No
Libverify Return addresses | Runtime instrument ~0 No
CRED All buffers Recompile programs 30%-3000% No
BMB All buffers Recompile programs 30%-3000% Yes
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m C'Fé;’gﬁ" /J
B LB AR

guard region:
< M unallocated pages
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FREFENOTRE > P RYHANNIRPFOREZY > bR DRE
BODAR x4 &7 i el 4 L Sk chd * FRREATL N F - BAT

E,/]]J\ /J\ o

Ja ARk Sup i T 84 H35 812 4 (table) » & ¥ 3 P (entry) 7
- Bdp e FREEGRE S FRBEEEDRT P THESS T HFR
WA A A a TR IR R R H G ApE G oS - B ES
;902 4 BODARZ A » FIi SR Bt R T ApIEAP S ~ AR
ERFPOEVEYRADEE I Z > ARE RSB DL FTWEEY 2P D
- BIEP > @R A D) M SATRTIERL 64 AT Rt ¢ Bk
T o APRIFAEM AT hixar BN 131035GB F4* RAS
R o D IR el e E:*,Thg =8 17175019520 B P > - B
EPFER AL dgtR s €% 9 128GB e MR T o AT
BODAR c# AVL itk 4 % ke i i) - ¥ s ExPE R A
AR G H o B BATE BEG ek B T TR E R AN R
B G BRAETE o ot KRy & bR D IR RE e RAE T G 7 4 P o

2.2 Mg iR

AORCE R AR 0 F A A PR R B
A e i DRSO R GURIE o BT U F ey ko o
FoE g N EFER ST FERBRE o Sd AVL AT 5 Y
2 ay

(-

WdF R AR F e ANSIC 255 a2 30 5% R 3 (prototype)'% 7 3t 5 S B
AR EE B AR R hE I o %3 en g POSIX G BLASE & 5 R A B0

AT E T o 0T Hed BAIE SN R A

ANSI C: void handler (int) ;
POSIX: void handler (int, siginfo t *info, void *uap);

12



FreeBSD ¥? Linux AF’K 2 3 POSIX & 7% Ao & POSIX s ;¢ S8 ? »
info->si_addr 332 ¥ fJ# A ELFFchdp £ FPe MM chizn o @ e AN
AT E e 57 @ ITE kAR & POSIX & 5% B A > JF 00k bR 5N

sigaction ¥ it signal 3 xf > ¥ ¥ B frsigaction % » f $¥csa flags
59 SA SIGINFO 1% o

FomoArit e 2 ¢ A FreeBSD ¥2 Linux _t P3EE - & iﬁ”‘f T AR B
SACET R vE B b 33 BB EI B R AT S kB i o

51 » BODAR 34258 o fo— B4npF € o (T % G 5p - BATen
SIGSEGV jeJdZ 5% » § F 8 2 15 0 § Wi 30 ok Vi 7 AR B 17 o
REFEEE APE* B SAgukiB A T ki d K3 B AW 5 SA

3 SA e 2% F3E FA (b% = B ATE e ad cfm & 4o ™
Lojgd m— &9 23 R ETILF 4 F R chizg o B o

d
% & SA P g BOSAge xe{1,2.3,... k) o
2. BODAR %—ﬁo ;a:}ﬁgg‘l{; SAX-{'@/’J\ Foood ,«@m S5
ERER W Seii fiﬁﬂa‘*ﬂ _ai THER T ip I;B’»mSA A
3%#“¢?FA$&% EmeMMR%gg 2 5 N e B L

g AR R & FA 2 8 eng e TR Rt o

4. B SA P el * RGE TG oA R AR (free)
- Az o
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5. A THRLFECETHEAFT T IR MERMT AR AP EHFH L
HE B o ;{{’z KQ{FI 7 t i A,\_" % T 'Té’ #\]ﬁo A,\_'T SzAX(X>‘[)5’}t ¥
B~p% > BODAR § #-f SA F| SAc eA T 230ff% > & 2 A iR

-

o

ey

S

24 ¥ % m@%ﬁ'

FRE B F IR AR B > A PFREET A S Sl SRR
Trhfieezfey- BT LRAESHIL %%ﬁm@%ﬂﬁ*ﬂ’
EREBESTRNBI RANHFBHTF - $- B cHIFE 58
p;c,ﬁ,mfn FERRFN T RETHEET T 7 B o ﬁn} Rt s e B
th(object file) e ¥ 4 (4% o 51 » FE 84 mEEF"*ijr At DA% § an E R
T FARE G T R TSRS R R R P E B B
AR BEBE 2R A2V (T80 (7 ARGRE, B i 1 egm B e RS
oo e B H e 5N R I sUE chdm il g T I o

“,ﬁ? Tk = AP R EETL ks %’%‘E’ # & 4 3 (static linking) & #+ & §% »
(dynamic loading) ™™ & - B EF Feh352 > R & § - B E IR AP e
»BL TF A ECBRERE DA TR R RN o T g &
4zt BODAR 4ei® 4% & & f8.5 br % 3K o

2.4.1 AL 7T 0

Fl AR T A T AN E R e B 2 LS
malloc/realloc/free iz#f C 8 S5V AP ¥ & 277 (Fi58F 9050 >
d 3 SN s‘hst\i\ P 1S e VB E FIERTS N B R S e p
o d i ' r VRER S ITE J P bR ﬁw§®Mw®®%ﬁM’%
2 3% % i LD_PRELOAD # % % #/etc/Id.so.preload % & 7 # f& § » 3 5

Boo@sl~ L 5% 5B o
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2.4.2 3t fp kg r T i i

¥~ BODAR I3t dp s rF & 8 L 5 7% 7 L0304 5 7% 70 A 3
Food ¥R e B &R re % CPU =% 45 #4773 B (frame pointer
P e B S35 57 2 3~ BODAR 7

register) » AZB R THER 2 F gL TR

TR EEEY > APHRY BB L R By e R
7‘; ia_#%é‘é ?@"?\? :E *13%3}\‘ rT‘J’I T e :Ef-_ 7@13@%‘;_@_ iﬁf“%fT"i‘_E’ éﬁu;&‘%l‘fn;ﬁ‘ ,
o AEU T L AP el B B g B E )

A ok g e e % 1 & § 4995 Dahn £ Mancoridis %2 % [8]

P A0 RS BRI R NEE T miziév:%@?ﬁ::ai@
FEHRD 2 o P> 29 % 7 TXL[32]2 ed2A258 B E B - TXL
- @in

R & P % (rule-based)¥? & ;% % (functional ) erf2. 58 35 % > 45 %]
ARENEAER o L1 RANAECRANED  APTE CHTXL

fww ERIEELE & & R ¥ o E_TXL ek 5 F) o fe i
e RED o ¥ AAELHIA Perl B g p A BB T
» ¢ 17 BODAR i * fEic L 2 o

&
e

W
‘Tl (r\}

Original code Modified code

void foo () { void foo () {
int buf[o64]; int *buf=(int*)malloc(64*sizeof (int)) ;
bzero (buf,sizeof (buf)); bzero (buf, 64*sizeof (int))

} free (buf) ;

}

W24 sednis 6%

2

2 BT A ?é ':"J/’Jﬁ_—?_i‘ 75

—\

o

R 2-4Brirr S sirs S BEHRTE o LR RPRABY
buf #_fe— B3¢ foo ¥ i 7| § 35 fn i F % £ B e ¢ o buf
Aig e - Bagih o 0 2 malloc Rn et o B A ) HE T R A 0 A

7

Aol e BRI R RDDbuE XA F R G R AT HENAS 0 F]E AdN v @
Pr-p A SRR o f&#pﬁ 0 B R AR AR Y o BiERT A €
oA FIP AP RSN @ e » RN o R ~é‘5'fﬁ’§n
CR N
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B C#E ¢ ihsizeof 4Tt i/ W d2 » o RARNEE Y o
sizeof (buf) § Bw Lrchiz~ e & K 32%4 > e @ 3:iE 18 buf ¥ 5 - fl}a‘%
> sizeof (buf) ¥ € ¥ @#F,’Fﬂm L E R4 APPSR U nglloc
PFE st B R sizeof (buf) 4cif o

243 F i ¥ % 0l 3

1335 ELF(Executable Language Format) iz & > ¥ 34 {7 4§ ¢ ous % B
CTOR £ fi# 4 % £ DTOR 15 22 3% 7 3 3% dg fho 4230 B 4 § L34 72 CTOR
¢S N s 218 ggﬂﬁ:_&ﬁi # O~ Bhmain o ,1, 7 s\ 4‘%;2 g—i ef oo
DTOR ¥ a3t o 2 i F ¥ 58 GCC[12)#1 2 & z’ﬁéﬁﬁﬁiﬁm;\ RiIE»~ I
;a1 2 CTOR/DTOR ¥ £ o172 7F G 22 4g 4 0 3¢ eny £ R A -

}éf ’E’J" oY) j\“ },%7 ﬂ'] .
void ctor() _ attribute  ((constructor));
RS Rl

void dtor() _ attribute  ((destructor));

Gl EHBRES O APT R ERE R L SR D
[ERE 4{ w;\ P 1% malloc fic 8 BODAR % ch$ B % > B {2 15 1 fR H O
PR o o 2 (free) o 4 0 0 AR “"Ifué’f? sizeof i m — /) & #7
WA S NAJE c B2SH AR ERE LSRR SHFEFE
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Original code Modified code

int buf[64]; int *buf;

void bodar ctor() __ attribute_ _ ((constructor));

void bodar ctor() {
buf=(int*)malloc(64*sizeof (int)) ;

}

void bodar dtor() __ attribute _ ((destructor));

void bodar_dtor() {
free (buf) ;

}

Bl 25 4 i3 % 3 5 15 e
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SR FmREAH

hipE ¢ AP BODAR (it 4 T 78 Hoaxar o APERT RS K
TR AL BB A2 TSR E P TR BT AR SR frn
F O ATE R IE CIRF o YT iRIEIS A FreeBSD 5S4 PR T F &Y &
BF 1A L JEE NI 32 gkt AMD Athlon XP 2000+ ¥
A EJLE ;64 =g % AMD Athlon XP 3000+ 7 & AJE E o & 5 4 i
% 1 GB 4 1% 13 P~ 32 {48 (random access memory, RAM) ~ 80 GB A #-{= 100
Mb & * e+ o iZut A 5 2 INAE T2 L R IR AN IR Y > LG
FHREEXIMPRBE

A % % o0 BODAR (sl n 3 02 5 fH91) en % (7
oo P oE R IRE S R Ao T A

1. p % BODAR # /23 #ik struct ¥ class ® ¥ r® {c b ¥ r¥
A iEg o FlEEHRR D RO B £ % 2
l.k:L* l’h&m?w&’ P /ﬂﬁigmﬁ*#——’ i ’éiji”ﬁ'?f@‘;’ft
KF % BODAR B AP o % F A kv { =L e 4750 &k

o

£

|

2. APEREAPY FHE BLAEWRFREFITAEF S A
T BT IR FELEEFROER S 2 AP
?,‘%}é’ﬁBODAR RAIY > F ARG T T EHFLE
# > i F iv3] BODAR # o

iy

|

%TJ@%Nﬁéﬁﬁﬂ’ﬂW%ﬁﬂﬁﬁi?b%ﬁﬁﬁ@”ﬁ
v » 31 ~ BODAR mlﬁlpﬁﬁgﬁ = .“L-‘;r‘}g'gsb /ﬁﬁ F M akc 3 k) pr R
g 4 o AR fR N de A 3-1 -
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% 3-1

\h‘
=i

¥ ¥

i LR R AR N

Applcation

Cause

apache-1.3.34+mod_mylo-0.2.1

stack overflow

exim-4.42 stack overflow with strcpy
gawk-3.1.0 stack overflow with strcpy
html2hdml-1.0.3 stack overflow
libpng-1.2.5 stack overflow
o3read-0.0.3 stack overflow

pgp4pine-1.7.6

stack overflow

ringtonetools-2.22

stack overflow

thttpd-2.23b1

off-by-one stack overflow

unalz-0.31

stack overflow with strcat

vb2c-March-1999

stack overflow

vilistextum-2.6.6

stack overflow

xlreader-0.9.0

stack overflow with strcat

3.2 faqh i 4

—J‘\, ]FE

LS R P

.af‘j'vx/% e L — im*};? &% RARC R - s £ ) o Feo S iR ﬁ,INE'ﬁ
PR E A RIS L

E—r]q#‘ﬁn'—

A % Webstone[19] % € B %

RITHAR F Bk B e o B e 5&&2&1%’:‘; kg0 FHES S A

4B R PRIAAR N R SR ER A A hE M o B

A R PRI

® % 1 (crash) -

‘E-/Q

L I:C%t
If.’éifizﬂ' | £+

‘‘‘‘‘

I

< 2 i” A PR FRAR G ey 0 T

s

L BARRHR D K O RIS IR o Y v R i

EANIAE

EPA B R TS N e ORI KPR o - fEAY

;AR

fe 5 $-3¢ (multi-processes concurrent model)3k 3+ <7 Apache[30] - — #& = ¥ -

A2 B [ 9 -3¢ (single-processes concurrent model) e773% 2+ 71 thttpd[1] -

3.2.1 Apache

Apache £_B 4p § v & chie T IRAAFESS > fee AFRGT * VRF o A%

o

2 ¢ oA JOp)R e g Apache-1.3.34 #2 H ¥4 fi- %2 mod_mylo-0.2.1 ©

mod mylo ¥ - B e F 3P cd3ih

19
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Apache ¥ & * mod mylo % 7f %% % Apache P& # ft 4 % 4~ i (dynamic
shared object, DSO) % 78 B kx o

%] Apache &3k 1 H 5 AR b HR c F 0 - B dp € TF A B
5 F2R B OVALR REH % (process pool) F TRl k p R MR T 5B
L RpE EGER R ER- BIAER RPRIEZEA S R 2w il
FTOULT - BRARR Y o AP % Apache (hF ALR BEH F 0 ARK 5 A
4010 BARR > e 150 FARS o

i & 1% mod_mylo #e b & % mmimv B i i [26] % it
(oo iR Ad RN K LT R Al T
R BEARIZBIRFFTAT TE N KL 2 —EL’,}_%?LE%J*E'E%; AR IRt T o 4
% Apache e+ f2. 5 ¢ 2 m 2 £ $& BPRFE o

p
g 1‘31
5\

600 100
g 500 _ 80
= 3
o 400 £
© S __ 60
S 300 2L
o
B S3 40
2 200 g
S S 20
O 100 n
0 0
0 5 10 15 20 0 5 10 15 20
Frequency (attacks/s) Frequency (attacks/s)
|—+—Original —=— BODAR | —+— Original —s— BODAR |
(a) (b)
100000 _. 01
2
o 80000 [ £ 008
g b
S @ 60000 2 0.06
@ g o
S ® 2
=< 40000 o 0.04
kel g
20000 & 0.02
g
0 < 9
0 5 10 15 20 0 5 10 15 20
Frequency (attacks/s) Frequency (attacks/s)
|—+—Original = BODAR | —+—Original —»— BODAR |

©) (d)
B 3-1 Apache #2 Apache-BODAR % |37 # PFPRFExiy (it # o (a)if 48 =
B O OFF R T ED  (@)F s BT -
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)

JER] 3-1 2w g BIA X ] 3k 60 Apache c4 IR BE AR K AT R
S A E EE R CER A et S i LR A
ABE o 2 BT 53%55%53% > @ Tiaw B RAR kAR A 0 b AT
114% » ip it B % 3R A B B 3 0 JRAR et 4 AR RARIE S @
Apache-BODAR = 3§ JR i3 4p ﬁt—m% v A 12%3] 14%p o S E d > dRqh 4
SRR f g A BT G R ARG A FRFRPRS > L

AR i B RAE o
3.2.2 thttpd

thttpd &_— 3 /| A ¥ Boi& chie FPRIZAZ; o 22 Apache 2 & e W] &
WA NFERERARIIF T AN X2 AL I EREIR
Th— B o @ Bd 3RS ARJIE 2N R 0§ E 7 sh(client)i i MiE
ME RUSEMBFPFDL > ABAL T8 HZE R TJID -

HA Y KR Bk - | offtby-one T 3E R F B [27] 0 i3 A
off-by-one /& — B 4>8_F] C/CHHadl¥ ¥ W% & F &4 + - i NULL ¥
Ao FRBEWRDOL)FTEMFTEPERES | FARANKIFFILR KT R
s EBFE <) ﬁfug 1 2 E e sk off-by-one iHiF AR & 3L A2
:ﬁ%ﬁﬁ%ﬁﬁfﬁﬂ%@&&%’fmpaﬁﬁ IR AR N

FRUedog o B2 2RJE 3 U3 2 & thttpd g BRI ™ ¢ 8% thttpd 2L
XD R A L o

bl

RS -34\;’
7 = “"\\L %

A2

4ofe @ — & TR T R Bk o ¥ Apache #o 7 — e > 8 > d AT Tik
#i5 thitpd L 2B (S R2EELERPER > R EE DT o4
BEATEcd > ERRAERK L F PR - T ABE LT 5o TUR
MG E LT > A B g R LATL NS 2 9 Apache

Egig‘ o ffﬁ I’Li_thttpd '? ‘56} v B ﬁj;i«?;{?‘_‘_% :'1 ! 'g\,&‘ Apache _? 15& F%?K}%HH:E
T E R REHE AR R REIRY § 3 F )05 H B

Lofe 4
TR o BRIT L2 f)8F- ¥ o
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600 100
E"i 500 - 5 80 N —— ————®
2 400 &
S S _ 60
5 300 I 3B
o
3 52 40
g 200 g
S 100 | 3 20
0 0 ‘ ‘ ‘
0 0.5 1 15 2 0 0.5 1 15 2
Frequency (attacks/s) Frequency (attacks/s)
|—+—Original —=— BODAR | —+— Original —=— BODAR |
(a) (b)
120000 - 0.05
° P S N WY
g 100000 2004 -
S _ 80000 | K
= £ 003
$ 2 60000 | 2
R 4 & 0.02
£ 40000 | °
°
20000 | g 001
0 1 1 1 1 < 0
0 0.5 1 15 2 0 0.5 1 15 2
Frequency (attacks/s) Frequency (attacks/s)
| —+—Original —+~ BODAR| —+Original —» BODAR]

(c) (d)
B] 3-2 thttpd & thttpd-BODAR =< T3 # e pRI3>Tic vt f2 o (a)ifl 8 = 7
p p
O E o (O)F FEE T HE o ()T PR

% o w0 = 38 % % B o1 thttpd-BODAR 715 72 2 & £
PLENAF B RPRIZ R 4 o RA 0 R B REFRE

H_Webstone %3t 5 w RPFRPF D S H@mis
Hoefre 70 BN F ST ER gAY
B pER > b P BRlauEART 0 A HE T RER
PEFFED Ly RFREES K g
51t thttpd-BODAR B & E-enff-3) o

F1i C/CH+7 Feid ~ p o erfe sV > 838 A o B AR\ PR Ap 4
’gxl]:‘{[toxﬁ'ﬁ,‘ L—%E}\‘Z"’ﬁ}m%\;;“ ’%‘ﬁi gf./ ‘2‘
%‘])‘ Ut AN RE G R R AR AYARL

Ko a"t;

22



R A AR T o R kAL ehp mér_%“f“ i
gﬁ%if; s gy REE RE sG] o T
ST EJP B E R R PE"}}T\ gl

fiz & @ §p) BODAR 28 cfg ;8 22 1 4758 4510 9738 40 efpitiy f
oo AR &I T fendE i BMB o i B &2 P~ 1F BMB 42 5 8 o
#1122 CRED G i 78 e % o ] 52 BMB {942t CRED > » ¥k 7 3
“ #% CRED il § # > ¢t 7§ CRED 3% BMB a0l o T 6 i3 i
Bo* 423805 2 B A 0 A 5 5 R4 A BODAR % 4 o CRED %
Ao ARSNGB R AR kR

330 £ARE N~ (VO-bound) s * 42 3¢

i g8 Apache ¥¥ thttpd - # ¢ CRED & /2 & 2 $w3¥ thttpd > & thttpd
7t fi. CRED %K & o 2 i 17 22 Webstone E gL & /P'J¢% B 4 B PRI AR5 I

# 3-2  Apache 22 thttpd #_ & 3% pF > JRIZ 2T (vt iR

apache thttpd
Original CRED BODAR Original BODAR

Server connection rate (connections/sec.) 558.31 377.78 521.26 547.20 546.50
Ratio to Original 100% -32.34% -6.64% 100% -0.13%

Server throughput (Mb/sec.) 92.24 63.20 86.58 90.51 90.51
Ratio to Original 100% -31.48% -6.14% 100% -0.00%

Total number of pages read (pages) 100496.33 67999.33 93826.33 98496.00 98370.67
Ratio to Original 100% -32.34% -6.64% 100% -0.13%

Average response time (sec.) 0.035778 0.052848 0.038323 0.036508 0.03655
Ratio to Original (less is better) 100% +47.71% +7.11% 100% +0.13%

Maximum virtual data size (KB) 3296 2684 3504 9852 11256
Ratio to Original (less is better) 100% -18.57% +6.31% 100% +14.25%

4o 3-2 B or o Apache 22 thttpd 79 BODAR *~ & few 78 PR3 {240 15 ¢
#1753 CRED %% & » ¥ 82y J 4Kk chi B4R 8% P+ 19 &7 ek ff
R T AP ER T R REEFRECFEOELS XA
0% 2_ {5 e Apache £ thttpd ¥ » pt ¢t » d 3> BODARfic % - B3 % 3 °
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g1 - BaE R RS F RGO T
Np g sy 70 F °

R KZSm c’f‘éﬁ%’ 2 /};?1/\;! r_g_r],
Apache-BODAR

SR
RN o iREET TR

R T R o or
25 M7

F

7 oes B B A 7% ;5 thttpd-BODAR R & 15%

%1 Apache # thitpd £ 2§ I PR fle § 3 i % -

# 3-3  Apache £ thttpd 9= f#F % 32 -

-~ /I‘ LL ﬁ*
Guard region size (KB) Memory
Maximum | Average | Minimum [ Utilization
Apache 29491 23240

14732 0.0239%
3672 0.1787%

thttpd 7368 4954

Aiprs BT AN TEAEY BODAR K A thE B % rE cOfF IR EE
oo Wﬁegm /1\ > % 3-3 7% thttpd-BODAR T 35 [§ % 4954 KB ;
Apache-BODAR d *t ¢ 24 F 42/ » & B3+ A SE =7 Fx 4 8ljb
oo F g G R O IR EESE 1 F 523240 KB -

3.3.2 £ 4R CPU i# & (CPU-bound) =i * 42 3¢

:1—1 A —J—\. IFB*)”" Pg")

gnupg-1.4.1 2 gawk-3.1.0 k=& o w0 & 2 & *

% e A 2 4 (message digest)fe & F (signature) » H 34 {7 epF
o) B e A — T IR o % F‘ Ao BEE A ENED

¥ = (script 1nterpreter) HNEFPEFEgr el B R M o d 3

G BRHIT RE 2 HhE AP EER SR R

2 (7
gﬁ.r_\ﬂ‘?”rl:hmq-]m) » S BLERT BRI P S ARR R D
ABEn o

2,
=4

gnupg F B ¢ K-gnupg = AR AE S fE S ) 4 W 5 512KB -~ 1024
KB - 1536 KB ~ 2048 KB ~ 2560 KB 1 3072 KB 4, % i %4~ | % 4096
A RSA 4R o 2 {6 @ *F gnupg ¥ — B F B iS4 BB O

£ Bl 7 BODAR # 64 i 7 *at e0f Bl % o

&

% s
o F i,

H1
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13200 13200
g "% 211200 At
m m
4 4
o 9200 o 9200 r
S N
o 7200 o 7200
© ©
2 5200 Q 500 L
P S S—C———
85 = = B =
3200 : : : 3200 : : : : :
0 6 12 18 24 0 0.2 0.4 0.6 0.8 1 1.2
Execution time (s) Execution time (s)
—&— Original —&— Original-64 —&— Original —&— Original-64
—A— BODAR —A— BODAR-64
= CRED —A—BODAR —A— BODAR-64
(a)
13200 13200
—~ 11200 —~ 11200 A—A—A—A—A—A
om m 00—
< <
< 9200 < 9200
N N
o 7200 @ 7200 |
© ©
B8 5200 O 5200 |
A——A —A —A —A —A
¢ —0— 00— —0 o
3200 B i L i i L 3200 | | |
0 6 12 18 24 0 0.2 0.4 0.6 0.8
Execution time (s) Execution time (s)
—— Original —&— Original-64 —&— Original —&— Original-64
—A—BODAR —A— BODAR-64
B CRED —A—BODAR —A— BODAR-64

(b)
B 3-3 gnupg P % .F % (@) P fF ik Aritgnupg * RSA e 2~ BAL X o
2% (b)* BFixAchignupg * RSAJER = B FT % o U L BIFA
B4 BCRED S 412 s %

337 FRRAFHEFEHE )2 EERME > gnupg-Original 4 %
iR TP A S B A B2 0.13£0.006 452 0.09£0.006 £} -
gnupg-CRED 73 4c £ B #_3.08+0.1 £ 3.57+£0.09 #) » & R L0223 3 £
41 % » 2 ¥£ 8 L CRED ##4]$t* vt vy 45 -~ - F R
gnupg-BODAR 15 4c £ §_0.142£0.005 #5 £ 0.10£0.008 #) » & & % ¢ 1.07
T 116% 0 64 ~T Nt e B FE ] < BODAR ¥k 5 gnupg
A7 gd e s gt f e

PO BT AT fh R P B R Eak o 2320
+ > gnupg-BODAR Az B @ * £ » 4 REERE R R A L RA

W3 440KB 2 700KB - @ 64 T Mt B % 7 440KB & 712KB >



N Ly L 2y, = 12 P e st A 2. KB A H NN .
B2 R A 64 xR B b gnupg-Original ezl i@ * £ d > A A3 +
=7 b 2 24 - N2 2 ‘:_7 € 2o [Pyl ﬂ Al - N F
Besg B Tim B 4 0 2 £_BODAR $tiesfa e * £ 4r3 ¢ Flpta H £ o

6000 6000
— 5000 — 5000 |
m m
< <
o 4000 © 4000 LA AT A A A A
N N
© 3000 & 3000 |
a a G SR S S S—
2000 .- mwmm = 2000 |
1000 - : . : 1000
0 20 40 60 80 100 120 0 1 2 3 4 5
Execution time (s) Execution time (s)
—&— Original —&— Original-64 Original Original-64
4 BODAR —& BODAR-64 ~¢-Ongina ~¢-Ongina
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