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A Mobile Payment System for PLMN/IP Dual Networks
Student: Chun Hsien Chiang Advisor: Dr. Ming-Feng Chang

Department of Computer Science and Information Engineering

National Chiao Tung University

ABSTRACT

With the progress of the computer and communication network development, novel
network services have been provided regularly. A general network payment services using
bank accounts or credit cards for real-time credit transfer provide little mobility support.
Mobile payment systems provided by PLMN operators support user mobility better because
of the wide coverage of their radio access netwarks. A mobile payment transaction usually
involves a telephone call to an IVR or a short. message exchange. From the user’s point of
view, it is inconvenient. From the payment service provider’s point of view, the deployment
cost is high since operations on the PLLMN cost-maore than that on the Internet.

An ideal mobile payment service;should provide mobility support, adequate security
model, low operation complexity, and low deployment cost. In the thesis, we present a
solution where user accounts are based on the telephone number and can be deployed on an
open platform without any PLMN operator support. We adopt an authentication method for
dual-network (PLMN/Internet) devices. In addition, we combine Kerberos architecture and
Diffie-Hellman secret key agreement protocol to ensure the security of the system.

Our mobile payment system provides functions including real time credit transfer,
anonymous payment, and charging by time. The users can download the software, and use the
service after passing the first time E.164 authentication. After that, the user can do credit
transfer just specify the payee’s telephone number and the amount to be transferred. When
shopping anonymously, there are two steps to do of the user. First the user need to request an
one time shopping number from our server and then deliver it to the merchant in a secure

manner. Second, the user has to confirm the payment as receiving the confirmation request
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from the payment server. In addition, service can be charged by time; this can be used for
communicating sessions, such as viewing a video, which last a time period. To support this
service, we use an efficient time-wheel data structure and improve it for load balancing for

per-tick operations. Finally, we measure the maximum system capacity of our payment server.



P& fF e R 3 Ulb
B ik AaEr v

> B
no

#
HALRHRME RO sk T

Bz S pdhe ¥ (T2 9 ive hizd &3
TEL RN ER LTI A E AT R SR RS
B ERMERANT R T AFE SR E2 FEDON . EAT L ASY

AT B e S mqnf F50 BIBR BT 0 4 (AB B fazuakin e |

B bt Mg 2 RRE A B R A X R 0 d TR e B AT 0TI
BEYFREF ERY - BT R AL R A ¥

Vi



Tables of Contents

B e i
N =S I ¥ AN O PSSR iv
B B e e e et eeteeteebeeheeheehe et et e teateebeebeebeeheets et e teteeteateabeereeneans Vi
TADIES OF CONTENES ...ttt ettt se et e bt e b e teenee e vii
LIS OF FIQUIBS ...ttt ettt sttt b e bt e st et e nb e s be e beeneenbeenbeenee e iX
Chapter 1 INErOQUCTION ..ottt e b nreas 12
L1 OVEBIVIBW ittt ettt sttt b ettt be e sbe e st e beenbeennenreas 12

1.2 REIAIEA WOTK.....ceiieee e e 13

(R T @ o] 1= ox (A SR PTPRURRRPRS 14

14 SUMIMBIY ...ttt sttt ettt e s et et e e be e et e e saeeeneesnneas 15
Chapter 2 BaCKGrOUNG.........coiiiiiiieiiiie ettt sttt sbe e nreas 16
2.1 SECUNIEY SEIVICES ...uveiviiitieiieiie sttt sttt sttt sttt st et ne e b e b sne e sre e nnes 16

2.2 CryptographiC SCNEMES ...l il o eeeeeeeeeeieerie et s enes 17

2.3 Approaches to Message AUthentiCatioN .. .........covvrieierierieriene e, 21

2.4 VOIP AUtNeNtICALION fiu ..ot ek i it et 22

2.5 Diffie-Hellman Key:Agreement ProtoCol.............ccoooeiininiiii i 23

2.6 Kerberos Authentication SEIVICE T i eierireiieeeieie et 24

2.7 MODIIE PAYMENL ... i i e iif ottt b ettt nbe e nneas 24

2.8 Time wheel data StrUCLUIE. ... ..o e e 27

2.9 SUMIMAIY ...ttt sttt e bttt e bt e be e s be e e be e sreeenneeseneas 29
Chapter 3 DesSign Of OUI SYSTEIM .......oiiiiiiiiiie et sreas 30
TS O 1T VT USROS 30
3.1.1 ATCRITECTUIE ... ettt 30

3.1.2 COMPONENTS ...ttt e e re e e e 31

3.1.3 FUNCEIONATIEY ... 32

3.2 AULNENTICALION ... ettt nae e 35
3.2.1 The AUthentiCation SEIVEN ... 36

3.2.2 The PAYMENT SEIVEN ....ooiiiieiieece e 37

3.3 Using the Time Wheel in Our SOIULION ..o 38

3.4 MODTTIEY SUPPOIT ..ottt nneas 39

3.5 ANONYIMILY Lttt b bbbt ne e nne e 40
351 One time credit nuMber (OTCN) ....ociiiiiiiiee e 40

3.5.2 MESSAQE TIOWS ...t 41

Chapter 4 IMPIemMENTAtION . ......ooiiiieeee e nreas 43
4.1 Implementation of Time WHheel.........ccooi e 43



4.2 Implementation of AuthentiCation SEIVEN ............ccooiviiiieiiiie e 44

4.3 Implementation of PAyMeNnt SErVer ... 45

4.4 Measurement Of PayMENt SEIVET........coiiiiiiieiiiie e 47
44.1 ENVIFONMENT ... e 47

442 MEASUIEIMENTS ...ttt 47

Chapter 5 CONCIUSIONS .....oueiiiiie i be e nreas 49
RETEIENCES ...ttt b ettt e s b e st e e bt e ne e s be e beeneesbeenbeeneenreas 50

viii



List of Figures

Figure 2-1 CryptographiC MOGEI ...........ooveiieie et 18
Figure 2-2 Digital signature WOrk FlOW ...........cooeiiiiiiiiiiieee e 21
Figure 2-3 Procedure of the VOIP authentication..............cc.cccovveiiie i 22
Figure 2-4 Diffie-Hellman key agreement protocol...........ccocuoviiriiiininenc e, 23
Figure 2-5 Payment flIow Of PaybOX..........cccooiiiiiii e 25
Figure 2-6 Payment FIOW OFf GISMO ........coiiiiiiiiice e 26
Figure 2-7 Payment flIOW OF SONEIa...........cccviiiiiiii i 27
Figure 2-8 Concept of TIMe WHhEEl ..o 29
Figure 3-1 Architecture of our mobile payment SYSteM..........cccoovvieiieiiiie e, 31
Figure 3-2 Message flow Of Credit transTer . .uw . ...ooeveieriieee e 33
Figure 3-3 Message flow of event, eharginguiaie, .o oifu e e 34
Figure 3-4 Message flow of charged By tImMe i i 35
Figure 3-5 Message flow of first phase authentication:..................cccccevvive i, 36
Figure 3-6 Message Tlow Of tiCKEt reqQUEST i h i e 37
FIQUIE 3-7 VI Y @ FEOUEST ...ttt re e reenae e nres 38
Figure 3-8 Unbalanced processing load of Time Wheel ..., 38
Figure 3-9 Concept of our IMProVEMENT ..........coiviiiiie e 39
Figure 3-10 WOrk flow Of @nONymMItY ........cccceiiiiiiiiieneeee e 41
Figure 3-11 Message of anonymous credit transfer ..o, 41
Figure 3-12 Message flow of anonymous Charging ...........coceeveieieienenene e 42
Figure 4-1 Model of our timer MOAUIE...........c.covei i 43
Figure 4-2 State diagram of each transaction in the authentication Server............c.ccccceevevueneen. 44
Figure 4-3 State diagram of credit transfer.........c.cocvoe i 45
Figure 4-4 State diagram of anonymous event charging and charged by time......................... 46



Figure 4-5 Layout of OUr eNVIFONMENT ........cciiiiiiiiiieieee e

Figure 4-6 Curves of the result




Table 2-1 Conventional encryption al

Table 4-1 Result of our measurement

List of Tables

GOMIENMS ...

Xi



Chapter 1 Introduction

1.1 Overview

With the rapid progress of the Internet technologies, many new applications have been
deployed. One of them is electronic payment ( E-payment ) [1] service which allows
monetary value to be transferred between different accounts through the computer network.
The existing electronic payment systems include online credit card, electronic cash and smart
card [10]. The online credit card scheme is based on the traditional credit card payment but all
information is exchanged across the Internet. The electronic cash scheme usually links with
the banks. The users must first have a bank account and install the dedicated electronic cash
software on a PC or PDA. The software can manage the deposit and withdrawing of the user’s
electronic cash from the user’s bank'account for payment. A smart card has a storage memory
that can be used to store the monetary value for payment. Some emerging smart card is also
equipped with a microprocessorito suppert-eryptographic computation in a transaction. The
purpose of these payment tools is*“to provide @ convenient, secure, low cost and robust
transaction platform to human beings. Apart from these payment tools, there is still another
channel for payment — mobile payment which is usually deployed by the PLMN (public
land mobile network) operators.

Mobile payment can be convenient to pay for financial transactions in our day life.
However, current mobile payment systems almost rely on the services provided by GSM
(global system for mobile communication) [6] networks, such as user authentication
mechanism, IVR (interactive voice response) service and short message service. This raises
the deployment cost of payment service provider because of the expensive core equipment of
PLMN. To the consumer, each transaction usually involves a phone call or a short message
transmission that would also increases per-transaction cost. To lower the cost described above,

the whole payment platform should be extracted from the PLMN.
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1.2 Related work

One of the most important issues of the mobile payment is security. As we mentioned
before, the current mobile payment systems rely on GSM network. The security services in
GSM include the user authentication and data confidentiality. User authentication prevents
illegitimate MSs (mobile stations) from accessing the network resource. Data confidentiality
reduces the risk of message intercepting at the access network. Each user has a secret key Ki
to support these security services. Ki is stored on the network side and in the SIM (subscriber
identity module) which is usually distributed at POS (point of sale) to the user.

To initiate the authentication procedure [6], the MS sends a request to the network. Then
the network generates a random number and calculates a response value using the secret key
Ki of the MS. After that, the network sends the.random number to the MS as an authentication
challenge. Finally, since no one except the legitimate MS and the network has Ki, the network
could verify the response value calculated by.the MS and determines if the MS identity is
authentic. In addition, a secret key Kc would be derived from Ki and the random number to
encrypt the transmission data to ensure the confidentiality. Since the Ki is only shared by SIM
and PLMN operator, a third mobile payment service provider need to budget more cost for
authentication and each payment transaction. However, if the mobile payment system is
extracted from the PLMN and deployed in the Internet, the same security issues must be
considered accordingly.

E.164 number defined by ITU can be used to identify user devices on the Internet.
However, to avoid masquerade, a device’s identifier (E.164) number must be authenticated on
the Internet. An E.164-number-based user authentication method for VoIP [4] (voice over
internet protocol) communications has been presented by Lin [6]. During the user
authentication procedure, the user device is requested to make a GSM call to a caller-ID

13



receiver, and the caller-1D receiver decodes the caller-ID of the incoming call. After verifying
the caller-ID received, the server and the user device perform a secret key agreement
algorithm to establish a shared secret key for user authentication hereafter, and the client can
use the E.164 number as its identifier in the Internet. However, such procedure involved a
GSM call which raises the overhead of each transaction. To reduce the operation overhead,
the Diffie-Hellman is used to establish a secret key between the client and the server to enable
future authentication based on cryptographic scheme.

Various types of mobile payment system have been proposed in recent years.
Unfortunately, most of them were deployed by the PLMN operators which raise the
deployment and transaction cost due to the reliance upon the GSM services. In addition, it is
hard to provide multimedia session charging because of the limitation of the bandwidth in

GSM/GPRS network.

1.3 Objectives

The thesis focuses on design and implementation of a mobile payment system that
deployed over the IP network. It uses E.164 numbers as user’s identifier and supports
multimedia session charging. Besides, it allows users to transfer credit from one account to
another and supports an anonymous payment model where the user’s identifier is not released
to the merchant. To take advantage of the system, the users just need to pass the E.164
authentication at the first time he uses the system. The users can pay to everyone that uses the
system securely anywhere anytime. To deploy the system, the operators don’t have to own
very expensive hardware equipment for authentication purpose.

We also try to reduce operation and maintenance overhead by using a Kerberos-like
architecture. Since Kerberos [14] is designed to authenticate the clients in a distributed

network, it can be used to provide a single authentication server for multiple services. The
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mobile payment can be one of the services provided.

1.4 Summary

The remaining of thesis is organized as follows. Chapter 2 describes the essential
knowledge background of the security schemes of our system. Chapter 3 shows the details of
our system design. Chapter 4 presents the implementation issues. Conclusion is given in

Chapter 5.
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Chapter 2 Background

In this thesis, we design a mobile payment platform on the PLMN/IP network. All
transaction messages will be transferred in the insecure IP network. Therefore, we first
introduce the security services and mechanisms in the chapter. Second we explain those

schemes we used in our system design.

2.1 Security Services

Security service [2] is a communication service used to protect valuable system resources.
Security services can be divided into four categories, data confidentiality, data integrity,
authentication, non-repudiation. Each of them has different mechanism to support.

Confidentiality provides protection=of. «private message from interpreting by an
eavesdropping party. The confidential service could be different of the protection level. The
wider form of service protects all-transmitted:-data between two nodes over a period of time.
For example, in a given TCP connection, this protection prevents the contents transmitted in
the connection being read by a third party until the connection is released. The narrower form
of service is usually considered as the protection of a single message or certain fields in a
message. System designer could use different level of protection for efficiency purpose.

Data integrity is a protection of data against modification by unauthorized entities. As
well as confidentiality, integrity could be applied on a connection, a message or data fields of
a message. In general, integrity assures the messages are received as sent. It detects not only
the modification on message, but also duplication, insertion, reordering or replaying.

Authentication mechanism provides assurance of relevant identities to communicating
parties. Usually there are two phase about authentication. For example, giving a

communicating session, first the client request should be authenticated and the server should
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prove its identity to the client. In other word, authentication must assure that the two entities
in a session are authentic. Second, the authentication service must guarantee that there is no
third party can masquerade as a legitimate entity of the session.

Non repudiation is a prevention mechanism against the communicating parties to deny
that it had played a part in a certain transaction. That is, when a message is received, the
receiver can prove that the message is sent by the sender. Similarly, the sender can prove that

the receiver received the message indeed.

2.2 Cryptographic Schemes

Cryptography is the most important security technique for the open network and is used
to support the confidentiality and authenticity of the security services. The operation of
cryptographic algorithm is based.on_two=general principles: substitution and transposition.
The substitution transforms the:plaintext by replace:a pattern that may consist of one or
several bits or letters by another. element.-'In transposition, patterns in a plaintext are
rearranged. As figure 2-1 shows, cryptography is usually done by transforming the contents of
a plaintext in an encrypt algorithm to ciphertext that can’t be decode by any other
unauthorized party even if it is intercepted. Note that encrypt and decrypt algorithm is well
known and the key used to encrypt need not be the same as the one used to decrypt.
Following explains the terms in the figure.

1. Plaintext : This is the original message as the input of encrypt algorithm.

2. Key : A parameter of encrypt or decrypt algorithm.

3. Encrypt algorithm : A function that performs transformation on the plaintext base on

the parameter key.

4. Ciphertext : The output of encrypt algorithm that is usually a block of binary data

which is linkable to the plaintext.
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5. Decrypt algorithm : A function that transform the ciphertext into the plaintext base on

the parameter key.

Key Key
l Ciphertext l
Plaintext || Encrypt | . Decrypt || pjaintext
 algorithm|  algorithm|
7

Figure 2-1 Cryptographic model

Cryptography can be classified into two different types by the number of keys used. If
the key used to feed into encrypt and decrypt algorithm is the same, it is referred as symmetric
encryption. In other word, if the key used in encrypt algorithm is different from the one used
in decrypt algorithm, it is referred as .asymmetric:.encryption.

Symmetric encryption encodes and decodes messages with a single secret key shared by
all participants in a given communication session.-It is also referred as the secret key,
conventional or single key encryption..This encryption scheme is developed in the late 1970s
and widely used of the two type of the encryption in many application packages. Current
popular symmetric encryption algorithm is listed in the Table 2-1 [2].

Depend on the type of algorithm, the symmetric encryption algorithm could be divided
into two categories block and stream algorithm. The block algorithm processes the plaintext
and produced the ciphertext in a fixed-size block one by one. Thus the size of output may be
larger than the size of input if the latter one isn’t divisible by the predefined block size. The
stream algorithm processes the plaintext and produced the ciphertext word by word
continuously. Thus the size of input and the size of output are the same. To use symmetric
encryption, the parties in a communicating session must have the same key. Generally
speaking, the common ways to distribute the secret key is as following. (Assume there are

parties A and B)
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1. A selects a key and physically delivered to B.

2. A third party C selects a key and physically delivered to A and B.

3. If Aand B already share a key, each of them could delivered a new key encrypted in
the old one to another.

4. If C shares a key with A and B separately, C could distribute a new key encrypted by

the old one.
Table 2-1 Conventional encryption algorithms

Algorithm Key Size(bits) Block Size(bits) Number of Rounds
DES 56 64 16

Triple DES 168 64 48

AES 256 128 14

IDEA 128 64 8

RC5 Max to 2048 64 Max to 255

In contrast to using single secret key-of symmetric encryption, public-key encryption
involves a key pair composed of a private key and a public key. Public-key algorithms are
based on mathematical axiom to ensure that a message encrypt by one of the key pair is only
could be decrypted correctly by another key. The public-key encryption is a new scheme of
cryptography in recent two decades. As the name shows, the public key of the key pairs must
be well known to others and the private key must keep private. To employ the public key
encryption, the essential scenarios are usually as following :

1. Assume two communicating parties A and B, each of them must have a key pair first.

2. Before transmitting message, A and B must exchange the public key of their key pair.

3. If Awant to send a message to B and want B certain that the message is indeed from

him, A encrypts the message with his private key first and then sends it to B.
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4. While B receives the ciphered message sent from A, B could decrypt it with the
public key of A correctly if the ciphered message is really sent from A.

5. If B wish to send message without being interpreted by others. B just sends the
ciphered message that encrypted with A’s public key to A.

6. Since only A has its own private key, no other people could decrypt the ciphered
message sent by B.

However the asymmetric encryption is not certainly more secure than symmetric
encryption. The security of any encryption scheme depends on two factors:

1. The key length : As a rule, if the algorithm is the same, the longer length of the key

the more security that encryption scheme could provide.

2. The Design of Algorithm : The protection level of an algorithm depends on the

computational complexity to break a cipher,

Even though the public key-encryption doesn’t necessarily provide a strong protection, it
has some properties that could-not be substituted by secret key encryption. The primary
application is digital signature which-addresses-the shortcoming of conventional encryption to
provide the non repudiation service. We will make a description of the digital signature in
later section.

In general, the length of key of asymmetric encryption is longer than that one of
symmetric encryption and the computational complexity of asymmetric encryption algorithm
such as RSA is usually higher than symmetric encryption algorithm (e.g. DES, 3DES). A
suitable mean to reduce the encryption time and keep the non repudiation service is to put
them all in use. For example, the sender first generates a session key for encrypting. Then he
sends a message consisted of the ciphered message and the ciphered session key that
encrypted by the sender’s public key to the recipient. In this case, the session key provides
confidentiality and integrity for the sender, the public key provides authentication and non

repudiation for the recipient.
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2.3 Approaches to Message Authentication

In addition to data confidentiality, message authentication assures the recipient that the
message is authentic. The common method to prove the truth of identity is to show the
knowledge of certain secret that bind with that identity. Both symmetric key and public key
schemes could be applied on the method.

A simple way to provide message authentication is just encrypt the entire message or an
important part of the message in a shared secret key. Since no one except sender and receiver
possess the secret key, then only the genuine sender would be able to produce the ciphered
message such that the receiver could decrypt it to original message. By this way, both
confidentiality and authentication are assured. The.Kerberos adopt this scheme to verify the
request in the ticket granting server. which will be introduced later. Besides, the public-key
cryptographic could also be used-to perform authentication capability.

The popular way to take advantage of public-key cryptography is to make a digital
signature. A digital signature is a block of data that only the sender of a message can generate
it. One can apply a hash function on the entire message and encrypt the hash value to produce
a digital signature. Figure 2-3 illustrates this work flow. Notice that in this situation, the key

and key’ composed a key pair of asymmetric encryption.

Message Message—.if;:;;_gﬂj_.&\\w
7 <
i’“]:"aa{“‘i Compare
BEEDENERE .y Key
______ b I
> I E t | : ; 1 D t N
NN algorithm| —EE T N\

Figure 2-2 Digital signature work flow
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2.4\VolP Authentication

\OIP authentication is a dual network authentication mechanism. It assumes that no one
can impersonate a fake E.164 number through the PLMN/PSTN network. Since
impersonation of E.164 number in PLMN/PSTN network is impossible, the caller identity
extract from a call or short message can be trusted as the E.164 number of user. Base on the
concept, VoIP authentication utilize RS232 interface to retrieve the caller id of client and
compare with the one that the client claimed through the IP network.

There were centralized and decentralized model of the VoIP authentication. We adopt the
centralized mode to integrate the VOIP authentication with our system. To initialize the
authentication procedure, the client sends a SIP request REGISTER encapsulate its phone
number to the server. A SIP 401 responserand.a REEER will be sent by the server. When the
client receive the REFER, it extract'the phone number-from the refer-to header field and place
the call immediately. The GSM call will-be routed to-a caller id receiver that controlled by the
server through RS232 interface. After‘the call*disconnected by the server, the client sends a
NOTIFY message to the server to indicate that the GSM call is complete. If the caller id
received from the caller id receiver is the same with that one encapsulated in the REGISTER,

then the authentication is successful. Figure2-4 illustrates the signal flow.

/m : 5. Werifying user
/—/ 2. (challenge) \_\
( Im

: 3. (Refer)
\ 4. (Motify) / , Althentication Server
Cual Mode Device IP network

3.2. Get Caller 1T

3.1, PSTNPLMN call) &

Caller ID-Rgoeiver

PSTNIPLMN network

Figure 2-3 Procedure of the VoIP authentication
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2.5 Diffie-Hellman Key Agreement Protocol

In the Internet communication, a shared secret key is required to support end to end
secure message transmission. Since the VoIP authentication provides a mechanism to
authenticate the E.164 number in the Internet, it involved a GSM call in the procedure, which
is not efficient and practical for our mobile payment system. To improve the efficiency, we
authenticate the E.164 number via using the symmetric encryption algorithm after the
first-time VoIP authentication. The Diffie-Hellman [2] algorithm is proposed to build a shared
secret key among parties of a communication session without prior share secret. It has two
system parameters P and G. The P is a prime number and G is a primitive root of P. The
system must allow all the users to access these parameters.

The security of the Diffie-Hellman algorithm is based on the mathematical complexity of
logarithm rather than computation of.exponentials modulo a big prime number. Figure 2-5
shows an example of Diffie-Hellman‘protocol..Assume that there are two users A and B. First
they generate a private value XA and XB. Then they exchange a public value YA and YB.
When both of user A and user B receive the remote public value, the secret key K could be

calculated by the local private value and remote public value.

Public parameter; P is a prime
% Q is a primitive root of P

&

User A, User B
1.Generate X4 <P 1.Generate B <P
2.Generate YA = Q% mod P 2.Generate YB = 0¥ mod P

3YA
2¥B
4 Generate K = YB* moad P 4 Generate K = YA mod P

Figure 2-4 Diffie-Hellman key agreement protocol
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2.6 Kerberos Authentication Service

Kerberos is an authentication service that addresses the problem of authorization to users
at workstations wishing to access services on servers throughout a distributed network. To
reduce operation and maintenance overhead, it is effective to apply Kerberos to the
authentication server and the payment server of our mobile payment system. The Kerberos is
based on the symmetric encryption to provide the basic security services of confidentiality,
integrity and authentication.

The components of Kerberos included authentication server, ticket granting server (TGS),
application server and the client. The authentication server is responsible for handling the
ticket request sent from client and generating the ticket-granting ticket (TGT) that encrypted
in the client’s secret key that derived from its password. Each client’s password is store in the
database of authentication server-in advance such that-there is no problem of distribution. The
TGS uses the TGT to verify the authenticator_claimed by the client and delivers the ticket for
application server too. Finally, the application server provides services to clients throughout a
distributed network.

The Kerberos protocol proceeds with several message exchanges. In the first exchange,
the client sends a request for a ticket for the desired application server. The reply with TGT
encrypted in the client's secret key is sent. The TGT is encrypted in secret key shared by
authentication server and TGS. Thus no one except TGS could decrypt the TGT. In the second
exchange, the client sends a request to the TGS with TGT generated by the authentication
server. The reply with the ticket for desired server is encrypted in the session key from the

TGT. Thus no one can get the ticket without having the secret key of the original user.

2.7 Mobile Payment
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Mobile payment is a payment made through a mobile device, such as a cell phone, smart
phone or PDA. Using mobile payment, a person can pay for an item in a store more efficient
than traditional payment tool likes cash or checks. In this section, we introduce three different
mobile payment systems Paybox, GiSMo and Sonera then we give a brief comment about
them.

Paybox is an operator-independent payment platform and its main stockholder is
Deutsche Bank. The consumers that using Paybox pay directly to the bank account of the
merchant. The payment service provider plays a neutral role in the transaction. The merchant
need not be special to the Paybox but should bear the 3% fee for every transaction cost.
Figure 2-6[3] illustrates the whole payment flow of Paybox. (1)To initialize a transaction, the
user should send the phone number to the merchant. (2)Then the user merchant sends the
phone number and amount of the transaction to the Paybox server. (3)The user would be
notified by a GSM call placed by the Paybox server for confirmation. (4)Finally, the user
enters the PIN code to confirm ‘the transaction..Depend on the payment flow there are two
disadvantages we could conclude. ‘One.is that the Paybox does not provide anonymity of
phone number for the users. Another is the additional cost of the GSM call placed by the

Paybox server in each transaction.

Paybox Server

5. Debit user account

' and credit merchant
account
,,/' N

» 6. Notification by
4. En/tﬂer the/PIN AN ~ another GSM calll
3 Notification 2. Send user phone "\
~_ byanother GSM  and amount
call

@ 1. Send user phone number \
User GSM mobile 3
-

0. Registration for debiting
from bank account or credit < 7. Good Released |

card by Paybox Server

Vending Machine

Figure 2-5 Payment flow of Paybox
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GiSMo is a supplementary business of Millicom International Cellular. The operator
links the account identity created by the users to his phone number and his bank account or
credit card. As figure 2-7 [3] shows, (1) the consumer should send the order details received
from Internet and his account identity. (2) The GiSMo server then send a short message with a
dynamic code to the phone number that bound to the account identity. Only that one who
owns the legitimate SIM card with the phone number would get the dynamic code. After that,
(3) the consumers should send the dynamic code by a PC to the GiSMo server to confirm the
transaction. Finally, (4) the GiSMo server will debit the user account and credit the merchant
account after verifying the dynamic code. In the payment flow, the order details and dynamic
code should be sent from a PC such that reduce the mobility.

In addition, the GiSMo server_isvulnerable to active attack because it relies on the
dynamic code to authenticate eaeh transaction. Some one who does not own the legitimate
GSM phone could initialize the transaction by sending a valid account identity and order

detail repeatedly.

GiSMo Server

6. Debit user account
, and credit merchant
account
4. Code-—""

LT Payment Complete

/put Code 8. Payment Complete
/ 3AccountlD, order details
\

o

%

User GSM mobile @ 1. Purchase item———»
«—————2. Order details
SSL
Internet Computer Merchant Web Server

Figure 2-6 Payment flow of GiSMo

Sonera mobile pay is deployed mainly in Sweden and Finland. It is a platform that
deployed by the PLMN operator. Sonera provides prepaid and postpaid for the users. In

addition, it allows the consumer to pay by the credit card. The figure 2-8 illustrates the
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payment flow. (1)First, the consumer sends a short message with the amount of the
transaction to Sonera. (2) Then the Sonera generates a one time dynamic payment identity and
sends it to the consumer by a short message. (3)Then the user transfers that payment identity
to the merchant. (4)After that, the merchant sends the payment information including the
dynamic payment identity to Sonera. (5)Finally, the Sonera server processes the credit
transferring after verifying the dynamic identity and the payment information.

There are two disadvantages we can observe. First, the whole payment flow consists of
two transmissions of short message such that increase the cost of each transaction. Second, it

is hard to provide the session charging because the amount is decided at first step.

Sonera Server

5 Debit user account
and credit merchant
account

T Payment confirmation 6 Payment confirmation.

/
2Send a SM W|th
dynamic payment ID
/ 4 Payment |nform
W/Send Shd with amount
S —
3 Transfer the dynamic

payment ID to merchant
Consumer Merchant

Figure 2-7 Payment flow of Sonera.

2.8 Time wheel data structure

Since our mobile payment system provides a service of charging by time, we need a
timer module to support this service. Conventional algorithms to implement an operating
system timer module take O(n) time to start or maintain a timer, where n is the number of
outstanding timers. The time wheel data structure [7] uses a circular buffer to store the timers

and takes O(1) time to start, stop and maintain timers within the range of the wheel.

27



The model of time wheel has four component routine.

® StartTimer : The client calls this routine to set a timer into the module. The client must at
least supply an interval indicating how long does the timer count and a expiry action that
the timer module should invoke when the timer is expired.

® StopTimer : The client calls this routine to stop a timer in the module.

® PerTickBookkeeping : The routine is invoked every T units of time, which T is the
resolution of the timer module. It is responsible for checking the outstanding timer, if
there are timers expired, the corresponding expiry action will be performed.

® ExpiryProcessing : This routine does what the expiry action specified.

The data structure of time wheel consisted of several array which hierarchically present
the level of time. For example, if the timer module:could present a maximum timer as one day.
Thus there should be three arrays Au, Am, As-t0 compose the hierarchy structure. The three
arrays stand for the wheel of hour, minute, second respectively and could be considered as a
virtual clock in the timer module. Therefore, the /Ay must have twenty-four elements, Ay must
have sixty elements and As must have sixty elements. Each array has an index to indicate the
current time of the virtual clock. As Figure 2-9 illustrates, if the client starts a timer which
will expire in 50 min and 45 s into the timer module and the current time of the virtual clock
is 10 h, 24 min, 30 s. First the absolute time of that timer will be calculated as 11h, 15m, 15s
and a timer tag will be inserted into at the 11th slot of Ay. The PerTickBookkeeping will
increase the index of Ag at every tick.

Even there is no timer tag in the timer module there should be a default timer tag at the
Oth of the As and Ay to update the index of Ay and Ay respectively. As the index of Ay
become 11, the timer tag will be moved to the 15th elements of Ay. In the same way, the
timer tag will be moved to the 15th elements of As when the index of Ay becomes 15 later.
Finally, the ExpiryProcessing will be invoked when the index of As become 15.
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Figure 2-8 Concept of Time Wheel

2.9 Summary

Most of the current mobile payment systems rely on the GSM services such as
authentication, SMS and IVR, which.will'increase the transaction cost and deployment cost to
the user and the mobile payment service-provider respectively. We will design a payment
platform over the PLMN/IP dual network to reduce the cost and integrate the VOIP
authentication, Diffie-Hellman and“Kerberos to build up the security capabilities. Furthermore,

we improve the Time Wheel data structure in our system to balance the per-tick operation.
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Chapter 3 Design of Our System

3.1 Overview

Our mobile payment system accounts user’s telephone number as his identity. We assume
each user uses a dual mode device (DMD) with a legitimate SIM card for the system. Also,
each user has credits in the payment system. There are two kinds of servers in our system.
One of them is the authentication server that performs the VoIP authentication to the
requesting users and builds a secret key for them. Another server is the payment server which
maintains the accounting information, for-subscribed users and verifies their authority. They
can pay easily through our system if the merchant.has-a registered dual mode device.

We emphasize the convenience and-security of-the system, each financial transaction
among users and servers can be done in real time-and in everywhere. Our system supports
anonymous payment capability that allows users to request payment from anyone who has a
one time credit number (OTCN).

Furthermore, our payment system enables the merchant to charge a user for a service in a
period of time. To support this function, we use an effective timer wheel data structure and

improve it to balance the per-tick operation.

3.1.1 Architecture

As we mentioned before, the whole system consists of two types of server and the DMD.
The system architecture is illustrated in Figure 3-1. Each user can get the service through the

DMD. The main protocol of our system is based on SIP [11] such that it can support mobility
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easily. The payment server acts as a SIP registrar which maintains the location record of each
DMD. For flexibility purpose, our payment system could interwork with additional
e-commerce platform on world wide webs to provide further service such as GiSMo. Our
system is deployed as a client-server model. Every request message must be sent to payment
server for authentication purpose. Only those authenticated request could be processed and
forwarded by the payment server. Therefore the payment server could be considered as a SIP
proxy in VoIP network. On the consumer side, one can pay by DMD directly at counter or
companion using a WWW browser on Internet. On the merchant side, one can use a POS or a

web server to charge the user through our system if they can negotiate with the DMD by SIP

message.
Authentication
Server
DD DMD
@, SIP . TP )
Payment Server a1
WO browser (Registrar] Nerchant server
= @ HITF (35L/TLS) . @
oI
I FOS
I, - e 4+
& Counter @
Consumer Merchant

Figure 3-1 Architecture of our mobile payment system

3.1.2 Components

The components of our mobile payment system are described as follow.
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® Dual mode device : In the thesis, a DMD is defined as a device that could access the
GSM and WLAN network. It is most likely a PDA phone or smart phone.

® POS system : A point of sale system used by the merchant at counter to support the
payment of transactions.

® Authentication server : Each user must be authenticated by the authentication server to
before he can obtain the subscribed services. It is the first entry point in our system.
Upon receiving a request from the client, it initiates the VoIP authentication procedure
immediately. In the process, the Diffie Hellman algorithm is used to establish a session
key between the server and the client. In addition, the authentication server generates a
ticket for the client. The ticket includes several necessary data fields for the later
verification of the payment server. Finally, a reply encapsulates a random secret key and
the ticket is delivered to the client.

® Payment server : The payment server manages the account information of users and
processes all payment requests. Three databases account, location and one time credit
number information are maintained by the payment server. Account database store the
subscriber data for each subscribed user. Location database contains the binding of
identifier and IP address for registered user and is used to find out the destination of each
request. The payment server behaves like a gateway between the users and the financial
network. Each transaction request will be verified by the payment server at first. Besides,

it creates the dynamic bindings for users to support anonymous payment.

3.1.3 Functionality

Our mobile payment system has three basic functionalities of credit transferring, event
charging and charged by time respectively. The credit transferring capability enables the users

to send his money to another user. The payer just needs to know the phone number of payee
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and decides the amount to transfer. As the figure 3-2 shows, transaction is similar to the SIP
non invite transaction. As receiving a request, the payment server transfers the credit from the
payer to the payee and forwards the request to the payee to inform that a payment is incoming.
If the payee’s DMD is active, the payment server will receive a confirmation from the payee
and forward it back to the payer. If the payment server does not receive a confirmation in a
certain period of time (TimerA), it will notify the payer automatically. In this case, some
exception handling manners could be chosen such as sending email or and a short message to

the payee.

Consumer Payment Server Merchant

PAY

PAY

SIP/2.0 200 OK

SIP/2.0 200 OK

Figure 3-2 Message'flow of credit transfer

The event charging means that the amount of the payment is given before the transaction
terminated. Most of transactions in our day life are based on this model such as shopping in a
convenience store, pay the fees for a taxi or pay the bill in a restaurant. In figure 3-3, to initial
the transaction, the merchant’s DMD sends a RECEIVE request to the payment server to
indicate that it want to request money from the consumer. The consumer’s DMD respond a
180 message to indicate that the request has been received but the consumer has not
confirmed. After the consumer makes a confirmation, the DMD will send a 200 response to
the payment server to agree this request. Finally, the amount of this transaction will be
transferred from the consumer to the merchant account immediately when the payment server

received the 200 response. The ACK is used to inform the consumer that the merchant has
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received the confirmation.

Consumer Payment Server herchant
RECIEVE
) RECEIVE
180 Ringing "
Canfms 180 Ringing '
SIP/2.0 200 OK
SIP/2.0 200 OK ”
i ACK
ACK

Figure 3-3 Message flow of event charging

The charged by time function enables<the-merchant to charge the consumer in a
communicating session. The amount'of-transaction depends on how long does the session
exist. All message flow of this service is.similar to the event charging apart from the BYE
message at the end of session. After the payment server receives the ACK message sent from
the merchant, it starts two timers. One timer counts for the period of time of the session, the
other is set as the maximum time that the session could exist. The value of maximum timer
depends on the balance of the consumer and should be dynamic adjusted if the consumer
served by many sessions at the same time. In addition, the session not only could be
terminated by the consumer or the merchant at anytime, it also could be terminated by the
payment server when the maximum timer expired. Figure 3-4 illustrates the whole message

flow.
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Figure 3-4 Message flow of charged by time

3.2 Authentication

Our solution adopts a Kerberos-like ‘architecture, for which we could obtain several
benefits. First, the authentication and access control capabilities could be provided in
independent entities to reduce the complexity of each entity. Thus, the maintainability would
be better accordingly. Second, when we integrate many kinds of application servers to our
system, there might be different format of authenticator corresponding to each application
server. Therefore we could diminish the overhead of message exchange between the clients
and the authentication server by perform authentication and access control separately.

The authentication mechanism of our mobile payment system can be divided into two
phases. First, the VOIP authentication procedure combining with Diffie-Hellman algorithm is
performed and a secret key will be established for the DMD at the end. Second, we use the

authentication mechanism that is similar to Kerberos authentication service for subsequent

35



message transmission. We assume a secret key Kps is shared between the payment server and

the payment server beforehand.

3.2.1 The Authentication Server

The authentication server maintains a database of the user’s identifier and its secret key.
As Figure 3-5 illustrates, it responds in the first phase authentication of the E.164 number
claimed by an unauthorized user via VoIP authentication procedure. At the end of \oIP
authentication, the authentication server calculates the secret key K by Diffie-Hellman

algorithm and store K for the DMD.

Authentication
th’ID Server

Generate public
value YA of DH

Register( 1D || YA)

Generate public
valle Y'B of DH

) SIP 401 Unauthorized (vEB)
REFER
GSM Call
____________________________________________ #
MOTIFY
Calculate the secret key K Calculate the secret key K
200 Ok

Figure 3-5 Message flow of first phase authentication

At the second phase, the authentication server generates a ticket for those users that has
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been authenticated in the first phase. Figure 3-6 depicts the message flow and data format of
ticket request. To request a new ticket from the authentication server, the DMD send a plain
request with its identifier and IP address to the authentication server. The data filed “Times”
stores the expiration time of the ticket. The nonce is used to perform the mutual authentication
to the authentication server. K¢ ps is the secret key used for the DMD and the payment server.
Kps is the secret key shared by the authentication server and the payment server. The ticket is
encrypted in Kps and Kc ps is encrypted in K to ensure that the content of ticket is unalterable

and no one could retrieve K¢ ps except the legitimate DMD.

DMD AS
Register{ 1D || Times || Monce || 1P

200 OK ( Ey [ K, |l Times || Nonce | || Tic:ket,j‘::JI Evesl K ps 11D [ 1P || Times ]

Figure:3-6 Message flow of ticket request

3.2.2 The Payment Server

The payment server behaves like the ‘ticket granting server of Kerberos authentication
service. Figure 3-7 illustrates the procedure of authenticator verification. After the DMD
obtains a ticket from the authentication server, the ticket must be encapsulated in the
subsequent request sent by the DMD. To verify the incoming request, the payment server first
decrypts the ticket encapsulated in the request and using the Kcps stored in the ticket to
decrypt the authenticator. Then the payment server compares the identifier and IP address in
the authenticator with those in the ticket. Since no one can provides the correct authenticator
other than the authenticated user and the content of ticket is unalterable, the request is
legitimate only if the identifier in the authenticator and IP address is matched with those in the
ticket. In this manner, we can provide protection against masquerade attack of user identifier

and IP address.
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Figure 3-7 Verify a request

3.3 Using the Time Wheel in Our Solution

Although using original time wheel algorithm we can maintain timer in O(1), there has a
computational burst problem of moving teo.many timer when the highest level wheel updates.
As Figure 3-8 illustrates. The average processing load of each time slot of Ay, Am and As are
3600, 60 and 1 respectively. This means there are too many timers to be moved when Ay

updated and nothing to do when Ag updates.

il

~

3600 60

\ O o U 4o

Figure 3-8 Unbalanced processing load of Time Wheel

Consider the same example in previous chapter (chapter 2). We made an improvement on

the original time wheel. An overlap array is appended at the end of Ay and As to buffer the
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timer tags that should be triggered in the next time slot in the next level of wheel. To balance
computational load, we move partial timers from next array to the overlap array smoothly as
figure 3-9 shows. Assume that the current index of As, Ay and Ay are two, two and one
respectively and there are sixty timers in the 3" slot of A, six hundred timers in the 2™ slot of
Ay. We first calculate a rate to move these timers partially. Since the Ay has sixty timers in
the next time slot (3"), the rate should be (1,1) that means move one timer per minute.
Identically, the rate of Ay should be (1,6) that means move one timer per six minutes. When
the As updates, we first move one timer from the 3" slot of Ay, then check if we need to

move timer from the 2" slot of Ax.

H M S
Current pointer = 1 —» Current Current
\pulnter =EH \puinter =5
1/3600 1/60

A== AN

Figure 3-9 Concept of our improvement

3.4 Mobility Support

To support device mobility, the payment server act as a SIP registrar that store routing
record of each mobile device. Each DMD should register its location to the payment server
after it is authenticated. The binding of the location and phone number helps the payment
server to route a request to the destination. However, the binding for each DMD is not
permanent. It will be out of date after expire time specified by the DMD. Thus the DMD

should register to the payment server periodically or when its location information is changed.
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3.5 Anonymity

3.5.1 One time credit number (OTCN)

For keeping personal privacy, our mobile payment system allows the consumers to pay
without showing his identifier. The OTCN is a unique random string regulated by the payment
server to support anonymous charging. The consumer should request an OTCN from the
payment server for each anonymous transaction. For security consideration, an OTCN will
become invalid after a period of time and only can be used once. To perform credit transfer
anonymously, the work flow is illustrated in Figure 3-10(a). A parameter Conceal indicating
the anonymity is add to the Call-Info header. The payment server will conceal the payer’s true
identifier from the payee if parameter Conceal is presented.

To use OTCN in event charging and charged by.time service, the work flow is illustrated
in Figure 3-10(b). After the DMD: obtains-an OTCN, the consumer must deliver it to the
merchant in a secure manner. Thus, only the right merchant could have a valid OTCN. Then
the merchant issues a charging request:with the OTCN to the payment server. When the
payment server extracts the OTCN, it uses the OTCN to find the correct consumer and
forwards the charging request to the consumer’s DMD. As the consumer receives a charging
request, they don’t need to check the source of the charging request. He only has to confirm
the amount of the request. In this manner, the same malicious attack may be happened as
previous description.

The malicious merchant could try different OTCNs to cheat the payment server to
forward its charging request to the victim. This may confuse the user that received the
malicious charging request. It can be addressed by applying a policy to the payment server
such as blocking the DMD if the payment server detects that its charging request has retried

with different failed OTCN several times in a period of time.
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Figure 3-10 Work flow of anonymity

3.5.2 Message flows
Figure 3-11 illustrates the message flow of anonymous credit transfer.

Consumer Fayment Server Merchant

PAY s 7634321E&192.168.131 675060 SIFA2Z.0
Call-Info; Amount=8888, Conceal=Anomymous
From:sip:1234567& 192,168,131 675080
Torsip 7e54321@192.166.131.67:5060
AlUthorization - Digest
nonce=(ticket)
response=(authenticator)

PAY sip7E34321(@192.168.131 675060 SIPA2.0
Call-Info: Amount=83585;

From:sip Anomymousc 192 168,131 67,5060
Toisip BE4321@192.168.131 675060

1. Werity the request
2. Alter the Fram header by Conceal
3. Transfer the credit

SIPf2.0 200 Ok

SIPS2.0 200 Ok

Figure 3-11 Message of anonymous credit transfer

Figure 3-12 illustrates the message flow of anonymous charging.
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Figure 3-12 Message flow of anonymous charging
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Chapter 4 Implementation

4.1 Implementation of Time Wheel

Ewvery 1009‘_3,———-—-5_‘_\

( Time wheel _
data smer Event

7 I| ¥
WoipTimerlnit VoipTimerSet | | VoipTimerClean
Call back ‘m@ TimerEventProc
function

User thread

Event poaol

Timer Event I

Figure 4=1.Model of our timer module

Figure 4-1 shows the design‘model-of-the time wheel. We provide three APIs for the user

thread. At least two threads are activated after the user calls the VoipTimerlInit routine. One of

them executes the Tick functions every 100ms,.the other execute the TimerEventProc.

Following explains the function of each routine.

VoipTimerlnit : Initialize the timer module.

VoipTimerSet : Add a timer event into the time wheel data structure.
VoipTimerClean : Delete a timer even from the time wheel data structure.

Tick : Update the time wheel data structure, and check if there are timer events
expired. Move the expired timer events to the event pool. A single thread running
across this function.

TimerEventProc : Retrieve the expired timer event from the event pool and invoke
the call back function specified by the user. Multithreads running across this
function.

Call back function : The expiry action that should be performed when the timer is
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expired.

4.2 Implementation of Authentication Server

Init
(R} Ticket request (Register)
(53200 or 401

(R) Register (51401
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Timer A Send Refer

ReferAs

Timer C fires
Ortransporternr Timer B
Send Refer

Timer [ fires

[R) Ticket request -
(53 Last rezponse

Motity

Timer F fires

Terminate

Figure 4-2 State diagram of each transaction in the authentication server

Figure 4-2 shows the state diagram of each transaction in the authentication server which

regards the SIP REGISTER message as a request for authentication procedure.

1. When receiving a REGISTER message, the authentication server sends a 401 response
to the client and the state changes to RegisterUnauth. The REGISTER message may
be retransmitted by the client if the 401 response is lost. The state RegisterUnauth is
designed to process these retransmissions of REGISTER.

2. After timer A expired, the state will change to ReferAS which retransmit a SIP REFER
to the client until receiving a response. If the authentication server has not received the
response after time C expired, the transaction will be terminated. The state WaitNotify

is used to wait a NOTIFY sent from the client. The NOTIFY indicates that the client
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have already placed the GSM call after receiving the REFER. The NOTIFY should be
sent before the expiration of timer D, if not, the transaction will be terminated too.

3. Upon the authentication server receives the NOTIFY in time, it will generate a ticket
for the client and enter the next state AuthComplete which will automatically jump to
Terminate after timer F expired.

4. In addition, if the client just wishes to renew the old ticket, it will show its old one in
the REGISTER message. After verification the ticket, the state will become
AuthComplete directly. In this case, the authentication server will handle the

retransmission of REGISTER until the timer F expired.

4.3 Implementation of Payment Server

(R} Request
(5400 or 4017 or 404

(R} Reguest (5) Request

Timer A fires
[Sy408
Exception handle

(R} Request
(S) Request

(R} 200 (S) 200

Complete

[R) Request
[S) Last response

Timer B fires

Figure 4-3 State diagram of credit transfer

The Figure 4-3 illustrates the state diagram of credit transfer service. The bold and italic
word means that the message is sent to or received from the payee and the normal form is for
the payer.

1. After authenticating the request of credit transfer, the payment server simply check the

balance of the payer and check if the payee is registered to the system. If balance is
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not enough, a 400 response will be sent to the payer, else if the payee is not found, the
payment server sends a 404 response to the payer.

2. After transferring the credit from payer to the payee, the request will be forwarded to
payee. A 408 response will be sent back to the payer if timer A is expired. In this case,

it indicates that the payee is not online and this exception must be handled.

(R} Request
(S) 401 or 404
(R} Request|(S) Request
Wait
Timer A fires (R) 1xx response ,_Confirm {R) Request
(S)408 {S) 13x response (5) Request () S:E o
(R) 200 (S) 200 A (S)BYEor
RYACK 7 wait ™ BYE
(S) ACK Y. BYE:
(R) ACK|(S) ACK (R} 2000r 2
(S) 200 or 200
Complete R) Request

(S) Last response

Timer|E fires

Figure 4-4 State diagram of anonymous event charging and charged by time

Timer C fires
{S)BYE and BYE

The figure 4-4 illustrates the state diagram of anonymous event charging and charged by
time service. The bold and italic word means that the message is sent to or received from the
consumer and the normal form is for the merchant.

1. After the payment server receives a request for event charging or charged by time, it
simply checks if the consumer is registered or not, if not, the payment server will
inform the merchant by a 404 response.

2. Otherwise the payment server forwards the request to the consumer and enters the
WaitConfirm state. In the WaitConfirm state, the payment server listens to the 1xx
response sent from the consumer and processes the retransmission of request. Besides,
a timer A will be used to wait the confirmation from the consumer.

3. The transaction will enter the WaitACK state as receiving the 200 response from the
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consumer. There are two kinds of transition path of at this point. If the whole
transaction is event charging, the state will be changed to the Complete state when an
ACK arrived. Otherwise, the state will be changed to the WaitBYE state and a timer C
will be started. The calculation of timer C is base on the credit of the consumer and the
charging ratio of the transaction.

4. As the payment server receives a BYE message, it will forward the BYE to the
opposite DMD but the state remained unchanged. Until the payment server receives a
200 response from the opposite DMD, the state will be changed to the Complete

which will become Terminate automatically.
4.4 Measurement of Payment Server

4.4.1 Environment

Figure 4-5 depicts our environment to.measure the system capacity of the payment server.
In which all message are transferred on.the Ethernet to reduce the effect of network. The
protocol is UDP. We put two SIM<DMDs that simulate the real DMD in use. One behaves as
the payer and sends credit transfer request periodically to the payment server. The other
behaves as the payee and reply a confirmation as receiving a request forwarded by the

payment server.

N]
) ' W
Sim-DNl Payment server Sim-DMD

Payer Payee

.

Figure 4-5 Layout of our environment

4.4.2 Measurements

We use Sim-DMD to simulate the users that can send request to the payment server

simultaneously. There are 1000 uniform distributed requests for each test. A request is
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considered as successful one if the payer receives a corresponding response forwarded from
the payment server.

We measure the average processing time of successful request and the success
probability of each test in different arrival rate which means the quantity of request received
by the payment server per minute. We change the arrival rate for each test. The lower arrival
rate means the delay between each request is longer. Table 4-1 shows the result of our test. In
this table, we could obtain the system capacity at a given success rate and average processing
time from the result. Figure 4-6 plots the curve of the result. From the result, we can obtain a
threshold of 1600 (reqs/min.) for which performance becomes worse (lower than 90%) if the
arrival rate is higher than the threshold.

Table 4-1 Result of our measurement

Arrival rate | Success prob. Avo time | Arrival rate | Success prob. &y time

(rensfmin) {dones1 000) (sec) {reqs/min) {dones1000) (sec)

1000~1400 100% 0.01 1900 52.5% 1.665
1500 99.8% 012 2000 81.2% 1.812
1600 95.2% 0.7286 2100 TTA% 1.929
1700 91.8% 1.265 2200 73.58% 2.107
1800 87.1% 1.345 2300 T1.7% 2255
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Figure 4-6 Curves of the result
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Chapter 5 Conclusions

It becomes more and more popular to pay on the Internet in recent years. A lot of
e-commerce system provides the emerging payment channel for the users. In the thesis, we
first introduce the necessary security application used in our mobile system. Then we use
them to develop a mobile payment system based on the telephone number. The whole system
is deployed on the Internet and uses the telephone number as user’s identifier.

Before using our system, the users need to own a DMD and a valid SIM card to request a
ticket from the authentication server first. The authentication server first performs user
authentication procedure to verify the validation of the client’s identity. If the authentication is
successful, the authentication server would generate a ticket to the client for subsequently
authentication purpose. Once the client obtained the ticket, the user can access the payment
server before the ticket expires. The users can send money to any registered user conveniently
and the merchant could request money.from the consumer by two means include event
charging and charged by time. For the event charging or charged by time service, the
consumer could remain anonymously by using the OTCN and the merchant could trade in
tangible good and invisible service, such as online music or movie. In addition, to support
services charged by time, we use an efficient time wheel data structure which can maintain
timers in O(1) and balance per-tick maintenance operations.

Although our mobile payment system provides data confidentiality, integrity and
authentication for each transaction, it is not sufficient for macro-payment service due to the
lack of non-repudiation service which is the primitive weakness of symmetric encryption. In
addition, the Diffie-Hellman is also vulnerable to the man-in-the-middle attack which will
disable the authentication capability of the subsequent Kerberos procedure. To address these
shortcomings of our payment system, it is effective to use the asymmetric encryption instead

of symmetric encryption. Therefore, the future considerations are the capabilities that support
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public key distribution or integration with PKI for the present system.
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