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An Efficient Secure Broadcast Model for PHF-based Threshold
Cryptosystems

Student: Chia-Chao Kan Advisor: Dr. Yi-Hsiung Yeh

Institute of Computer Science and Information Engineering National Chiao Tung University

Abstract

The thesis targets for the particular requirement of secure broadcast on PHF (Perfect Hash
Family)-based threshold cryptosystems on wireless networks, and we propose a method for
doing such secure broadcast.

There is a property on PHF-based threshold cryptosystems: The users in the system can be
partitioned into groups by the shares they keep. In such perspective, the secure
communication between groups and within groups will be an issue which is needed to be
solved. If such issue has been solved, themwecan play applications of "share renewal", etc.
Moreover, consider the native property.of communication on a wireless network. If we apply
broadcast technique, then we can reduce the communication cost greatly.

The paper in [1] gave a general secure broadcast scheme. It needs a TA (trust authority) to do
the distributions of pre-key. However, in some wireless networks (Ex:Mobile Ad-hoc
Network[2]), the existence of a TA is not practical at all. In the thesis, we propose a secure
broadcast model on PHF-based threshold cryptosystems. It needs not a TA, and also, the

communication cost while doing secure broadcast is less than [1].

Keywords: PHF, Threshold Cryptosystems, Secure Broadcast
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k=% e engroup o Aid R ELELT 5 group £2 group R % 1?%%] R A group
Foeng 2 BE A B R R RO Ao % 5 B RALI 5 fBi0 78R #T 1LY (¥ share
renewal ¥ 2 & g F o T ¥ ¥ mARR @@] Fengr i > B E 0 MR #H e N ki
SRRy AT S R

Flet oo iz mﬁv RIEANiE: S l[?;fiﬁ'lPHF,?ziﬁ7 ;;JL w%' P }_%

e share

’lft%;—"g‘_ ’l‘,/\"" };‘lqu ﬁvtﬁb"”%‘\? %#]7 &k ,i\.,FEJ, ffj“}]“#ﬁl’agm’%bﬁfr T%ﬁg?ﬁ
4 37 EES %,JJ}A\ » 1R Proactlvef,z;@/,,\_g. o W = ——;—_ s 2\ fpo g
22 E#&Fb@ B d Fardho 2 & § 3@ ¢ gaffine planeu 2

PHF - % = § 3P ‘\ P ¥ 0y H7E BELSBI(the Effzczenz‘ Broadcast Scheme) > ¥ %
%

?H#f’rirri SH I G L e A R AP - B Pﬁj&%
RO 2 LA R UL L L
Eé‘;l.g }{%j#\k? E’I}E‘.E’J["l% = o 5’ f’l‘ ) ;.\‘, TFEJJ ‘:dr\"' ig‘/ ,{ SBMmLEE ﬁ-ﬂg ra, .
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=~ APEMF R

WAR AP E A5 B affine plane 142 - B PHF 03 % o £ 7 0 44
i %—*%iﬁﬁmdmmdLLDPW’ﬂﬁéﬁiﬁﬁ TR LR T
o vis g g d Fiat & Naor i diéh— - i cha 2 f e > Xop Horh
PRI LT

2.1 AR B3R o &

ARG AR AN T W - T A K Tt o A g R
®i 4 affine plane 1 % — @4 PHF o7 2 > % 2 i—?%mw+,%iuﬁy
R AR M 2 0T 3 o

2.1.1 iéEf?_Affine Plane

iR~ Bfinite field w o Bl - BT g h iz 0 B ¥ EFE - Baffine
plane ° iEAL T * cuEfp = 2 (819 R gL 0 L Aatt  A 3t AT KE Hitipl
B EIEAR o ¥ b AR ﬁipé"k?fflmte fieldy — TARAE s o

BN 53 0 - BAEKS piafinite field (£+,) > # ¢ n % prime power o
PIZVIPEIET 425 > B X B JEFS B affine plane °

o(k) n 1 2 1
n mk+n mk+l mk+2 .- mk+(n-1)
| 1-k+n 1-k+1 1-k+2 1-k+(n-1)
2 2:-k+n 2-k+1 2-k+2 2-k+(n-1)

-1 | (n-1)k+n | (2-1)k+1 | (-1)k+2 | - | (-1)k+(n-1)

B 4 ok)eiE g
1. #(F+, )7 ehnp-1B2% ~% rename 5 1,2,3,-,n - 1 #% ~% rename
2. RIp(F+, D> HE-chz REH £ > ¥ EF B2EF A Z ko AP RoK=1kt o
EE o HY [ keFo 4 B 44T

FEBNEE TS Bxphd Lo dp - 1 B2EEAZ > APV EEL] B
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L, L, Ls, vty Loy 4o B b AToT o

mk+n mk+1 mk+2 e nk+(n-1)
1-k+n 1-k+1 1-k+2 1-k+(n-1)
2-k+tn 2-k+1 2-k+2 2-k+(n-1)

(-1)'k+n (n-1)-k+1 (-1)-k+2 (-1)k+(n-1)

Bl b axn = '

3. THE P, DINSL, j<n) #-P? dBF Rtk hr (LT B)%r - Bmn
—%xﬁ_A;

(1,n) (2,n) (3,n) (n,n)

(1,3) | 2,3) | (353 (n,3)

(1,2) | (22| (3,2) .. (n,2)

(LD | 2,073, (n,1)

e
=
hud
8
b
=
(M

4, TH- B PehF R LA AR DR RecsaRy Rt b
e b i F e A

(1) AehiE - Fenp B B3 chlk Scd 3] Be

(2) Aen& - Flehn GG BT 8 0k £k 3] Bo

(3) H* 5 - B L, 5BAE L23 nvihtnBs 49 HEel it At %
iy RS nE E k] B

PI(P BE - B ##cs: nehaffine plane »

B AEE 4 BG40
I o F#cs gt Hatx#r4 2 anfinite field2 = ~FF 407 ¢
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+ 0 1 X | I+x 0 1 X | 14X
0 0 1 X | 1+x 0 0 0 0 0
1 1 0 | I+x | X 1 0 1 X | 14X
X X | 1+x] 0 1 X 0 X | 1+x | 1
I+x | 1+x | X 1 0 I+x | 0 | 1+x | 1 X

e

B 7  l+xtxX#2 £ finite fieldz = A& ¥

#0,1,x 2% ltx rename % 4,1,2, 12 3> ¥ (B 37ch=- AiFH £ 40T
+ 4 1 2 3 4 1 2 3
4 4 1 2 3 4 4 4 4 4
1 1 4 3 2 1 4 1 2 3
2| 2| 3| 4|1 2 | 4 | 2|3 |1
3 3 2 1 4 3 4 1 2

® 8 l+xtxX 74 3eh finitefield 2. = ~i&F & % (rename 1)

2. 9 2R AR 1,2,3 A s uEe(l), 02),6(3) i - W Z B Axd L L,
Ls, Ls> 40T

oh| 4 | 1 | 2 | 3 o4 | 1 | 2 | 3
4 1 4 |1 | 2|3 4 1 4 | 1| 2|3
1 1| 4| 3| 2 1|2 |3 | 41
2 [ 2 | 3| 4 |1 2 | 3 | 2|1 | 4
303 | 2] 1 | 4 301 | 4| 3|2

i-1+] i2+]

RN )

i3 +]
B9 o(l), o), o(3):iE
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4 1 2 3 4 1 2 3

1 4 3 2 2 3 4 1

2 3 4 1 3 2 1 4

3 2 1 4 1 4 3 2
Ly )

E >N B \S]

L3
B 10 4x4 > [, Lo Ls

3. P=((i, DI1<d, j<4} > # RS 1 i 4 e B (A7 )% » dxd S 2 4

bdiaills 284 B 44

13 23 33 43

12 22 32 42

11 21 31 41

B 11 4x4 > L A

4. Be v 5 Pt B &> P H ]l S 4 A R Dl 40T

(1) {11,12,13, 14}
(21,22, 23,24}
(31, 32, 33, 34}
{41, 42, 43, 44}

(2) {14,24, 34,44
{13, 23, 33, 43}
(12,22, 32, 42}
(11,21, 31,41}
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L, {14,23,32,41}
(13,24, 31, 42}
(11, 22, 33, 44}
{12, 21, 34, 43}

L, {14,21,33,42}
{12, 23, 31, 44}
(11, 24, 32, 43}
(13,22, 34, 41}

Ly {14,22, 31,43}
{11, 23, 34, 42}
(13,21, 32, 44}
{12, 24, 33, 41}

P (P BE - B ##cs: 4 shaffine plane »

2.1.2 =4 balanced ( A=1)-PHF
- i#balanced ( A=1)-PHE¥ &= iaffine planet ! %k  * order 5 gshaffine
w
plane® 4 fibalanced ( A=1)-PHFCg+ 1>, g w) > &g+ 1 > (2j o I ® o A

T okeh v o APk T EPHF A PHFCG, W) o AR erE 2 2 B [9]F e
AREES T Ag * o L aE R

B A e 37 - B order 5 gaffine plane(P, B) > RIEd 47T 7infz » 2
e EE - BPHF(gw) @B g+ 1> (vzvj o

Bk P={1,2, -, 0} 2 &k A={1,2, -, g} %2 7={1,2, -, n}» ¥+ affine plane
st g A Pi, 1=1,2, 0, g + 10 BT P E 1F o

k- S fid AP 2T

(a) ¥ Pi? ehiz—- BH.Bj > 1B ¥ ﬁi—i‘l&%ﬂi%]%i“] fig @3k 77 ehig o

(b) > T B Pi? 2k RHDEAB g b ¥ fi(@)= fi(b) »

El] F:{ fl, f2, Y fq+1}é’ - PHF(Q, W) °
IS LS TV IR
AR 2. 1.1/ &»riEFaaffine plane(PB) > 27 > » ANip#w & P¢Y 16 B 4x4

iz At (f, HERL - A E ko T E S =407+ g i haffine planee
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P=1{1, 2, 3, 4, 5,6, 7, 8 9, 10, 11, 12, 13, 14, 15, 16}
B={
{1, 2, 3, 4}, {5, 6, T, 8} {9, 10, 11, 12}, {13, 14, 15, 16},
4, 8, 12, 16}, {3, 7, 11, 15}, {2, 6, 10, 14}, {1, 5, 9, 13},
{4, 7, 10, 13}, {3, 8, 9, 14}, {1, 6, 11, 16}, {2, 5, 12, 15},
{4, 5, 11, 14}, {2, 7, 9, 16}, {1, 8, 10, 15}, {3, 6, 12, 13},
{4, 6, 9, 15}, {1, T, 12, 14}, {3, 5, 10, 16}, {2, 8, 11, 13} }

BB B chaid  APERLA S - BR Fr BAET d- B Lo A
TS - SR E - BES O REEAHTE AR Ol § RAHET LY SF -

Bz oo %m1,2,3,4°

plae o % - @2 (L 23, 41 (5, 6, 7 81 (9, 10, 11, 12}, {13, 14
15, 16}}» ez i f @8

f1h)=1.1(2)=1.1(3)=f1(4) =1,

f1(5)= f1(6) = f1(7) = F1(8) =2,

f1(9) = 11(10) = f.(11) = f1(12) = 3,

f1(13) = f1(14) = f1(15) = f1(Q16) = 4,

eI e g g fa, fay fa, fsde™

fa(4)= f28) = f2(12) = f2(l6)=1,
f2(3)= fo(7) = fa(ll)= f2(15)=2
f2(2) = f2(6) = f2(10)= f2(14)=3,
fa(l)= f2(5)= f29) = f2(13)=4;
f3(4) = f3(7) = f3(10) = f5(13) =1,
f33)= f3(8)= f3(9) = f3(14) =2,
f3l)= f3(6)= f3(11) = f3(16)=3,
f32)= f3(5) = f3(12) = fs(15)=4;
fad)=fa5)=fa(ll)= fa(ld)=1,
fa(2)=fa(7) = f4(9) = f4(16)=2,
fa(l)= fa(8) = fa(10)= f4(15)=3,
fa(3)= fa(6)= fo(12) = f4(13)=4;
fs(4)= fs(6)=fs(9)= fs(15)=1,
fs(1)=fs(7)= fs(12)= fs(14)=2,
f53)=fs(5)= fs(10) = fs(16) =3,
fs(2)= fs(8)=fs(11)= fs(13) =4,
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W E s {1, fa, T3, fa, f5} 52 PHF (g w) » 4o

1 [2 |3 |4 |5 |6 |7 |8 [9 |10[11 12|13 |14 |15 |16
fp |1 |1 |1 |1 |2 |2 |2 |2 {3 |3 [3 |3 |4 |4 |4 |4
f,o |4 (3 |2 |1 |4 |3 (2 |1 (4 [3 (2 |1 |4 {3 |2 |1
f [3 |4 |2 [1 |4 |3 |1 {2 |2 |1 |3 [4 |1 |2 [4 |3
fs |3 12 |4 [1 |1 |4 [2 |3 |2 |3 |1 |4 |4 |1 |3 |2
fs [2 |4 |3 [1 |3 |1 |2 {4 |1 |3 |4 |2 |4 |2 |1 |3

B 12 PHF(4,3)

2.1.3 balanced ( 2=1)-PHF e %

AP A B e v TR T eh7E4E 0 balanced (A=1)-PHF #7 & 3 et fas i o
POE RIS S DR S PR EER BR E R T

- & balanced ( A=1)-PHF $#3 = 7|enj2 5 :

32 2.1.1:
A BER]4F A E - A %‘J P }ii,"":‘}lf'" T Bl
@

d ( A=1)-PHF ehz_& ¥ riff 5o
Q.E.D.

2 21.2:

H3iE- Adlahiz- R Hpeh2 g B H B S B3 F R o

EM L
B BasdPia- BERH. - F g B7 L8AATP jziFR B BY 5
B8 hb PR - BB R g b P PR RH IR ] ]
Kot 5 f e

FRER G TR LB A g St E AP R - R4 A B

Peni e B SRR e R

Q.E.D.
¥ 2.1.3:
A FAORE R ALY E g B 6 A WM TR R
#p

BR BaArPith- BRH-J W22 FVETEALE R AP F RN FRA
d balanced PHF e & 7 =P Lra THBHE ER BT EBH - r{?%%“lfb’
dormLs Hu AP L E TR



Q.E.D.

9.9 - B- it chE 2REHE

FiatfeNaor>* [1]#% &1 7 - B & #% 4 % (Broadcast Encryption)‘% PESRI SRRy /21 2 -
'%‘m’}k&)‘ TV WA ERET NIRRT B ATIERYE T 0 K,Zf]'ﬂ HI1h AL
WhB 2 F FeAck s B2 E oA Hanl - 2 b A Y- BA
Hrmyd T RAFVIERBDEETD ?%’x%“ff*ﬂﬂ ALEAB S22 E o 4 w2
f2 %% R e Lo RIfLie e B8] 5 k-resilient -

¥ % 2.2.1: (k-resilient)
- BABARBA T REF VERGORE T FREGF T ALE &
B5gg o L mZERIRFBINL o AR B 5 k-resilient -
[]

# Fiat 4o Naor ehR 4 % 2 2 P s Siddepd > Z 8- BTA kA 2 ¥ o in g
LTS :’v’w"w%sﬁ 1o & 4R HLIE prearranged ey o PN H G pre-key o It Tk
pre-key > * 1 3 5“\‘*’%"’ PR BB ARl )R Zp e R NSy o X
YERERRIRLe 2 o B L AR

&7 R g g EX 0 Fiat frNaorrgdt 410 7 I o [-resilient ##4] - 2 ¢ %
B /-resilient 5+ € %15 2 BKe5w 353 pvm 7 & & 2 B & 8555 3 F chpre-key
Foodrd 197 > ¥ T BT B mntl 0 b B [-resilient ¥41°
TEEALEBEETERGTER S Dpre-key; ¥ BERE v A BT AFF o p=logn ;o
B& extracting root modulo composite f%¥fpF » p=1 > } PF L B & 2T & RE 550 o
pre-key o

Fiat v Naor #& ' 7 & B k-resilient ¥#+|75 34 % > /2 : One Level #4111 %
Multi-Level ##] o & g4 d [-resilient $41#74 = » &2 » JRF & ERE A2 S
R @i et avin 4 ([-resilient #4101 % ) ¥ ¢ >0One Level #+41% Multi-Level
Wk 3 0 PHF ey d » 29 PUF(Nimym w)¥ ™2 % (54 2 — % &_w-resilient
s o

PUTERF ORI A BRG] n B S8 "ﬁ /% ¥ k-resilient p% > & B 52 F TR &
frehpre-key £ 0 A S B A& F L0 RHE - LT FRT FEAHALE o
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% 1 One Level ¥ Multi-Level vt i

“TE GG dipre-key £ | A#HTE L E
One Level O(klogn-w) O(k* logn)
Multi-Level O(klogklogn-w) O(k? log k logn)

A AR 1]
CEAIEITE P RS B et 5 % Bk H e ek oo AP 0 p=logn ;s
B3k Factoring 1% #gpF » w=1

A HFT L o AP EH 4 20ne Level{ddlang it 5N o 7 ¥ R H R R
k-resilientsnF i - iz 282 %+ p [1]-

Bk AP - B PHF(L;mm k) Fr fo B, f:UD{1, e m > 22 [omBig* 5 p
i iﬁi’iﬂz i [-resilient ¥#1 1 R4, ), 1<1< 1< j<me I T ez 4= ¥ 1A 4 p
B 52 0 k-resilient $¥+] > 2 & One Level ¥/ -

i E - B L ' % xelU » 3 fre ¥ 35 A H ARG, fi(x)), 1< /<] *TRIEF chpre-key °
FEBENL WL B UnT 6 TR BERp 72 3083 M, M > B E

W

L

@O M'=M o f 150 830 1< /< LIS /< @aE =340 R, H)BEM %- Bt £5%

BPUNE & xeT [ i) =]} °
PIE - 5 xeT > 8% EEM, M!S 5 v od XOREE & EE R4 L
Mo

232 2.2.2:
v bosrit e 4 (One Level #41) = — B k-resilient #+] -
FA L
+++wr,s Tof 7 ALE k1B i&ﬂﬁ L A
PSSt B - o s fi,1<1's1
]—resz]zenﬁ,ﬁ%f: R@,j),1<j<m?* > St - B g&_@;ﬁwﬁ»ﬁ T
pre-key ¢ #& ¥ R(i, j),1<j<m » §% Jﬂzén oMo

P g & SR APT I -

Flgt o Wik g M i BT ST A E BT RS A M =0 M

Q.E.D.
d ot andie v aro FR3A,))FEF B 525 wehpre-key £ 0 ] One Level
WHZTREB ?”‘\ﬁ"‘ﬁfé’q‘ﬁ l-wenpre-key £ 7 ¥ ZRAEFIAELE S [-m R34, ) TF

GFEagn L 8=/-m1=1-m-
Fiat - Naor @ P 7 - @45 e PHF 2 54 > H ¢ Fm=2k>, I=klogn » B
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UV |
S I PHF (Lo m Ot F < 3 230 1——
n

%% One Level 441 > v § & % B %2 % 4% O(klogn-w) shpre-key £ * 3 £ A
e L 0] 5 Ok’ logn) o
F &7 fEMulti-Level # 4] erd (rifdz > 32 [1] -
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]

= ~ ESBM (the Efficient Secure Broadcast Model)

WAF o APM-A L - B & PHF-based TR A5k sienk 2R 4EHCE C ESBM -
3.1 & > A0 4 5 ESBM ** share renewal Fe#rdigeni®® &1 4 4 « 4 3.2 11% 3.3
o NP R e F R EEFE E g 8 P ESBM iF (FiEAR 0 3.4 & 0 A fr%“»’%
ESBM it% >4+ 4247 > @ 3.5 & » NP 44t ESBM iv 3 dsic 4 o7 o H P % “f K
ESBM #5 31| c-s renewable subset #t » 23 H & =@ - Bhat 59 fE B 3% renewable subset
2 BgEmbhe R L o 30 PEARFIHI- BT U R FE ST UDEY
245383 5 o BIEBSM -7 € 2 g 7= ¥ @ % - % renewable subset # # common
key -

3.1 B* ko3 E

l.4.3 /] AP 54 2 Proactive fa % 4 3 i 4 » T BI%EA 5’-\%“?“"\'%?— A
LB A F Y 0 LR ﬁbh’f“zwr#?zy shshare,, £ @ PFF hifdl > T3 € F e o
L o— A :i*‘}"ﬁ:}‘?zy EPLPE T R B yEE - - BB 43 § dhsharer — ¥ it
EF 0 AZETRR EhR 0 SRR R LR -

5 ﬁi
73“{' m1

& Proactive fo % 4 % ¥ o Lk 582 5 #7d 5 whshare § 4 T L A7 24T > ot
¥ F L b S AT T &FM%M%B*ba’ﬁﬂshare’ BT - SIRLATEE 0 2w

& chshare i3 E @ iT* 5% ;ﬁ P T LET (X 2B AR o

% ¥ PHF-based EI=Y e N A A Rl na /AN }]',jt.z]-\,’; B s ?”'\bh"%z" R AR A i AR I e
share° gt P> 5 7 { #7share A i % &> & B4} 4 share shgroup » > & -
® header node ! % » d iz% header node 2. FF en% > » APF U g 4 - g
{6 e share(# #] : Proactive f&% 4 % ¢ » 1% 5 B i & % & 2 A share) -
@ d 3 header node % & #-4* { #rehshare % >+ @4 F group 9= B » #7112  group
2Bk 2l LFE Do

ESBM #% &7 — B> { #7440 % BF > 3£ 4% header node 93 2 » ¥ 2 » T2 2 &%
header node z. FF ¥ £ % > 0 #§ k&2 37+ share » 2 % header node ¥ ™% >
¥ #-FTenshare @ % group = | o

AT

3.2 ESBM = =_

ESBM £ i 454 PHF-based 2 fif BAD 4 e % 2R R T A H o APk
¢ wf ESBM ¢ (e3h 4 % i A2 o
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3.2.1 2 &E A 752

4@ #7if » — 1 balanced ( 4=1)-PHF ¥ & % PHF(q, w) » » ESBM #-¢ i& i* iz 4k
- B PHF(g, ) & o 5 TP ELTRFOBR T > T hwme P APER Y LT g

BEEoTE

2% 3.2.1: (share)
- BPHF® T2 p> ot f[%éq\%i,l]%’fi? R - BEZ pERBLB NPT S
dO RS - ST - BB E o fLt B IEIZEY2 4 E S share e

[

%% 3.2.2 : (renewable subset)
30— B PHF iz £ 4 3]0 8F - BRI L B0 - Bara A chl £ 0 fLITE A B e

— # renewable subset -

L]
#5] 3.2.3 : share & renewable subset
¥ 00T PHF(459, 3, 3) » #Mp 7] 4. &% B share £7 renewable subset i+
1 2 3 4 5 6 7 8 9
fi 1 1 1 2 3 2 3 3 3
f, 1 2 3 1 2 3 1 2 3
fs 1 2 3 3 1 2 2 3 1
f4 1 2 3 2 3 1 3 1 2
gL 4 e share : f1-2, f,-1, £3-3, f4-2
.ﬁ;‘;\!" 6 7 share : f1-2, f2-3, f3-2, f4-1
.ﬁ;‘;\!" [ €1 share : f1-3, fz-l, f3-2, f4-3
fi e renewable subset : {147}, {247}, {347}
[]

% 3.2.4: (pair key)
3 - B(A=1)-PHF > =3 B¢ rii— $3 % — 4 2] 04p b share » §£:% share & 3%
7 BLRF chpalr key e
[]

% % 3.2.5 ¢ (common key)

22



> - B renewable subset © ¥ B H P chi B FiE YR - A BN T PR

share » R|#£3% share = ¢* renewable subset 7 common key °

#5)3.2.6 : pair key & common key

¥ 00 T PHF(4;9,3,3) » A i s 4 % B pair key £2 common key i+

1 2 3 4 5 6 7 8 9
fi 1 1 1 2 2 2 3 3 3
f 1 2 3 1 2 3 1 2 3
f3 1 2 3 3 1 2 2 3 |
fs 1 2 3 2 3 1 3 1 2

3,4 erpair key : f3-3
6, 8 ehpair key : f4-1
1,9 shpair key : f5-1

{147} - B f; e renewable.subset ° 2 common key 3 fp-1
{267} %_— B f, chrenewable’ subset.” £ common key 3 f3-2
{123} - B fy charenewable subset~ 2 common key 3 fi-1
& 3.2. 71(*5"&:&’.)
FoBRAPNDEEY FA MAPREZRRLL - RFOTH

% 3.2.8 : (n—pair key)

[

20— BEE R FRY G n BB LK A~ HFT AP share > PSP AR RS T

3%~ 83 - B npair key e

#503.2.9 * ppair key

[]

™ PHF(4;9,3,3) 0 A B A BELE > 2 g BLE 4T 7 5 ppair

key :

fi 1 1 1 2 2 2 3 3

23



f 1 2 3 1 2 3 1 2 3
f3 1 2 3 3 1 2 2 3 1
fa 1 2 3 2 3 1 3 1 2

{23456} & f; 3 — B 2-pair key > ™ % - B 3-pair key
{6789} & f; 3 — ® 1-pair key > ™ % - B 3-pair key
{12457} #.f; 3 — B 1-pair key > 1 % & B 2-pair key

3. 2.2 ESBM =& i® i 42

ESBM % ¥ 3% 5 2 -  balanced ( A=1)-PHF » # p enR e iz £ 4 2] > 4Rk 434
F| % > - 24} common key hrenewable subset > /3% renewable subset ¥ 14 3%t
T > ehR 4 o

v TE A eyt ESBM ead (TR A (T - B H enpEak o

Y- BPHF(q w)» E¥AL g+ 1 B{l, 2, -, gteam ] Bk 5 P, P2, -,
Povi > # BARTF gBEA - 2F BRAGS |5 g0 30 E- AP AP RT A
£ 1135 7| Pien— B4 common Key srenewdble subset :

(1) E=4F L 2 Pivr > Pivals soniPgéiny Py P2~ oo s Picroo

(2) wp P 3¢ o BREFEFH PN HTH0E M o

(3) #35 — BIFEP T L FRIEREE L7 2 F & F BARFFRH > RIS

"5 57 B 5 Pidirenewable subset » . # ‘common key 5 B¢share  F R & 47

P BRASAY

e ESBM = # engi 716 » € @ w pair(S h) > 2 ¢ S& -  renewable subset ® &
H_Seh— B common key o #t S¥ L LI RIFX 2R P o hok G R RS
PinE - B R ose ¥l * AP ¢ chshare K HN Pk BB A R TE 2R FHe

3.3 ESBM i# & i#

F IR ESBM 38 1% » 24 iegk 3> 7 ESBM i B 72 - ESBM i & /2 d & @ a8 #iig = o
Is Allve()'f % ESBM() - # ¢ ESBM()E_ESBM i & ;% ehi S5t > @ Is_AliveOR)E- B
¢ A% ESBMO) vt 9 31| cai] I ;\ °
3.3 1 EAPE AL Is Alive() » T HE Tkt 332/ 1 &AP 4%
ESBM() » & 3 i® & gt ek 47 o

3.3.1 Is Alive() 3¢
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