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Automatic Program Document Extraction

from Revision History and Run-time Trace

student: Chien-Chih Huang Advisor: Dr. Shih-Kun Huang

Institute of Computer Science and Engineering
National Chiao Tung University

ABSTRACT

Documentation is an essential and indispensable part in a software project but we often
ignore its importance for the development process. Developers construct the software systems
with incomplete comments or features left undocumented; for this reason, it’s hard for a rapid
changing team to accommodate changes inherently embedded without explicit annotations.

Via the techniques of dynamic analysissand revision history manipulation, we discover
then implicit knowledge in the projects_development. Our main objective is to generate
program documents without explicit specifying related annotations in the program source.
The knowledge of program understanding could be also used to debug the source code.

The document is represented. aS:programmufrequent patterns. We apply the sequential
pattern algorithm on run-time trace to find .out’ the patterns and describe patterns by
occurrence times(support) and probability(confidence). We also process the revision history
database to count the change times for each identifier and this value are named after “variant”.

Patterns are ranked by the above 3 parameters. We classify the pattern into 3 categories:
Frequent, Potential-Error and Unlikly - Upon this document, developers could obtain
programming suggestion. In addition, our system could point out the susceptible site in the source
and prompt the possibly correct coding style.

Keywords: Program Document, Revision History, Dynamic Analysis.
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var_DEP = foo(var_ARG);
buk(var DEP);

"

U1 var DEP I var_ARG 785 -2 78 VRTRE > [y foo ™ buk f EEfH=4P7fL -
= fooQR i fy fifi—var_DEP Fbf= “mmO”F'adfﬁﬁ@f}iﬁ%pﬂflfk =4 (1
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1.2.1. I') OPENSSH £33

Z5{M7V OpenSSH (5% £ 4.3p2) » 5047 ssh.c [* Y control_clientQFf|=" fl1— FAE=Y fit
Ehmef

1282 if {{zock = socket (PF_UNIX, SOCK _STREAM, 0)) < 0}

1283 fatal ({"%s socket{): %s", func_ , strerror({errno)};

1284 T

1285 if {connect {(sock, {(struct sockaddr*)saddr, addr_len} == -1} {
1286 if {mux_command != SSHMUX COMMAND OPEM) {

1z87 fatal {("Control socket connect (%.100s): %s", path,
1288 strerror (errno) ) ;

1289 !

1z90 if {errno == ENOENT)

1291 debug ("Control socket “"%.100s%" does not exist", path):;
1z9z else |

1233 error {"Control socket connect(%.100s): %=", path,
12394 strerror (errno) ) ;

1235 1

1296 close (sock) ;

1237 return;

1298 1
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sock [ socket(...)

A
connect(sock,...)

close(so'ck, )
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2.1 PR R VAR YR

i Kﬁﬂﬁﬂﬁl}%ﬁﬁ%ﬂﬁ? ST PR AT o T LT K
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Cross-Referencing Linux

Version: [Lo9][L213]
Architecture: [ 7386 [ alpha ][ arm ][ ia64 ][ mo8k ] [ m
Identifier: [BuG_on MI

Defined as a preprocessor macro in:

» include/asm-ppcé4/bug b, line 38

« include/asm-generic/bug h, line 22
« include/asm-ppc/bug b, line 26
« include/asm-m32r/bug . line 10

Referenced (in 526 files total) in:

o divers/video/cyber20001b.c. 3 times
o divers/video/acomfb.c. line §75
o divers/i2c/busses/iZc-ibm_iic.c. line 771
o diivers/s390/char/con3270.c. line 184
.c. 2 times
7 .c. 2 times
degsbllc ¢, 2 times
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2.2.1. SOFTWARE CONFIGURATION MANAGEMENT
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Manufacture —I'J g (F po =V & T H JJ;;t ;
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I*E‘V(I”ﬂ VIV ) AR gy -

PTG 8 pleishes B FIDR] 67 Pt SRR S 4 QIR s 2] - (T

i’sl[?w Jf»gqtmgggg«&%@ﬁﬁ PRI {;[7 gﬁ%;{-ﬁfléﬁgj{:r REE Vﬁ}f

FIf JF'J HfY SCM 5% CVS (Concurrent Version System)FY SVN (subversion)[11]>SVN
EL CVS V& » =0 H Jﬁ £% change-oriented model - Hﬁ“’z{}ﬁaﬁﬁﬁ“& CVS {5 7 i"'ii: g
ST EORIBYRUE R & T9f ™ | CVS > [ 4 P%753 7.0 OpenSSH ﬂ“ﬂl FURLT )
CVS I/JI#-#\‘T—L—J‘_[Aj: ’ r‘%ﬁ"p)J l]f[j_fji:ﬁgg‘* /El_j[ J CVS Iél!rt',,: FZ/IIEILJ’}'E_I_EJE [;I;Ej

2.2.2. TeH Hi A AR ¥ (aTE

FIF=1e | 2R em ] P54 S| fi(revision history database) it #7 51 > ==
[12] rif"ﬁmﬁ[lmﬁﬁﬁaiﬂi@ﬁ VR TR > LN E fol P | BGE (JE 1) AFE
I P A 47 . VR S TRE P S et L 3
Cubranic[lB]EJ[JiL_}H gg;H?EH[ﬂJ&,p?r?% RS BT ﬁij’%ﬁ?' llﬁg’gi(bugzilla)%ﬁ%it
P B (i) ﬁ@“ﬁﬁﬁwmﬁﬁﬁﬁﬁ%ﬁ’ﬁ’ﬁp%ﬁ%@nmg
SO 7 « HSRSRI T S p 06  12 hE%ﬁ Tt
DH = j’ﬁ (I I%iﬁifg]%J g Ertj:h‘ i Eg]: lfyrjﬂ:&p%ﬁ/}#\_ F[JE}#[HI

b RS (5 SRR VT (LA s [ e O
ENRAES I I‘;%&fmjﬁt""ﬁlw’ Zimmermann £~ ffli* | association rule (%% F{ﬁhéﬁ
;’hf) RS ,%E““p‘]?ﬂlﬁ ] i Eﬁ[ £dSTY program entity > [F=program entity ﬁ L
HiERNA ’Zjip [ R B R T (R [ft%cﬁﬂi’ =" ff1"'] association rule
Ry ﬁﬁmﬁmW¢@*Hij%h(#iﬁ%ﬁﬁﬁﬁ?ﬁW)%ﬁﬂ23ﬂ
]| ﬁ%ﬁl“ | association rule [V #3% > ELF[1[3, 5] [ I JF5 AV "T‘E'FTJEJ?[““" 2]
HIDRaRieEs * | ?F“ﬁ'%—%l*ﬁm P AL L AP

i 7 ;ﬂﬁpﬂﬁi AN assomatlon rule 5347 > [A]f H T fﬁﬁ”ﬁt 4 AST I'] v
PP [ IAE I (entity) VE R -



# 15 [ﬁ%’gi’%d/%iikfiﬁ

RS | Program | fliH T 2! 3Tt A = 1] RERER rud
entity (granularity)
Guide Software ﬁ El ROSE Each revision | {processor_cost} =» | They process the revision history database to
Changes[6] Fj“ﬁF“' (Reengineering | diff {i386_cost, fetch the fetch each revision and then group
?F,F% Of Softwave 1486_cost, k6_cost} | changes in various files into one transaction.
Evolution) Fh, processor_cost {£ | Rules are mined from these transactions. The
Eliﬁ\ﬂj » Fl] 1386_cost ~ | rules and their supports and confidences
1486_cost ~ k6_cost | (parameter in data mining algorithm) of the
SLEELE (S rules are provided to the users together.
System specific | C ;:ﬁ% Fr=t Edison Design | 1Q:lines in a {G'IobaILock}-){GIo Mining pair-wise pattern for two types: called
Rule[5] Group C parser | revision balUnlock} after and conditionally called after. The former
Fﬁ,‘ GlobalLock i is simple pair-wise call pattern. But the later
E\ﬂj » HFHE introduced the branch concept. For example,
GlobalUnlock rﬁ*ﬁjﬁ {...var = func_a(...); if (var==0) then
S e func_b(...);}
ﬁ“ﬁ%‘df Bﬂﬁj{]ﬂ func_b is triggered by var, which is the return
pattern =% £% 2 value of func_a.
Repository is used for testing whether each pair
is steadily added in the same revision.
Matching JAVA | | A HECEE | each revision | [FI_E By applying associative rules, they find
Method calls[3] gl T2 diff % pattern % g/} » 1 | pair-wise patterns in Static phase. For corrective

AST [t 557

R EAS 2]

ranking, furthermore, either function in a




=

FYIFT

% pattern N F[J B

pattern must be one-line check-in at least once.
Execute the program and analyze the dynamic
traces to see whether the patterns are violated or
not. The Corrective ranking is more effective
than regular ranking.

PR-Miner[2] ;:*‘FF% Eﬂ?“ (modified) GCC | intra-procedur | {scsi_host_alloc}=>»{ | Some implicit programming rules can be
e scsi_add_host, represented as the set of execution pattern of
scsi_scan_host}?f,' program elements. In this paper, the pattern size
scsi_host_alloc J[i * | is not limited to 2 program element but also
P P they mined both function and variable as
scsi add_host, program element.
scsi_scan_host }{‘éj’ BF-’?
i
AST ;:*‘FF% AST {1 | CIL each.revision | A&&fprogram To verify whether the program elements are
Matching[4] f‘, éﬁ@#[‘ elements ( EIJFA’I added, changed, deleted or renamed in
structure, function successive revision. These elements are
call = variable ) I/ {¥ | structure, function, variable, typedef. They diff
o~ P ~ BTOPES R | ASTSs in successive revisions.
[
iﬁ:ﬁﬁw Fif | Fi7% | Cysup 2 CIL | Each revision | i S
(=0T diff




2.3. Hi[p| 2 A

Ai[fi|~ F(reverse engineering) b~ ’?ﬂﬁ/ 0 VM3, > Sommervile[ 15 X 1L 7 #rAE
V/‘/T'//jé/g}f_# » [{///75/%(documeny)%/ffz //#fi&g]f/} //7,_ EI JUI E ﬁ[’g [/7317‘* > El H
YIS == A Y ﬁ'%ﬁfmj“

7+ Whaley[16]f J’FIJI”J SRR - ﬁ'%%’ﬁ?f P F v o A= api (application program
interface ) ” F”IF%J[’. VE Hﬂkﬁtﬁiﬂ (FSM, Finite State Machine ) » & Hl api k% FSM . &
E#Tnode)]j [ P'Iﬁfd],l FIIESE] J - (directed-edge ) » H H3FRLI EIRE ST AT TR AR
S L 0 BN S AT L" FSM - $& i I ﬁF:J}T’TﬂJEEﬁJEJ%LtIHﬁF Hi HF | IF=FSM 1/
(B o FEI MU FS ng@ﬁ PSR SV A 1 (component) el U I
Fj*%%lf [ R FSM [ﬁ' H1&~ path I et -

BIH17, 18] E[Ufj{—]*fg‘““ BRI design pattern > ELFI[17]7 AR * =V 20801 > B
T‘ﬂ’ﬁh_ design pattern Eﬂj f' o3 ELHIEREW] - 1) brfﬂj ,%LF[JF—I;;@E@;]LFJ o T [18F[RLff 7] ??;:F_:
73 PR g o pattern 0 7 1') DPML(Design Pattern Markup Language)iﬁ B[R
ASG ( Abstract Semantic Graph ° Elfﬁﬁ“n Prify s ) B35 FEF§J pattern == source ./ ﬁFJ[,. °
IFRRIRPE ] | T A= T’Tﬁ*ﬂi HELL L TR L 5 PR oSSk BRI pattern
EhEl é%#l_’ T pattern £33 FIIL TN ;Exﬁfﬁﬁ S e (I TR A pattern VT HREY
K= YI:’FPIZ[“

Ernst[ 19142 Il = | R0 7 2 2 program specification FJ,‘}?@*FﬁﬂJ e
IHJ SR IR Ji@zﬁﬁﬁ““ﬁwf['ﬁﬁ @E‘ﬂmvanant)w%p et RS EE IR T Ey

"] # Z[] program specification » ==& 28 J’mﬁ" B Bl e AR e N fﬁ HESJRES 11
E JTJI”J“T R Al o3 A (ERLE f’@%\’?ﬁfj pattern mff’?E'lJ BB (s ?Eﬁ pinE
MO Y= ﬁ’lf[l}{ﬁ"‘%ﬁ[i’ﬁﬂﬂfﬂﬁ’ﬁg‘?ﬁﬂl I FE R = A “

H ZIFIE S Ji}{—ﬁ@“‘ RS UML(Umﬁed Modehng Language) * UML i_ ?”m_

T e [ﬁlF'J[ i ﬁﬁk}ﬁl_%ﬂﬁ& | J?El[%g“ﬁﬁ# Af ﬁi’%[ﬂ]ﬁ%ﬂi PAETJI”J

"K”’ﬂ7pW%MsmﬁuﬁFEﬂML@m%wWW@,%@ '«fwﬁﬁﬂ
Pl R = < [20] /7 1’” PP & 4 UML 7 CASE tool — I Together ~ROSE ~ Fujaba
* Tdeas [217FIff™] *Jﬁtyﬁ’?ﬁg Z UML '] sequence diagram> ! ’Eﬂf\‘j kL' | OCL(Object
Constrains Language)! H’ﬁhﬁin i AR sequence diagram E?Jﬁlfigj:% o Y ]'F‘EJEIU’F}JIZIE’T Y
&4 UML - SR zﬁ:ﬁlﬁﬁﬁﬂﬂ@% > I PG N e e UML F e

B - BRI RL T A Eﬁ N E‘HS[%?F%(Data structure) it £% Documentation » E!
FI221F I P | ﬁﬁﬁlil‘%ﬁfll%ﬁwf’%@_‘f' ‘[/EL%{@[?E%? qﬁ.ﬂlF' ﬁﬁiﬂiiﬁ— r—:ul[m
Jﬁﬁ‘l&i@ o]y H—fﬁ% [ ?‘J‘Efi%gﬂqﬁgp&[&éﬁg it 23 HIRLI P10
PIEZE 5] %bﬁw**ﬁ“m@ﬂvﬁﬂ’%ﬁaﬁ¢ﬁwf

o P "if‘, R PR A
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Fo 2 T AR

E ) P70 i L R SR
Automatic extraction of ff0 '] model f@%ﬁ #H " model JAVA Byte Code Engineering Library | Finite State Machine
object-oriented component
interfaces[16]
Mining design patterns from C++ | ™ Abstract Semantic | 3. C++ Columbus (for ASG) Design Pattern Markup
source code[18] Graph » DPML Language
Automatic generation of program | &5 model H# model JAVA DAIKON (for invariant analysis) | Annotation in Source
specifications[19] = ; ESC (static analysis)
Towards the Reverse Engineering | instrumentation H ‘modet CH+ PERL (for instrumentation) Sequence Diagram
of UML Sequence Diagrams[21] ' JAVA (convert trace to sequence | (UML)
diagram)

DDD—a free graphical front-end | Instrumentation %’lﬁ?"[ﬁ?ﬁﬂ [ |C GDB (for backend) Data Structure Graph
for UNIX debuggers[22] Ryl Gtk+ (for frontend)
Data structure repair using #H ™ model BEUISE S | C JAVA, C Bug highlight
goal-directed reasoning[23] FLA 1 model

Instrumentation %Elﬁ%tra‘ce C CIL, SPAM, python Program rules

Fe
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2.4. AT 5} T’?T‘E'Fﬁ

241 FHFA T 2]

Ry R (S ) AR AT SR (A R
+’JEIijrju [/f:[g#— PP IJ'—-‘I £ ﬁl?g{l pﬁuyﬂf’wﬁﬂ‘%‘ I [EIFl Al P e [E:IFI Fk,[ SUSTEE E|
Rl il R T R N EA ot

® (GCC

GCC £%~ open-source compiler > F '] KF} {2 ] JIE?“ﬁF, » YL C ~ C++ ~ JAVA =7 JFT
FUAE s F e PERT (5 GCC YT FUE R o [E - GCC =R A SR
"j: T ifmj“ﬁ'ﬁgﬁ”ﬁ”ﬁjj SR AR TR R R A e S T S R
W% AT PR AR 5347 g GCC 2 4R 11116 GCC s 50 GC
i pﬁffu;r:ﬂﬁ % > PR T GCC MR TRTY = S iy bR P
(compﬂmg)ﬁJHJJ"‘ openssh o

® TXLI[24]

[t Cordy frgt eV TXL = fol "W AAGIIT=e B = 5 language transformation)
o ] ﬁ/\f{ﬁ%@ﬂ:{#[ R EPE Y AST (Abstract Syntax Tree) ik
VRS 7 O T BRI TXL S T
A=Y ?‘Iﬁﬁjf,ﬁf\i* {7153 7 (fine-grained analysis)j > H[l TXL ﬁj:%+ﬂ‘5<f§7 [fl AST
A R > E R REE o) ATy AST WY | pili(exponential) sy = > fIe
Pk P.Jxﬁ;'bu P (variable) » 7t AST FlIF| ﬁlﬁi AT H"FI'H"E[@EIV’ # fiiH ] TXL
K e IR AST HIRIN - TXL AR IRV 2 1 - [P e 3
el ERE T U TXL -

® (IL[25]

CIL = #£% C intermediate Language » = I ' [ 5547 C ;F[ fT Sk el ML ERR
2 R RIRLE visitor i traverse AST = ffi ™| IF%'“JL’EI'[ visitor ﬂﬁ‘j—_ AST % %inode
S ST PS5 (A ML 7 Iﬁﬂﬁ‘ﬂ;b CIL % W?@“{ HI AR TXL
FRFE IHHIE/‘JE' f=E AST Fl 1 JLZ?FIHJEJ node 7 Y Eklﬁ % node ¥ ﬁﬁ@ﬂ"/y*“ ’ LPA

= TXL Tl T A1) %%ﬁﬁiﬁ@iﬁv@wﬁu?wd R e o *ﬂﬁ

I’FTL’?‘/*E “f P‘L%ﬁﬁjj 2V o NI R ] CIL IE?JE VATV T 2 t' °
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2.4.2. 5yl

IRIEY PR R AR - R R A |7 EH intra-procedural [fi 7F
inter-procedural iﬁ?ﬁ'f‘} i)™ ﬁ?ﬁ'%ﬁﬁg]ff HYTHI -

PROCEDURE H {

CALLA:;
CALLE:;}
PROCEDURE A {
CALL B;
CALLC;}
PROCEDURE E {
CALLA:;
CALL C;
CALLD}
(A)
Ho S EEENSE e
...... N E
A /f\ rae YT
B 1 g A C D
llll* > . .
B C AP L3 O\
B C
B C
(B) (©)

qéﬂl 5 A=) A EmE!

Tl CA) B B A RUATEH IR I AT o [ BRSO A

E;—f‘ﬁ@in{qd/‘[ﬁfﬂ ’ ?Zﬁﬂ'ﬁ'ﬁﬁ%ﬁ(mde) FA = O P ERELY 3 (edge) #A PEPLIL'/'I‘?j
é o

Q%ﬁ' (B) E% intra-procedural 73 F7 7y VA i o ARG F.‘T’Hﬁk il procedural [*[fp=
HER s T IS A S EPTR B R C R 0 Ty E R T
PUA~C~ Dt > (R E Fpup=plplt o 25 P10 2 50 Fi L= i A = [ e
P o AFISERSY > AZEN inter-procedural 53 AT T RS I s )0
BRI - RO FEH R IAPI A R P AR P
LB~ C "
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24.3. 7} T’?Tﬁ?‘?

“HE inter-procedure F intra-procedure W EERY R Lk i o [T HCE AT F‘
B A )

PROCEDURE H {

CALLA:

CALLE:} / \
PROCEDURE A {

CALL B: / N /l\

CALLC:} C A C D
PROCEDURE E { <\
CALLA:; B C
CALL C;

CALLD}

A) (B)

H->A>B>C2>EA>B>C>C>D
(©)

A6, 23 B ]

=ML ﬁ?ﬁ'(A)E'}“ @%Q"‘f?ﬂﬂﬂ”ﬂ?ﬁi@%ﬁﬁ R = G T A - I'Jé\mﬁ‘ Q“\P‘I'F”I"/
R o [I(B) FEE IS BB F - T 1Y ¥ Afi(node)§ 15 *}[th(procedure)
flts EJ(edge)’yg“[fE Fr=CP=pL (procedure call) » T p={LPEIH- tuplﬂ}?, S EET S R H[
Ak (infix) K=t A[Jp° @Eﬂjﬂ’ I Ehi= 523 fJ—i/[l[ﬁﬂ(C)

?aﬁﬁhu M;di ﬁ' =] Q%ﬂ'(B) VPO 53 FrpE R B intra-procedure E'[Jtﬁfﬁﬁﬂl
%’ﬁﬁguj OIS T’?E[[J[F[ H [ﬁ'(C) ks 55 T’?ﬂ SRR I ] 1ntra procedure
NARTEE I EJ[JH%M(C) I sequence Ji* JJFQ’?‘}HF, Fi procedure [*] FL PR {H) ~ {ADE)
{B%C} {A>C>D} ~ {B>C) I8 5 phLiu ™ [ =< 4 fY sliding window — U1 window size

653]: s EOTFTEUTEE TR {H>A>B2>C2E>A} ~ {A2B>C2E>A>B)} -
{B%C%E%A%B%C} {C2E2A>B>C>C) ~ {(E2A>B>C>C2D} I =1
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2.5. EYR| BRI E

PRI U R - SR TR R O
AR ET RO NI BRI (5 i P YR %@MMMQWﬁﬁﬁﬂﬁ
ST - 6T AVERRBE AL
. 'eXz‘mcz‘mg or mining ](170 wledee from large amounts of data---"

Y {FTE RS 4 PR £ £ 2] (large amounts of data) » #[VHE extracting knowledge [l ifﬁ
LRSI S A o SRR D e WIF“riﬁl’EHF”?FhEWi%ﬁ* Uy S VS
oA o 1 {4 Ejiw FFEl— prs gk e E%{v[%&;ﬁj[ %E"*iﬂi ’EFJ?F‘EFIJ?‘F*I@

(R |- FEEY 272k > E 1 association rule ﬁlfﬁ% 4 ﬂdii“ PIRERRIP
I/ﬁlﬁ),dli 7[;:1/;{_ﬁf’ﬂ I[_uﬂﬂ;heeljzﬁm}p_

2.5.1. ASSOCIATION ANALYSIS

Pji’ﬁmj“ﬁ'ﬁ”'i#}%ﬁ]‘%‘ R P IIFOARE R - PP ] Association
Analysis TEELR’ (o [T =1 ﬂﬁpl*h[z 3,5,6,27, 28]ff1 "] Fgﬁ rlr’r?f”fﬂiﬂftﬁﬁf’]‘ﬁ’
By E‘ﬁw’?%\' Al [ﬁ‘T A ffi )*Efv(support ®reonfidence) » AN pAFTFSE > (fHRLE A
NT’T “E JE'?{E#‘ FUNRLAEZ 5] 'ﬁ*ﬁtrﬂq*ﬁé@i W"Eﬁ

EFIRHE 7 CF ik Er 1 mallog fFz8 2 |24 e free [F=0 :tll ff
i Pjﬁfﬁ*ﬂi It J/T“ (¥ P l&%%l A T FE assoc1at10n analys1s i #/L[' malloc
K free *r IH fﬂ]“'ﬂ?“l‘%  [F175E Bt free i malloc VY Y %

2.5.2. SEQUENTIAL PATTERN

BB e W /F%JEEJ » E I PORYN[20]5E - B A ALY association rule -
& WU - Tk 'J[r»[r %éﬁzf' R R T
AGTRE WEEE - A H R 7Fﬁﬂ AR PR SRR R
HIE ,[ﬁ execution path ( l”f £ condition ) » [l N f ?éi“?‘ﬁh 3P F’\ » EE13T- A
sequenceiﬂ T Rl-*fY execution path- [fif order F ’EI [Hlﬁ YT S T P2~ VA function
Fh— b e i Y Ttem FIE‘JiW* function call Hl EUprogam element EIJF,[HII'—EJI'@ .
Bz #7810 2 Rl ] 2
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Enter function
if (condition_1) then
A()s
B( )
else if (condition_2) then
C(D):
A()s
E=F(G):
else if (condition_3) then
G = A(H):
else if (condition_4) then
A()s
E = I(G):
B();
else if (condition_5) then
B();
Exit function
[ﬁl 7 Sequential Pattern - A =4

% 3 {HlifEisT Sequential Pattern £

sequence | Order Iltem

1 1 A

1 2 B

2 1 C,D

2 2 A

2 3 E,F G
3 1 A GH
4 1 A

4 2 E, I,G
4 3 B

5 1 B

CPRIECEIR i IR T (threshol ) FgiRia % S13 5.0 element » = |- * R
TPRI S element SRE - & {(G 4) - FIASHEIL > i 5 A -
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< 4 element mapping

Large Itemsets Mapped To
(A) 1
E) 2
G) 3
EG) 4
B) 5

. 5 Transformation in Sequential Pattern

Sequence 1d | Original Sequence Transformed sequence After Mapping

1 <(A) (B)> <{AW)} {(B)}> <{1} {5}>

2 <CD)AEFG> | <A} {E) G EG}> <{1}{2,3,4}>

3 <(A G H)> <{(A) (G)})> <{1,3}>

4 <(A) (EG) (B)> <{MWI{E)G)EG)} {B))> | <{1}({2,3,4} {5}>
5 <(B)> <{B)}> <{5}>

F R 1Pl 5 19 sequence fﬁl’ k

suport ff iﬁ#lq‘“\f?‘ -

candidate selection [ > i@? threshold £% 2 > J[]

Sequence | Support Sequence | Support Sequence Support
<1l> 4 a1  2ordd <1l 2 3> 0
<2> 2 K W <1 2 4> 0
<3> |2 — TR —> [<1 2 5> |1
<4> 2 <l 5>|2 Large 3-sequence
<H> 3 <2 3>(0
Large 1-sequence <2 4>10

<2 5>|1

<3 4>1|0

<3 5>|1

<4 5>|1

Large 2-sequence

[ﬁl 8 candidate selection

B EPVEH U sequence Fi<1 2>~ <1 3>~ <1 4>~ <1 5> » EPRpVRLA g FE IR (A) (E)>
<(A) (G)> ~ <(A) EG)> ~ <(A) (B)> » EFIINELE G) & FA',(E)E' & FA',(G) » Hl<(A) E G>Af*
1 <(A) (B)> ~ <(A) (@)> - [ fillF - SR <A) EG)> ~ <(A) (B)> > i B L
Eﬁ‘fﬁl PIEREEE AT A '&F'J [ FEpy = PP B -
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3. EARARG T

iﬁ’[ﬁgﬁﬁﬁid/ U S A SR Linux [?ﬁ%ﬁﬁm ! iﬁ' B CVS ~ CIL '] %
Python 1 = > 2% 5 A PRy AEFRAFIACE A bty = D - oAl S AL i TR
Flfjfg’bﬁ Iﬂﬁl}jﬂ[} 1 E{,{ ["Eﬁij E:C °

3.1 SRR

Revision

Reposi‘tw
Instrument & Execute the
Compile > instrumented
Source Code Code
A 4 :
. Usage Anomaly
Execution i .
| Pattern : Detection
trace log -4 I :
Mining
A 4 A 4
Pattern usage ' Bug Warning
Suggestion Report
Stage | Stage I Stage 111

9 FHE R
i%ﬁﬁ%ﬁw A [ J?&[‘p‘ S EL= f[ﬁ“ﬁ[ﬁ U7 > &% FEEERL R 1 4 i (revision
repository)f[ 15Vl ﬂﬁﬁ?ﬁ;lﬁf}ﬁ@’ . JJ[U‘H%FWE‘EEE (instrumentation) i > ,?@%”(compile)jﬂﬁu =
5PV ARG A (log) SR log T YT TR VA H S (pattern mining) - A i
P E'J?@‘[ AR L ﬁfJ’ElTEU PR e BT R RL R = 5 Y pattern I bﬁﬁ £
"R (revision history)f5 (i thﬁ@%ﬁ;:g[ﬁ% (AR B 5E 1 B%%ﬁﬂf B4 .
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3.2. F T FLEEEYR|

TR ol | o RSB B SRR R e I KR A -

3.2.1. HH A1 YRR

FIOR E’V’ELZF p‘?ﬁgﬁ#i&?ﬂﬂg[ LR T %ﬂ\%} pﬁjﬂi;;t ° ﬁ"’ HE -
U4 PURUARE IO RIE j%gjij{ﬁj’ﬁ ﬁﬁ@evmwn history) & = " 3 PJ Eﬁ
TR ﬁl E AN A E*?H?l(revmon history repository)fl1 » F I Bl R @Fﬁ LA 2 PLTHJ
L5k (Version Control System) J[157~ Flﬁ[%%%wjh Frt o CVS(concurrent version
system)[30] ~ SVN(subversion)[ll] R git(ffr = A linux kernel 38 %O[31157 & |[47ﬁ HEN
(Rl s Eply ~ BUREERY B o (NI “T?IEI“ TRl A o
F R ) wf T4 R AT [ A O 7 £ > I VR
2% ‘ﬁ?ﬂ%%ﬁ'\ﬁ“ﬁ IEIF' IEPAS A R RS R TR }{’j”‘&lﬁlifmﬁ’?ﬁ v
E*J[lpriiﬂljﬁjjfa "’7‘/[7*@'& WI%FJD%QYF%TJ;[%@Q“ PrErRlEr o i) SVN &
Ayl Eiy CVS £ RS F[E@’T‘_’ﬁl IR g Jﬁ#lrﬁl’l‘ﬁgi[ﬂ‘?{:% 1 CVS
WP PR S 2 @mmﬁgﬁ%lﬂ LR Jﬁf SRR CVSup[Sl]ﬁ9 SVN-Mirror[32] °
FAER El'\’ii“i‘['[ﬁ“ﬁlﬁd » FyPt4el | OpenSSHI8 flie 7 ) i -
L B Rpls 2 R 11999 |2 B Jﬁrléﬁﬁ’z‘ 2006 &+ FIH[ T F1REEE) 151307
SRR T 15 DR AR R

2. OpenSSH fﬁg;“ip;:“ﬂrm%%i PRIFSE S5 2Rl e T DT IO
E ﬁ'FTJB’ﬂIZ[“' [ALkLEHEF OpenSSH 217 > it A S5l 24

3. HHf CVSup I g¥5 o kRS ﬁ*ﬁ#‘% e £ [RA] -

OpenSSH F'jifiy 4 (4.3-p2) .= By (Line Of Code, LOC)#+£E D“‘FJJ 7 o

;331?

3.2.2. (SH IR AR

A P E P RO FURRRH HF BRI o R e “H'F”Iﬂ Iﬁ?[ FIJ
(statement) © Tk 57 ﬁlﬁ'ﬁ)ﬂmu “F'ﬁ ﬂﬂ@\ﬁf [Zel=(instrumentation) " =! f[’F' SR
5L E g

1. GCCHERWEFIA - (ERL 2 [ Eaage (Y= 22 Bepy [ )

2. TXL kﬁﬁ%éﬁ@f% I&‘*‘E"[ﬁiﬂ(scenano)p f‘“}i"ﬂ ﬂ J@%ij* ’ FWE FURAIE A

f“‘E\‘erﬁ‘j.TFE[fETJDfE'Piﬂ [ Frﬁﬁ:: VL VRS

3. IR RS A S

ﬁ‘srzt’jl”jm PSR G P ] CIL2S] 50 A PR [ = 28 > =0 I CIL AP | 7 A8
SRR > P P FL *j‘rflv_[;fmju /ﬁﬁ:—j\ ) I»Elsﬁgwppﬁjj ypmﬁgﬂ’ﬁ_

7—[:?1714?# ELFIJDIZ[ ﬂjtr M R I?JI/
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1. Déﬁ F,JH LA E [ FFE P P (fFunction call) 5

2. bl [?EJI/ ﬁhﬁy[ UL ﬁIFTJ Viggr(variable) °

S~ AL 4 = aft TP L Rl =B = [ R
(F57i L-value)

3221 FETHBEEY (=

FAHENET] Ocaml =47 CIL -#5p[1> IIABGE (Av =0 sy - PIAEETE T e
HRBEH -

While (not finishing traverse) {
If (statement contains function_calls) {
foreach function_calls:
write2log(“CALL %s”, function_name)
foreach argument in function:
if argument is symbol:
write2log(“ARGU %s”, argument)
write2log(“DEP %s”, return_value)

t
Next statement;
t
[jil 10 instrumentation jgf 1%
PITNEEIRI
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int flag, *index; int flag, *index;

flag = lock(index) ’\ write2log(“CALL %s”, “I?Ck”);
if (flag) { i ctrumentation wrfteZIog(“ARGL(J) A:’s ‘,‘ mcile.x )
- //Do Something / write2log(“DEP %s”, “flag”);

unlock(index) flag = lock(index)
} if (flag) {

-+ //Do Something
write2log(“CALL %s”, “lock”);
write2log(“ARGU %s”, “index”);

unlock(index)

}

[ﬁ[ 11 instrumentation E{ %3 7]
wfqﬁlgﬁ%‘ C P E"i;ﬁqﬁi;“ - Cwrite2log » A[] @IF[I@EI-V%{ (7)) BB ]
SR TR S L UL 2 R R IR E AP
FIEARIET R =
L FRESPEp— ] FR write2log(“CALL %s”, ) ;
2. A PEIAELY % SR wite2log(‘ARGU %s”, - ) :
3. PHEREEPEPUARRELD [ = AL write2log(“DEP %s” .-+ ) ;

3.222. & ["E_H:'l’?i‘é‘ﬁﬂd/ A1

o B {F RS r/Ui““gﬂ‘ '

Lo P S B write2log (Rt > T f[ ({5 sprintf fj=* > %7 % format
string JV [AHE > BRI > E[ instrumentation A= 3] foo("PRINT THIS'I E\JJ“ :
PP VI I ﬁﬁ@i’?‘f :

write2log("CALL %s", "foo");
write2log("ARGU %s", ""PRINT THIS"" ); //invalid statement
foo("PRINT THIS");

BAM pAFLAVELET T SER T /ﬁ e agﬁ i I“ﬁ[‘?E s f{ I’F‘ﬁ"f instrumentation & fi7 >
T PR PR Y ?iiT SRSy A g 7@[' S S PR T 9D
S

2 AT writeDlog [ > o BIRLERL ) P S I
R SR PSR N ’ﬂf‘%ﬂﬁhﬁﬁﬁﬁit R tw;_F R

J AL R R 0 B SR SR (R AR b TR
[E‘ﬁ]%' R NE WJriq:'l Jfﬂ‘ﬁ'(memory)HlﬁIJlog ) BARRE] i R ri:,c“lﬁa,&ﬁ’qﬁﬂ

B IR AEF - fﬂﬁﬁ > R TR T ’”7’73)5“56 Rl
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I?'E‘%@%”JE%%?FI* » I log %”[’E’ PR dsh B gl IR o B A
FE PR ] atexitOFyS » T (EFCRALY AR “ﬁmf | A Tl e
TR HiHs wwwﬂj AN PR AFPPHLY P o 25
M T3 atexitOf{=" " FE'H[F'Q*FF RTEEY R o [T e AR

3.2.2.3. OPENSSH COMPILATION
o A E IR R T s e PR T SR U FPF—'JK%H' TS s
I'} OpenSSH {553 Arfivsshgd » g (=) = IF%TTI jo TR

Lo e F s B = o B Iﬂ% S 2 EFREPE P > P PLRL T
7+ OpenSSH '/Ifﬁﬁimﬁ‘ 1| E JT%BIE;IEU%““E%EF'?I? S s
instrumentation J fii 2L Eﬁﬂﬂ@?“?@%(compﬂer)@ﬁ IR (object file)ﬁ??“ S
1E07 Link °

2. OpenSSH ffl*] GCC {1 attribute fU-PR= > [EURLEPEFER 2 TRL CIL A7 &1 > Fr
'3 CIL mff’%ﬁEHthFﬁ% CIL #H2L - 7+ Jll;tHli[f TR AT F‘*Z?F} IR -
riHﬂ%Hﬂ*atmbute A % ﬁrﬁt ATy fﬁj’*ﬂ?

3.2.3. #HFAHT

P LAE T AT TR S A R 5, » 1 < S SR
FIEY (=R & 1H‘?F1\§;§F WP LSRR S 500 DART(33] » (B fe& - =t i
Efﬁ?ﬁu:‘(unittest) EHE B S ﬁﬁi’?ﬂiﬂf“]ﬁﬂ T BEEER TN A > i) openssh

= B AN e Sty B AN
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3.3, TR P R P

iFf 4k éfﬁ oY D[T’ 'J TR B AR 1”’@@%*Eﬁ % > ff1"'] sequential pattern
mining fY 7 EFS [[FI ﬁl‘(frequent pattern) e

3.3.1. YR

A BEFEES ™ log HE TSR TR BV e £78 - (LT T e ER i
BT RIS H R SOIRLABLTR T | casting V1 E T - foo(flag)
I'}'% foo((int) flag)f, ff17'] flag PREETEIE 3257 > (FHRLE | % (int) P casting fiiE > #FF

R POESRUEIY - (AL log ) BT flag”[h) i B kT (int)flag” > 1 i

7] 7F’Tj i f}H P E S T RG> (R FRLARI » PRI 560153 LR 7 casting
bR =

DA OR = L B b T - PR = e A el 2 53l o4
fel ©

3.3.2, @}z‘lﬁ“ﬂ‘ﬁ

F b A PAERL] ) intra-procedure it 2 ﬁﬁiﬁ@_ﬁ log elé<LLI"] inter-procedure =t
S Wl””%ilﬁﬁ g S ST (B TR 12 SRR o D SRR
4 [ execution trace - El [T AL [k = ﬁ’ElfJﬁr[?“‘PE'[JLI [ﬂjiﬁ‘w‘*‘j A2~A4 X B1~B3 f?@ T
[FIYEF S - ) A3 Fr=C P 0” B1 B2.B3 = =t » [NIFZ5 K B1 B2 B3 l“dff G
e SHEH T rlﬁ%ﬂ'r’% » TR T Il sequence —  {AL ~ A2~ A3~ A4} W (BL -
B2~ B3} I'JiI*sequence £ '"fHH:ﬁj\ Hpy 75T

Al Al Bl
- A2 A2 B2
A3 A3 B3
Bl
B2
B3
A4 A4

q%ﬂ‘ 12 TRACE g#ifi- i
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3.3.3. YT £,
PR IRERL IR RS o W 15 7 [ pattern b {7 o A5 RPeffih -

sfd = socket(::): sockfd = socket(-);

bind(sfd, ---); bind(sockfd, ‘--);

P 2 AR R SR AL T JE T RO RS TR SBAVEEE T sfd
[E3a A p *F,oﬁEJ[EIF' sockfd px?{pﬁj ﬁl[ﬂ » {EI7: f ™| sequential pattern 7 mining
R [“’Euz[ PEFTR | o) BT [l pattern o v TE 153 TR

<{sfd socket} {bind, sfd}>  <{sockfd, socket} {bind, sockfd}>

Tk IR A £ EHFF%@%H‘“T}HE  [RIF=ZS (P ?ﬁ'@@(f [ S P AT
AEl > YIS T IS -
<{ T-socket, socket} {bind, T—socket }>

<{ T—socket socket} {bind, T—socket }>

= ?17} 3,,;{:,;[_%»;; ﬁl[ﬁj Uﬁ;] = ;gt pattern -l F Ip J o
T ARER LI

Foreach statement in trace
foreach argument in this line
if argument was assigned in a previous function call
Rename argument to the previous function—related name
if this statement contains L—value assignment
Rename this L—value to function—related name

[fl 13 FALTRI EEi IR
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4.7 l?i%T_’T‘

F IR TR USRIV A £ SRR R SRR D 2 B (diff) > IF*‘”MF‘EJ}H Bz
éérit F[EJ = [/ﬂ@;[}j » Iy vxf— ;H P = Eﬁa[jp B qgﬁl 9 ﬁ#[ﬁﬂgﬂ[ Iy stage 1 Frﬂg
pattern it #f [ FH 5T Kb n%f U7 > — RLECEAS A RRIE S fE R JVRYE o LR Y
FUtE - Ay mﬁﬂ :

3.4.1. BES 1 BYRH

& ovs (G TUERLT R RV A LA A RO RERE D R A
RLF VIR FUEIIR T Y — U “F‘/'ﬁg(structure) LA TR
ﬂ?ﬁi?ﬁﬁi’i’f’giw | FTREAES o “T‘é&lﬂl[ VR - AV gt ”““T’Wtf
2R (i)Y 2 GES o HRERT F*#"F“i/[” :

% 6 CVS [Fix fr‘/“‘?‘:”ﬁfj

A TR ORI — U5 £ V%gﬁﬁb&rﬁ%l« VA E IV EdREE ST
B. SN (baseline revision) — [[Ffmiel g I it~ SUTEAN A > (R ER S HY

FHEIE > H EIJFAF%“[;: section

i Log— cvs J@E{*Jrfﬁfll ’@F#JEJ@'/@E'?{ (submitter) f' '] 3%

ﬁﬁti%ﬁlﬁﬁ%‘}%

i Text— K IHIR N
C. ZEWNE-— —‘%é”"*“ Pyl o [R5 E@Fﬁﬂl’ﬁ

I Log— [ﬂj “Fl

ii. Text—I'] diff V H =V @S = A5 VRO B o

i - ff GEpallt ‘3512[ F b Cii jﬁ (7> ffr™] python [ 3 B AH R T FL xfpﬂﬂ‘ﬁlﬂi
EIJT Sy s g “* ’FUQ ifif5(source code) 1% > ffli™] ﬁ;ﬁ YT AT o P T
ﬁ'%—%ﬁ”A B~ Cififts - F’?E YEER - I[E'F P (EEYIE 14 -

(L diff 7] F*F’FJ““'%U H SR B R | CIL 57 S5 T 7 R
FIFJ el 155 [ﬁ (ki QN T HlVersng@‘J[lﬁ&] clﬁ? 2N FL ’ E"ﬁ@&?}ﬁj: J

i:tEJ%E"‘JD“ RENES; [F'EJ“JT 35*“ ff GREI ’E"[ CIL SRz TP E'“IE‘“NFH i
EJZJLEIJQIFF[ fglﬁﬁ HJE"IF“?F[ kL") El’zﬁn[ £ (natural language) %<3 > ¢lﬂiflﬁﬁ&% Sabal
LB i e N L | another(flag) s El T 513%2“!/ statement - (1" {1 § EH%
EAPAL ff&?ui' > (ERLE R 1 2= FE R “ﬁ”CiﬁFI}ﬁu [l statement 1. %
(RS o Ny evs LI = = ELHTA i diff o f] Pﬁl‘?iﬂ’*’ﬁ'%ﬁ@f‘?ﬂi IF=FIFI T buk PP
RIF- B R AR~ S| 'IEI“ iff /7% B 20 5 [IE AST » #155 CIL,
TR

ﬁ“ S 7 % Fl DIFF Eﬂjlgﬁﬂ FERL IR (0 CIL) ﬁﬁf’mﬁi&' BT P
%f“grﬁopenssh N I?fiﬁd I T T %*Ijﬁ’r d1ffi B F’?%EMH %’EH

_% i
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RAFERE MR 15 [ 15 - o

scp.c ssh.c
METADATA METADATA
BASELINE VERSION BASELINE VERSION
\ersion 1.8 \ersion 1.5
Log ... Log ...
Text ... Text ...
VERSION DIFF VERSION DIFF
\ersion 1.7 \ersion 1.4 .
Jkog.... Jkog...
Text /- Text
“V&ision 16\ “Vefsion 1.3
Log.... Log....
Text ... 3 /ﬂ ext .
cleansing » tokenize
[l 14 diff g2
F T EEEA ]
Version 1 \ersion 2 Diff(versionl, version2)
int foo(void) int foo(void) add 41
{ { Comment line 2
/* /* add 6 1:
Comment line 1 Comment line 1 another(flag):
*/ Comment line 2 del 81
int i; */ add 81
i = buk(“SHOW", int is R):
1): another(flag):
return i: i = buk(“SHOW”,
} R):
return i;
}
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wil

foreach file in repository
skip to diff section;

[ LAY A R R o diff
section(# 6 1 C.ii f'[’)

Foreach diff
Foreach line in the diff

Tﬁ diff fl1f9a— /=

if (this line is comment) or

F;-g,'—;ﬂﬁii:gjg , ggg-yljﬁfj»psjﬁifﬁjgﬂj;‘ ,
U[\//75/* =/ > openssh E%Jﬁ?ﬁéfﬁjz_ﬁgfrﬁ il
Bkl T 2 SRR (U Ty
Comment line 2) HEZ//5/* =/ >
ﬁ" Eﬁlﬁ“—*lm Fﬁff'jﬁlﬁp ’ Ii#ﬁsﬁ}}ﬁi
=B BRERL =445 (pointer) = 32 i - A[[f

=/ B
R :tgﬁi

(this line starts with RCSID) or

KI5 Openssh ﬂ@?ﬁﬁfj’;ﬁ;‘i SEE e
B ™ RCSIDOYZS - =0 F 1o
JE/\FCI%EI I - T R

,t.\i’z s [_,\Jﬂ_ufr 5/.1];[

(this line is preprocessing) or

ngf i+ I'J#include p5kL#ifdef < FrJfF['&?u_%

gl
(this line contains rio alphabet) AN Fl' o[ =
Pruning this line fl ﬁ‘“ﬁ} BN Q?Ef RIS ri % diff (122
Ell[l—“,—r
if this diff contains exactly only-ene line F I}’FEZ diff 1=y fF'EJElfrFfi?f R PJ?‘[’ »
tokenize this line R SR AR S 1 [

foreach token
variant[token]++

token .V EjeEl

i 15 diff BRI

3.4.2. Bt = MINED PATTERN

)R] éﬁ VRN — 2T token VPl —SHHE] S
|V R Rady i>lf'ﬁ%'7 t S‘ID“‘EIHIFT]‘FFU pattern [ token .V Fi{{)"}

[ Htt'g pattern |*
pattern [ei][1{f’ ﬂJF'J token f k! BRI
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4. P&

4.1 PP

17%

16 FEpepR

P
53T [l%[FEj;[ﬁj’a‘ F :EUH[P?EJI/
B R 6 4 [EES W

T 4089 TWIFFF TP 62%F1VFH % i
intra-procedure fiv R FIIE R F pattern > PRI %'cﬁ
PIIE o BT 4 QP pE AR R RS S

‘_rl I
s
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4.2. SUPPORT % RULE BE!

900
800 |
700
600 [
500
400
300 [
200 |
100

.3

0 W
0 0.1 0.2 0.3 0.4

[l -17 SURPORT ¥~ RULE g %!

qﬁlf[lﬁ%@t threshold (i Al 52 S il 517 threshold ifi E% /% [V (TR rule B! -
El H|&<g’g—t VRS U E

TR support [’;5’1?4{44 rule & & ViR ,ﬁgm’ﬁr}“ Ef[17 support [Fj%t 0.03
Eﬁ (1= PG 15676*0.03=47 % ) > rule@@iE: 4 850 [I[f - [} 0.04 Eﬁﬂ Iz = 100 EIU » = 0.33
Eﬁ HIE rule &% ﬁ H* support Efﬁ”zﬁr\fﬁ‘"ﬁz ; [LIFAIPE&FH“ 6l lxﬁg‘r[%ﬁ”@él|}§I(threshold)
f rule > 1[] false-negative 1 ﬁﬁ/ 0L SR B supportﬁﬂiﬁ SFES i rule o ﬁ IFLE‘/
false-positive [/ ‘[ﬁ% °
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4.3. RULE =7

IF%%EJ}{:’J’ rule =& L LY rule f AT ey FA'[EIUQ% ﬁ@’rﬁl - W& Fﬁ‘ & FA',— P e e
_puRggle o FR[F 4 > {channel_prepare_select}>{packet_have_data_to_write}->{select}
FREFS LAY rule > (R f[ﬁ'*ﬁ?“%‘ﬁ'?%’j% AP RLES ] flFrule 2L 3 -

250

200

150

100

50

1 2 3 4 5 6 7 8 9

q%ﬁ' 18 rule <&k F}
ﬁ?ﬁ] lﬁ'@?@tﬁ rule =74 > ;r@@ii_ﬁ% rule =<4 fiY pattern V gkl > threshold £3% )
AT v e
L*ﬁ%ﬁ'H LY fFﬁE’fJF%'E;FHI HES LAY rule RS EOEE 0 [N E Q0% ) Y rule B
fIREZ E T R = B = Y rule BET R P PR (E ) RS ELUEAD
EROR L Ay e
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4.4. RULE S

No Support

i 101 c—>input

ii 95 c—>output

iii 103 c—>extended

iv 50 c—>input = c—>output

\' 50 c—>input = c—>output = c—>extended
vi 100 c—>input = c—>extended

vii 53 c—>output = c—>extended

FF I c—>input. c—>output LK c—>extend — (g2 B R o &5l
# Ferule VIRV BRIY v I rule B > ETAA AHZE {'?Hlﬁﬁéﬁ;r llﬁi
c—>input. c—>output L} c—>extend ’ﬁ&#* ﬁr[;ﬁf[léjﬁ’ﬁiﬂfﬁ?ﬁé@E'J o

T g iv S STE AT v Il rule o HiEH ?ﬁ%ﬁjﬁ“ﬁ :
¥ ¢ v c—>input~c—>output = % #cfxi@® * > P c—>extended 16+ #gk g * o
#* P47 2 v g Prob(support(v) |support(iv))=100% * *r
confidence 2 1 0 0% %7 & pattern ¥ .-
sy AN ¢ e # % c—>inputiEFie—output BF, = c—>extended # Ak i * B | Z_
& AR 3N 4E R

PYgE > B T L e Y v o Bl J/%F::ﬁ 3
F ¢ drcoinput R84 @ * o B| cOextended KL 18+ MALiE o
# confidence % 9 9% > %71 # pattern ¥ it 7 ¥ fifro
Fes P B F - A b pattern 2 7 0 4T B G 4
Pt (idd, vi)l) W (v, vil) i H IrFass i

PISH > S EREST L BT 448 5 B ) D
F ¢ frc->input S#HALRE * o B cDout KEfE L EALR * o
H confidence 3 5 0% °» %7 # pattern > % ¥ Feho
BN G % Rt > 3 £ pattern o #tF F| Tt pattern i 453E

bt = fﬁj‘[‘ﬁiﬁdﬁ‘ }-{‘éj’ Y rule 53 KS frequent ~ Potential-Error » Unlikely = 78 >

P ABYE 4 confidence © J‘}ffﬂllﬁgﬁ%ﬁgf (e S 4 AT ']LAETLLII'EL[— g (one-line
checkins) {91 » ™~ FIfio mﬁ‘jﬁrﬁw T R
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No | Support

a 58 s = strlen(str)

a.l 18 1

b 66 strlcpy (str, len, m)

b.1 4 1 74

c 60 m = xmalloc(len)

c.l 2 74

d 58 s = strlen(str) 2 strlcpy (str, len, m)

e 58 s = strlen(str) 2 m = xmalloc(len)

f 58 m = xmalloc(len) 2 strlcpy (str, len, m)

g 58 s = strlen(str) = m = xmalloc(len) = strlcpy
(str, len, m)

g.l 18 22 4

A ESHfE strlen ~ strlepy B xmalloc = (70 A F ﬁﬁ%@@r % F%TE‘JI" » L E[1 row a1 Bl =
row a VZfi > ?/El?ﬂ?h - ARV Ffldentifier) DFT ok~ " AAE(one-line check- 1ns)H LR IED
E[':J*;sgfr [|jﬂ‘ﬂ"[@§\)’rly jf\f‘#}‘[*h I‘ﬂja@Fﬁjﬁs B o M[l—“ﬂﬁpﬁ-ﬂ@@ﬁl Jﬂ@;ﬁj LE\( jf\f‘mwm;&

RRE B S (g epod S R S A
® FRYFHW\A - IR B J1 3R 548 pattern > B pattern ¥ &4 T

- é}ﬁv}zﬁﬁﬁ : confidence M2 Vg e B T35 > Bk rule g s H2 79 2 - > f)

Ha B R -Ti2E 5 (18%22+4)/3=15
® i pattern [ )] P IRBES S BPAR . Chighlight) E1RIfHEET > U rule g HT R IR

xmalloc I} - Sl et el [P LA 28 T 43 P b R SR AL P2 S (debug)

B T

4.5. 15t bl

7t Socket programming f[1 > ﬂﬁg flit client A= 5 tcp socket connection FYE ™
Flrﬁ“l'fﬁb W [RIF=E sequential pattern 53 F TR F El[ﬁ[ﬂgggi ~~gr(support) T L) J@F‘f
gj o

b1 7 openssh - it i E"Fg‘ﬁ'wﬂ FFZE > PP RS 5T S TR o
HAEE F Rl (RAY pattern B ”’E
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S.ﬁﬁﬁ

EA‘\D ffr*'] sequential pattern mining 7 >3 #*r openssh A= 1V B ARA > 41
openssh %’?7& ?_@TEHIE VARE ﬁﬂ}d » I }"*IL_?E =9 Z (program element) ] [/FTJI » PN
Support B[ I PHE ﬁg@mﬁ f* pattern > $5# '] Confidence 13t pattern ./ Fﬁ#ﬂ?’? *l FF‘[‘l'
WV 53 B = 2

® frequent : rﬁ % pattern A 15k = S [Ffﬁd I R

® Potential Error : FT} g pattern FE T FI1E | DRETT [Ffﬁd i ;{gﬁﬁjﬁy 7J It [ﬁﬁdl‘ [@%

® Unlikely : Fﬁ % pattern A S 1 J%fﬂ It Fiﬁd » pattern F' O T
g !'] Variant F4i T[] pattern fUgI 1% > ') % pattern Hl Eﬁ'mpﬁfﬁ%l?ﬁm o

FPHE T W RIEURY > H - R ’d*ﬁd/ E’-’rfﬁﬁ' i8] apriori-based R iR

sequential pattern ;3% » F' I’ FE‘L pattern [ <50 SO VA 5 T Rl @;ﬁ'[ﬁng@%
A TR pattern o 0 BE L BLSHREE -

5.1.3‘?&'[%%@"63/%@

il i o

Guide Software [Each revision » Less dedicated program analysis
|Changes (2004) diff

System specific  [Procedure |10 linesin a » Pairwise pattern

|[Rule (2005) call [revision » Static analysis

Matching Method [Procedure [Each revision  Pairwise pattern

|calls (2005) call diff * Dynamic Analysis

[PR-Miner (2005) [Procedure [intra-procedure + Static analysis

call and
ariable

[Our work Procedure [intra-procedure * Dynamic analysis
call and * Ordered pattern
ariable
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5.2, % FAE [

5.2.1. [fREIE! ¢ g

Cum[pwﬁ“fl f’ﬁf‘ﬂ(pomter)%#@“ PR PR gE s IR jc”;fﬁpjlﬁﬁ' Flﬂf” A FH S
PR DR < 1SS 7 C A R -
int * flagl = 3;
int * flag?:
flag? = flagl:

TEERT FEE ‘Ei@‘ﬁ'[ O~ AT RS > ) flagl # flag2 ?ﬁ'[ I g R ﬁﬁg
ﬁ@xﬁ} flagl {Ze ﬁ@ﬁwpu@w KAIF_LE& flag2 ?F'[f' Fu@asr@ Ko R s PRIPE = flag] B
flag2 =1 F ALY iz ’Iﬁmrﬂwm H1 flagl » flag2 RUHES T [l - B9

foo(flagl):

_El

P

foo(flag2):
}H*Wmﬁﬁrﬁﬁ [Filiv pattern - EI#?‘H JR A NP—Complete program > [KF=
pomter alias analysis 37| 3Fh,%mi Iﬁs IJ}E@%HE% IR - I ;_prjfﬁjggﬁ FJ:ﬁa
Y false-negative /1 ﬁﬂé 2] TR S sz fug Jy BLES LY o

5.2.2. W5 AR

e A v S 4 ﬂﬂﬁff FURIE = 5 /r(one line check-ins) » ¥, ] Eif
(R Bl U INERS N Ce Nk v [T RN ST I S P R | 1 G ﬁﬁr xﬁﬁ
FESAUE RIS » EI{E'?JFEHFFJ]ETFFF@{:!*LEﬁ’?ﬂtﬁlgﬁﬂili’ﬁ HIlfj= R =
(lat pattern JAdg Ity Erfel {4

5.2.3. F||P [FrR[ A A&
R [ B ?[p'ﬂj:k‘ I'J#SE PR 1[4 (data dependency) » JRjf | IFFE R )

E[/U_{J * [,7'77\ LTS [,Fqﬂ/j%:—j\ T [ F “ﬁlﬁﬁ@%‘ﬁﬁ%lﬁ}‘[:& El JET;J [ FHI’JT‘D J/ sequential
mining 3k o JITE ZUESES AR F CVERY pattern o i [ false -pattern fi Jfge}o
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