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Abstract

As the cost of 802.11 hardware continuesrdecreasing, the case of installing unauthorized
wireless access points (APs) into enterprise orschool networks grows. These rogue APs expose
the WLAN to a breach of security. Most of the current approaches of detecting rogue APs are
easily evaded. In this thesis, we proposed the certificate-based and scan-based detection
method to detect rogue APs at a central location (Access Router, AR). We determine an AP if
rogue or legal by checking its MAC address and then verifying its certificate. Furthermore, the
legal APs will scan channels and gather beacon frames from other APs at fixed or random
interval, and then send the collected data to network manager. Network manager can discover a
rogue AP with MAC address spoofing by comparing the scan results from the legal APs with
the legal APs list in AR. After detecting, we utilize signal strength to calculate the location of
the rogue AP by propagation model. The proposed methods in this thesis are implemented and

the experimental results that are given to show the performance of our approach are superior.
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Chapter 1

Introduction

For the past few years, increasing number of wireless local area networks
(WLANS), based on the IEEE 802.11, have been deployed in various types of
places, including schools, enterprises, airports, coffee shops, as well as many other
locations. One of the primary advantages 6f WLAN is its ability to provide wire-
less connectivity to portable devices, such as-laptops, personal digital assistants

(PDAsS).

As users realize the benefits of wireless networking, they begin to desire
the same mobility and flexibility in the workplace. Rather than waiting for their
network administrators in their company to install a WLAN, the employees install
one by themselves. This kind of unauthorized access points (APs), not deployed
by network administrator, we called rogue APs. These rogue APs expose the in-
tranet to a breach of security because they are typically connected to a network
port behind the corporate firewall. Furthermore, employees rarely enable any se-

curity settings on rogue APs or just use the default manufacturing security setting.

The most rogue APs are well-intentioned, installed by authorized users for



convenient purpose. However, unauthorized users may connect to rogue APs and
do some malicious actions. The most likely major impact is that an unauthorized
intruder can associate with the rogue AP and gain the ability to access network
resources. Otherwise, an unauthorized user can use the rogue AP and easily eaves-

drop on enterprise network traffic.

In this thesis, we proposed a system that can detect and locate the rogue
APs in the WLANSs. There are two main parts of our proposed rogue APs detection
system: certificate-based detection and scan-based detection. In certificate-based
detection, the central server, access router (AR), takes charge of determining an
AP is rogue or not. Rogue APs can be detected during the phase that AR verify
legality of this AP by checking its MAC address and certificate. After verifying a
legal AP, AR will challenge the AP periodically to avoid that a rogue AP cracks

the legal AP and then masqueradeto a legal one by using its MAC address.

But the certificate-based rogue"APs detection has a drawback so that maybe
some rogue APs can evade detecting by AR. So we conceive the scan-based de-
tection to cooperate with certificate-based detection to make up its defect. The
scan-based detection utilizes the legal APs that verified via AR to scan beacon
frames broadcasted from other APs in all channel. According to the MAC ad-
dresses of beacon frames, we can determine if the AP is rogue or not by comparing

its MAC address with the legal APs list in AR.

However, the general APs do not have scanning capability, i.e. APs are

not required to receive beacon frames from other APs. In our experiment, we use



the HostAP daemon and HostAP driver [1] to implement an AP. We modified the
source code of HostAP driver to enable AP can receive beacon frames. The mod-
ified APs scan all channels to collect beacon frames from other APs and send the
scan results to network manager to compare with the legal APs list in AR. Once a
rogue AP is detected, we estimate the location of this rogue AP base on its signal

strength received at the legal APs.

The remainder of the paper is organized as follows: In section 2, we discuss
current approaches of detecting and locating method. In section 3, we describe our
proposed detection and location method in detail. And evaluate the performance
of our proposed system in section 4. In section 5, we give the conclusion and a

discussion of future work.



Chapter 2
Related Works

In this chapter, we will introduce the current approaches for detecting and
locating rogue access points (APs). We classify the detection methods according to
their detecting techniques are operated on wired or wireless network. Based on this
classification strategy, the detection approaches can be separated into wired-based
and wireless-based detection. Once a‘rogue AP is detected, the network adminis-
trators have to remove the rogue AP as.fast as possible. The detecting system in
order to inform the network’administrators about the location of the rogue AP, the
system must have ability to calculate the location of the rogue AP. WLAN-based
indoor positioning methods nowadays mostly depend on signal strength utilization.
We classify the location method base on what kinds of device that measure signal
strength. There are two main kinds of indoor positioning in WLAN: client-based

location and sniffer-based location.

2.1 Rogue Access Point Detection

The current approaches for detecting rogue APs can be categorized into two

main categories. The first category is using traditional wired LAN to discover



the rogue APs. Such approaches include TCP/IP fingerprinting, SNMP scanning,
packet sniffing, and observation of traffic characteristics. The second category of
detection approaches is utilizing wireless radio link to find out rogue APs. This

kind of detection such as active probing and RF monitoring.

2.1.1 Wired Detection Approaches

There are certain of techniques and tools available for determining infor-
mation about devices that are connected to the wired network. These tools and
techniques are based on two primary approaches for collecting information: (1)
Query-Response and (2) Traffic-Monitoring. We will introduce four kinds of wired
detection approaches. In thesefour methods, TCP/IP fingerprinting and SNMP
scanning belong to Query=Response -approach to gather information of devices.
Another two wired detection approaches, packet sniffing and observation of traf-

fic characteristics, obtain information-about network devices by Traffic-Monitoring.

A. TCP/IP Fingerprinting

Because of implementation of TCP/IP stack in every operating system (OS)
is different, we can use TCP/IP fingerprinting to guess the OS running on the tar-
get machine. There are many techniques which can be used to fingerprint TCP/IP
stacks. Basically, you just notice and record the differences in TCP /TP payload in
each OS. If you gather enough information of these, you can guess the OS of target
machine very accurately. The network administrators can use TCP/IP fingerprint-
ing to discover rogue APs by scanning entire network and seek if any machine its

OS is recognized as an 802.11 AP.



The most popular tool using TCP/IP fingerprinting is Nmap [2]. It can run
under Windows and Unix-like system. When you execute Nmap with the param-
eter ”-O”, the program will use TCP/IP fingerprinting to guess remote operating
system. Only the users have root privilege can do this function. Figure 2.1 displays
the result of Nmap. The outcome reveals the hostname of target machine is ap3
and the OS is Zcomazx Wireless Access Point XI-1500. According to these clues,

we can firmly believe that machine is an AP.

[root@netlabh tmpl# mmap -0 -sT -7 140.113.24.3

Starting Mwap 4.03 [ http://vwy. insecure.org/mmwap/ ) at Z006-06-20 14:31 C2T
Interesting ports on api.csie.nctu.edu.tw (140.113.24.3) :

[The 3154 ports scanned but not shown below are in state: closed)

FORT STATE SERVICE

Z2iftocp open  telnet

g0/tcp open  http

Dewvice type: WAP

Funning: Zcomax embedded

03 details: Zeomax Wireless Access Point XI-1500

Mrap finished: 1 IP address (1 host up) scanned in 9.594 seconds

Figure 2.1: Scan result of N map.

The advantages of TCP /IP fingerprinting is that the network administrators
can simply start up a tool such as Nmap which performs TCP/IP fingerprinting
and let it scan entire network while they deal with other work, i.e. the network
administrators do not need concentrate their attention on Nmap while it is scan-

ning.

The disadvantages of this method are illustrated as follows:

1. If the network of enterprise is large, it could take a long time to scan entire



network.

2. The behavior of determining the operating system is intrusive. If target

machine has firewall or intrusion detection system (IDS), the scan will fail.

3. TCP/IP fingerprinting is not 100% accurate. Detection tools such as Nmap
use information of TCP/IP fingerprinting to guess operating system running

on target machine, it might be bring a false-positive or false-negative result.

B. SNMP Scanning
The idea of SNMP scanning is similar to TCP/IP fingerprinting. SNMP
scanning utilize information obtained by using the SNMP protocol instead of ob-
serving the differences in the TCP/IP. fingerprinting. If a machine its UDP port

161 is open, it represents that machine.is running the SNMP service.

In SNMP protocol, the management information base (MIB) is a database
that records the informatioly of network devices. Tools like snmpwalk [3] is an
SNMP application that uses SNMP GETNEXT requests to query a network device
for a tree of management information. Network administrators can tell this device
operating system by the SNMP variable, system.sysDescr, from SNMP GETNEXT

response from this network device.

One advantage of SNMP scanning is similar to TCP/IP fingerprinting. Net-
work administrators can simply start up a tool such as snmpwalk which performs
SNMP scanning and let it scan entire network while they deal with other work.
Other advantage that SNMP scanning is more accuracy than TCP /IP fingerprint-

ing. Because SNMP scanning determines the system information is using the

10



information acquired from MIB. But TCP/IP fingerprinting is using the difference

in field of packet to guess the operating system of target machine.

The main disadvantage of SNMP scanning is that not all APs support SNMP
or some APs may be turned off SNMP service. In those situations, it is impossible

to get information of devices by SNMP scanning.

C. Packet Sniffing
The manner of packet sniffing is to configure a wired network device to run in
promiscuous mode. In an Ethernet local area network (LAN), promiscuous mode
is a mode of operation in which every data packet transmitted through LAN can be
received and read by a network adapter.The devices that operate in promiscuous
mode capture all data paekets in the! LAN and analyze the Ethernet headers of

packets to check the MAC addresses are authorized MAC addresses or not.

An example of a tool that'monitors MAC addresses of packets is AirSnare
[4]. AirSnare is a free program that captures all packets in LAN and checks the
MAC addresses whether they are authorized or not. At first, the network admin-
istrators have to specify a list of friendly trusted MAC addresses. If an unknown
MAC address is found, the program will take this MAC address is unfriendly and
send an alert to the network administrators. A screenshot of AirSnare is displayed

in figure 2.2.
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Figure 2.2: Using AirSnare to monitor MAC addresses of devices in LAN.

The main advantage ef this methodis that monitor action is continuous.
The monitor constantly captures and-analyzes-any data in LAN. Once a rogue AP
connects to the network and tramsmits.any packet, the monitor can detect this

rogue AP immediately.

The primary shortcoming of sniffing traffic is suffered from MAC spoofing.
A device can easily cheat the detection system by changing its MAC address to an
authorized one. There is also the problem of processing capacity. If the network is
a high speed network it may be hard to process high volumes of traffic and perform

the analysis.

D. Observation of traffic characteristics
Raheem Beyah et al. purposed a method that used temporal traffic charac-

teristics to detect rogue APs at a central location [5]. A wireless link in a network

12



path of multiple links would cause a more random and temporally different spread-
ing of packets, as compared to a path that has only wired links. Every switch port
will analyze inter-packet spacing over time. If the statistics of inter-packet spacing
crosses a threshold, it is possible that there is a wireless link in LAN. But the
flaw of observing traffic characteristics is that method only can detect rogue AP
appearing in enterprise where the network is pure wired. Otherwise, inter-packet
spacing may also increase in pure wired while the traffic is heavy in LAN. In this

situation, the detection system will make an erroneous judgement.

2.1.2 Wireless Detection Approaches

In this section, we will introduce two kinds of wireless detection approaches.
One of these two approaches, active probing, finds out the surrounding rogue APs
actively. On the contrary; the other wireless detection approach, RF monitoring,
is more passive than active probing:“It-enly monitors the wireless traffic passively

to discovery rogue APs.

A. Active Probing
The active probing means that wireless stations send probe request frames
on each channel actively. When an AP receives a probe request frame, it will reply
a probe response frame with its MAC address, ESSID, etc. But this detection
method will not be able to discover rogue APs that are configured not to advertise
their ESSID or not to respond to probe requests. Once the station receives a probe
request frame from AP, the next step is to identify whether it is a rogue or not.

One way to do this is to use pre-configure authorized list of APs. Any detected AP

13



that not on the authorized list would be identified it is rogue. Some of different

ways to configure the authorized list:

e Permitted MAC address

Permitted ESSID

Permitted vendor

Permitted Radio Media Type

Permitted Channel

Tools like NetStumbler [6] lets network administrators to walk the halls of
the enterprise or campus searching for rogue APs. NetStumbler works by sending
out probe request frames -and| then listens for probe response frames from APs.
Figure 2.3 shows the executing window of NetStumbler. The results of NetStum-
bler indicate some information-about-surrounding APs: what channel they were

using, its vender, if WEP was enabled, etc.

If network administrators attempt to detect the rogue APs by using active
probing, they must walk around the building with a laptop or a handheld device
equipped analyzer tools. The periodic walk through is the only way to gather all
APs in the building and check for unauthorized access points. It is an ineffectively
detection method. It consumes a lot of time and manpower. Besides, this method
is also easy to elude, since a rogue AP can easily be unplugged when the scan takes

place.

14
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Figure 2.3: Using NetStumbler to discover APs in WLAN.

B. RF monitoring

There is a lot of researchrin detecting rogue APs used RF monitoring [7][8][9].
RF monitoring is a completely: passive-tmethod of wireless LAN discovery known
as radio frequency monitoring (RFMON): A client with a wireless card that is con-
figured in RFMON mode will be able to capture all RF signals on the channels to
which it is configured to listen. This method can detect rogue APs by monitoring
802.11 frames transmitted from AP such as beacon frames. Each time a beacon
frame is sniffed, the sniffer could compare the source MAC address of the frame
with a list of registered APs. If the MAC address doesn’t match with any record
in the list, the sniffer would consider the AP to be a rouge one. Kismet [10] is

a kind of tools using RF monitoring to detect network behavior. A screenshot of

Kismet can be seen in figure 2.4.



Figure 2.4: Using Kismetto discover APs in WLAN.

An advantage of RFMON is no‘limitation of only getting information from
probe response frames. Further, wired packet sniffing and wireless RF monitor-
ing are similar. They both detect rogue APs by sniffing and analyzing the packets

on network. But the RF monitoring has less traffic to analysis in WLAN than LAN.

RFMON is a receive-only mode. While in REMON mode, station are unable
to transmit any frames; their cards are only able to receive, and therefore capture
traffic. Another disadvantage of RF monitoring is similar to active probing. In
order to scan all the AP in the building, IT personnel have to walk around with

the laptop and handheld device that operates in RFMON.
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2.2 Rogue Access Point Location

Nowadays indoor positioning solutions for WLAN mostly depend on signal
strength utilization. We categorize WLAN-based indoor positioning into two main
kinds: client-based and sniffer based. This classification bases on what kinds of

devices takes charge to measure signal strength.

2.2.1 Client-Based Location

A basic design of client-based location utilizes two phases. First, in the of-
fline phase, a model is constructed based on received signal strength at a finite
number of locations within a target, area. Second, during online operation in the
target area, mobile stations report.the signal strength received from each AP and
the system determines the best match hetween online observations and the offline

model. The best matching locatien is reported as the estimated position.

The main disadvantage of client-based location method is that spends a lot
of time on constructing a pattern model. For examples, if we want to locate a
device in a large building by using client-based location method. We need to walk
to several locations in each floor and do signal strength measurement. This is
an inefficient work. Another shortcoming of client-based location method is that
mobile station need to reports the signal strength from each AP, this action have

to modify the mobile station. It is impractical.
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2.2.2 Sniffer-Based Location

To ease the burden of system maintenance, many enterprises prefer sniffer-
based location method which simple sniffers monitor client activity and measure
the signal strength of transmissions received from clients. The locations of snif-
fers are fixed and operate in a passive scanning mode to sense transmissions on
all channels with sniffing software. The sniffers then put together signal strength

measurement and using positioning algorithm to calculate the position.

The sniffer-based location method doesn’t have to pre-construct the signal
strength pattern. It’s more effective than client-based location method. In sniffer-
based location method, mobile stations don’t need to report the received signal

strength from each AP.

There are more advantages of sniffer-based location than client-based loca-

tion, so we choose the formet o be our lecation method to locate the rogue AP in

this thesis.

18



Chapter 3

System Design

In this chapter, we will introduce our proposed detection method and the
location method. The rogue APs detection methods we proposed can be sepa-
rated into certificate-based and scan-based. The certificate-based detection can
find out most rogue APs initarget area. But there is a drawback of certificate-
based detection, some rogue APs inight evade detecting by using this drawback
of certificate-based detection. For-making up this shortcoming, we proposed scan-
based detection to cooperate with certificate-based detection. Therefore, our pro-

posed detection method can discovery all rogue APs in environment.

3.1 Certificate-Based Detection

The certificate-based detection is based on centralized system architecture.
APs have to connect to a centralized server called access router (AR). This AR
takes charge to determine AP is legal or rogue. In the section, we will first illustrate
the whole system architecture and the function of each component in the system.
The major detection procedure will describe in detail by message flow between AR

and AP.
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3.1.1 System Architecture

Figure 3.1 displays the whole system architecture. There are five kinds of
devices: mobile station (STA), access point (AP), switch, access router (AR) and
RADIUS server. The main device is AR. AR connects to Internet through public
network and connects to APs through private network. In order to let AR de-
termines the APs are rogue or legal and easily manage APs, all APs must access

network through AR. Otherwise, AR utilizes firewall to restrict the data from APs.

Public Network
— — — — Private Network. 1 1

() («p)
é legal AP ﬂﬁﬁ rogue AP

Access Router
(AR)

Figure 3.1: System Architecture.
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3.1.2 System Components

There are four major components in detection system: mobile station (STA),
access point (AP), access router (AR) and RADIUS server. Each component plays
a different role in the detection system. We give a description of each component
as follows:

1. Mobile station (STA)

STA is any portable device such as laptop or personal digital assistant (PDA)
that equipped wireless network interface card (NIC). STA must associate with an
AP to gain network access capability. STAs generally choose the AP that signal
strength is the strongest to connect, they don’t know the AP is rogue or not. If
STAs connect to a rogue AP, they will transmit data through an unauthorized AP.
Because STAs can not prevent connecting to a rogue AP, so the detection system

architecture must be well:designed to against rogue APs.

2. Access point (AP)

In our system architecture, all APs directly connect to AR to access Inter-
net. In this system architecture, APs can not function like general APs, because
they have to work with AR. This kind of APs they can not operate individually,
it must cooperates with and be verified by AR. The detailed operation of AP will

introduce in section 3.1.3.

3. Access Router (AR)
AR plays the major role in rogue detection system. Because of the central-
ized architecture, AR can gather information from each AP and check the AP is

rogue or not. AR will determine an AP by its MAC address and certificate. If the
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AP is legal, the firewall on AR will pass all data from this AP. On the contrary,
the firewall on AR will drop all data from rogue AP. AR also cooperates with a

RADIUS server to achieve user (STA) authentication.

4. RADIUS server
RADIUS server is used to authenticate users by checking the identity and

password of user.

3.1.3 Main State Machine

In our system architecture, all APs must connect to AR. Because of this
system design, AP don’t funetion like tradition one. In order to let AP cooper-
ates with AR, we have to=do some-modification of functionality of AP. We learn
this concept from Light Weight  Access Point Protocol (LWAPP) [11] and do some
modification of state machine of:AP-defined in LWAPP. Figure 3.2 illustrates the

main state machine of AP in our system:.

Initial
 Timeout Success
Idie B | Discovery |_ g Join
After " ~ Failure
Silence Interval 4 &
_ AR Timeout Success
Failure | v
Success ‘
Key Update | Running
TAfter

Key_Update_Interval

Figure 3.2: State machine of AP.
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We specify every state in detail as follows:

1. At the beginning, an AP turns on its power, it enters the Discovery state. In
the Discovery state, AP attempts to find out any AR in the network. If AP
finds out an AR, it enters the Join state immediately. If AP doesn’t receive

any response from AR, it enters the Idle state.

2. When AP in the idle state, AP do nothing and just idle. After a silence

interval, AP enters the Discovery state again to find out any AR.

3. AR verifies the identity of AP is the main goal of the Join state. If AP passes
the verification by AR, it will enter the Running state. Otherwise, AP will
go back to Discovery state..;(After AR check the validity of AP, AR will

generate a session keysthat tessecure some message transmitted between AP

and AR)

4. In the Running state; AP hasnetwork-access ability so it can serve mobile
stations with wireless transmission. AP will check the connection with AR
by sending echo message periodically. If AR doesn’t response, AP determines
the connection with AR is disconnected. In this situation, AP will go back

to Discovery state to find out another AR.

5. In the Running state, AP will use the session key to encrypt or decrypt
some messages. As far as security concern, the session key must update
periodically. This action try to avoid that attacker collects plenty encrypted
messages and then breaks the session key. For this reason, when the session
key expires (after a key update interval), AP will enter the Key Update state

to get a new session key.
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6. In the Key Update state, AR will generate a new session key to AP. If key

update procedure is failure, AP will return to the Discovery state.

3.1.4 Detection Procedure

In this section, we will describe how AR verifies an AP and detect a rogue
AP by illustrating the entire message flows. Figure 3.3 displays the message flows
between AP and AR.

1. Discovery Request / Response

AP attempts to seek any AR in the network by sending Discovery
Request. Once AR receives a Discovery Request, AR will reply Discovery
Response to the address insthé source address of the received Discovery Re-

quest.

2. Join Request / Response

Join Request is sent by an AP.inthe Join state after receiving Discover
Response from AR. The Join Request is used by an AP to inform an AR
that it wishes to gain access ability through AR. When an AR receives a
Join Request it will reply a Join Response. The AR will check the MAC
address and verify the certificate found in the request. If the MAC address
and certificate are valid, the AR generates a session key which will be used

to secure the connection between AR and AP.

24



<«—[  |— Message encrypted by session key

<+—{ }— Unencrypted message
AP
Discovery
| Discovery Request |———»
Discovery_Interval
+—— Discovery Response}——
Join — Join Request — |———»
— Join Response  |———
Running | Echo Request  |———

AR_Timeout_Interval

Key Update

AR Timeout
AP returns to discovery
state

= =

EchoResponse  |———

Key Update Trigger ———

—
-~

Key Update Request———

_Key Update Reponsg————

«——] Add/Delete Mobile Request————

——— Add/Delete Mobile Repons¢——

«——— Challenge Request —————
<~ [ Challenge Reponse——»

— Echo Request

AR

AR check identity of AP
1. check MAC address
2. verify AP's certificate
AR generates session key

AR updates the session key

AR indicates AP to add/delete]
the specific mobile station for
forwarding traffic

AR challenges AP periodicall
to check the validity of sessio
key

F——>

Figure 3.3: Message flows between AP and AR.

The AR can validate the identity of AP and detect it is rogue or not
in a single round trip using the Join Request/Response. Figure 3.4 displays

the detection flowchart.

described below.
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Request (includes Join Fail
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Join Fail
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C1, S1, AR-

Add AP tolegal AP
list

Sign session ID and
C1 with private key
of ARto S1

Encrypt session key
with public key of
APto C1

Generate random

Figure 3.4: Flo , ; -based detection procedure.

(a) Check the MAC address o AP

AR has a list established by network administrators that records
the permitted MAC addresses. When users want to install an AP in
enterprise network, they must inform network administrators about its
MAC address and then network administrators will add this MAC ad-
dress into list. After AR receiving a Join Request, it will compare the
MAC address of received request with the records in the list. Only the
MAC address appears on the list, AR progress to next check procedure.

Otherwise, the AP will be treated as a rogue one.
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(b) Verify the certificate of AP
AR determines that AP is legal or rogue by its MAC address is
not enough. Because MAC address can be easily modified by attacker.
Attacker can sniff the traffic on the network and trace the MAC ad-
dress of authorized AP. Then attacker can masquerade to a legal AP by
modified its MAC address. So our detection approach not only checks

MAC address but also verifies certificate of an AP.

In the Join request, AP includes its identity certificate and a ran-
domly generated session ID which functions as a nonce to avoid replay
attack. After AR checking the MAC address of AP, it will further ver-
ify the certificatecof AP. If the certificate of AP is invalid, this AP is
treated as a rotige AP. If the certificate of AP is valid, AR will record
the information (ex:; 'MAC address; SSID, IP, etc.) of this AP into a

legal APs list. AR ¢onstructs the:payload of Join Response as follows:

e Randomly generate a session key. Encrypt this session key with
the public key of AP to C1, so that only the AP can decrypt it
and determine the session key. (public key of AP can find in its
certificate)

e Compute the AR’s digital signature over the concatenation of the
session ID and C1 to S1. This digital signature is encrypted with
the private key of AR and can be verified by using the public key
of AR. The purpose of this signature want to prove this frame is

produced by the AR.
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AR replies the Join Response with its certificate, C1, S1, and ses-
sion ID to AP. When AP receives the Join Response, it will first check
the session ID whether match an outstanding request. Then AP will
verify the certificate of AR and use its pubic key and private key of AR
to decrypt C1 and S1. During these procedures, if any examination or
computation is failed, AP will consider the AR is illegal and then return

to Discovery state.

AR can determine an AP if rogue or not by verifying correspond-
ing payload of the Join Request. Otherwise, after exchanging the Join
Request and Response, AP-and AR will accomplish mutual authentica-

tion and a sessionzkey exchange.

3. Echo Request / Response

The purpose of sending Echo Request and Response is to determine
the connection between AR and AP is still alive. AP will send Echo Request
periodically. If AP doesn’t receive any Echo Response after sending Echo
Request, AP determines the AR is dead and goes back to Discovery state.
On the other hand, if AR doesn’t receive any echo request in a specific pe-
riod, AR thinks the connection with AP is broken or AP is dead and then

AR will delete this AP in legal APs list.
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4. Key Update Trigger / Request / Response (Encrypted)

As far as security concern, the session key must update periodically.
This action try to avoid that attacker collects plenty encrypted messages
and then break the session key. Key update procedure initiates by AR send-
ing Key Update Trigger to AP. After AP receives a Key Update Trigger, the
rest of message exchange is similar to Join Request and Response without
certificate verification. AP will generate a new random session ID and in-
clude this new session ID to Key Update Request. When the AR receives
Key Update Request with new session ID it constructs the Key Update Re-

sponse payload as same as Join Response.

5. Add / Delete Mobile Request /  Response (Encrypted)

In our system; AR cooperates with RADIUS server to achieve STA
authentication. If the STFAJis authenticated, AR will send the Add Mobile
Request to inform an APthat it should forward traffic from this particular
mobile station. If the STA authenticate of RADIUS server is failed, AR will
send the Delete Mobile Request to inform the AP to terminate service to the

particular mobile station.

6. Challenge Request / Response (Encrypted)

The intention of sending encrypted Challenge Request to AP is to pre-
vent unauthorized AP utilizing MAC spoofing. For instance, an authorized
AP gains network access ability through AR after checking MAC address and

verifying certificate. The attacker cracks this authorized AP and make the
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AP can not work anymore. After that, attacker pretends to the authorized
AP using MAC address of this authorized AP. If there is no policy to check
this situation, it might exist some rouge AP masquerades to an authorized

one and access network information.

To solve MAC address spoofing, AR will periodically send encrypted
Challenge Request to AP. Although the rogue AP pretends to a legal AP by
spoofing the MAC address, they don’t have correct session key. Therefore,
the rogue AP can not decrypt the Challenge Request correctly. If message
doesn’t decrypt successfully, the AP can not recognize this message and send
the corresponding response to AR. Once AR doesn’t receive any Challenge
Response, it determines the MAC address spoofing happened and threat this
AP as a rogue AP.

3.1.5 Firewall

In certificate-based detection, we utilize AR to check MAC address of AP,
verify certificate of AP and periodically challenge AP to detect rogue APs. Be-
sides, we apply firewall system on AR to restrict the network access ability of AP.
Only authorized AP can access network, the firewall will drop any packets from

rogue APs.

Firewall on AR adds DROP rule in following situation:

e AR turns on
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Firewall on AR adds ACCEPT rule in following situation:

e Check MAC address and verify certificate of AP succeed

e Receive Add Mobile Request

Firewall on AR deletes ACCEPT rule in following situation:

e Session key of AP is error
e AP timeout

e Receive Delete Mobile Request

3.1.6 Summary of Certificate-Based Detection

In this section, we explainrthe certificate-based detection in detail. The
contents included system-architecture; system components, main state machine
of AP, detection procedure; and firewall. ‘The key features of certificate-based

detection are listed below:

1. Centralized system architecture
2. AR takes charge of detecting rogue APs

3. AR determines an AP is legal or rogue by checking its MAC address and

certificate

4. AR restricts ability of APs to access network by applying firewall, AR only

forward data from legal APs

5. AR can find out MAC address spoofing of APs by periodically sending en-

crypted Challenge Request

31



3.2 Scan-Based Detection

In section 3.1, we introduced a certificate-based detection. The certificate-
based detection can manage and detect most APs in enterprise network. There
is one shortcoming of certificate-based detection design, some APs can not be
found by certificate-based detection in a particular situation. We will describe
how this situation happened in section 3.2.1. For making up the drawback of
certificate-based detection, we propose a scan-based detection to function together
with certificate-based detection. When certificate-based detection cooperates with

scan-based detection, we can detect all rogue APs in the environment.

3.2.1 Drawback of Qertificate-Based Detection

In certificate-based=detection, we assume all APs connect to AR directly.
But maybe there are somé APs to gain nnetwork access ability by connecting back-
bone not AR. In this situation; AR can-not manage AP and verify its identity.
Therefore, AR can not detect these AP is rogue or legal. Figure 3.5 displays that
APT directly connects to backbone network so AR can not know the existence of

this AP.

3.2.2 Design of Scan-Based Detection

Maybe some APs connect to backbone network directly to evade detecting
by certificate-based detection. But we can scan all the channels to listen beacons
broadcasted from APs for checking MAC address whether authorized or not. For

this kind detection, network administrators must walk around the building with a
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Figure 3.5: APZ{C&I‘l not be detected by AR.

laptop or a handheld device enq‘liipped s“piﬁéf Jtools. The periodic walk through is to
check for unauthorized access points. But the drawback of this detection method
is ineffective. It consumes a lot of time and manpower. Besides, this method is
also easy to elude, since a rogue AP can easily be unplugged when the scan takes

place.
In scan-based detection, we also need devices to listen beacons in all chan-

nels. But the difference is that we utilize legal APs to scan not general handheld

devices equipped with sniffer that must walk around the building.

33



Most of APs are designed not to process received beacon frames from other
APs. When wireless NIC of APs receive any beacon frame from other APs, the
driver of wireless NIC will discard immediately. So we want to legal APs to help
us scan beacon frames, we need to modify the source code of access point to enable
that AP can receive beacon frames from other APs and reports the scanned results

to network administrator periodically.

The legal APs periodically scan beacon frames in all channels and then re-
port the results to network administrators. The scan result includes source MAC
addresses, SSID of beacon frames and the signal strength that legal AP received
the beacon frame. When network administrators receive the scan results from legal
APs, AR will compare the records in scan-results with the legal APs list in AR.
The network administrators can find-out a regue AP if there is a record in scan

result but not in the legal APs list-stored in AR.

The legal APs periodically ‘scan"the channels to gather beacon frames from
other APs. The action, periodically scan, means that scan action is taken at ev-
ery fixed interval. We called this interval fized scan interval. If users who set up
rogue APs know about this interval, they can elude detecting from our scan-based
detection by turning off rogue APs at every fixed scan interval. To deal with this
situation, we made the scan interval different in each round. The advantage of ran-
dom scan interval is that users are difficult to let their rouge APs evade detecting
because the intangible scan interval is hard to obtain. Therefore, the scan-based
detection with random scan interval can prevent the users, who know the fixed

random interval, let their rogue APs eschew detecting.
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3.3 Sniffer-Based Location

The sniffer-based location method is chosen in this thesis. In sniffer-based
location, the network administrators develop several sniffers with fixed location.
These sniffers take charge to measure the signal strength received from object de-
vices. In our system, the legal APs play roles as these sniffer and the object devices

are the detected rogue APs.

The position algorithm that we choose is based on radio propagation model
(Eq. 3.1). The following equation calculates the received signal power at distance
d from the transmitter.
- P,G,G,\?

Py — (3.1)

P, is the transmitted signal power. GG; and G,. are the antenna gains of the transmit-
ter and receiver respectively. L (L. > 1) is the system loss and A is the wavelength.

We assume P;, GG; and G, of each AP is the same.

AP1 rogue AP AP2

[(é)} [K [g

dq d-dp

d

Figure 3.6: The distance between rogue AP and AP1/AP2.
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We choose two legal APs which both received the beacon from the same
rogue AP, see figure 3.6. P,; and P,y are the received signal strength at the legal
AP1 and AP2. We measure the distance d between these two legal APs. We make
the notation d; that represents the distance between rogue AP and the legal AP1;
d — dy represents the distance between rogue AP and the legal AP2. We can
computer the d; by Eq. 3.2.

Py PGGN _ (4n)*(d—dy)’L  (d—dy)?

= = 3.2
P,«Q (47T)2d12L % .PthGTAQ d12 ( )

The P,1, P2 and d are known number, so we can calculate the d from Eq. 3.2.
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Chapter 4

Implementation and Performance
Evaluation

In this section, we describe our experimental environment and the rogue AP
management program of scan-baseds detection in section 4.1 and 4.2 respectively.

In section 4.3, we show thesperformance.of our detection system.

4.1 Experimental Environment

The experimental environment of rogue AP detection system is shown in fig-
ure 4.1. We had installed three access points: AP1, AP2, and AP3 on the fourth
floor in the Engineering Building III of NCTU. These three APs all connect to AR
and pass the identity check with their certificates by AR. The following paragraphs

describe each component in more detail.

A. Access Router (AR):
We used Fedora Core 4 as the OS and iptables as the firewall of the AR.

(Iptables is the Linux packet filtering tool). There are two wired network interface
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Figutre 4.1: Experiment-Environment.

cards (NIC) on the AR. One is connect to Ethernet with public IP and the other

one is connected to AP with private IP.

B. Access Point (AP):
We use InterEpoch access point [12] as the platform. The chipset of this
kind of AP is Intersil’s Prism2.5 which can work with the HostAP driver [1] to
emulate the access point. We modified the source code of HostAP to enable AP

can communicate with AR and scan beacon frames from other APs.
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C. Network Manager:
We used Windows XP as the platform. The network manager can gather
the scan results from legal APs and compare with the legal APs list in AR by the
management program. The program can show the information and the location of

detected rogue AP.

4.2 Rogue AP management program of scan-based
detection

The management program is displayed in figure 4.2. After the legal APs
transmitted the scan results to network manager, the network manager can detect
a rogue AP by comparing with the legal APs list in AR. The legal APs are shown
on the left-hand map and the rogue APs are shown on the right-hand button. The
network administrator can click the button and the program will display the loca-
tion of the rogue AP on the'left-hand map: The location of rogue AP is calculated

by the location method we discussed in section 3.3.
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4.3 System Performance Evaluation

The certificate-based detection belongs to wired rogue AP detection method.
We want to prove our certificate-based detection method that can find out rogue
APs faster than other wired detection method. So, we took Nmap, one of wired
detection method we discussed in chapter 2, compares with certificate-based de-
tection. In figure 4.3, we can see that more APs in the environment, the less time

that certificate-based detection spent.
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Figure 4.3: Detection time of certificate-based detection and Nmap.
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Our detection method can detect the rogue AP with MAC spoofing by
sending encrypted challenge message periodically. We set a parameter, Challenge
Interval, to calculate when AR sends the next challenge message to AP. In the
figure 4.4, we show the AR how long to detect MAC spoofing in difference Chal-
lenge Interval. From the result, the spending time of AR detected a rogue AP with

MAC spoofing is approximate half Challenge Interval.
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Figure 4.4: Detection time in different Challenge Interval.
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In scan-based detection with fixed scan interval, AP has to scan periodi-
cally. In this situation, AP can not transmit any frame while it scans the channel.
Figure 4.5 illustrates the relation between scan behavior and data throughput.
In this evaluation, we use the software, NetI(Q) Chariot [13], to test the network
performance. One station associated with the certificate-based AP or scan-based
AP and then transmits 200M bytes data 100 times. The fixed scan interval of
scan-based AP is 10 seconds. We can learn that throughput will drop in each 10
seconds while the scan takes place. Otherwise, the rest performance of scan-based

AP is similar to certificate-based AP.
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Figure 4.5: The relation between periodically scan behavior and throughput.
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Figure 4.6 illustrates the relation between random scan interval and net-
work throughput. The experiment parameters are the same with figure 4.5, but
the scan interval is random, not fixed. We random choose a number from 1 10 to
be next scan interval. We can notice that interval between each throughput drop

is different.
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Figure 4.6: The relation between random scan behavior and throughput.
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From these performance analyses, we can conclude some superiority of our

detection system as follows:

The detection is constantly, rogue APs can be detected immediately.

The scan-based detection utilizes legal APs to scan beacon frames from other
APs. Network administrators don’t need walk around the building to scan.

It’s more efficient and hard to evade.

AR can detect rogue APs with MAC spoofing by periodically sending en-

crypted challenge message to AP.

We determine an AP is rogue by its information not just use traffic charac-

teristic or OS informatignife'guess., It is more accuracy.
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Chapter 5

Conclusions and Future Work

In this thesis, we proposed a system that can detect and locate the rogue APs
in WLNAs. First, we proposed the certificate-based detection method in central-
ized system architecture. The main role of certificate-based detection is the access
route (AR). APs must connéet to AR to be verified its certificate and then gain
network access ability. Thére is an extraordinary advantage of certificate-based de-
tection that deserves to be mentiened. Most of current detection approaches can
not avoid MAC address spoofing, but AR ean detect a rogue AP that masquer-
ades an authorized one with MAC address spoofing by sending encrypted challenge
message periodically. Although, the rogue AP change its MAC address to the au-
thorized one from legal AP. They still don’t have the session key so they do not

have ability to correctly decrypt the challenge.

Nevertheless, there is one drawback of certificate-based detection. AR can
not find out the rogue AP which connects to backbone directly not AR. For solving
this shortcoming of certificate-based detection, we brought up the other detection
method, scan-based detection, to cooperate with certificate-based detection. In

scan-based detection, we modified the source code of AP to make AP can receive
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beacon frames from other APs. The legal APs will scan all the channels at fixed
or random interval, and then send the scan results to the network manager. The
network manager gathers the scan results from legal APs and compare with the
legal APs list in the AR. If there is one MAC address that does not belong to legal
APs list but appears in the scan result, the network manager will determine this

AP is rogue.

The scan result contains the signal strength received at this legal AP. Ac-
cording to the signal strength, the network manager can calculated the location
of the rogue AP and show this AP in map. Because radio transmission has prop-
agation character, the signal strength will decrease while the distance between
transceiver and receiver increase. We used this feature to calculate approximate
location based on propagation model! In the-future, we are going to considering

more accurate poisoning method te locate a régue AP more delicate.
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