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Student: Chih-Yuan Huang Advisor: Prof. Ruei-Chuan Chang

Computer Science and Engineering College of Computer Science

National Chiao Tung University

Abstract

With the current high reliability. on computer system, system availability is increasingly
important. Software faults account for.a larger portion-of system unavailability than hardware
failures. Because most of the software relies on the underlying operating systems, how to
improve operating system dependability’is'an important part.

According to previous research, device drivers are the most faulty part of an operating
system. Device driver faults usually influence operating system dependability. For the reason,
we propose a user mode device driver framework. We hope to improve operating system
dependability with user mode device driver. Our characteristics includes:(1)By reusing native
kernel mode device driver, device drivers can execute in user mode directly;(2) We can
achieve zero-loss device driver. While device driver fault, we can mask device driver faults
and make applications continue to execute. According to the performance evaluation, the
overhead of the user mode device driver is not high and acceptable performance is achieved

during the recovery.
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Figure 3 : A User Mode Driver Process
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3.1.21 Proxy Server
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3.1.2.2 Shared Memory
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3.1.2.3 Runtime Environment
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YT 5@?51@?“\??E'J?UE'@W“‘F”JI'%*T‘iW@ A TTER (0 2 1 2 RIS o i~
EREE fFﬂ'“‘?ﬁﬁ‘%ﬁFﬂ?§¢ E{U@iﬁ%i@%ﬁfﬁ? @ YR B A TR
TR, > 5 (TY e iE A A e £ 4o 55 fFﬁfyﬂéﬂ?ﬂ}@ *“@E@P*J?E* Y- B
API > R F[|"'] translation table s 5 ‘%lﬂﬁf[ﬂ ExRy Lo U e AR Ut
$lE - [JPig 0 Y [F‘EJ?B B ﬁiﬁ‘miﬂv (table entry)ﬁc'%«kernel addr, user addr> >
kernel addr %+ Téﬁxﬁl%?ihjf T A R B A T pjuser addr = FdT {5 2R
el A e P R R A I R I xﬂ[ﬁ%ffﬁ‘ﬂ s g AR

PR R~ [T B S BRI E e 'ﬂi'“lH“ i R R R R l[ﬂ il
FRFIAEEE A0 ™ e 2RI I (000 2 8 o BB AR = A e P 0 [ P == )
[ EIJ[EI B o b B R f IF_L’?*/ it JHEZ (collision) » PRIF=S5PE 2 — {falffli = |
IR 2O TR AL — [ 2eA -

32 IFVRIE-K(Zero-Loss) I FREAEE

iSSP Rl R R SRR L BV TR P i s e 9T
filr™] %ﬁﬂﬁmﬁﬁp@% 2 PR AR S SR T S AR - (R
P 2 R + PSS RS T @, e [ LA
R o TV R AR P G e Web (il B R e HiE
FEREIAE Py > Web (T AR Pk R R e ) B g Vot 2
(MBS B R E (B ki F'J

rﬁ”ﬁiﬁﬁ'ﬁﬁgﬂ*@*ﬂ?ﬁ’ IR HR R R B SR ARLE

(Zero-Loss) » = EAFIEL- ¥ %%«‘f e e sz SRl PR ]
HIE R S cm;;tl',ff % ['FEJf#ﬁj{ﬁ%ﬁ:ﬁ%ﬁ@ﬁ%ﬂ%ﬂﬁﬁﬁgﬁg:c » T FREE A [p

e FREPPHIZN = SRal 1 [l SRS ST 2 7 P ERRRERAR S S R
T E YRR S P RS RLER RS R -

S 1 B (Recovery)fio— it R S ARV PR & T RIRYE RS o - (RS
= 2 (Primary)A{ - {45 ffﬁ ['}]‘(Backup) ° FITE ST PRV (Inpuo)[[iI = @7 %~ PIfihs
—Uﬁ? by i a2 SRR - B DRI S AR A < SH T M 2

Tﬂﬁﬁgﬁ%gﬂ fi J[Hl i3

5 SRR [Offl P R A S fE T 'F[FJ [IORREAET o (SRR

Y[t Figure 9 B > 25 (T [t fiff [ Fieg7H = (Backup Device Driver)!"| = iy ffaf#rfiu 7

15



(% -Fault Detector = Recovery Manager » ™ °' {Xd% Shared Memory Sﬁﬂ EENE G{?J it ?’ﬁ;ﬁﬁf

X5 o
Application
Application
Application Device Driver Backup Device Driver
FS (Block/Char) TCP/IP Translation Table
Native Driver LProxv Driver I Proxy Server
Proxy Driver

Request Buffer

——— [ raupoeser |

Hardware '

Figure 9 : User Mode Device Drive;r‘Fr‘,arrriewbrlg with Fault-Tolerant Mechanism

3.2.1 Backup Device Driver
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3.2.3 Fault Detector & Recovery Manager
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