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Abstract

Developing with the network popularity day by day, the degree of network reliance
becomes higher. That results in more attention to network security. Buffer overflow is one of
the most important problems in network security. Previous researches of buffer overflow
defending have some shortcomings, which include high run-time overhead, defending only a
part of program regions, or being bypass by attacker and giving attackers a chance to intrude
and control the system.

We purpose an automated system to practicably defend against buffer overflow by
protecting the region of the vulnerability of software. Our approach has following features:
(1)After detecting the attack and identifying attack information, we can use the information to
protect the region of the vulnerability specifically. (2)We can identify the attack information
of the whole software regions. (3)We use ASR and eliminate the shortcoming —guessing
attack. According to the experimental results, the system almost has no overhead before being
attack and the overheads are lower than 10% after detecting attack. The results show that the

performance is acceptable and make our approach practicable.
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1 Introduction
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2 Background and Related Work
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2.1 Background: Overview of Buffer Overflow
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Figure 1: Typical scenario of buffer overflow attack
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2.3 Automatic System
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3 Design and Implementation
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Figure 2: The architecture of our automatic protection
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F i g% * Address Space Randomization (ASR)[26] & i£ 3 i iplersc % > 8228 P w0 5 37

2
PR WA RS ORI T Y S S xR AT ¢ o Bidelnstruction Set
Randomization (ISR)[1][17] ~ StackGuard[9] ~ PointkGuard[8] ~ TaintCheck[25] » @ 4r% =
F o7t 0 507 v § ik overhead ~ § B RR cRiRE SR Flet A A (FRFER* ASR
v2 32 7] 18 jp) o buffer overflow attack 22 % o

4oFigure 3 #7151 » ASR#-42 ;% 7§ ~ shared library ~ stack ~ heap - static data % ;= %8 i+



¥ &L ¥ locate taddress space + - § attackerd| * buffer overflow foverwrite # 341

pointer » 4ereturn address 2 function pointerp (2% i £ii% & data = control-sensitive Data >

£ [ #LCS Data) > # « ff j-plz%pointer § & 3 » cop F (€ o 2 d 3t & FRA Hprogram
% * 5 #75 address space:i— o] $R A 5 ofrsattacker B F ] i NPT N - E- R

address » i % o1 § references\ dereferencez%pointerf# » € 3 {% = % ¢ i3 = memory

S HF o pfE e SRR AH TR § 4 4ok 2 W

ERIEES

corruption » iZPF I = # P
detection= ;% 7 & 7= % §p b enCPUPF F 5k 14 | B » p* £_F 42 B buffer boundary -

"L Ee R AR AT G%'F%g#%' TeHooo@m i H iy S Rl ot buffer overflowsz # -

data

“u‘-'. 'l ||'. *
heap [ code |

data

Original address space layout ASR address space layout

Figure 3: The scheme of Address Space Randomization

g+ ASR 12 i g buffer overflow:s &2 #X ‘*in«?}—“z T& - B 7 ¥7engip) pointer

address > ijﬁg F 18 € ST 2 o w v ehid overhead £ ja F mx}’kéqﬁv[ﬂ% 2o RmAE S

B IE L MR 2 @ H €4k guessing attack ST B chak Bhe € il AL AP AL B

)¢ 18 A R o

3.2 Previous Approaches on Buffer Overflow Identification

1 & [k 42554 buffer overflow sc#F > 4 JF A R Bl sc B EE 0 A il % s R

AL TPTAIB6]E fEST B TR A5 10T RIS -
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NFEM oA L0 EFEEE X ER B obuffers S f A S CSdata s A2 FF| P
Jei 2 process crash(f = faulting instruction) - 2 % 3% CS data &4 frdp 4 #7228 (FL 11
corrupting instruction) o

W4 + % gcbufferoverflowsip A= 3 5 F & i plsc® > B FlEiTAESF A

p B b enp P ¥4 47 (Automatic Diagnosis)  F15 3 7 p # it il 47 0 A an g iiE
P e F AR 2L SRR A L DBATIE R o 2R ¥ Zhenkal
Liang ¥ Jun Xu % £ [20][44] 5% Identlflcatlonﬁﬁ%;d&rFigure4’ L RA4eT d
ASR 1 Pz » 2§ 43 A 4 memory corruptionpF 2 %) (B erc g 4 o 5 pFePC
(program counter) # &_i¢ = access violation=invalid memory address > B # 4] * CR2
register 2 4 $7:%PC_} =hassembly code % i ;# 11 CS data » @ :%PC=r % faulting instruction ;
F U pE _'rfvPCfifaéLinvalid memory address > B| % 7+ €_fbranchis 2 # segmentation fault > &
A_d function pointers# # branch » |+ £ 44| * stack pointer®~ (¥ return address - H = - i,
£ = % faulting instruction » #* pF e1CS data%fu%’;tL function pointer - % ®_return instruction
i = fbranch- Rl #-#7 7 hreturn instruction3t X % 5 breakpoint: 41 * logged message it 5
input £ 3734 17425 > § £ =X 3 2 crashPF . B (s — =t breakpointzz 4™ % chreturn instruction
T % faulting instruction » @ return address%.%{cs data - g i F i en™ SV E AT T AR
BLBF =/~ CSdatashinstruction - Bdgstcrashis @ &8 - X H » chig £ i}“g‘
corrupting instruction -

d At iR 2 AP r g @ F'CSdata A I ARNRFET AR B EF G
fe ¥ P> doheap b ehbuffer s d dtde fipe e R AR R FEA fE
FlP R bR S TEARE ARzl 5 CSdatac B AP E LR ARAFTE R &
e By )J-}uﬁ L= =t 8 »~ CSdata = instruction m ¥ ¥| corrupting

instruction -
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~ Reference
7 pointer
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Segmentation
> fault

welboud
31NJ9Xa9-9Yy
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<
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: g ¢
— Trace back to Corrupting Ins. = 2 3
— Vulnerable - get CS Data last write Ins. @
[~ buffer 7] v

.| Faulting Ins. =
last breakpoint

Is PC ainvalid
address?

Faulting Ins. = PC F

Figure 4: Identification of corruption instruction & control-sensitive data

3.3 Corrupting Instruction & .Control-sensitive Data Identification
FEDN > 50 A 43P ECSdata B PR e B R PF T 2 > A s ok en 3R

BAF TTI o 1 8 R i RS R e T

3.3.1 Buffer Overflow Identification Suitable for Our Work

PR AFERE ERE OTH > AP R 4omalloc() ~ calloc() % & e ¥ e it o
AP R S0 Bt A 4o T — K wrapper o i@ 18 250 e e SRt S0 B pF 0 Ay S et e S ficeniz gl
A ALl el g dedkT k0§ ORI D sc T gk CSdata i ak s )’]ﬁaé‘i 5912
Vo @ mip R s R S B e g o RN ER S A a2 &
Herd v Arfe ¥ e buffer fj.*rﬁ v i %_CSdata - ",ﬁE 1 iedk S et e k2 vh s AP R P e
et vy Sy T encall stack > & identificatoin p¥ e feed v -t ¢7 call stack » A
¥ iv » CSdata~ f1* call stack i 5 s~ % 2. - £ %] 5 37 % 425% € #-malloc( )% pe &
R R A T ehdd? o F R R EeREE S Pl g g ihdndic F AR I
S0 fcered e eyl R B F L CSdata o PR AP - 2L B T ORAR S & R en
TR @ A 2 FEeheoverhead o @ d 3t E 3 malloc()# i b 4 F wrapper function - E_
B>+ i8 ez shared library en3R > > 2 F & 4%k ko libe function T+ - 2 F & 375N
7oA & g efg st o

% CSdata % local variable » Fr 48 e > 5 7 it 47 fez (54238 3 (7 P (3£ 3% data » ¢
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i % 4% identification p¥3% data =1t 22 stack frame pointer = offset > \Eﬁﬁmb A et e
Bl 3B PE o I gt offset B F E T g v mhka R o

d %?:’zﬂ't«"z % - rcH A pris 0 3 & 3 edE » CSdata iz k¥ =0 s # E T
FrAlss BB B P cho F]QPL VIR A T s s3I F F L = s B B~ 1% logged message 1
FERIDE T o 27 vk § RO R ZE e & F 3 faulting instruction £ corrupting
instruction #7F &% X & —‘g,ﬁg?] 5 fi.%é‘é BT G TR o %”;’z?ﬁ 1 $+4F T_server
BT H o - AR B R R TR R A 0 S TR ZEY FEL > Flp A
A SR * iE R 0 VB~ X R & ¢ logged message °

d At g r ASR %k i plsc 0 f AN £ AT (7 4250 ¢ e corrupting instruction
mpke ¢ L B0 F]PH AP Se sk R ) corrupting instruction - 3735 4 £2 code section 4=
4o s offset » BY] & =X #4 = program & » T“ ¢ 79 1% & Frenoffset &2 code section 4= 4y

% F1# % % i corrupting instruction = % -

Fl# b en 3% iF detection £ identification » ¥ r4 drig - ALFRT 0k SLE Iﬁ‘!’_—“ﬁ e
- Bl ¥ §ET BATE SRR URA TG SR ARl - BFER A g7 8
R & i < s ‘“Eﬁpx@%ﬁﬁ’%""}j g P-BS R > AR IEER Y IR R
JRE 370 247 oA MAGERT o4 i&@ﬁ»ﬁé&ﬁ% oW AgLERAEFSER
2z w o AP AT 2 L 0 f2 el & bufferoverflow s #F & % 4E ¢+ < overhead >

AR - R R R o e A

&4AMmmﬂumEQMnﬂmnBmerwﬁmwAumk
te 1P 3] s 8 7 B~ 18 identification T3 18 0 A E ATECH PRI B > T ETE RS

Fl o A e f';frsg identification & ¥ & corrupting instruction =4t > o 3N 4738 Kk 0

4 g P gy e CSdatay @ g 3 E O AR PR 2 Gt dg 4 o s
fe? o Flpt Aokt S BofE S ovulnerable function s R oG B s pt i o 4 FE A R
BB A o TN TR BRI RE R FEFERT

B 0 SR & B #IRIFHCME choverhead ME i o B Aok 4 A RSP o

3.4.1 Protecting control-sensitive data in vulnerable function

d e e 8 5 CS data F 3t 0 & identification 2 - 2% 1P i3 2 4% 3¢ ¢ binary code >
#-vulnerable function =if  ¥2 & {8 — B 4p 4 P~ = breakpoint instruction (int3) & fx# 42
;40 B && = i€ » vulnerable function 75 » H 4 +~ ¥ * Figure 5 23 > 425% € A4 (7

int3 & § * & > int3 handler (memory access controller) » 2% 7# & b #-3% data #7 %<7 page
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Wavad o FHFA A E2B ~F|CSdata Bl A F X dopt- ko - AR
%o 33 R RIS E ﬁ?ﬁﬁwmﬁéﬁ’ﬂéwﬁi—ﬁiﬁﬁwﬁﬁﬁ’ﬁg
BB BRI o U AR eh SRS ghARSY  iRARS P )L CSdata s X B R ek

@ % i 4% breakpoint instruction #-f & & » Soficfs chdp £ PR T F]pt LR
# handler p 3& e 4g £ > FRIZSBOR-€ FIS LG RFdp 4 0 F A A2 e 0 kg
» e - B dp £ K- stack frame pointer & fp 3 stack ¢ (“push %ebp”) > & *tpt 4 £
§_% usermode P 34 {7 - e g ~ int3 handler shpFiz © 5§ % kernel mode ¢ 7 > gt pEF
Aip g * dhstack 22973 4703 § F0fr & user mode HpFiE 3 oo Fpt 24 k- user mode ch
stack pointer (%esp)i — i word # % gt i=ht 5 »> user mode 2-%ebp p F E 0 M F N R A

e77°push %ebp”™ -

Vulnerable function

Function start
Breakpoint

ﬂpplication

Service
main loop

[ Set CS data to Read-Only ]

Bunnoaxe

\ulnerable function

Function end
Breakpoint

[ Set CS data to Read-Write ]

Figure 5: Protecting Control-sensitive data in vulnerable function

t 3k CSdata iz B> F i3 B & e B8 4 > B & vulnerable function & return

fe

af

v o =i ~ memory access controller » b pER| - AKX B chpage it VOB 0

LR L S0 Hcts o fjﬁn € MIFR D} oo R . SR Bt Fedy 7 R A AR P R 1dp
Fom nlchiE w2 (T m#ﬁ BRI EwY #ﬁ £ (*“ret”)» 2% 7 j&_user mode stack pointer

¥ B~{F K w =gk o #- user mode program counter B~ & = gt @ o & B 45w user mode P it 53
ERPAGENEYFAL R E DR SR Aret” -
TR i%E 2 ;4 o ASR A CSdata #t:c & & :x B 2 {4 - reference 3% data 4 14 ip
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Ao FlE - ";:’z??{%ﬁd ~ gl a = 2y CSdata & & Fr iz ik 0 ASR #-i
A R ks AP A CSdata Ak g 2w TR ,ii.r%év"'ﬁ%] r o R D] R A
ik g o

3.4.2 Extra handling of writing to non-CS data in the read-only page

d AR o F R kB ~ CSdata Frar 53 A 4 exception 0 4 i &
exception ¥ &J2 CSdata crifzE » e £ 4 F 4/ F /- Bpage 2 Hi=> R & - B
AR TLCER BN AB A AT P TP mh o 75'3 ¢ 31 page fault exception -
Rm oo I3 {7 & —3 4 page fault )’j-%‘uili FiePFiEE g 25E e ~ o exception F 4
PFoog A AR AP R G R~ 0 (A) B A AT Y iy o e F2RE R
CSdata #t izt 5 (B) % » CSdata e £ 3 £ cdp 4 B r2 » & = Al P a-i
T A2 AT EER A NP RSB IS VI F o

d 3+ 2% A memory access controller® E & < ¥ CS data®t fpage table entry » -
entry @ eHW/RH# 122 = v o - @ 3% PEoprotection.handler | #74z 3¢ @ @ » dp 4 5 &2
B » 2 {5 » Linux kernel & ¥~ fipage fault handler (do_page_fault()) ¢ & & % 2 fault=r4~

B tkernele &r<memory region ®. AL F TR #8512 iz kernel € 4 IRt processE_j

B~ fg U #rrikernel € 33 5 %R 5 demanded page £ &_copy-on-write (COW) page »

& 1% present flag= 743 3 @ #¢ 2 - #4demanded pagef| § B & T AR

7% B~ 5 FLCOWRF > kernel § % 8 22~ FRF R E24HHU-» 275 - B
process¥ej 4 A | EJ'JCOW?‘J» € erdzi®® » TP E MR LT OB M EIUTR o
AP L E ~ BF o & F B opage fault exception B k{6 > FHF- 32 H ~

in 4 > @ i kernel -3¢ page 4.3 COW page p* fé b thiE w R AT - S0
Lo Fpligr AP Y g 50 w154 3K CSdata fr s Tk 5 ¥ 8 0 % vulnerable
function ® & ¥ F] 5 - Fehf » Bl AR o fw]*% oL A1 pteEcg e FEARE ~ dp

£ Pl#-a i P E CSdata ek o

Ft AL F ARG R MRS L 2 TR A TR AR AL o N 2

BOr ik % e ip & B~ % % breakpoint instruction - ¢ ¥ % » hrfFza fé it

? present flag |J~%L§Z7’JEIG}E"’F P53 T T (present flag = O) A<= M55 FI &RAMHI ) iF%EJ [’—ﬁ:
iﬁ&lmprocessﬁ. %E“ﬂvlpa}:jpagepj I%J g[i T T Y [ RL T;?f@ Fis ‘ﬂﬁkernelﬁ ﬁ’

Bl I3 I T (present flag = 1) o EI]JkerneIB“jtrf“?il%J git,,copy on- wrlte ’ ‘4|*%<:zw g[ i j;
El fprocessH H'] » fﬁlgr’(ﬁjﬁT R Eﬁgﬂ}“’:ﬁﬂ?&?ﬁ% F1EL o IJeh s Frefsash s/2e H Fprocess -
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53 = i~ int3 handler - § #4 7 7| handler PFE #-2 & FE s TR T 2vaf o f R
o B ey 4 F % R e T ® 3R user mode program counter £ =t Ap o AR P 1 endy
£ > ik w user mode f$ > 1*% PR KPP iy £ T ¥ AR -

3.4.3 Differentiating Between Legal and lllegal Writes
B F R 0 B o~ - 4 buffer r & % & %rc CSdata chdp 4 0 BB R » oy

50 T2 €z ® 3| CSdata- iz & _F] % buffer overflow 5 — i 4% » )’j&{ﬂflj% A&
B » buffer cndp 4 - s Az ) buffer s 2 4 5 % »~ » @ 2 i 45:¢ B CSdata -
Control-sensitive data » # 3= return address £2 function pointer % > " ek Vb s
s ARy 1R 0 @ 4L ooverflow shbuffer B .7 I 47 3] % dic > FM AR 33 € e 3L
HHizn A% #ETH ~ o 4o Figure 6(a) » & foo()® = = vul_funl( ) # > & PF iF return
address ¢ 4% 73 » stack ? > &~ vul_funl()fs o d i dFE R A 0 @ 7 sprintf() B
> bufl t5 > 53 B » 2 R &G wEoreturnaddress o AP E U F R SRR R B iy
£ % sprintf()® h® » dp £ - &2 returnaddress. snf 2 B~ d4p 40 if‘u{viv‘ vul_funl()
Sndgeidy 4 (“call vul_funl”)# 3 ke o 3= | + 4= Figure 6(b) - & vul_fun2()# ”fn =
XXX;7 - xxx B o~ fnoo ¢ 17 ¢ function pointer sg 49 i Ask rf v BERE T (2 hE xxx 0 2 F] 5 for
wE? G buf2 FZEE R e fn Wt B3 s 2B 0 fn A= 0 @ 3 &
g~ PG fore BlY @ rdpd o S A BRI L LA PR Do

d ¢ buffer overflow se# 5 1} ifigfhendd o FPL AP T K7 &2 0f » & f F pF

f#&m™a K (1) & vulnerable function # 2 CSdata - (2):zHdp 4 ik 5 0
identification Eﬁ ¥ 3 e corrupting instruction =4k © % % protection handler # 4 22 & 45
SRR EES B RIS R R B S ARG R EE DR 0 I AT
iz~ 1 buffer overflow sz # > @ i 2 pFl2 b H 2B CSdata -

dod% so# F i 43 % A e o0 corrupting instruction %k st ¥ ﬁk%\ T A AR P hH s
E o RITFF R 20 FIFF Y 2 b ik s ko RIRRGE
detector » i& » identification » & 15 fe B4 a2 P iR E B ] P T B I o
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Push return address Legally writing

Overwrite return address Illegally writing

(a) Overwrite return address

Write to function pointer Legally writing

Overwrite function pointer Illegally writing

(b) Overwrite function pointer

Figure 6: The difference between writing to CS data and writing to a buffer

EAN L I’J:?iﬁﬂ’* shbuffer % ~ 34 > 21 % CSdata ch@ »dp 4 2 4p ke » & 7]

% buffer overflow sz # 1+ i engdfd » Fpt ¥ 02 dvif igf an 54 ggfzgt—'ﬁ;gu ) %";’z?—'ﬁ

B # % R ﬂkfﬁ:{f’v;ﬁ;\ B~ CSdata sy 4 » R ER#%H CSdata> | RPN 2w

“rif chidentification = 3% > AP R NI A4 5 F ER AR gL o B EE Rz
Fo bt ® 5 gz v §i& o~ vulnerable function spR% o & 15+ it buffer

overflow sz # chgft » A ¥ 1 seig e 5 buffer B ~3p 4 &2 CSdata B » 45 £ s ¢

17



FABOBFETEA G > MpED KR ﬁ %38 {73 € i€ » vulnerable function e ™ >
X BARE ¢1§WLLFR22~,WW‘§~TI§ )‘FE AILEIEBAR B DH o
5 R g s S o~ Bk s ST 2 i 3 buffer overflow shd. 3 & p oo

LA EECSdatapE 0 FHF RN ELH 0 MR AAEN P B B TS Tad T

w4

TH o AP R T E AT TIRIAAR > W AR T B nd TR R AR 2 3R

itk 1 SV i 2 dorelated work i ends ik 1 Jplbuffer overflowsc# 2 2= 3 wip ke o B

o (rﬁ

it % 3¢ > Martin Rinard % 4 [27]#F & 7 42 J1buffer:g % c0® » » 4erelated work#7it >

—

TARERANT A G AEF A o A kBT A Pl B goverhead { EiE TR0 &

7/

Ve B ° B ¥ A 2 signaturesin 3N IR akRn TGRSR F g B A 2
gsignature > @ 3 4 B B E iR o #ngm gk o~ B ks @izl Hbuffer

overflowsc# b i & cp > FPLipfhenp #5 10 G R AL F R P 0 TP A o
TR R P o R D R R S ARERT R R
Weasti 20 BAPTH T esgRIEZR A

if ¢ buffer overflow s<C#f ¥ FER A A7 hiEm 2 (8 > = iR E ST A

Figure 7 28 @ 425% 244 (7 2 vulnerablefunction 2 i - ¢ A% 3 5% - B 434 77Int3” A

i » memory access controller > p* pFgide-CSdata #7 fecA F 3K 5 vEf 0 T I S
X é“*{ 703 S mFrs,;xﬁ BN PLrER A R rrq‘ﬁ £ 5B g 4 S0 B & K w PFESY T 77In3”
B Ay VR 2 BN VO RER T RS RE Y 2

oG E :}ﬁ FrrBirrE A 0 B € i~ protection handler - M PF € R B EH » #ﬂ
X FE B~ CSdata 4% it € £ D435 8 ~ 1 4 §_F % corrupting instruction » %
ENABHEERAEZAEZDOR > FAAEZR AR LA LTF S FF AR 2
CSdata # # &_corrupting instruction i = e & » » B ¢ #4238 0T B dp £ B~ 5 7int3”

FET AR Y T 0 AR A A H M 4p 4 188 < i~ memory access controller » B €
-l dp £ 5575 w4t breakpoint B~ chix § 0 ¥ f =tde CSdata it 2 A R T R
et F BT LA CSdata At & e s
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(memory access controller)

Set CS data to Read-Only Set CS data to Read-Write [
A
Restore original instruction )
RIS RURUNURRUPURRRURTNY: UUTRUURUURUPRRURS RSUPRRRRRURRRPR DUTSURRURTRRURRRRNY O
// ______________________________________________ -=== \\
. int3 int3 int3 h
—— % f v
Application | Function start Function continue |
start 1 .
: :
: | Write to Read-Only page | .

v (In vulnerable function)
N

e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e e
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no Application

continue

Replace next
instruction to int3

....................................................................................................................

Figure 7: The scheme of.control-sensitive data protection

3.4.4 Reducing Protection Overheads
%7 W CSdata > AP s & pEREYT A s TR T EEH o EEAAESRER
~p £ 25%4 TR gt € i~ protection handler » i 878 F & £ B

=z}
B RIS SERE > e R A G BEAST 0 %2 7§ hihoverhead o Fpt AR B

”~

&~

rTE S N iR GE O~ protection handler s g -
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void fun (int a) args.
{ ret addr Dummy | [Align to page
char c[30]; cl30] re?trggdr bourdlary
.. (vulnerability) c[30]
return d;

Before detecting attack  After detecting attack
(2)When CS data is a return address.

int fun2(int a)
{ aras.
int b; <t gddr Dummy
void (*fn)(void); L i Align to page
char c[20]; c[20] T?] boundary
.. (vulnerability) c[20]
fn();
Before detecting attack  After detecting attack

(b)When CS data is a:local variable.

Figure 8:-Location-of CS data:in stack section

50 WECSdatay AP BEFEEE Y A TR A > L EARSHNGER
»iph AR fifag i~ protection handler » & 2|%7 8 F 2 &2 8 » » FH L2
B PR T o B A sl kAT 0 %0 B ¢ ehoverhead o F] gt 3N R B
T3V iR KGR 6 protection handler s € o

% CSdata % return address p¥ » 3 2% ¥ B & %-return address 7 fsa |3k 25 vE
vulnerable function @ =% e H @3 3 #ic 3 5% 35 @y (push to stack) & &4+ 7 5 & #ohie

T & i {4 stack pointer i A ptriz & F o #g i& ~ protection handler @

4 + & erroverhead o F]pt 2 * 4e Figure 8(a) = 3% » fun( )= vulnerability &gE sz

B

~

o
\?{\ F—

[

7 1 ¢ 2§ return address > § CSdata = return address p# » 3% 7 & - i& » vulnerable

#
function & » fr%#a stack pointer :FP w e return address £7 ¢t S0 BicfT F R BT #RE 0 R

ok

return address ¥ page boundary ¥ - » fﬁ{;ﬁ return address c feraf & F ¢ 0% - B
=4 > F]p vulnerable function p #77 2 xR R Sl FFEE i S BTDEB R

o ’K* return address #7 e — B { (S A P oo AT S B Hcz B 7;&‘4 e
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PEE AR b o WL ddic? Hp L hR BT %g,g,»m;}ﬁ RG22 JRTADN

protection handler: @ j¥_vulnerable function :£ w pF > 2% if# if % int3 handler ¥ 3= stack pointer

ipw R % return address #TiE 3 ehital 0 X ¥ e R TR w T OB 0 L A2 X % €7
overhead 7 » F]pligteniTiE i Jaa =¥ A 7 F & & ghoverhead -
% CSdata 5 return address 2 #F enH &5 % 38 g > AL I * 55 ik 2 38 (Figure

8(b)) » fun2( )= vulnerability Eg ;’z?—%‘ 7 g z % fn function pointer > memory access
controller #i& » vulnerable function ¥ » % 12 zc stack pointer » 3 CS data it 43 &5 &4
Fehdowmg o BEAR ¢ R CSdata 2 F iR s ArEF AT P o iR 5”9#%",%

vulnerable function # 2teezf 2 7 p e H & F £ % #c 0 2 % vulnerable function # Ak et e

PR T S R
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4 Experimentation and Observation

A e (L kS 1T — B kernel module- 2% iff i@ * g0k 3T 5 5 Gentoo
2005.1 Linux kernel 5= A 3 2.6.14> it 5 PIRBenit ¥ kA F %EH - AW # 5 Intel
3.2 GHz Pentium 4 CPU > 512 MB DDR RAM - % = =4 ehi® ¥ k ¥isx & 5 Red Hat 8.0 »
Linux kernel 2.4.18 » # %8z #% 5 Intel 1.6 GHz Pentium 4 CPU » 256 MB DDR RAM - %
B2k 3 5 100Mbit/sec Ethernet o 24 i¥ e PR B F 34 17 & A R BRI ICRE > & & F = 23

{7 & 48 benchmarks > 12 vt fi & FAPRFZ S0 fede AP enifk s 2 sk 2 IRA B o

4.1 Observation of legal write and illegal write to CS data

A PR 4oTable 2 7 en15 6 4 £ e B PRIF S0 R A4 O F ) e MR35 8L % B 1Y
HRFAP AR F P AT 2 8 22 T xeipd |3+ P & 7 e return address~local
data ~ heap data £ global data - % ¢+t szt % Fe <3 buffer overflow o]+ ¢ » I:‘C?':ﬁ | #
Bokm @ hi g B o~ CSdata 24 £ 044 % #2507 AL ¥ B~ CSdata 2 45 4 > i
HEZ (S R FRSL T EHRMITRER RS > B EZ DR B TR e

Fd ik b)F o (A AERA P H R R ANE &

Application [version vulnerability

Sendmail |8.12.9 |Prescan() vulnerability to overwrite to heap control structure

Mysql 3.23.31/Overrun return address when supplying SELECT statement
Bind 8.2.2 |Exploit malloc's internal variables when handling transaction signatures
Telnetd 0.17  |Overwriting setenv( ) library function pointer

ProFtpd 1.2.7 |Overwriting 2 bytes to heap control sturcture

Mysql 3.23.54/Double free heap overflow to rewrite control structure
Samba 3.0.8 |Overwrite next heap control structure
Squid 2.5 Return address overflow

Thttpd 2.22  |Overwriting ebp in defang()

Oracle 9.0.2 |Return address overflow

Snort 1.9.x |Overwrite function pointer (static data) at memcpy in TraverseFunc()

Wu-ftpd 2.5.0 |mapped_path buffer without bound checking to overwrite longjmp data

xinetd 2.1.8 |Return address overflow

Apache 1.3.32 |Get_tag() vulnerability to overwrite return address

Table 2: Observation of illegally writing to control-sensitive data
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4.2 Overhead of Recording Heap Data
Yok Z T 5T RS FERDE TR AP Ak A R e R S0 it 3 4 30
siwrapper o Flt o A R ORI R scHF 2w R € F overhead F B o AP AIF 3 e il

FLIRF B AR B 0 L P AL R o

4.2.1 Sendmail
AP A P PR E % % Sendmail version 8.12.9 » i A% = =33 = Postal benchmark >
B A4 PR F AT i message Bop &7 TR E o gt R B S % dasendmail € &
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4.4.3 Thttpd
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4.5.2 Thttpd
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5 Conclusion
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