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Student: Shih-Feng Chen AdvisoDr. Wen-Guey Tzeng

Institute of Computer Science and Engineering

National Chiao Tung University

Abstract

With the Internet and digital multimedia technolodgvelopment, the consumers could
easily obtain the digital contents in, variant .wayihe content providers need some
mechanisms to enforce access policies and .to-ddmim users to use their digital contents.
Digital Rights Management (DRM) system is a systerparotect and manage digital contents
and control the usage and distribution of thosétaiigontents. Only proper authorized user
could access these protected digital contents.

However, most current DRM systems add too manyicésns on the right of users and
may gather some unnecessary privacy informatiohawit the user's permission. We discuss
the issue of "fair use" and purpose a DRM systerth veinonymity and authorization
transferability. The honest user could anonymoasikyess the system service and transfer his
authorization to other users, and the system ciwate the identity of the dishonest user with
illegal distributing. We hope our system to achievealance between the rights of the owners

and the accessibility of the consumers.

Keywords: Digital Rights Management (DRM), fair use
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Chapter 1
I ntroduction

With the Internet and digital multimedia technolodgvelopment, the consumers could
easily obtain different kinds of digital contenésd. documents, books, music, and movies) in
variant ways. As the analog media loses qualityhwidch copy generation, oppositely, the
digital contents could be copied or distributedutdimited numbers without losing their
quality. Therefore, the content providers need someehanisms to enforce access policies
and to control how users to use their digital cotge

Digital Rights Management (DRM) system is a systenprotect and manage digital
contents and control the usage and distributiahage digital contents. The DRM technology
is to protect and manage digital coptents and obtiie usage and distribution of those digital
contents. With DRM technologies, content provigerd copyright holders could protect their
works from illegal use, and only proper authoerizesgrs could access these protected digital
contents.

However, the design conceptis based on the rigliens' benefit in most current DRM
systems. It adds too many restrictions on the mjhtsers and may gather some unnecessary
privacy information without the user's permissidde discuss the issue of "fair use" and
purpose a DRM system with anonymity and authowratransferability. The honest user
could anonymously access the system service amdférahis purchased content and the
corresponding rights to other users. If a dishonsst has illegally transferred his purchased
contents and rights to multi users, the systemdctraice the identity of the dishonest user
with illegal distributing. We hope to achieve adade between the rights of the owners and
the accessibility of the consumers.

The rest of the thesis is organized as followscHapter 2, we describe the content of
DRM systems and related cryptography theories aoldniques. In chapter 3, we propose a

DRM system with properties of anonymity and trarebdity and discuss the implementation



of our system. In chapter 4, we analyze the sgcafibur scheme. Finally, we conclude the

thesis and indicate the future work in chapter 5.




Chapter 2
Preliminaries

In this chapter, we first introduce the backgrousmd structure of DRM system,
introduce current DRM systems in online music marlkeed we will discuss the concept
about "fair use” in section 2.1. Then we introdueeo-knowledge proof system of knowledge

in section 2.2 and group signature scheme in ge2ti®.

2.1 Digital Rights Management

Digital Rights Management (DRM) system is a systenprotect and manage digital
contents and control the usage and distributionthafse digital contents. With DRM
technologies, content providers and copyright halamuld protect their works from illegal

use, and only proper authorized user could actese tprotected digital contents.

2.1.1 Background

As the analog media Iose.s quality with each copyegaion, the different kinds of
digital contents (e.g. documents, books, music,randies) could be copied or distributed to
unlimited numbers without losing their quality. Tbentent providers need some mechanisms
to enforce access policies and to control how usengse the digital contents. The DRM
technology is to protect and manage digital costamnid control the usage and distribution of
those digital contents. It is not only focused @euwsity to unauthorized copy, which is to
protect the digital contents with encryption, aodld not prevent some authorized users from
distributing their decrypted data to other unauttest users. The DRM system should protect,
monitor, and track all forms of rights usages [13][[15].

DRM is widely used by the entertainment industrychs as online music stores (like
Apple iTunes Music Store [24] and Napster musices{83]), some pay-TV producers, and

also to protect documents in enterprises [23].dbéiht DRM vendors have different DRM
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implementations. In general, there are three ingponplayers involved in a DRM system: the
consumer, the producer and the publisher [15]. Wegive the expansions in detail below.

The roles in a simplified DRM system are illustchte Figure 1.

Provider (provide) (authorize) @
protect

content

content

Figure 1 The roles in a DRM system

[0 The contentfrovider produces content and holds the digital rightshef ¢ontent.
The provider (an author or a record label) wantpratect these rights and sell
content to the publisher.

B Content means different kinds_of data to protectah be document, book,
audio, video, etc..

[0 The Publisher manages the DRM. system used to control and dis¢rilligital
content. The DRM system encrypts the content, pgekaigital rights in a license
to the corresponding-content,-and distributes-theepted content to the consumers.
B The License is digital data that specifies certagage rules for the digital

content. There may be different licenses corresjpgntb the same content.
The usage rules could be the expiration time, qogynission, or the access
frequency of the content. The license can be egpteby the form of the Right
Object.

[0 The Consumer obtains the protected digital content from the lishler and then
paying for the digital license to get the rightsaatttess protected digital content.

B The Right refers to the usage rules in a licensehe digital content, which
means:
Principal -under-Condition -apply-Rights to- Resource
The right is usually defined and represented inritjlets expression language

(REL). The most common REL Bxtended Rights Markup Langua@&ML)
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[1] [29]. It is a XML-based language for describinghts.

[0 Cryptographic Mechanisms in a DRM system

Several cryptographic primitives are commonly ugsedDRM systems. The content
provider may send the digital content with diggajnature technology to ensure the integrity
of content. The publisher could encrypt a digitahtent by using standard cryptographic
encryption mechanisms. Only an authorized purchages can authenticate himself as
trustworthy could get the corresponding digitalehse. Authorized user could verify the
content-license pair by signature and hash funcaod then decrypt the digital content with
the key in his license.

The providers and publishers need more protectiter @ontent decryption. If the
authorized user saves the content in an unprotéotadand distribute the digital copy on the
Internet, other unauthorized users-could acceserbwithout any restriction. Therefore, we
need some detection mechanism| of protected 'cortertace the usage, which can be
obtained by a combination® of “digital signature, tiieate, content fingerprinting and
embedding watermarks. Befare the content is enedypidentifying data signed by the

consumer can be embedded asl watermark in the ¢onten

2.1.2 Current DRM Systems

In this subsection, we focus on the main DRM systased in online music market.

O Microsoft WMRM

Microsoft Windows Media Rights Management (WMRM)asDRM system to protect
and securely deliver a subscription content foyipdek on a computer, portable device, or
network device [35]. The main advantage of WMRMHhat the Windows media format is
widely used on the Internet, and the Windows medigger has already incorporated DRM
support [14]. The newest version is WMRM 10.

There are 3 main roles in WMRM system: content e license issuer, and user.



Figure 2 shows how content is protected, distridpuderd used with WMRM:

[ Content provider ) [ Enduser (player) ) [ Licenseissuer |

Request R .
Digital content > Rights
EncodgProtect License request
A 4 v
A
Protected
Windows Media License
Format File

v

Media Player [€
Distribute Issue

NG N s 7

Play

Figure 2 Windows Media Right Manager DRM process

1. The content provider encodes and packages digiateats into Windows Media
Format files. During the encoding .process, the DRivbfile adds certain
information to the cohtent header, énd the coriteancrypted.

2. The content provider-delivers packaged Windows lldiiés to user. The license
can be delivered With-file, or it can be deliverafter a user provides additional
information.

3.  When the user tries to play a protected file, tlagyqr searches the user's computer
for a valid license.

4. If the user's player fails to find the necessacgrse, it sends a license request
which contains the header of the protected coraedtthe user's system information
to the license issuer.

5. The license issuer issues licenses for Windows &/8ldis. The licenses contain the
encrypted content key, and other properties thatigpthe use of the Windows
Media file.

The licenses describe the rights that specify tbe af the Windows Media file. The

content provider sets these rights to determinechvlactions are allowed from minimal
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control over playback to more restrictive licenség. list some important rights supported in

WMRM in Table 1:

Right Name
Playcount
AllowCopy
Playback, Copy, Transfer
CopyCount
TransferCount

AllowPlaylistBurn

Burning to CD MaxPlaylistBurnCount

PlaylistBurnTrackCount

BeginDate

ExpirationDate

Playback Time
ExpirationAfterFirstUse

ExpirationOnStore

Table 1 Importantrights-supported in WMRM.

Napster music store [33] is a:subscription basdid@music service with WMRM DRM
technology. The user could download an unlimitecam of music while subscribed to the
service. The user could use the music on his pler@évice for an additional $5 per month.
Once the user stops subscription to the serviteyudic downloaded will be unusable. If user

wants to burn a track to CD, he has to pay an iaddit $.99.
L1 Apple FairPlay

FairPlay is a DRM technology created by Apple lang used by Apple's products, for
online music service: iTunes Store, for multimepliayer software: iTunes Jukebox, and for
multimedia portable device: iPod [24]. All mediantdoaded from iTunes Store are protected
with FairPlay.

The FairPlay-protected audio files are encoded 28 kbit/s AAC (Advanced Audio

Coding) format. The protected files can only beypthon iTunes Jukebox, iPod, and a few
7



compatible portable devices. However, the protefitesl are not supported by other software

jukebox like Microsoft Media Player or most portalplayers. The protected audio files have

the restrictions including:

O

The protected files can be accessed on up of fiuthosized computers

simultaneously.

B |f the user wants to play his purchased songs emsittth computer, he needs to
deauthorize one of the five authorized computefsrbe

B The user could deauthorize all the computers imbt®unt once per year.

The users can burn the protected files to a standadio CD for any number of

times.

B The user can copy a particular playlist contairfiteg protected with FairPlay
to a CD up to seven_ times.

The users can transfer the protected files to @amyber of iPod portable devices.

B However, the protected files can not be-transfefrech the iPod to another

unauthorized computer.

On April, 2007, Apple's iTunes Store had sold nthian 2.5 million songs, and it is the

world’s most popular online music, TV and movierst{25]. On May, 2007, Apple launched

iTunes Plus, a DRM-free online music service [ZBhe iTunes Plus tracks have higher

quality without any usage restrictions. The pri€ernginal iTunes track is $0.99, and the Plus

version is $1.29. The file format is upgraded t® Xbits/s AAC streams for better sound

quality. Until now, only music tracks from EMI amgovided in iTunes Plus DRM-free

version.

2.1.3 Fair Use

From the provider’s and publisher’s viewpoint, th&M system could ideally protect

their contents from illegal use. All consumers ardy allowed to do all the authorized

activities in licenses. In other words, the consigmeould not make unauthorized or

8



undefined use of their purchased contents. It niagen interoperability of public knowledge,
likes the library collections and the academic aedle The library may get into trouble to
make digital copies for some digital content wittcertain rights. However, REL or any other
ways for rights definition is impossible to copetwall situations.

For instance, a consumer has bought a track frdmeomusic store. It is without reason
to put any restrictions on playing at his placehsas his office or his home. Another example
is that it is impossible for a consumer to reseléend the track to his friend in most systems.

In practical, it is hard to distinguish a legal kag from illegal copy very clearly.
[0 DRM and Copyright Law

The Digital Millennium Copyright Act (DMCA) [28] ighe legislation that implements
two 1996 World Intellectual Property OrganizatioWlPO) treaties: the WIPO Copyright
Treaty and the WIPO Performances and PhonogramatyIrAccording to DMCA, any
attempt for the creation and distribution of DRNicamvention tools even for legal reasons
may violate federal law under:DMCA [14].

In Taiwan, fair use is backed by Article 65, 80ridaB0-2, paragraph 3, of Copyright Act
[27], which gives the following facts'shall be nb@s the basis for determination:

1. The purposes and nature of the exploitation, inoavhether such exploitation is

of a commercial nature or is for nonprofit educadilopurposes.

2. The nature of the work.

3. The amount and substantiality of the portion exphbiin relation to the work as a

whole.

4. Effect of the exploitation on the work's currentgotential market value.

We notice that the utilization of "fair use" is ealsy case with flexible rules. Copyright
Act also gives some exceptions to copyright whitbwa users to reproduce and excerpt
copyrighted works for purposes including: to profeersonal data, for file archive institutions,
educational institutions, or public libraries teass whether to obtain the information.

Fair use is a privilege which could not be deprilbagdhe license agreement. However, it

9



is still difficult to address the reasonable amoaimd substantiality in law to fit all situations.
When the content providers and copyright holderplyadRM technologies to their
applications, they should notice fair use issu@revent their consumers from violating the

license agreement.
I Transfer of Ownership

Another issue is to transfer the ownership [1][16][ The ownership transferability is
defined in Article 59-1of Copyright Act [27], witlub the copyright holders' permission or
authorization. However, it is limited to computeogram works but multimedia contents like
music and movies. From content provider's perspecthe consumer's ability to share a copy
of content with other people should be fully reted. When the consumer downloads digital
content from the publisher, he only obtains auttestiusage rights by license agreements. The
consumers do not obtain the ownership of contants license agreements, so they are not
authorized to transfer the usage rights-to thel jbanties.

There are many online “music service providers ohioly Apple's iTunes Store [24]
(except iTunes Plus), Yahoo!=Music [36], NapsteB][3/Nal-Mart Music Downloads [34],
ezPeer+ [30], KKBOX [32], and all'of them do nobypide transferability. It dose not only
means to download digital contents to user's ptatdbvices but also to transfer the content
and the authorization to the third parties. We wmersthat it is reasonable for the DRM
systems should implement transferability.

Obviously, if the DRM system gives fewer restriagoto the consumers, it could attract
more consumers. Apple's FairPlay DRM is a successfample. The purchasers could
download the content to unlimited numbers of pdeadbevice, and they could play the
content on five computers registered to the sameust. It is easier to share the content to
their family according to the right of non-publik.is allowed of a small mount share for
personal use, but massive share will infringememtent provider's benefit. As a result, the
concept of "to transfer" seems to meet the corgemtider's need more than "to share". The

total number of copies is restricted, and the coresuwill lose their rights after they transfer

10



their authorization to other consumers.
In summary, we argue that the DRM system shouldensakne necessary concessions to

provide transferability.
I Privacy in DRM

One of the major issues raised by DRM system caosctre protection of the user’s
privacy and anonymous consumption of digital conf@é]. When the consumer accesses the
protected content, the consumer needs to revealdmnsity and send his personal information
to the server in process of authentication. SomeMD#ystems may collect more than
necessary privacy information in secret and thesusever know about how the usage of
these information. They may be send collected sgecific information to marketing
agencies without the user’s permission. It will gasome privacy problem.

For example, Apple's iTunes Store collect and. stioeefollowing personal data during
concluding a purchase [12]:

® The client OS, iTunes software version, and cliBraddress

® The iTunes client software id called Device-id

® The user's e-mail address called Apple-id-

® The Product-id and meta data

The iTunes server will utilize the information tooeypt the content. Therefore, only the
registered user with registered device could actlessprotected data. But it is doubted
whether sending these data are all necessary.

While Apple starts iTunes Plus service, it providdSRM-free environment without any
restrictions. However, the iTunes Plus track stilludes the original purchaser's account
inside the ACC header. It just likes a light-wei@®RM system. Everything in the scope of
fair use can be done in the way users are familidin. When the DRM-free track is
distributed to the public, for example a P2P fier® system, the owner of the track can be
traced.

A good DRM system should grant anonymous accesthdodigital content. It is

11



recommended to do all personal data processing akear transparent mode [12]. The
consumers have the rights to know how their priveddgrmation utilized. If they do not
accept, they can stop the service.

In conclusion, we address the issue of transfeigbts and user anonymity in this thesis.

2.2 Zero-Knowledge Proof System

To archive anonymity, we make use of group sigratwhich will be introduced in next
subsection, and “proof systems" that allow one yp&ot convince other parties about its
knowledge of certain values like the membershiphghat no useful information is leaked.

We introduce various zero-knowledge protocols foovpng knowledge of discrete

logarithms:

O {PK{(a):y=g%}
Proving the knowledge of.a discrete logarithm a@roup element y to a bas§l9].
1. The prover chooses a randomeg Zq, computest:= g’ and sendst to the
verifier.
2. The verifier picks a random challengeand.sendsr to the prover.
3. The prover computes :=r — cx(mod Q) and sends to the verifier.
4. The verifier accepts, igy° =t holds.
We can convert the interactive proof into a nomiattive proof. LetH : {0,1}" — Zq
be a collision-resistant hash function.
1. The prover computes the challenge= H(g|y|g"), setss:=r—cx, and sends
(c,s) to the verifier.

2. The verifier accepts it = H(g|y|g’y®) holds.
O PK{() :y; =g%“ Ay, =h%}
Proving the equality of the discrete logarithmlgiments yand y to the bases and h,

respectively (proof of AND) [8].

12



4.
5.

Let x = logg y, = log, y,-

The prover chooses a randan€g Zg, computest, := g, t, := h', and sendg,,t, to

the verifier.

The verifier picks a random challengeand sends: to the prover.

The prover computes :=r — cx(mod Q) and sends to the verifier.

The verifier accepts, igy; = t; AhSy5 =t, holds.

To convert the interactive proof into a non-inténae proof:

1.

The prover computes the challenge= H(g|y, |h|y,|g"|h"), setss :=r — cx, and sends

(c,s) to the verifier.

The verifier accepts it = H(g|y; |h|y,|g’y{|h%y5) holds.

PK{(c, B) : y1 = g* Vy, = hF}

Proving the knowledge of (at'least) one out ofdiserete logarithms of the elements y

and y to the basg (proof of OR) [9] [18].

W.l.o.g., we assume that:the prover knows: log, y;.

1.

4.

The prover chooses random,s; €gZy, c; €r Zg, computest, := g, t, =
gs2y,%, and sendsitt, to the verifier

The verifier picks a random challengeand sends it to the prover.

The prover computes,; := c®c, and s, :=r; — c;x(mod Q)(where & denotes
the bit-wise XOR operation) and senfs, s,, c;,c,) to the verifier.

The verifier accepts, it = ¢;®c, and t; = gsiyic" for i € {1,2} holds.

The interactive proof can be converted into a maaractive proof:

1.

2.

The prover randomly chooses,s, € Zg,c, €r Zq, computes the challenge
c:= H(glyllhlyzlgr1|g52yzcz), computesc; = c@c,, Setss; :=r1; — ¢;Xq,S; =1,
and sendq sy, s,, ¢4, C,) to the verifier.

The verifier accepts, it = H(gly, |hly,|gsy;*|h52y5?) holds.

We can extend the above approaches for provindrampimonotone statements built

with A‘s and Vv's.
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2.3 Group Signature

Group Signature was first introduced in [6] andves anonymity for signers. Only the
member of the group can sign messages, the vedéieronly tell someone of the group
members signed, and the signer's identity is keptes. In some group signature schemes,
there is a party with the ability to trace the siyme or revoke the anonymity [2][4][5]. The
group signature scheme could be applied to the Bigdtem. All users are registered to the
DRM system which as a group manager, and whenwlaey to access the protected content,
they can authenticate their identity with applyangroup signature.

A group signature scheme must satisfy the followipgoperties: correctness,
unforgeability and anonymity. The correctness prigpmeans that the signatures generated
by honest signer can be verified and trace cogrethe unforgeability means that only group
members can generate valid signature. The anonymagns that no one is able to find out
which group member signed a-message or to decieghehtwo signatures have been issued

by the same group member.

2.3.1 k—TimesAnonymousAuthentication Scheme

The k-Times Anonymous AuthenticatioR-TAA) scheme is proposed in 2004 [21]. It is
a modification of a group signature scheme andwallthhe group members to be authenticated
anonymously by an allowable number of times. If mup member exceeds the time
restriction, his identity will be public traced froan authentication log by any verifier. In a
k-TAA system, there are three participants, a grogmager (GM), an application provider
(AP), and the users. The group manager first regsll users, then the application provider
publish the number of times allowed a user to anttbate, and the registered users can be

authenticated by the AP.

[0 Key Ideas

Let the AP set the bound Rt A registered user hdsdifferent basisB,, ..., By for the

AP, which is called a tag base. When he wants to beeaticated by the AP, he picks a fresh
14



tag base Bnot used before. If he uses different tag basissidentity will not be traced.

However, if he has authenticated kol times, he must have showed the same tag base, twi

and anyone can trace his identify.

O

k-TAA Scheme

There are five phases in tkdAA scheme:

Setup

GM randomly chooses a rigid integey (a,a,) € QR(n)?, g € G.

The group public key i<n, a, a,, g).

Joining

User U; chooses a randomx , computes a secret/public key pair
(sk,pk) = (x, (A e q, ID)), such thata*a, = A¢, (o, ID) = (a¥, g*).

GM adds (i, ID) to the identificationLIST.

Bound announcement

AP publishe different tag bases(t;, t;))€ G*> for i=1, ...,k
Authentication

AP sends a random numberto U;.

U; selects a fresh tag bagg, ;) and computes tagT, T) = (tF, (g°t)%).

U; sends back the tafT, T) to AP.
AP adds (c, (T, T)) to the authentication lo§.0G.

Publictracing
If user has repeated the same tag base, there rbaesttwo records
(r, (T, T)) , (r’, (T, T’)) with the same tad =T~ in LOG.

1 1

(gclfi)x)ﬁ X
(g°t)* =b

Anyone can trace the user's identity by computibg= (g) ¢'-e (

from LOG and LIST.

In our purposed scheme, we set the boknd 1. The registered user hold only one tag

15



base for every license to make sure there is omdyuser access the service simultaneously.
We can also appli different tag bases to a specific RO kausers, but it will seriously add
the verifier's overheads, and the mounts of vatidtent may grow exponentially. Therefore,

we would rather set ea&tROs with a single tag base than a single RO kittg bases.
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Chapter 3
An Anonymous and Authorization Transferable DRM System

In this chapter, we first introduce the backgrowam structure of DRM system in
section 3.1. Then we explain the main idea aboaitsifstem construction in section 3.2. We
give our purposed scheme in section 3.3 and discusPDRM system implementation in

section 3.4.

3.1 Introduction

In the previous chapter, we have talked about tdmeept of "fair use". We consider two
requirements in current popular DRM systems, temaghlity and anonymity. Transferability
means that a registered user could transfer ngt vl content but also the corresponding
license to the other users. “Take Apple's iTunes ewample, if the transferability is
implemented, the users can directly transfer thathorization to other users without online
deauthorization. For achieving anonymity;-the=BDRétem is only allowed to collect the
necessary information to protect‘personal privacy.

However, beyond the anonymity, the users may illgghstribute content and license.
Therefore, we won't protect dishonest users, andwilledisclose the anonymity for the
purpose of restricting illegally transmitting autization. If a dishonest user after transferring
his authorization has continued to access the aerthe user will be traced his identity by
system and lose his anonymity to protect the awhdrright holder's benefit.

A trivial way to solve the transferability is to &ed the sender's identity information or
digital signature into the protected contents. Buwill conflict with the user's anonymity.
While we hope to hold the anonymity in the norm&ND system, we hope that the DRM
system with transferability can not trace the usdemtity in the transfer chain if all users are

honest.

17



3.2 System Construction

We adopt a modified version &TAA scheme [21] and a transferable E-Cash model
purposed in [7] and [13] to construct our purposgstem.

The patrticipants in the scheme are the registaese, the content serveAP, and the
user U. As the originalk-TAA scheme, the register serv8rregisters all users, and the
registered users can be authenticated by the doseerer AP.

The Register protocol is as same as the originkining, and original Bound
announcement is modified toSign andlssue, to force users to use valid tag bases to the
corresponding Right Object and to support varioagment systems. We extend the original
Authentication in k-TAA scheme to two protocol3yansfer andAuthentication. While user
U; wants to transfer his authorization to other uBgrU; plays the role as\P in the
original k-TAA scheme. The receiveld; should keep,the authentication chain history tat ne
user or AP. If a dishonest usely has transferred to multi parties, there will b@ t@cords
with the same prefix after AP receiving both chaiRmally, AP could apply theTRACE

algorithm to identity who has transferred-to-mplrties,
1 Register

As the originalJoining protocol, the uset); randomly chooses his secret kay and
then registers his identityD; to the register serve$. S addsID; to a public identification

LIST.
1 Sign
U; anonymously proves that he is one of the registerBIST to S. If S accepts the
proof, U; gets atag token; from S.
LI Issue

U; sends the tag toket) to AP and gets Right ObjedRO associated to the tag token
t;. U; initializes transfer chairRy; = (RO, hash(ti)). Since we tie the hash value of the tag

token t; into Ry, U; has to use the samg and Rg; in Transfer or Authentication
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protocol.
1 Transfer

U; sendsRg; and corresponding; to U; and proves knowledge df. U; chooses a
tag tokent; and computes a challengg = hash(t;) and sendsc; to U;. Next, U;
computes response;, and sendsr; to U;. Finally, U; gets extended transfer chain
Ry = Rsi||(ti, ci]-,ri]-). The transfer chain grows in size as it changeserhands. All users
should show the same tag token which used to egehthe transfer chain to the next party.

The transfer chain takes on the forRy, = (RO, hash(t;))||(t;, cij, 13 || --- [1(ty, Cyz Tyz)-

0 Authentication

U; sendsR; and the same tokety: used'forR; to AP and proves knowledge af.
AP verifies the proof and the transfer chdtg,and accepts if it passes all verificatiokP

adds the transfer chaiRg; and.the proof'to the authenticatik/0G.

O Trace

If the dishonest useU; has transferred to two usék and Uy, after both ofU; and

Uy authenticated taAP, there must be two records;; and Ry, with the same prefix
(RO, hash(t;))]] ... 1| (ti, i, ;) and (RO, hash(t;))]|| ... || (ti, ¢ Tix) i the authentication
LOG. Since we construct; and r;; as atag base and tag paikifAA scheme. Therefore,
AP can directly apply the Trace algorithm ¢, c;;, rj;) and (t;, cii, ryp) to find out the

dishonest user's identityD; from LIST.

3.3 Our Purposed Scheme

Let #:{0,1}* - Z be a collision-resistant hash functioG,= (g) = (h) be a cyclic
group of orderq on which DDH problems are hard to solye.and h are elements of.

X = (KeyGen, Sign, Verify) is an unforgeable signature scheme
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3.3.1 Setup
1. S: generate sign/verify key paiteyGen(1¥) - (skg, vks).

2. AP: generate sign/verify key paleyGen(1¥) > (skap, vkap).

3.3.2 Register
The userU; registersiD; and proves the knowledge of secret keysto

1 U;: choose a random; €g Zg

2. U;-S: (,IDy) = (i,g").

3. U; e S: PK{(a):ID; = g*}.

U;: choose a random €y Zj.

il. U;: compute the challenge := #£(g||ID;||g").
U;: sets:=r — cu;, and:send(c,s)..to_S.

Iv. S: accept the proof ifc = H(g]|ID;||g°ID;) “holds. Otherwise, send an error
message tdJ; and abort.

4. S: add (i, ID;) to LIST.

3.3.3 Sign
The userU; anonymously proves he is one of the registers gehd tag tokert;.

1. Ui: choose arandom number; € Zg to mask his identitylD;.
2. Ui>S:  m; = (mj||lm;,) = (ID]"]|g™).

(ID; = g% Am;; =D} Am;, = g"i) v }

3. U; & S:PK:(u;, w;, ID4, ..., ID,): .
i {( ir Wi 1 n) Vv (IDn — gui A mp,; = ID‘lNl A m,, = gwi)

i.  AssumeU; know (u;,w;) such that(ID; = g% Am;; = ID}"" Am;, = g“i) holds.

i. U randomly pick(rjq,1j2) € Zi x Zg for j=1,..,n,andc € Z; for j # i.

. — i — Ti2 — i — i G —
. Uj: computet; ; = g, tj, == ID,"*, tj5 := g"2, and t;, = grlrllD].’,t]-,2 =

S

Tj2 . gTi2mC Cop
ID;""m;}, tj3 = g2m,; for j#i.
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iv. Ui compute the challenge

¢ = H (gllmjq [[m; [[ID¢][ ... [[IDn]1t; 1 [1ti 2|13 311 - |1tn,1][tn2]]tn3)

v. Ui computec;:=c@®c; @ ..D D ... D ¢y, for j #1i.

vi. Ui Setsjq = Tj1 — Gy, Sz = Iip — CiWj, and sj 1 i=1j4,8j, i=1j, for j#1i.
vi. U;j-S: (51,1,51,2, «+»Sn,1>Sn,2» C1, ...,cn).
viii.  S: accept the proof if

¢ = 2 (gl [y |[my 2|1 || . |[1D, g%+ DS [IDS2m?, [g*2mh | ..) holds.

Otherwise, send an error messagdJjioand abort.
4. S—>Ui: o = Signg (m;).

5. U;: settag token; = (m;, o;)

3.3.4 Issue
The userU; gets Right ObjecRO and initializes transfer chaiRg;.

1. U;->AP:
2. U; & AP: PK{(ui,wi): (mi,1 = m;lé Amg, = gwi)}.
i. Ui randomly pick (ry,1;) €g Zg.
i. Ug:  compute the challenge:= H (g||m;,||m||m;}||g™).

. Uy sets; =r; —cu;, s, =1, — cw;j, and send(c,sq,s,) to AP.

iv. AP: verify tag tokent; by Verify(pks, m;, 0;) and accept the proof if =
H (glImiq ||m 2 ||m{3me, ||gs2mS,) holds. Otherwise, send an error messag;to

and abort.

3. AP: according the content and license, properly sghtfObject RO, and then generate
a signatures,, = Signg,,(RO||hash(t;)). Send (RO, 5,) to U;.

4. U;: initial transfer chain Rg; = (RO||cy), Proofs; = (RO||hash(t;)), o4, Proofy;.
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3.3.5 Transfer

The userU; authenticate toU;. After transfer, U; gets extended transfer chain

R = Rgil | (s, cij, 135).
1. Ul—>U] Rsi”ti'

2. U;:  verify t; = (my,07) and allt, = (my, 0y) in Ry, verify oy = (RO||H (ty)),

i
check all ¢, = # (t,41), and verify all proof inRg;.
3. Ui L U] PK{(ui'Wi): (mi,l = mré A Ini,2 — gwl)}

ry

i. Ui pick (ry,ry) €g ZZ, computest,: = m; 3, ty: = g'2, sendty, t, to Uj.

ii.  Uj: pick the challenge: € Zg, sendc to Us.

iii.  Uj: computes; :=ry — cuy, S, = ry —cw;, sendsy, s, to Uj.
iv.  Uj:acceptifm;mf, = t;,g%mS, = t, halds.
4. U;.  select a new tag tokej and sendc; = (t;) to U;.

5. U; » Uj: the response tag = (g“h)".

6. Ui d U] PK{(UI) (mi'l = m:g 7A\ Iy = (gcih)ui)}..
I. . pick r Eg Zg, computet;: = mj,, ;= (gih)", sendty, t, to U;.

il.

i
j- pick the challenge € Zg, sendc to U;.
i computes :=r — cu;, sends to U;.

U
U
i. U
iv. U

j- accept if mj,m{,; = ty, (gh)°r{ = t, holds.

7. U;:

i extend transfer chaiRg; = Rg;||(t;, ¢, 17), Proofj;

3.3.6 Authentication
After authentication AP could start to provide service.

1. U; - AP: Ry ||t;.

2. AP: verify t; = (mj,0;) and allt; = (m;,0;) in Rg; are never used, verifyo, =
(RO||# (ty)), check allc, = H (t,41), and verify all proof inRg;.
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3. Ui U d AP PK{(Ui, Wi): (mi,l = mré N mi,Z — ng)}

i.  Uj: randomly pick (ry, 1) €g Zg.

U;: compute the challenge := H (g|[m; 1 ||m; 2| |m;3|g™2).

U;: sets; :=r; —cu;, s, :==r, —cw;, and send(c,s;,s,) to AP.

AP: accept the proof it = # (g||m;;||m; ;| |m;3mf, ||gS2mf,) holds.

4. AP: add (Rg;,t;) to LOG.

3.3.7 Trace

To trace the dishonest us8k's idendity ID; in two recordsRg; and Ry, with the

same prefix... [|(t;, ¢ij, rj;) and ...||(t;, Cik, Li). in LOG.

1 uj

1. AP: compute (ﬂ)cii_cik = (ﬂ)ci"_c"‘ IS T,

Tik gfikh

3.4 System Implementation

3.4.1 Develop environment

Out system is implemented on Microsoft .Net framewand use the FMOD Ex sound
system [31] as the audio engine. We implement cloerme to provide an online music service

DRM system. We adopt SHA1 hash function and TrpEES encryption in our system
implementation.

3.4.2 System Architecture

Figure 3 shows the overview of our system implemgon. The server module includes
the register server and the content server. Tleatdlilayer first registers his ID first and then
anonymously proves his identity to get new tag mskelhe client player shows a new tag

token to the content server to download some predecontents. The player can directly
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request the license to play the content or trartbecontent to another client player.

3 T
Content Client Register Server
Pl | Register —
ayer service K LIST
Sign
service
Transfer/chain Content Server
Issue
service
] Authentication
Client | service
License
PIayer Trace

Figure 3 Overview of our system implementation
O The main functionalities of the server module

1. Register server provides Reg-istér and. Sign serdnd maintains the public
identification LIST. If a=user Is traced“in the Trace algorithm bytean server, the
user will be revoked. _

2. The content server provides Issue énd Authenticatiervice and maintains the
authenticationLOG. .

3. The registered user can show his tag token to sadtesIssue and Authentication
service, and the revoked users are not allowed¢ess the Sign service to get any
new tag token.

4. The content server can import music contents antheeRights of the contents, which
includes the times of playing the content, the sinoé transferring the content, the
expiration time after first play, the expiratiomg after getting the content (see Figure

4).
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R=TEY

Main | Register |lm| License |

Mame | Play Transfer FirstPlay OnStore

10 14 0

02_come closer.mp3 10 5 7 20
03_crystal vine.mp3 10 5 7 20
04_ETERNITY.mp3 10 5 7 30
05_flowers.mpa 10 5 7 20
06_IT'S SO DELICIOUS.mp3 10 5 7 30
07_LOVE LOVE LOVE.mp3 10 5 7 30
08_LOVE UNLIMITED.mp3 10 5 7 30
09_MARRY ME.mp3 3 3 3 14
10_MUSIC TRAMSFERS.mp3 3 3 3 14
11_my monkey girl.mp2 5 3 3 14
12_PROUD OF YOUL.mp3 3 3 7 14
13_SHOW DANCE.mp3 3 3 3 14
14_SUNSHIME.mp3 3 3 3 14
15_SWEET REVEMGE.mp3 3 3 3 14
16_SWEET SWEET SWEET.mp3 3 3 3 14
17_WINTER SOMNG.mp3 3 3 3 14

Import |

Figure 4 Setting the Rights

AL s,

5. Users can connect to the con‘tent server tﬂ ~downhuadrotected content.

1. The client player can corme.ct to the

| = =

e czontent sevgret the content list, download

the content in the list, and add |nto é Iocal ptysee Figure 5).

Player(1)

o [l

02_come closer.mp3

| PlayCount
of10

| TransferCount

| FirstPlay

| CnStore

01_a little waltz.mp3 | 1/10 _ 2007/6/10 £ 11:29:41|2007/6/10

Refresh | I_D Send |
Register | | m2 sigma i =
S489062676399144.,, | SA14AFGE2ZRSVR44C,,, | 1778893817424811..,
Mew Token | 520311869555847.,. |4690933659473338.., [353E065607670239,., |3020850951239537...
193625871588728,.. |3833022391435575... | 2D9CEFFE276406B85.., |2265679963076591... [—
392338586257880... |3684746545259638.. [ 1A7C4Fa0LAD6F044,., | 1263750857237260...
ARO205R09RA0TT 217A071350073580 | 24pN1RFMATAMNATA ANTEENTAT27I018 hd

Figure 5 Playlist and Client Player
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2. The client player can transfer its content to aaeottient and remove the content file
from its playlist.
3. Without illegal backup and restore, the client playannot transfer the same

protected content to multi clients.

3.4.3 Discussion

We discuss some issues in implementation.

[J Issue

In our original scheme, we set the bolnelual to 1 to make sure there is only one user
access the service simultaneously. For l&géne user can send multi hash value of tag token
to the AP in the Issue phase, and theyreceiver still commit only one heslue in the
Transfer phase. It makes possible that there laralid. users to access the service for the

same license.
O Transfer

Our system can support various payment systems sathe modification. For the
purchased model, the user can pay for new tag takech has two types "to download" and
"to transfer". The user could use the "to downldad'token to download protected contented
in the Issue phase and apply the "to transfer" tag token tongst contents from the other

user.
0 Authentication

If the license is expired, the user needs to rbemiicate toAP. Because the default
boundk is set to 1AP doesn't need to send challenge in Ahghentication phase and it
makes re-authenticate easilier. But if we set thankd k more than one and modify the
Authentication protocol that send the challenge to the user,uger need to transfer the
content to himself and extend the authorizationdier chain to avoid his identity to be traced.

We can only reject the dishonest user if the lerdthis authorization transfer chain is shorter
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than the record in authenticatiarOG in the original scheme, and there will be another

advantage that we can trace out the identity dfafisst user after modification.
LI Trace

TheTrace algorithm can find the identity of dishonest usio first transferred to multi
parties. By considering of the computing and steragerhead, we can try to match all

records in authenticationOG to find all dishonest users, and it will be a ganff between

performance and security.
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Chapter 4
Security Analysis

In this chapter, we first present the standardnitedn of Diffie-Hellman problem and
give both decisional and computational Diffie-Helimassumption in section 4.1. Then we
give the definition of the properties of an anonysi@nd authorization transferable DRM

system in section 4.2 and give the security préa@up scheme in section 4.3.

4.1 Security Assumptions

Notation: Letp be a large prime number such that the discretariftgn problem

defined inZ; is hard. LetG € Z, be a cyclic group of prime order and g is a random

generator ofG. a and b are two €lements randomly.chosen fray- {0}.

4.1.1 Computational DiffieeHellman (CDH) assumption
The Computational Diffie-Hellman (CDH) problem [16&n be defined as the task of
computing g?® given g, g?, and g2, The CDH assumption is: for all probabilistic

polynomial time adversarieAdv,
1

R 2. ab b
Pr [a,b <—Zfl. g « Adv((G:, g g% g )] < poly (D

4.1.2 Decision Diffie-Hellman (DDH) assumption
The Decision Diffie-Hellman (DDH) problem [3] is filged as the task to distinguish
g?® from a random element i@, given g, g2, and g°. The DDH assumption is: for all

probabilistic polynomial time adversaridsiv,

R R
a,be—Z%x, =g x, <G 1 1 1

Pr R d=d'| < §+ vk

d—{0,1};d' <« Adv(G, g g2 g° xq) poly(k)

28



4.1.3 Strong RSA Assumption
The Strong RSA Problem is given an RSA modulusdanandom element € Z;,, to
find a pair (u,e) € Z;, X Z such thatu® =z ande > 1.

For all probabilistic polynomial time adversaridgyv,

R
P =u® 1: Z;, = Ad
r [Z uAe > 1:z « Z; (u,e) v(n, z)] < oy ()

4.2 Security Definition

Our system consists of three usual players: thistexgserverS, the content serveAP,
and the userU;; together with two algorithmSetup and Trace, and five protocol:
Register, Sign, Issue, Transfer, Authentication, and a unforgeable signature scheme

X
[0 Definition

1. The Setup(1¥) algorithm s ‘a key generation algorithm run $yand AP. It takes the
security parametedX as input. ;The “algorithm outputs the key paisks, vks) and

(skap, Vkap).

2. In the Register(S(pky,), U;(sky,)) “protocol, the usel; register his public identity
ID; to the register serve$. The register serve$ maintain a public identificatioL.IST

and adds a new record, ID;).

3. In the Sign (S(sks, LIST), U;(sky,, LIST)) protocol, the uset); proves he is one of the
register users irLIST to the register serve$ and get a tag tokety.

4. In the Issue (AP(skAp,ka),Ui(skUi,ti)) protocol, the uset); shows a fresh tag token

t; to the content serveAP to exchange a protected content and corresporfdight
Object RO. AP obtains a proofrt of validity of the token.U; initials a transfer chain

Rgi.

5. In the Transfer (Ui(skUi,ti, RSi), U; (vks,vap, skU].,t]-)> protocol, the uset); shows
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transfer chainRg; and tag tokert; to the other used;. U; obtains a proofn’ of

validity of the chain and token and a extendedsfienchainR;.
6. In the Authentication (Ui(skUi,ti, RSi),AP(ka,vaP)) protocol, the uset; shows

the transfer chairRg; and tag tokert; to the content serveAP. AP obtains a proofrt”’
of validity of the chain and token and add®,t;) to LOG. U; updates the

correspondingRO.
7. The Trace(t;, Rsj, Rk, LOG, LIST) algorithm run by anyone outputs the dishonestsiser

identity. It inputs the authenticatidnOG with two records including transfer chailg;
and Ry, belongs to the same tag token and the register useddST. The algorithm

outputs the identityiD; of the dishonest usdy;.

[J Security Property

We will now define the security;properties for @RM system

® Correctness.
If an honest user runRegister-and Sign_with @an honest register server and runs
Issue with an honest content server, he will get a vadid token and an initial
transfer chain. If all users in the ‘transfer holyestilow Transfer protocol, when
the last user runduthentication with an honest content server, the content will
accept the token and transfer chain with an ovelrwing probability.

® Unforgeability.
The adversary who has not registered his identit tcannot generate a tag token.
Further, the adversary who doesn't know secrebioestoken cannot successfully
run Transfer nor Authentication with an honest user chkP by showing this
token.

® Anonymity.
When U; runs Authentication with AP, AP cannot learn anything about the

identity of U; from the tag token and transfer chain.
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® Traceability.

SupposeU; and Uy are honest users. i; runs Transfer respectively toU;

and Uy with the same tag token, and the correspondinBO. The receivers'
output are (Rgj,t)) and (Rg,ti) . Then the Trace(t;, Ry, Ry, LOG,LIST)

algorithm will outputID; with high probability.

We prove our system with all the properties desdilunder the Computational

Diffie-Hellman assumption and the Decision Diffieelinan assumption.

4.3 Security Proof

Theorem.The purposed DRM system has.the properties of comss, unforgeability,
anonymity, and Traceability under DDH»assumptiord é8trong RSA assumption in the
random oracle model

Proof:
[0 Correctness
The correctness is easily observable.

0 Unforgeability

The form of a tag token; = (m;,0;) = (mi, SignSKS(mi)), the tag token's
unforgeability is from unforgeability of the undgrig signatures scheme.

In Issue, Transfer, and Authentication protocol, adversanA is required to
prove PK{(u;, wy): (mj; = m, Am;, = g"i)} with some tag tokert;. The NIZK
proof (c,s;,s,) is a signature of knowledgéu;, w;), and the unforgeability is already
proved in [7].

LI Anonymity

Under the Strong RSA assumption, in tkaie, Transfer, Authentication protocol,
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the user shows a zero-knowledge proof of knowlexfgetag token and a corresponding

tag token secret key.
PK{(u;, wp): (my; = m{, Am;, = g"i)}

Assuming that the hash functioW is a random function, the NIZK proof
(c,s1,s,) do statistically not reveal any knowledge. Hertaxiding whether a tag token
(c,sl,sz,mi,l,mi,z) originates from some group member requires to caenghe
discrete logarithm ofm;; to the baselD;. It will violate the discrete logarithm
assumption.

Linking two tag token, i.e., deciding whether twagttoken(c,s;, s, m;;, m;,)
and (c’,s{,s5, m{;, m{,) originate from the same registered user requiceslecide

mj >

whether logIDi%zlogg— with_some,ID;. As (c,s1,52) and (c’,s3,s3) do not
i1

mj,
reveal any useful knowledge. It will vielateithe B@Rssumption.
L1 Traceability
If a dishonest useU; runs Transfer to U; and Uy with the same tag toketj. U;
and Uy get new transfer chain and tag tokémsj,t]-) and (Rgy, ty). After both of them run

Authentication with AP, the Trace(t;, Rgj, Rk , LOG, LIST) algorithm will outputID;.

Tik gcikh

We have proved correctness, transferability, urgabgjity, and anonymity and complete

the proof[]

32



Chapter 5

Conclusion and Future Work

5.1 Conclusion

In this thesis, we have purposed a secure DRM mystath anonymity and
transferability. It has the properties of corresseunforgeability, anonymity, transferability,
and traceability. We showed the reason why anoryyamtl transferability are important and
are not supported in current DRM systems. In ostesy, the user can obtain anonymity and
keep personal's privacy. The user can also fraalyster his purchased content and the
authorization to his family or friends. On the atl@and, the server side doesn't worry about
the mass distribution. For each purchased contkete is only one legal copy allowed to
refresh its license, and it is easy for serverdod the illegal user's identity.

Our system can supportvarious payment systemsthesubscription based model, the
user can ask unlimited tag tokens to download aimmited amount of contents during
subscription, and the DRM system set the licensid @&cording to the corresponding token.
For the purchased model, the user ‘can pay for ragwtdken which has two types "to
download" and "to transfer". The user could use"tbedownload" tag token to download
protected contented and apply the "to transfer'té&gn to get new contents from the other
user.

In Our scheme, the honest user's privacy is predeas much as possible. The server
cannot know who has bought the content nor motthi@user's activity history or statistic, but

the server can still gather their product statsstor market research.

5.2 Futureworks

In our scheme, the transfer chain size is lineath®onumbers of transfer. It adds the
overhead of the verifier and the server to maintlaéenLOG. Because we trace the illegal user
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by the transfer order in the transfer chain, samg@ovement discussed in [17][20][22] for the
original k-TAA scheme can not be applied to our scheme. Vdd seme method to reduce the
computing and storage overheads.

Next, we don't provide a secure offline trial mauken in our scheme. The user is able
to offline-pass the protected content and corredipgnlicense to the next user, and the
receiver is allowed to play the file by the licerdieectly. The receiver may modify system
time and backup the license to escape the limiaifsome rights like PlayCount or FirstPlay.
However, it is required extra mechanisms (secuvekgletc.) to prevent the backup-restore
attack for a DRM system to provide an offline tmaéchanism.

The trend of the market is opposed to DRM, bus impossible to expect all companies
open their products to DRM-free. The future DRMteyss need to satisfy both consumers’
and providers' demands to reachsthe balance bettheemights of the providers and the
accessibility of the public. It is,alsorequired@en standard for the compatibility to enable

protection across platforms and 'systems.
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