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Using Support Vector Machines
for Digital Forensics

Student : Cheng-Liang Lai Advisor : Min-Jen Tsai

Institute of Information Management
National Chiao Tung University

Abstract

The arrival of the digital era has given rise to numerous popular digital products
and stirred many new demands. More and more people, for instance, are beginning to
appreciate the significance of digitaluferensic. This paper focuses on the relations
between digital camera and the photograph it -takes. 4n conjunction with image
processing techniques-and data exploration methods it calculates the characteristic
values of the images taken by different cameras. Training and categorization are
conducted through the support vector machine for identifying tHe source camera of
the image. Based on the fact that ‘the internal maging a gorithms of the cameras are
different from one manufacturer to another,“this method computes the hidden
characteristics of the image. |n addition to its superb ability to distinguish cameras of
different brands, this study also examines whether the method can differentiate
cameras of the same brand and model. Besides regular cameras, camera-type mobile
phones are also popular image acquisition tools. The sensory element of regular
cameras is mainly CCD while the sensory element of camera-type mobile phones is
mostly CMOS. In view of the fact that it’s no longer a difficult thing to own a
camera-type mobile phone in Taiwan, this study includes camera-type mobile phones
in the experiment and obtains good results. Based on experiment outcomes, it draws
conclusions and proposes recommendations for future studies.

Key Words : Digita Forensics ~ Image features ~ SVM
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