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A Novel Authentication Mechanism for Satellite
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Student : You-Yi Lin Advisor : DR. Chi-Chun Lo
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Abstract

Because of the improvement of network technology, mobile communication
system has combined wired and wireless networks to form complete network
topology. It provides the communication “architecture for terrestrial mobile
communication and an environment-for-satellite communication system under the
architecture of IMT-2000. As the result of widely coverage brought by satellite, it is
possible to building up the vision.of'globular:communication network. However, in
the environment where satellite communication architecture combine wired and
wireless network, a new satellite technology, On Board Procession(OBP), makes
utilities of satellite communication more powerful. Although, there are several user
authentication machines for mobile communication systems, they are not entirely
compatible with satellite communication environment. Therefore, in this thesis, we
focus on features of satellite communication system and proposed a novel
authentication scheme which fits for satellite systems. Besides, we improvement a

system to prove this scheme is a secure system and suit for satellite communications.
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System  Major sponsors  Constellation Satellite payload Frequency band Data rate Service date
Astrolink  Lockheed Martin  Up to 9 GSO 0BP and ISLs Ka Up to 200 Mby/s 2003
satellites downlink

Up to 20 Mb/s uplink

Skybridge Alcatel Espace, 80 LEQsatellites Bent-pipe Ku 16 kb/s-20 Mby/s downlink 2002
Loral Space at 1469 km 16 kb/s-2 Mb/s uplink
Spaceway Hughes 4 GSO satellites 0BP and ISLs Ka Up to 92 Mb/s downlink 2002
(ultimately 21 16 kb/s-6 Mb/s uplink
satellites)
Teledesic  Motorola, 288 LEO satellites  OBP and ISLs Ka 16 kb/s—64 Mh/s downlink 2004
Lockheed Martin ~ at 1375 km 16 kb/s-2 Mb/s uplink
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JI“” PILFEA T 0 AT Y LR Y H e AP T INE S (7

w24 NCC FEw dfpIsiE 2 At » @b g e P e dfps

N

B 16 3 RETE TER T ATRE A A EREY kS - REPR
FoHARA T (3RS NCC2 B efp 3 3 - NCC 2 T £ b f § i f ch?

= > NCC Fri¢ * —‘ﬂk #3 %~ % £ ¥ (shared secretkey) » ¥ 1% 2 4p 3 L3R °

Server

NCC 1 NCC2 NCCn

‘ USER1-1 ‘ ’ USER1-2 ‘ ’USER 1-m USER2-1 USER2:2 USER 2-m USER1-1 USER 1-2 *

W16 4 Rk T
332 krp &
R R R F S LT A g R

1. Privacy of Communication Setup Information

BRI E 2 2 Ao R % F Rk G FRENE BT HEF R
e o Gldoid * —*ﬂ‘ € >~ A 4 session key #7F hF AL 0 B A AR RAPRIZEE
A TG G HEHE 2T B 23S I GSM 2 Tk £ e
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HAETR Y FAE R T LI LR LT - e
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2.

3.

4.

5.

6.
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Privacy of Speech
%%—» SEITAEC N 75",\/.’;% i"i‘_@4c ,;,\fy 1A BED kAP oo
Privacy of Data
= e (7 eh ?fl—iﬁ,&%}i@éc% v VAR T AL IB EL o

Privacy of User Location

g EenID e o peb i H

A
G TR A% D 0 L AR A STE R T B s R -

B AR LT o ST AR R

&

g@wgaéﬁﬁa%’@wgwgﬁa'aﬁ@ﬁ Bk 8L ik e L
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Privacy of User ID

BT H AEFE AR R Y F e

St

B R R o i ¥ AR rs{

%ﬁWﬁﬁéﬁmﬁ B B TID A €% sph chF L TID & 44

HeznzsrZ ehTID o
Integrity of Data

21 4 2_ %84+ HMAC > Tk 4. SR T 0 FOAR FES] o

R
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%\’ 8 ,:l,‘ ..“fb ],'_:; %fu;ﬁa ﬂg

5 P
IMSI i # —‘]5‘ HIR A B R G
TID S % 2 B ID
TID’ { #72 £ e TID
IDs gk e ID
SN Subscriber Number( * 14 #5255 — il 3554)
K1 user fv NCC 2 [ £ 3 ¢ secret key
K2 user 2. public key
K3 user 2. private key
Kncce NCC & £ 3 shisecretkey > o ;RFE FIRE T4 24
X g* mod p(DH /% & j ~ %)
Y g” mod p(DH i# & i ~ %)
RADN VRS Sl F AN IoES A B Y

RAND' RAND+1 > ;2427 @ *

AR L TR N ORI AL S BRSBTS R SRR £
LRI R Bxgig ‘ﬁi}fﬁj WMEIE B RFEIFERA 2 5 A Bl 50
FERES o AP fS o gt R "F'T“’F"’ FE R oA X AT R SERFED
AR AR Bl R kAo RSy - T B kAg p A4 session key

fer & 5 @ infp 3 RE -
3.4.1 2P Fr

FAOREE A L Reh® SR BRI T B Ao A L RR
732, NCC B~18 £ enfd * 4 o gL 5 30p PEE > & SAeyinAB4c @] 17 #77 o i

PG Y e

v —‘F%ﬂerCC “ra* 45 ehsecret key 0 Ky s B * K {o NCC 2

«f El':‘?écﬁgﬁ7 * o
v RN R g k5P eh private key 0 K o
V— @%‘rf&r}mTID Hp T A A MIEARY BB TE Sk
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ERA RS A A PEEY 3 RBE S IMSD B k2
PIETID © -
NCC #- ¢ # 4

v —'F"f e IMSI 2 TID -
v o —‘F'f‘fr NCC #7% Fr 4% 3 secretkey » K; o
LS ok A B + ¢ public key > K;

SRR TR Er

(1) Register Request———"-——»

A

(2) TID K; K;j

NCC holds (IMSL. K. K, . TID)
Bl 17 @& 7% 3 iR

342 A=zie # F PRI R E S AT R

TR 2 AR R W MR MRRIE T o L S RE o TR AL R

NCC > §i# NCCAE @ 2 {6 » 2 F R % ARG o R p P FH BB L e
T2 TR P e R (AT AL RRY F A A -

ﬁéi%ﬁ%%?ﬁ ﬁp&ém@wﬂoiaﬁﬁ—ﬁﬁbvmﬁ“"

¥ oobar b anag s & TR EEE LA TR AT L EREE -

Bl 18 & BB s T AR °
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USER Satellite NCC
———(1) Connect Establishment Request >
- (2) Authentication Request

——(3) TID ,NCC, K{(RAND TID X)—®r——(4) TID. NCC. K|(RAND TID X). ID¢—

<—(6)TID. ID¢. K{(RAND 'Y TID )———«——(5) TID, IDs. K{(RAND Y TID)

Bl I8 A it * HinEer § L{ATH A

()i * %% dz2 = @ sGF 3 NCC 5 -

(QNCC i# a8 * 4 o

3)

i@ * —‘F'f @ EVTIDINCCARANDITIDII X}, 2 H#-
TID,NCC,{RAND I TID I X}, [ 4 % 73U Lz A8 (Message Authentication
Code, MAC) s H %2 7% & #c(One-way ;Hash Function) 32 2. »
HMAC{TID,NCC,{RAND WEID XY}, ) o0 7 4 35 B3 L3 5 ko
H? RAND 4“5 /8 S/ Penili b ok & 3% 5o (Replay Attack) ;
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W F s Rt UL E > B LT BRI R iBs T e x f 2 Dy i
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B R b @EaEaT LR Lk o FE B BIE RSN

o BR L g —‘F‘]"i e xeagd K f2F > 1128 RAND
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USER Satellite NCC NCCy

A4

——(1) Connect Establishment Request—

- (2) Authentication Request

—(2) TID .NCC, Ky(RAND TID X)—#——(4) TID ,NCC K;(RAND TID X), IDs—|
r—(%) Mutual Authentication——

(6) Kncc( Chal )———»

() Knec(Res J———

l«——(9) TID, Ky( RAND Y TID —a—(§) TID, IDs, K,( RAND Y TID )

*Chal=F=|TID NCC K'( RAND TID X)' MAC(K' F. IDS NCC NCC,
*Res=C=|TID IDS K'( RAND' Y TID)' MAC(K C, NCC NCC_

B 19 i * &k 52 s £ T AT
()i # % % M2 = @ sGHH£ 2 NCC 3 -
(QNCC i f3zgsh b i@ v & o

@3 ® * ¥ s [ TIDNCC{RANDITIDIX}, %  #

TID,NCC.{RAND | T | X}K PR G AR s S (Message Authentication

Code, MAC) ch ¥ % 3234 & #c (One-way Hash Function) 32 2. » ¢
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(S)d o ie * F R By ANCC & & * F drd T Fl o v Y R
P ONCCyPLEs 2 i 23 & PR T ¥ okt H I v F =+ 3 B NCC
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TID,ID, .{RAND +1I TID Y}, Jw b1k 2 ’ r

HMAC{TID,ID, {RAND+LITID 1Y}, } o & td 0 % Ko #5834 4

?ﬁ , U
NCC,NCC,,
{TID,NCC,NCC,,,(RAND + I TID | Y}, , HMAC(TID,ID,,(RAND + LI TID' | Y}, } ,ID, }

FEI R ﬂ p oA 25 NCC 2 o
(8)# NCC Jx 3| s> * K, a¥n 43R ié #TID,ID ,{RAND + 1 TID | Y}

% HMAC{TID, ID, ,{ RAND +1I TIDAI Y}, F; i % %

O FFEFIT AL e R E R e, F T R ;;% °
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b BEnEETA LT AL B FRL RO RTRLREL  FR L
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P ¥ INCC ™ ffd DHF2 €& SIS Y &2 X325 I S § RTR R R &

K, =Y'modp=X"modp -

344 @ * -ﬁ AP T PR A 4 session key

TG %ﬁé BEOGREE BR AP R Y F AL B kY £ NCC
Rt of ko d T GSEp R F 2 {0 G RIS etk kALY o private
key = public key - £ B2 A~B & WA E o E 0 A Ldp e nFfup
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Faa b i > B R E MR § USERA & USERB

FAZ2-FARERRY NERELK,, - EHF4T ¢

L 0 i
N i
o N
g : N
User A User B NCC,4 NCC;
(1) TID4 . Ka 1(SN;, X, RANE 4 —— >

| (2) Request for public
key of User E

—() Kncear(Kea——
4——(4)Kia( X , SN, RAND,, Kay)

——(4) Kai( Kp2 )—]

¢——(%)K;:(Y, RAND 4, RAND )——f
(6) Kp:(RANLC | )———|

B 20 % JF‘f AP T IRFEE A 4 session key

(I)USER A i# NCCA ’TIDA ’{SNB ’X}Km ’HMAC{TIDA ’{SNB ’X}KAl }KAI

2 NCCyogw K 5 USERA . VCC mag o 3 cng w5 7 SNa

#. USER B ¢ subscriber.number s

(2)# NCC, {1z 314 » T NCCy g TUSERB ch - B £ ¥ o

(3)NCCB ™ ﬁé USERB 572}555 f{}{; NCCA s P I{NCCA2 (KBZ) ° ,‘,E'_ o I<B2 X %\

USERB th2 B 4% o

(4) & NCC, 4c |15 » # K, (K,,) % USER A > ¥ *Fi% Keo{X,SN,,K ,} %

USER B -
(5)#USER Bz 5] » v ¢ ¥ Kp3(Y, RAND4, RANDg) % USER A -

(6)USER Az 325 » ¥ RANDy £ F 4p 4 » F # & T v @K, 3(RANDg) %

£ ACK* i o

USER Bic](6)i 1 e &, » fe#h F+ i€ 7 4p o # i+ - USER A2 USER B &

i 75 d DHES 8 20 % § K2 § R £ K, =V modp=X"mod p=K,, -
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Network Environment over TCP/IP

Bl 21 k suZe B

BA > RARMTRY 2 - HMRAZD > FALALRAH Y R IERE - &
B E 3 % LT e F —‘F‘f ¥ % = Mobile user = Fixed user —‘F’f HigiEa dmn

A2Ac@ 22 #ror -
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409 NAHMT &

i CPU RAM i
1 |#&* % A |P3-933 128MB @ %y
2 | NCC_A AMD 2.5G 1GMB g i% 25 NCC
3 | WwWE_A P4-2.4 512MB i TR
4 |®#*¥ B |P3-933 128MB SRR
5 |NCC_B K8-3G 1GMB £ ez NCC
6 |k _B P4-2.4 1GMB 3% TR

C RS

2010 fmga D &

AT RS T P3N

TE &k Windows XP ~ Windows SERVER 2003

2 #i i MySQL 5.0.16-nt

233 Sun Microsystems — java language J2DK-1.4.2
R N NPE

(2R ALY B8 i sL D IRdpieddind, i & 50 2 P & A (elliptic curve
cryptosystem, ECC) - & # 192bits £ ¥ & & c7nECC # % > 4% & foi *
1024bits 2. AES 4pf > if & * >R 2 J enimdd K G o

QFAFN B/ f 3R ITE Y AES 44 f S e R k3t o AES H
<~ § AES-128 ~ AES-192 {v AES-256+ © P~ DES & 3 ¥ R4 % %%

AR A FZAREEFT R T AR e B AR R o

7

(3)DH(Diffie-Hellman);# & ; : # * DH /# 5 2pF > A4 4% 28 F fo kit
OB A R B R T Y 2 % AT K R 40 (ABS 1 1285 192
£ 256bits) °

(4HMC : HMAC 1 & * *t ifdF Foflenz i > # )

P
Yo
e

#c - HMAC #7i¢ * g & 2 5 MD5 #_MD4
g}} 7%4 128 ]ﬁmmi’%_ﬂm’]gw:}: r§ %'FT}‘
VR TR T EELAL G oo
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{245 Bo Ryu[6] 74k 1 2 fiFk TR HERR S 7% 0 7 0LAULT S EA T
v RRT
v o ogedd s
A
v oL ]

PSS RSP R0 ST T A

¥

4.4 ,:“\ ‘\%’-‘Lbig i{E-‘[‘”"%E.

4.4.1 3P PEE

‘P ﬂﬂ %—lé

@Ié? F]—\‘ :F:\Lpﬁ;ﬁ-j\p; /J‘ -’bgj‘%'léqf'ﬁmﬁ’}';%igm?& '
'4'7
ER kA

*FHFTID fe* = 548 - il P iSFLEEIeA 2 session-key #f
q+ jﬁ o MmN AL BT LR Bl 24

T S S e SN e

HEH END

Bl 24 ip nAzE
4.4.2 RGFETF

gfw—g.“';a’”ﬁxﬁt% % ¥ O NCC 7 Lmznt n%*—'ﬂk !
*o2 oo F P inE ]‘\'flxéq*—*ﬁ“rpl{l'mNCC RNEEJE FY - NCC =
ﬁ@’awawwr;maggnww~gogajbﬁaﬁwc4,mﬁfﬁ?Zﬁ@ﬁw
AR REAMES o X HRFLAE O RF G EEF P T 1% DHIFE 2

secret key °
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BBCEIRRE K BHHTID

AR BREHRTR
k] NCC
EiEaen ]
FRH IR o |[HEINCCHE TR IR
% > YES® %
EfE e
o—p
N x| [
YES YES
EriGicanx | o a | | PEA:Hrsecret FE4: frsecret
Bl key key
@
B H @R - | | EHTEHEA ST
Il Fias fE&@E
\/\
IR IR

Bl 25 iR A2
3 A 2 end-to-end session key F§ £
§ NCC fen]» =5 D s absnagsb .06 » £ PsHfcashany < 13 5 4

K 2 s N E B H N AR o £ E 0 Plw ¥ - NCC B~ Jgigzg
ﬁioms\'/é’%fww‘ BT A B0 NEES 2 Ak s%mw

7 fr session key 14 2 o
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BH%E HUHTID
YES
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\
BUSAcHE
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# > B4Spublic
key
YES
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Bl 26 A # session key i 42 ]
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Bl 27 = RIREFHAH > A& 2 ¥ 5 Fl Vlocation NO.” ~ “Server

Name” ~ "Register User” ~ ”Online User”{r”Log File” » = { ¢ 3L i & 4Rk & stehig

£l :]‘%‘(E o

NCC Server program!!

Register User

Location NO: 86 Server: PSCC_27 Online User ‘ Log File
300:867901950::2451ad4348e7c1 ad 120 abdb144a2¢8d3
[10)2006/5/10 8:45:32- Usertid 867177223 Authentication successfully from 140.113.186.166 :

[11)2006/510 8:47:40 - User 150262636 registered successiully from 140.113.186.66
[11)2006/510 8:47:41 - Usertid 867857110 Authentication successfully rom 140.113.186 66
[12)2006/510 8:47:52- User 194850167 registered successfully from 140.113.186.166
[12)2008/510 8:47:52 - Usertid 867560833 Authentication successtully from 140.113.186.166
[13)2008/510 8:50:15 - User 183980682 registered successfully from 140.113.186.66
[13)2006/5/10 8:50:18 - Usertid 867926144 Authentication successiully from 140.113.186.66
[14)2006/5/10 8:50:31 - User 108230617 registered successfully from 140.113.186.166
[14)2006/5/10 9:50:33 - Usertid 867780300 Autr Jes SEBRTFEL va NeeServer HE
[15)2006/5M0 8:55:28 - User 128680698 registe

[15)2006/510 8:56:29 - Usertid 867814079 Aut 53

GO IR BT REEGEAI AN S input show ——148.113.186.66: :¥::55897

[16)2006/510 8:55:52 - Usertid 867918219 Autr s e a66c63417e186F h66bhca?3@

[1)2008/5/14 4:17.3- server started == 1bic8f%eelh952aaddB8ef9113cTeB?ae
[1)2008/514 4:19:2 - User 199153992 registere: a 1blc8fFeelh952aadd8ef 9113c9eBae
[1)2006/5116 10:54:5 - server started . 2 cretKeySpecPfffe8843

QEECAERTR LR RUERRPEFEEEIEERY, | 1 pted string: be5dBBde4783da5681fae6B21d552466334F989c1c434cc64612774d55¢ecec
il 7 36 76 e c4d9c2hde 725F dealf 464£ d613h873hB6F 16888a6668058623h5d311c16b139£h9f Zeels
e et ' 41 3b2 Bf Bhe 84ca3bhB2e320e8£ AA61 F1F150F c87349285652@adf Fabf599a9bbaaea?Bf 944F 9

LTl 4 f 216 394hc578124e0ahB3dA20124775020559af 8d13ehBa2ef dbl2ehcfAD9816h618558ehB1al
[3]20064516 11:5:43 - User 186242056 registen 499 2ec@7e68al?cefe

[312006/516 11:5:45 - Usertid 867831751 Authe
[4)2008/516 11:7:24 - User 132368706 registen
[412006/516 11.7:25 - Usertid 867075140 Authe |
[1)20064516 0:28:47 - server started
[1)2006/5016 0:28:54 - User 105638285 registen
[1]2006/5M6 0:28:56 - Usertid 867572379 Authe
[2)2006/5M6 0:31:23 - User 177938596 registen
[2)2006/5M6 0:31:25 - Usertid 867562640 Authe

[data length is 32

h34264ceBh32ce4?743d3h56c6cc5682¢
1bic8f%eelb?52aadd8ef9113cFeB?ae
= 1blc8fPeelb?52aaddB8ef9113c%e@7ae
avax.crypto E KeySpecBfffe8843
encrypted i £ 11e1bf14c995d%eaa5?88caf3?dd966da32a4f1c597aaahd)

1eS5chad@514e371790cBh323%9a1f9£830c306a%a1h3h9822b1757cbeb9aal
6683ha24ec2c 76£2012ce28feeebdcd9c513d34h3Ffe?737e5BebecBf babbef 2f Bh7A51445
[7e827bBdB4dh966e42b1fdh97cdcddeadB?59f a85204af 6dB4
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EHm PEREM HNCC 4oB] 28 & F BRE TN 2 {5 > F P AFET
%X LR AEA o SLHILN 2 {5 0 E BB B FIN INCC o Fforrins (1NCC 4
o BIF gt NCC P38 2303 AR o 5 ¢ NCC R ¢ #3-$32 1 h k3ip oh
NCC- =10 {s ¥ —F% [E6t g27* 2 HHE{rTID = =} ERA S > HiE
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