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A Distributed Nominative Proxy Signature Mechanism for
Ad Hoc Networks

Student : Yuan-Tsung Lo Advisor : DR. Chi-Chun Lo

Institute of Information Management

Nation Chiao Tung University
Abstract

Digital signature which is usually used in many kinds of digital documents and
only generated by the original signer in this digital age may result in several
inconveniences. So, in order to solve the dilemma that digital signatures can’t be
generated without the origina signer, some scholars proposed a new scheme called
Proxy Signature. By the showing up-of Proxy: signature scheme, the origina signer
could designate a proxy to perferm the signing by generating valid digital signatures
on behalf of the original signer when it is'not there. However, there is no suitable
scheme which could be applied-to the-Ad-hocnetwork environment due to its loose
structure and unstable topology ofmaobile nodes.*In order to find out a new scheme
that could be used in Ad-hoc network environment, | tried to collect and analysis
advantages and disadvantages of every related scheme, for example, | try to
incorporate the secret sharing mechanism of Threshold Proxy Signature into my new
mechanism, besides, | also benefit from using the concept of El-Gamal to improve the
security to make a more suited distributed nominative proxy signature mechanism for
Ad-hoc network. At last, we will show better security and flexibility the new
mechanism has by Manik Lal Das's basic proxy signature scheme security
requirements and Kaliskis' methodology to perform computing time analysis.

Keywords: Ad-hoc network, proxy signature, nominative proxy signature, threshold

proxy signature
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2.4 Threshold Proxy Signature

Threshold proxy signature #_proxy signature — i & o 8 & k& > — B (t,n)
H proxy signaturekey E_d n i proxy signer #1 e = &3 proxy group #vf&j > £ &

M proxy group * Gt BN EDARER B0 T GRT - A2 4 - B

threshold proxy signature ; & i k3 > 4ok Z#E£ 5 7] 2 > t B proxy signer » i}“
AFPERT ORI B 247

¥ Threshold proxy signature %z » # % ¥ % zui+(nonrepudiation) - 2. & §_

o k- BForSER AL REF AL LR R 0 proxy signer group 7
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Threshold proxy signature s 2 4 Ak~ ¥ A+ £ * » T i & ehfs?

H41* 7 Lagrangeinterpolation polynominal 3k f secret sharing

2.4.1 Verifiable Secret Sharing Scheme
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secret :
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A ~ B - C havetheir own private key Xand public key y = g* mod p

[Delegation Phase]

[Proxy Generation]

AFLA2- Bwarant m, > H 7 st Aa Flforg] > SIEG T, 0z

AfeBamin > 2 & AEP- Bilicke Z, 0 RS E

r=g“modp,s, =X, xH(m,||T|Ir|ly.)+kmodq

[Delegation Verification]

B afeRt 6788 La s g3 BFFNFEE &2

gsA — ryAH(lerrllrllyc) mod p » 4e%s o f Mg a T4 2B g FEZE R

[Proxy Signature Key Generation]

B - & T ;% i proxy signature key :

S, =Sa+ X% - H(mM, [ITIr|lyc)mod p

[Proxy Signature Generation Phase]
B ARE#E I ek Kk, eg z; y FoB 2

R=g"“" modp,Z = y2 mod p

e=H(M[Im,|lyc IRl Z),s=k,—e-s,modq

X1 B € 3% 1 nominative proxy signature(M, m,, T, Y., R Z,s) » ¥ i¥ ¥
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[Verification Phase]
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Com: Computation
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P.C.: Proxy Creation
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1 Proxy group share generation: #&= F&£< > proxy group = R #-¢ i% i secret
sharing en3: 37 % & 4 41381 5& B proxy-group £ group public key ¥ group
private key

2 Verifier group share generation: #=t. > verifier group » #-* & & enP 77 % fad
3% verifier group 7 group public key £ group private key

3 Proxy key generation: ' — # 3¢ - origina signer g - i - L proxy
key » % ¥3% proxy signer group @ proxy signer group ikt key fs 0 £
EiE i p e aproxy signer key o 2 fp ok original 1% i3

4 Proxy signature generation and issuing: Proxy signer group i% i & iv &> 38 4
origina signer * % - # ¢ 1 & t Bt proxysSigner R & 1T 5
SRR B i -

5 Verification: F + » verifier group i & iFeh= Mk 2 K =3 % B E LT

P B3R B hveifir R AT N %REE L LG
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% 315kt

P | alarge prime

g | alarge prime factor of p-1

g | generator, its order 1s g

O | Original signer

PG | Proxy signers; where P={p;, Py,---s Pr}

VG | Verifier group; where V={V;,Vy,...,Vy}

h() | A one-way hash function

M EM ALY FE 2O e R

[Initial]
Each of them has public and private key pairs, for

0:(%,Yo)
P (X, YpiVi=12.,n
Vi ¥ )iVi=1..,m

[Phase 1 - Proxy group share generation]

Each p chooses the random numbers a, ,b, g Z;; and computes

My = gapi mod p

n =Xp Ty T35 Cy mod g

:y'pl :gb” =y|rq“ ~r;“ mod p

p publishes Sgn(h(b, ).ry.c,) as its signature and computes the following
polynomial: fj(2) =b, +&,z+ §,2 ++6,,2 "modq, then computes
fi())=b, +81j+8,i%++8, 1)  modq;Vj =1,...m; ] #i ; sends f,(j) to the proxy

signer p; by the secure channel, and
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broadcasts g™ ,g%*,.... g% *(vj =1 2,...mand j =i) . On the same way, all the other

p; do the same thing. After that, p can verify the validity of f;(i) by checking

gfj () — gbpj ,(gejvl)i .(gelv2 )i2 ...(gei'ril)iHL mod P
_ gbpj . Aij,l' A‘IJZ,Z A\i-:lil mod P

the following equation: ; Where

A =97 vk=1..,t-1

Ifall f;(i)s are hold, then p computes: s, =Z?=1f ; (i) as its share.

Without lost of generality, let the following

polynomial:
f(2)=by+gz+e,2°+---+6 12 modq= >, f;(2) modg; whereky, = Z’j‘:lbpj
= f(2) = X]4bp, + ()18 )2 +(X]182)2° ++ (X ]18,4)7 " modg
=s, = f(i)=X]f;(i)modqg
by by, o by LN
Ypg =9°modp=g~" " modp=[]g " modp=]]y, modp
j=1 j=1
we define yps as the public’key of'the proxy group, and b, is the private key of

the proxy group.

[Phase 2 - Verifier group share generation]

Each v; chooses the random numbers a{,j ,h',j er Zg; and it computes

r\;j = g™ mod p

b, =%, -1, +4, -, modg
" By NG
=Y, =9" :yviJ +(ry,) " mod p

v; publishes Sgn(h(ti,j ), rv'j ,q',j) as its signature and does the following

polynomial: w;(2)= h',j +€,2+6,2° +++€ ;2 "modq, and computes

y/j(i)zki,j+ej’1i+ej’2i2+~~~+ej’|_1i"1m0dq;vi=L...,m;i;tj;Sends w;() to v by
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the secure channel, and broadcasts gb”j ,g%%,...,9%" (Vi =12,...,mandi = j). On the

same way, all the other v, do the same thing. After that, v; can verify the
validity of v;(j) s by checking the following equation:

g" P =g (g%)!-(g**)" (g% ) modp

If all w;(j)s are hold, then v; computes: S, = > Mwi(i) asits share.

Without lost of generality, we define the following polynomial

v(2) =by+gz+e,7° +---+q 47 "modq =Y y;(2) modq; wherety, = 3",
=y (2= Z."llhv. + (221Q,1)Z+(221Q,2)22 et (Zin;le,lfl)zl_l mod g
=15, =y(j) =X L (j)modg

Ty T Ty : ~
modp=[]g.* modp=]]y, modp; we define we as the
i=1 i=1

Let¥,g = g®modp=g

public key of the verifier group, andty - is the.private key of the proxy group.

[Phase 3 - Proxy key generation]
Original signer O randomly choosesk eg Z;, and computes K = g“ mod p, then

concatenates a warrant M,,, which describes the information about the proxy group
and verifier group, withT,K, wg, where T 1S the time stamp; ¥ 1S the public
key of the verifier group, to construct the hash valueg, =h(M,, || T ||K || wg) . The
original signer generates the proxy key o by the following equation:

o =X%,-6,+kmodq

O splits the proxy key into t parts by applying the threshold scheme (t,n) to
generate shares to the proxy group. It generates the following polynomial:

f(2)=0+d;z+dyz2* +---+d,_;Z " modq ; And it publishes the values

D; = g% mod p;vj =1,...t—1. And it computes the proxy key shares to the proxy
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member p by the above polynomial: o, = f'(i);Vi=1..,n

After that it sends o, to each proxy signer in a secure manner, and

broadcasts h(M,, I T 11 K || we) -
Each of the proxy signers p verifies the validity of those messages by checking

& =h(My, ITIIK [ We)
” 1
g”" =y& -K-[] D} mod p
j=1

. If 1t holds, then the proxy group does the proxy share

generation to satisfy partial delegation with protected scheme.
The proxy signer p computeso, =o, +S, -& modq; then it uses o, asits

proxy share for signing message.

[Phase 4 - Proxy signature generationand 1ssuingj
Without lost of generality, we assume that py, 9, p are proxy signers who want

to cooperate sign the message. M. onbehalf-of an original signer. These t proxy
signers randomly choose k; , andKy+., then they execute the same operations as
described above to share the two random numbers k, andk,.

Without lost of generality, we define the following

polynomial

D=k +az+e2 +-+q 2 'modq =3\, f (2)modq; wherek, =3’ k; ,
= (D=2 Ko p, + ()18 )2+ 182)7 +-+ (X 18,4)7 " modg . Then,

=k =f (2=, (2modq,Q; =g mod p;Vj =1,2,3,...,t -1

the proxy signer p, computes:

&, =ky, —0, -6 modg;whereq, =h(M || M,, | T ||K [ we); And it sends &, to the

other proxy signers in a secure manner. All the other proxy signers do the same

process as p; .
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After all, the proxy signer p can confirm the validity of each & b, by checking

the following equation:

g'fpi mod p = gkz'pj "% mod p

& t-1 t-1 t-1 o
=g modp=(y,, -T1Q)1yd -K-TID} -(Yeg -[TA )1 mod p
Z‘PJ =1 i1
1= IE

i=1
If all of them are hold, then the proxy signer can compute k;
andk,,R=g"" modp and Z= W% modp; finally, it can generate the signature, T,

S=k, -0 -6 modq
on message M: = f (0)—(f (0)+ f(0)-e,)-&, modq . Then it sends
wheree, =h(M [[M,, [ K IT Il %e IRIIZ)

SM,M,,,K,T,wgs,RZ to the verifier group

[Phase 5 - Verification]

The verifier group can cooperate to generate.the'share group’ s private key by ;

5 , 2
(gs‘yzﬂs-R)'% mod p=Z mod p

and then check the following equation: ‘
where y s = g @+ mod p
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2. A2 M- BATHE § sxeh(o,K) Tk o= X, - q+kmodq£
kzg';modp

FiiE- N & proxysigner it fgiE s ok A B2 A% 2o

E=1)
ye
do
T

L T 20 B o o] - A i.%iliz\ fme 2 35 0 original

27



signer < private key x, o F]#t - £ & origina signer 7 private key ¢ i
#4F o ¥ proxy signer KEE e s FEA T 2 VR o

Z

25 B E s iy

* ¥ % i M (unforgeability) @ % e R 2R T RE f origina
T A

sk

o
s

signer » £ E AL $ 48 £ proxy signer s i

St

A %ig e origina signer 3 &3k g F o F F ) infhit

FR - BB FEE 0 F1E T A KA proxy signer group 0 T &

LEFRNo=X- %+kmodq¢lﬁ SIS M VAT IR G - 2
B enF 3 Corigina signer sh B &4y, M % K

% & 4 ik if 12 (secret key's dependence) - proxy group 77 secret
keyo .4 origina signer v private key x 3+ & 41k o F|p 5 F L
origina signer = private key :’z?f?‘f XaEA4 - Boae

v By i (verifiability)s Se s s 5 4 4 FE3L original signer Fi § %
X7 proxy signere & i ¥ 1 %ﬁfﬁ K Kif = » F] 5 § origind signer
BB ch proxy Signergroupps o Ft g A 4 7 R EhK 0 B AR
e+ original signer 7= B E SRy, ¢ AT R4 % proxy signer rE gy
¥ % B (distingushiability) © S 4 F F oA 4o F I NE R R AL
original signer & %_ proxy signer #t& % ; Fli AP ehE_ partid
delegation s § i A F T LERF B R A K

3 5] 12 (identifiability)  original signer & F & § it 4 fgd proxy signer

s

MR FE R o PR B & F V0B proxy signer group fT & o 1w Bk

[

4

=\

L K f]}ué = F]5 %5 0 original signer 2 #F s 2 A
sreo ~ Kire le g v & B ARG R SBicdh proxy signer 4 i

2t

origina signer 2 4 F »xenR I E F 5 gt b F1 L original signer fd%
& 47 [ &0 proxy signer group B > 3 e AL R K 5 #1102 e proxy

signer group 7 & 4 th§ £ AT AR FE K o

28



® ¥ Fiui(nonrepudialy) 1 - fe— B rkhRILE RARA A DKo
flii% B Loehproxy signer i FinEd U AT A 4 - Proxy signer &

X
N

i

7

o * i pe A, RKEFE T v g3 ERTAL D

>
2

i

LB AR T R e P RTS % X 15 £ proxy signaiure scheme
$0 % 2enfh F oo b2 b d AATS ik ¥R & Zuo-Wen Tan & Zhuo-Jun
Liu 3¢ $BER Sy - LFE BN RAF S L 5 4 st
FRGE gt o STUPRL T AR R 2 A AT - B
-4t ad-hoc network 3% 3£ 3+ > F]#t f& » 7 threshold proxy signature 42 s 37 » 1
EI ARG E ek R EEK R B R4 ¢ T E adhoc

network mobile node #%g &, # f5m 2 dpgd o W S 2 { EEM o

ER o i A E R R R Se RS M (S pk N

LATEFAR AP R

Zuo-Wen Tan & Distributed—1 # | Distributed—t i
Zhuo-Jun Liu proxy signer proxy singers £ |
verifier i® verifiers
1% proxy signer 1 1 BoU LR
#p
#r 2 verifier #p 1 1 50 B
£ > A > &
S A < —» £

29




4.2 Computation Time =

F_L

Zﬁ%’ﬂmﬁﬁm$MMd§ﬁ%ﬁm¥kg%&&%iﬁﬁaﬁg
EETRAER R RO E o At > R frﬁ%uﬁ i 2 E K¥ Zuo-Wen Tan &

Zhuo-Jun Liu e /2 2 K< e 2 R iazt 5 2l i o

2T gH 3 WM(S12) 0 R T dt s 512 bits folicd ik g 4L % at B o

HEAp M @ 5L &7 5% 26 cp 2 4 4-2

7

+ 4-2 #E 4

B P i &
H, H(m LT Il ye)
H, H (M {fm, Iy. [ RIIZ)
H, HMAFAIT A (e TR
& HMLT K [ o)
Ch HM [[M, [IT 11K [l W)
& HM IM,, [KIIT [ % lIRII1Z)

1. Zuo-Wen Tan £ Zhuo-Jun Liu &=
[Preliminary Phase]

Asmentioned in 2.5 and table 4-2

[Delegation Phase]

30



Acomputes:  keg Z;,r=g“modp 640

Sa =X xHmM, [IT(Ir|[y.)+kmodg  1+WH(H,)
A—B: (M, T,r,Yc,Sy)

B checks: g™ =r-y ™MW mod p 1+640+WH (H,)

B computes: S, =Sa+ X - H(mM, || T |7 || yz)mod p 1

Delegation Phase Summary: 3+2-WH (H,) + 2-640

[Proxy Signature Generation Phase]

B computes.  R=g"* modp 640
Z=y&modp 640
e=H(M [Im, [y IR]IZ) WH (H,)
s=k,—e-s, modq 1

B—C: (M,m,, T,y..r\R Z,5s)

Proxy Signature Generation Phase Summary: ‘1+WH (H,) + 2- 640

[Nominative Proxy Signature Verification Phase]

Ccomputes: Yy, =g =r(y,Yp)" ™" mod p 2+WH (H,) +640
C verifies. e=HM Im,[ITIr Iy IR WH (H,)
(9°-y,-R)* =Zmod p 2+640

Nominative Proxy Signature Verification Phase: 4+WH (H,) +WH (H,) + 2- 640

[Total]

3848+ 3-WH (H,) +WH (H,) +WH (H,)
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2. Distributed nominative proxy signaturewith 1 proxy signer & 1 verifier

[Initial Phase]
B compuites: r, =9 mod p 640
by =Xg Ty +, -C, modq 2
=Yy = g™ = y;p‘ ~r;” mod p 640
C computes: rv'i = g@j mod p 640
b, =%, 1, +a, -, modg 2
= y\';j = gb‘bi = y\r,V;j -(r\;j )C‘Vj mod p 640
Initial Phase Summary: 4+ 4-640
[Delegation Phase]
A computes: K = g* mod p 640
& =h(M,, [IT 1Kl we) WH (s,)
o =X,-6,+kmodq 1
A—B: My ITIKIIwe) and o
B verifies: & =h(M,, [IT 1Kl we) WH (g,)
gaiyc?"-Kmodp 1+ 640
B computes. o, =o, +s, -6, modq 1

Delegation Phase Summary: 3+ 2-WH (e,) +2-640

[Proxy Signature Generation Phase]
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B randomly chooses k; , andk, ,

B computes: g, =h(M [[M,, [ITIIK [l Ya) WH (€g,)
£y =Ky —0, -6 ModQ 1

B computes: R=g“" mod p 640
Z = Wi mod p 640
S=k, o -g modq

B signs: = f'(0)—(f (0)+ f(0)-&,)-& modq 1+WH (e,)
wheree, =h(M [|M,, K I T [ % IR 2)

B—C: SSM,M,,.K,T,%c,RZ

Proxy Signature Generation Phase Summary: 2+WH (e,) +WH (e,) + 2-640

[Nominative Proxy Signature Verification Phase)

Ccomputes. y, =g* =r(y,y)" M) mod p 2+WH (g,) +640

Cveifies € =HM M, [ITIIr | e I1R) WH &)

Nominative Proxy Signature Verification Phase Summary:

2+WH (g,) +WH (e,) + 640

[Total]

5771+ 3WH (g,) +WH (€,) +2WH (&)

3. Distributed nominative proxy signaturewith t proxy signers& | verifiers

[Proxy Group Share Generation Phase]
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B computes: My = g* mod p 640xt

by =X, Ty +@, -C, modq 2xt
' b r, C,
=VYp =97 =y -r," modp 640xt
Sgn(h(by, .1y .Cp) WH (b, ) xt
B computes: fi(j)=b, +8,i+8,j°+ -+ 4] modq;vj=1,...m =i ; send

them to other proxy signers

B broadcasts; g™, g%,...g% (V] =12,..,mand j #i) 640x(t-1)xt

f.

B verifies: g"® = g™ (g%) . (g%2)" (g% ) ' mod p (B40+t-1)x(t-1)xt

Proxy Group Share Generation Sumrary: 2t +t:WH (b, ) +t- (t—1)* + 2t*- 640

[Verifier Group Share Generation Phase]

C computes: rv'j = g%j mod p 640x|

b, =%, -1, +4, -G, mod 2

= y\",j = gqj = y\r,”ji ~(r\;j )™ mod p 640xI

Sgn(h(by, .1y .Cp) WH (h'/j)xl
C computes: ()= b(,j +€i+-+ej i "modq; Vi =1,..,mi = j ; send them

to other verifiers

C broadcasts: gmi .99 .., g9 (Vi=12,...mandi = j) 640x(I-1)xl

Cverifies g =g .(g%) .(g%)" (g% ) "modp  (640+-1)x(I-1)x]

Verifier Group Share Generation Summary: 2| +1-WH (h',j Y+1-(1-1)%+217.640
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[Proxy Key Generation Phase]

A computes: K =g*mod p
&, =h(M,, ITIIKIWe)
0 =X, 8, +kmodq

op = f(i)Vi=1..n

B will check: g, =h(M,, [IT 1K || )

? t-1
g°" =y2 -K-[] D} modp
j-1

B computes. o, =0, +s, -6 modq

A broadcasts. D, = g% mod p;Vj =1,...t -1

A—B: My ITIKIIwe) ad o,

640
WH (e,)
1

640xt

640x(t-1)

WH (g,) xt

(t+640)xt

Proxy Key Generation Summary: t-(t+1) +1+(t+1)-WH(g,) +3t-640

[Proxy Signature Generation and 1ssuing Phase]
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B verifies:

B computes:

B signs:

B—C:

B computes:

B computes:

k., andk, , , and share them asin the same way asyp
2x((640+640+t-1)x(t-1)xt)

£p =Ko —0p -& modg;whereg, =h(M [[M,, I T 1K || we) , send
&, to the other proxy signers (1+WH (e,) )xt

g™ modp= gkz'pj "7 % mod p

£ t-1 t-1 -1 L
g™ mod p=(yy,, -T1Q")Iys" K TID} -(Yps -TTA")*1™% mod p
i=1 j=1

i=1

(3xt+1+640)xt

R= g% mod p 640

Z = Wi, mod p 640
S=k, o -6 modq

= £'(0)-(f'(0)+ f(0)-&,)-& modq 1+WH (e;)

whereg, =h(M ||M,, [K[IT | we IIRIIZ)
S!M!MWYKYTYyVGYRYZ

Proxy Signature Generation and Issuing Summary:

2t° —t* + 4t +t-WH (e,) +WH (g ) +[4t* -3t + 2] - 640

[Verification Phase]

C veifies:

. : 2
(9°-y%-R™ mod p=Zmod p

wherey, =g T+ mod p

WH (e,) +640+2+WH (g,) +640

Verification Phase Summary: 2+WH (g,) +WH (g,) + 2-640
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[Total]

B640x(6t” + 21+ 4t) + (t+2) WH (e,) + tx
WH (g,) +2WH (g;) +t-WH (b, ) +1 -WH (i, ) +3° 2t + 8t +1° - 21° +-3 +3

Bt A4 2 B 2 2 o computing time B i 2

4 4- 3 Computing Time +* fiz %

Zuo-Wen Tan & Distributed—1 # | Distributed—t i#
Zhuo-Jun Liu proxy signer proxy singers £ |
verifier # verifiers
TERAFTEE O(1) O(1) O(t*+1%)

43 W RS

B A AP ART U] JEEA BAEEPLE o 4 417 %h
#_Zuo-Wen Tan & Zhuo-Jun Liu#£2 Distributed nominative proxy signature # * 1
7 — 1 proxy singer & verifier <270 2 $5 t 1 proxy signers & verifiers s
oo d AR Y AP REIFRE 2 1 SEcE AT A e .
HRBALIRAF AR PBR o Rk 2 A FIAHT T AN S o R

Py B { £ pEM .

Mg 4-342 5 F LS B jE Acomputing time shE BE o (X! Eg e Y
FIF G EFE* AAGYRIE AT G R DRER gt B & Rip i &
A BAEih- A48 AL BB F MM MEEY S { 24 adhoc

network # ¥ g o
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