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An Dynamic Access Control Algorithm for Satellite Communications

Student: Chung-Huan Chang Advisor: Dr. Chi-Chun Lo
National Chiao Tung University

Institute of Information Management

Abstract

Due to the growth of the wireless technologies, the application requirements
constantly increase under the wireless network architecture. The IMT2000, issued by
ITU, provides territory and satellite transmission media for mobile communications
and, thus, it stands an advantageous positioniin'terms of convenience and speed. It has
more potentiality and development. Howevert, data“security and confidentiality are
threatened due to data transmission on the air. Hence, the study of secure schemes is

an important issue in the wireless network environment.

Access control is one of the most important parts of satellite communication, and
it enforces users that are restricted to access authorized activities according to the
authorization plan. Consequently, illegal users or legal users with illegal access right
can be prevented to ensure the security of the system. In our research, we have
implemented our algorithm and proved that it protects every resource in the system

effectively, and it makes the system more flexible, too.

Keywords: satellite communication, access control, risk management
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GEO-RBAC & B g4 £.d4 Bertino % 4 »* 2005 & #r4% J1[1] > 2% Pt g 4
Fil 2k e BB At B 2 o R d S R eIt g ek
¢ ik ;%?°@%MKEOMMCﬁﬁ?ﬂﬁﬁ&*ﬁﬁﬁi%%%?ﬁ
YA B LM AT B e s A LB A bk &4
(Role)™ » 7 it B PF i3 A% e d & % & (Role Schema) » + %{#B & d T ATHE
B rUs- R RyEE RHR Y FHE 3 e @7 R auEi A PR T
RRERY AR DA d TR E BT b EF R AR e v 3h

2 F*e & GSR ¥ > Ak 9 — B N 4% GEO-RBAC 4% 2 5B {3 2% 44 8L 1T

o4
“
|~
e
=
o
A
=N
o=}
(1-\
(>

rfﬁ?'fﬂzl}i—d Fﬁﬁ‘g 1 pF #Exﬂ'}@lfiémﬁ%&"}‘it'li
o ijTB"K?LE

i o

F]4t > GEO-SAT-RBAC § ##l%& Wk 112 H i BenF R ¢ 32

RF ARV A MO - BB RN D w i TRk d
T EE 2R o ot - R om S R RAES dp ik d hikdy 0 V- 2o PIALY K

PR APFFIALAE R BRI kP E T 2 s 2
A EEIRY F PRk d DR 2 Y HF R A AR Y
b SR EEE R NP G ek TS HR R R 0 R R
F W NCC 1F 5 BBl 4l ¥ o ts > ¥ £ 319

)R A 2 7 & 2P FCR A R AR ER Y P R b R
TH 9 TEAGT 2 AW WP A NCC AR WY g Y

(Network Control Center) » 5 5 & * Jﬁ" AEFME AR L o
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B 9 : GEO-SAT-RBAC &g zx4tnts By 4w & 2

A 43 GEO-SAT-RBAC ¢ % > 14 pF » 5 I| GEO-RBAC #2755 44
g% Fenzy BRI LT LiFer H VHB LA APRIENERG T
A AT A BB 0 F]t SN i e~ 0§ 348 (Certificate Chain) g A %’ﬁ“d i % Jﬁ
AP ¥ TR E R Y ek T GlAed B B ATRIE L B h e
AR LIRS TR R R Rt 2 Rl P
oo T UfF Al IR SR R —'ﬁ L PHREB IR IR FEOT 2 &

TR H B LT R

(— ) %& #4#8(Certificate Chain)
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AY

BAAPALEEMOMA ;ggl LM R g E de iﬂz ARl e
2EB PR FBEFELLARRY R F 0 CERBIRTEPFE
BB w R ;ﬁwﬁgw EoRY H7 e F R GERE LA
A A d R AP R FEATR Y RE A KK 2 F D

L& 2o e TR AR A S S EREILEH L B BiRiE

2P Ak A B R A o TRAR A Aol 2 - RS LR E
$19 F AP RS EE FARALE A B AL T 7 T B 10
Name=“William”
Name="“Tom”
Confidence=1.0
Confidence=0.8
ice?
Bob Name=“Charles” Name=“Alice” Alice?
Confidence=0.9 Confidence=0.8

B 10 e g

B3k Ul(Bob)& #-% i 32 & 45 US(Alice)PF 5 izt — iE B/ » 7%/ Bob
HR BT Alice £ b PEY G G BT AT R S BB (G AR D
AR o GBS IR BE A AP A EE R & B T
Bo AT GRS R O A R TP T i ¢ B
A Bfmom Ay E o WL BE P AP T RS BEL 0T
Pofgkfesk g (F BP0 U2~Ud > R 2F BRfcsE e § L R R

2

BRI R SRR R R 8 DR R IR R G

RoOBEHBLHRLS i@&’;*ﬁ&ﬁjﬁ@ﬁm%%ﬁﬁﬁﬂso

AP Y 0 A& GSR Mgl dp i G Rt Rt g2 - B
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I REM G a2 RO ERINE A R TR ARG REAPI R
AR RAXE > P A VAR AT AP T BEEARR AR o F HiE4ARL T d 3 E S
WP AV R AR SRR F R SRR T E TR e B
RS R ZRETE G TR o B2 R L MR A F 2
T o Tt o R F VB ES AT A2 EES GSRe T

kT & B0 B 11 2 B 12> & %@ P Stationary User 2 Mobile User {12

=N

|4

c g iEsac T LB H Y o d ke g dResb N AR 'ﬁé‘?}%ﬁ;ﬁm B BLAT iR

s

ek B FTEk

Stationary
User

&-&

User apply role Encode its location
information

N J

Building certificate chain

B 11 : Stationary i * —‘F‘? i YE AR
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N
'Q

Mobile Mobile
User device

Encode its location

information

Building certificate chain

& 12 : Mobile & * —“Ff oG 4l

THGFE LB 6 BIOCEATR RN A PR T R B e g
— R T TR A U BRI R TR TR AR A R
e T B IGR - hh EARR A K G g e
ARFEBBER BTN FPART Y :xzk;zr‘; VR I K 2 bR EARN R
WREHART FE B ik W7 L R ARERTAF T
GEO-SAT-RBAC % & G4 ;4 iniz Boqpilis ] - #r3) & 84a > 4p s
RlTH R g - BAPI CUEM R m 2 R R EE A kT
HoOPAVARRRAPIT CIERRARG 0 B AV ARRATART IR ARR AR
Moo g BIRAARGd R PR E AV @M R A RE TR E >
PP H Jﬁ ARG PR RS A RN R TR G oy PR
o R LMo SR RA 2RO TR - T R T S T

%23 24 {7 5 GEO-SAT-RBAC 441 -

(Z ) GEO-SAT-RBAC, GSR

BF LAY AP GSR A F 58300 245 Phasel — i ¥ ¥ gk

23



¢ § 4 f- Phase2—i¢ * 4 3 P~F iR - Phasel @ * ¥ & d FHALF "
FE AP NPT IR DR R WY Genk § B e % 2
R fE & Rind d HETR Y FEF T Y rkd o XY B AL

gl R H B A 2R BRI R k5% 21 Phase2 € ¥

*ﬂk-

W
RBIEE Y FR NG IR L T RO RPN PR S 2 % 2
FRETIERR R RETE Lo F LFREE R A AL R ¥ L7 RE GSR
it GEO-RBAC #7E # cndlifd » 2% (9 8 3 G oh 53] 0% B3 4 a2 en® o

- Xk & GEO-RBAC 5 B~ 4 #- 3] 4p fede k » GSR f— 4R T &g

R Sy A R i I X
Bk ‘:u—,-ﬁwr‘aé»rnmx ool

> &3 L ARFORE (Role Database)— A jfesid & FALE 0 52 r HHEEL
) Ee %—7 % d \ffr 41d 2 FEiL e B ¥ -}:,:‘14 - BhshS L R
Bl | TR R R AR A ¥ e s B o

> FE4 2K 5T AL (Security Level Database) — 3z § ¥ & F # #id F 2

=

Bl B % 22 %o LR R GHR - FRY FF O b2

B R K e B SRS S B R s I s

a

ol

é‘? +:}7§‘P§P&£'%’HFj—»’%-g/L’i%.ﬂg’\,ﬂ\f}’ﬂﬁb']‘?gy\ﬁxfl,lz

7
“~

Bf 4 e D o

> R AR F R R (Conflict Rules Database) —3e & 4873 P12 A
ﬁ“'éq’id’g‘gf{"h’“"%‘&-g PRz BFR S FMBEULEE I RAT

ThEZRY 2R ~ MR &5 Y FHERAE R AT RE .

>ORRCEER Y FUNKE R FE(A)RSFELI ARG
=

YRR B R 2 T m o B S MR © ke gg
Bagwitdd LAFTHETEZ 2 J%—,g%_ﬂzg\fk RCE RN
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BRHELT 0 UZFENEL P 2K

> wiHGE —d AT EFRETR 2 E G GEOFE > T P w ik B

LR ERRa A o AP EREE S G R EEES N .

Phasel—f * ¥ & » & ¢ 34 ¢ § f#(Role Instance)

Phasel ;% & ;% 4o #1if ©

L R* XBGHERRE» fo e A2 RE Y rad i
¥ kT

9

= i@

2. thm o FiEVLe Y GOEERE AL SRTHREL Y F R
LR A ST T ES = 8 R I

3. Jfﬁﬁl%?f AL PR PR B ik i E SOV HFRE L T
FEMFATERZ REERELEE S G ER Y FOR R

MAEGE R hE > R o

4. JUPH R Hehbd ok AR F 2R BETATFEAEGR Y 4
I 2 RARE S e B K o

Phasel /zﬁb’ﬁ = o oF T g] 13 ~ 70
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2.Check user’s role,
/ account and location
information.
[ Role Base

3.Compute confidence

1.User apply a role instance value of the path which

(Acc, Location, Permissions) used by user to determine

security level.

:> Combine the usersrole (O

4

Nl .
\:ﬁ schem_a and se(_:u_rlty level Security Level
5.Pass the role S to decide the privileges of Base
instance and privileges &8 i the role instance which

to the user user apply

< NCC  —
4.Determine proper privileges

for the user

Conflict Rule
\ Base

B 13 ::«Phasel. ;& & ;*

(D™ %7 3 & & 3 WP R BREHIRR =8 T e hfEn
(Account, Location, Permissions) @£ 5| NCC > {75 NCC -5 #& * ¥ 3

R T Lt RS R ee < &

(QNCC ¥ it # % B gsr m 5 - 4235 & & % P AL Al kit o

TS BT e F AR B S ST

Q)i & * ForiBifent§ T A R * FEF sk BF A
%iﬁiﬁ-‘i’(fﬁé‘ﬁ:’; ié]&? —LE_‘:’ —A’L %rﬂl ﬁp)‘if""‘l‘ n—,—ééﬁx rrn
AR EREFTHEFLILER DT 2R ML ALY F 44 % 25

@) ¥ & 4 ¢ nfErTE BRI 2K AITR Y TR fenfErlo R0 A dp
EE T F

(B)#3f % e Ak 4 > 44 ¢ 9 8 (Role Instance)w &% * ﬁ

o
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Phase2—i¢ # 4 7 B~ F ik (User Accesses Resources)
Phase2 ;& & j# 40T 13t ¢
L #* F& £FFk

2. HBEFRTERNZERATIREFLIAKL TR UNE 2 5o F L
Alat B 3.~ 4.~ 5.

3. RAEWRARMFHRELT F a6 FARE S S FAR 4.
4. FEER T F PR fo EFw I L
5. GMERRT ERIE DA%

6. TR HFPF R

LK R g &SRR IR A P R Y o T

B ERIUL IR o R G R R L BEN P DA 2 mnT

-

o AN 2 ET - B AP EIES Btk B U P ek d
e A AP EFERRR Y F AT R A RS F G REFE LT
A S e T BB 6 R R TR A0 R AR TS 7
PE R A o BRRAD FTHE S RS HRAN o F RO FRR
LN R AP T ARG AR R A BT aBER AR ki
F ettt L o T B 14 3P Phase2 ® * F HB-F iR E BRI
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- <>

Role Base

2.Check user’s request

1.User request to see if it has any

conflict. If no, skip step 3.

resources ::

4.Accept or reject the

5.Return the result to i
the user request
 — NCC ) C—

3.Search conflict rule
base to see any rule

applied to the conflict i
Conflict Rule

\ Base

B 14 :.Phase2. /7 & ;*

(1)i¢ * 3 #& N & Fo55 P Joll TR e

BRI cnhk § 012 T 2k B 3

FRPHERT UEREEHBRI T T AT
E

Dt b i * % ink $ALF

N

5
LR DL )
L T ] b A Fr I

F-BL&xh® £33

SEEYETT B R R T N LT £
LR B R AR E Jf'mw PG AERNERAR  FARER
F PR A ek | AR R e TR T 2L b

EHRT K
4@ * VPN # e BRI S o fp g - TR T 04 AL

R FALIHR -
(ANCC #-2 % (BX LM G R H Ik -

Gy it * ¥ -
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FAFL WP D 2T T st B FHG eh s T R T

it TN AR A Y m $5#48 (Pseudo Code) -
&

B3k USERS, ROLES, PRMS, SESSIONS, and LOC % %] % users, roles,

permissions, sessions and locations 715 XL & o
Definition.1 — i~ % (Location)

k
Set of Location L={l,l,,1,,....1,} from LOC where LOC:UIiand

i=l

LNl =0 if izj. *BEELF - B Pzl 0Bl 15 -

8 .l
RN BN

Definition.2— & ¢ (Role)

Apd s X f(pain)t K HY R 49 tfm LA
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{0 L L esaiz% & - APk ekt F 8 (Role Schema, RS) 2 # {#
R ﬁ Yd d R RIPEIR L ¢ puR dpik— B4 @ %8 (Role Instance,
RI)» #¢ RIig* g %4 R~ RS A @ * Fenim g |, - A+ F 16 173
W Rl P g G p o, o PR G SRR py s p, A

p, s @ LA iE o Rkt EUp,

RSl:< pl’ p2a p3a p4>
RS, < p,, p, >
RS, < Py, P3, Py >

|, :< Py, Ps, Py >
Rl < py, P3, Py >
RI, < p,,p, >

Rije< p;, py, >

B 16 : RSy REL =% 7R %

Definition.3 — & * ﬁ 4p i%(User Assignment)

R % %455 UAL 74, %% &30 ROLES ¥ 3 & ¢ 4774 % &7 USERS
YR Y o AT T3S 28 4R @ ¥ 477% « USERS 57 ROLES = ¥ ¥

L UEREE A TR L A

UA c USERS x ROLES

UserApplyRole, (r) = {u e USERS | (u,r) e UA}

Definition.4 — 1 *34p % (Permission Assignment)
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ﬂm?PA@%%Q%M’#ﬁ{%ﬁﬁ@%&ﬁ%ﬁ@&ﬂﬂi&j’ﬁ

o T A2 A5 & oon PR % PRMS ~ ROLES ~ #2 LOC = Jﬂ" chfg (0 2

R S R
PA c PRMS x ROLES x LOC

PRMSASss, (r,1)={p e PRMS | (p,r,I) € PA}
Definiton.5 — 7 #f /& (Confidence Value)

APTUTFALHIRER LI AR BEESY A PR AL CHA
(Confidence Value, CV) » g & % Md b e A 78 3 E R ah e g

Risk(l) » w2 & vt & 51 > £ iR T 2 sl BdE &
cVil)=1—Risk(l)

HPRiSk() ™5 %8t | ehh ' @ AP Y D& FE RDETPFEEL )
B ARt E L R S o LSRG T R S S % IR
40 APEEEY BN 2 B REE R P A $5(FMECA)#-4 55 #1314 :5ih
WHF A uE - P FAAFEERFNT R A NE T EEFAFT T RE DL

R F R RRRENEL D R

PR FWETIAORILF R GES B ORBEEARIER G LG

)’;rﬁ;;&;ﬁ% » > N

cV(,,1,,...,1.)=(—Risk(l ))x (1 - Risk(l,)) x...x (1 - Risk(l, ))
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Definition.6 — % 2> & s (Security Level)

TR L TR (ernis R AP L TR E 2 R
PR FAHAFRFHOCHRATREL B LI LT EHREG DREIUNEN
Rz Ag e P AR R RS 2 LT R R

BB A BRI LT 2R X 2R o P APL B &R AT d

L A ﬁl&fb&,,»\.,rs?—r;q;}ihg\,ﬁ-\ :

CV (1) — SecurityLV (1)

ORI T RIS TR AU E Rehd 2R s B B2

x
o

e R E BB RN 2 H RN E A5 T ke L B

% (Rank) :

PRMSEnable (p,l) ={p € PRMS {Ee LOC | SecurityLV (I) > SecurityLV (p)}

Definition.7 — =% (Conflict)

,—,,Ji‘aﬁGSRm&ﬁf’}"‘\'IFBL"’F@?"'&Z-%T\}%%%‘& 24 ¢ ~Fr¥F L% 2
B oagsdla £ i 4 o AP LS o) 5 R (Conflict, CFT) » 54 i % T 7]

> AR AT
CFT(p,I)={p e PRMS |l € LOC | SecurityLV (I) < SecurityLV (p)}

B3k CFTRULES Z R RA2 B & » §# 2 ' UFERFF > F

CFT(p,1) e CFTRULES jei& » 6] *h AJZ g1 5 T RUES §7 1% & -

EAS Faﬁ-:-am‘f«— [E3 L%;“‘ 8 mf—‘%’i"’k’ﬁ g%f{i‘"*"’r %5
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% 5:GSReri e H R &

LoC Sa s B

l LOC 2. ~ %

ROLES | #f% & ¢ 2 B &

r ROLES 2. ~ %

UA r Kk d

PA RS AN

Ccv =

SecurityLV | f8'1s R b2 & 2 K &

CFT ARSI I R I

Im/ﬁft E Ao ATl

x o

iz

Step2.i¢ * # ¥ & d o

Step3.4& & i * '?5 SR B E T R 3% & JonE F v T Step2 ;R i E‘_%fr
BAE s

Stepd.t B & 4 ek — FHEIUL G 2R A LFAGE kT Forh g ok 2
B FAEPB RS

Step5.#-34 i {2 chd ¢ F MApiie ¥ '?5 °

Step6.i¢ * F & REB-FTRFRA R T Forhig ch® 2 e FRY FAT AR
Boond > ksl > K s+ pF o vE i Step7 ~ Step8 52 Step9 o

Step7.# * & 1 ch & FA PR AT LFLHR G B AP iF Step8e

Step8.3F /G 3% 78 & R

Step9.& Hi& * F A % 2 B &

Stepl0. v 3F & * .%z 2 %
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2 AR ER

-~ R BUBIRT S

B AR g B FRt AP - By A anle TR PR B (Web Server)

2 N = 45 A
I‘F»L,—:»Tr»#'—l oo

¥ % *t—WindowsXP
Web Server — Internet Information Service (IIS) 5.1
Web Page — ASP .NET with C# .NET
Database —MSSQL 2000

NET Framework 1 & ¢ SR den® =230 5 w2F Web 5 * A28 % X R A

37 Web & # 4758 chié 'fg.ﬁ'xf}\ VB R MERR S R E L TR 1T AT

R o e

e KR FL RO B

1 ilh s
BRI | VR B

Tk [

7
B 17 : Microsoft NET Framework Web & * #2.;% #£ 4 B

\ 2
==

A LA - GSR Ap BE e 12 iR BB FMECA & 2 ¥ARE B 5t~ 5 5 50~ 0
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e F e R

¥

—%%ﬁwFMﬂmﬁﬁﬁ%}@%éﬁﬁﬁﬁ%gﬂ}ﬁﬁﬁ?ﬁ\i

}/

§N FTHBER LT ERY R PR FER ) A Feng R a0 B ¥

'*Ei’é‘—’»é °
(C) &" %% r s

B F R HRELRAET o A g AT FHRREL R
FRBARAFELRRRY F I PR OEE TN REFHRY F -

TRAIRM O LA FRYFLD mE A CRHAME R 2R

(5) % 4 R8I 2 {810 7 4k 1+
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Lyl

PR 2 b Ard R K A EARY TR E Rk 7Ok s
RGP R FEWEHLE & FHY hh § HF TR B IRE Y o
BILER Y F o RB T R p 2 R IUR AR TT S B ALy B
Al BE G SR e AN C@EE S RE5 g EAT R R f oD

B ARSE 2E s A TR E R MY B P R E B ERT

(EEEETTEEY:

B R R DIRAB R o R F R
RS RS 2 AP iR LER Y F 3 VPN Y o d
SRR MPRGRR Y Hw o FALEIER] ks R % F £ A7 2 Tunnel
EAECS EN S R T AL

,‘\ ./ug I‘E“?‘z’ l}l

Bt BEE CHARRA A N(R2AVEH)I (R 2GH)ZF
- Bnode s § kMBI ABMEAER A BH A A AFEY o H
SR RS R LAY e U Een R R AR (R IR S
PAFRER S e T R MR T o AP RgEM THRAERF R TF (R
> BHE)F I(= 27 G #f) e & Deutsch (higzi® &3> i BHYHIT R
EEFEFEANVah)A G T (Va )2 B2 AR g2 S I mal e &
Va-#rig & h B4 Vat o £ # (Vab)* § F2imisFiE > (Va)*
FELABRBIE &+ F2hs Y ARPBFEEL 2 EEWE TS B
AR A Al o FIP A AT £ % 2R BRI GHEMDTIER A
PRI AT A TR TR DR FA LR RO

B e 2§ oikdy FMECA =R 225 M > ¥ kg -y e 70U 49
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PR R TR AN E o A ¢ TR T2 B B TR 3
iR FAR R R~ L RBFOH LSRG R OE 2R LTFL PO %

’iy o
k|

Aipn* S DR ISER L6 EAFLEH] 0 Au TR B
Locationl(l,)~Location2(l,)§? Location3(l,)’ & ¢ #£& » 4 %3 = # —Role
Schem1( RS, )~Role Scheme2( RS, )% Role Scheme3(RS, )ik & *
* o H Y RS EF eI I<p,pP,, P50, > RS, B ETF <p,,p, >7 fEIE
'T> @ RS, £ F <p,P;, Py >= > RILRL,RL BIEA 8] 5483

RS,,RS,,RS, & & 7 4 -

Bl AP RIMAPL I 3 g2y }“if“%—}%(ﬂ\FMECA—L%ﬁ”J[%%’
ﬁi)";ﬁgn'— ‘&f)@f‘léi%ﬁ?—?i%‘&’i"f"ib \Fi'é} ftp)i"—r

B 20 3P A Pdoim s RAEnL BIEESET 8oz B &

A

None

Very Minor E;{}H@

Minor T,
=2 = FE#;RE‘

Very Low ///xCV:Q67~1D

Low High

Moderate > Moderate — CV: 0.33~0.67

High > Low \
Very High CV:0~0.33

Hazardous with Warning

Hazardous without Warning

B 20: FMECA * @Rt = BE 2 h a2 HEHA R

At FOE A Pam#mﬁ TR \lfazﬁl't‘mf ‘cu-&mp@'l?’l}xﬁ- |§3’fﬂ

R AR E TN TR PR R



(1)Case 1 —1i¢ * —‘F% 7T iR @ e i NCC

M2l 47@* K], 2 3R 0EEr@ERTTdw A ¢ INCC 3BT
Moo Bt RBIP R Y H i df R A CV(l,) =0.95 = SecurityLV (l,) = High >

@ High > High > Moderate > Low » iz 2\ g & 2 m#h & * z; kA

N

B FHMEVEETRALS B2 R FEE -

RS, <P, Py, Pss Py > O O Rl <P, Pys Pss Py >
RS, <p,,p, > N N Rl, <p,,p,>

RS, :<p, Pss Py > Rl :<p, Py, Py >

SecurityLV (p,) = Low =y, . @V (1) =0.7,SecurityLV (I,) = Moderate
SecurityLV (p,) = Moderate %y .. oy gy 0,95, SecurityLV (1, ) = High

SecurityLV (py) =High " oy (1) = 0.4, SecurityLV (I,) = Low
SecurityLV (p,) = High

® 21: n%q’f—‘}‘l 737w 1l NCC

(2)Case2— R * ¥ F & - <@ B A i #] NCC

B 2230P 5 &% H et | P> R, i e @ B A AR

B AL NCCo @ e R 6]¢ @7 X% 25T 5B HE K

CV(,l,)=CV(,)xCV(,)=0.7%x0.95 = 0.665 = SecurityLV (l,,1,) = Moderate
» Moderate > Low » i % iﬂz i B ¥ -RS,,RS,,RS, 2% » A 5 C1ut

g F e Ps, Py :“:Z"g Z'KBK’F] °
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RSI < pla p2’ p39 p4 >
RSZ < p27 p4 >
RS} < pla p39 p4 >

SecurityLV (p) =Low | :cv (1,)=0.7,SecurityLV (I,) = Moderate
SecurityLV (p,) = Moderate | .cy/ ()= 0.95, SecurityLV (I,) = High
SecurityLV (p;)=High | oy (1) = 0.4, SecurityLV (1,) = Low

SecurityLV (p,) = High

Bl 220 & % 7 & Sibgeieebd @ - =4 i $liE NCC

F’_*

Ao T kY B REE L RR BT A & 8 NCC 2
> A g ik (Virtual Private Network, VPN) » 4opt — % & i i g >
PO E PR B G ORE R TSR R N R L R A
FRES AT RYFT UL EGOPE RT R A B 2

o - L2z VPN {5 jede® = § 47 PEP # il i & * > ¥ PEP
Gricid i g 4 o @ FR K- D 3 VPN Bl 5 0 BT M6 B

£ -
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4 A

& #2485 (Pseudo Code)

@ * —%Z\z' g—;—@& - i LA
Build session
Receive user apply role (u, r, I, p)
If (UserApplyRole, (r) = {u e USERS | (u,r) eUA})

Calculate CV(l) — SecurityLV ()

For each permission of the role which user required
If (PRMSAss (r.))={p€ PRMS[(p;r,I) e PA} AND

PRMSEnable(l, p) = {L eLOC | p € PRMS | SecurityLV (1) > SecurityLV (p)}

Assign the permission to the role
Else
Remove the permission from the role
End If
Send the role to the user
Else
Drop the user’s request

Terminate session
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End If

End Procedure

F K BB IRIA
Receive user request resource (r, p, I)
If (p 2 PRMS(r) x SecurityLV (1))
Request granted
Processing the request operation
Return the result to the user

Else If (CFT(p,l) e CFTRULES)
Enter exception handling

Ask the user enforce environment security
Rebuild session
If (p < PRMS(r)x SecurityLV'(l))

Resend the updated role instance to the user

Else

Drop the request

End If

Close exception handling
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Else

Drop the request

End If

End Procedure
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