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Abstract

The network applications and network users are rising and flourishing, and connecting to
the internet is a part of our life today. According to the investigation, there is a gap between
network service providers and the network users for the fee of network service. The paper
wants to find the causes of the gap and the factors of network service providers’ pricing model
considered.

There are two models about network service pricing. The one model is pricing based on
time, and the other is pricing based on usage. The:network service usage is the network traffic.
The paper will view pricing models decided from a economic perspective.

The paper interests in pricing based-on!usage of network service to accommodate the
trend of multicast in the future and restricted by the present network environment. It takes a
full function of pricing model consists of‘the process of the pricing framework, the billing
method, and billing policy. According the pricing. model to develop and implement a system
in an organization, and this system:overcomes. the unexacting network traffic statistics, and
rises the fair about the fee. It also takes 'methods to solve the statistics of network traffic of
dynamic IP address, and map the IP address to the real users.

Overall, the paper researches in finding the causes of the gap between network service
provides and the network users for the fee of network service, and networks service providers’
pricing model considered. Then according to the pricing model, develop and implement a
system in an organization to solve some pricing problems. In the end of the paper, some
suggestions is addressed to improve the pricing system.

keyword : network service pricing model, network usage, traffic statistics, traffic monitor tool,
billing policy, dynamic IP address, IEEE 802.x
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;9o perl B = erscript 0 ¥ 02 & Unix 2 Windows > # 3 ¥ _Netware 5 T 7> & 1

e (Query) gL/ G — = BATE T AL B TIEE 2 (5 0 P 3~ & e

R4 PNG Blbh M #F > N ER e 0T 5 MRTG &% 6l -

"Daily' Graph (5 Minute Average)

1200 H
=
=
o800 M
b
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Max Average Current
In  11800Mbs(118%)  420D0Mb/s042% 241 Mb/fs (2.4%)
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"Weekly' Graph (30 Minute Average)
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=
=
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b
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o
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=
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B 2-1 MRTG

2.5.2 RMON/RMON Il

RMON 2 RMON Il ¥ 4B/ mBifi 3= Rt T A ~ B i Fa ¥ F 0
L% SNMP 2% - RMON & 3 @ 40 ~ AF A P12 £ 2 &M ke, ¥4t

. )
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A A A G ch RN R o ¥R P T 1R K RFC 2819 (May 2000) i

RMON &% B|s8 p 3 10 i Group ; I ** RMON Il (RFC 4502 - May 2006 ) £_RMON

Hde 3p 4 K 0 — X

20 T Group > E;;»';:gsaﬁuf 7 RMON 7 # & (Physical Layer)

feffleal  (DataLink Layer) 2z ¢t » & ¥ & 357 OSl Layer 3 I Layer7 - 12T £_20

B Group f§ ¥ ez p? Bl %

statistics (1)

RMON

history (2)

(1.3.6.1.2.1.16)

alarm (3)

host (4)

hostTopN (5)

matrix (6)

filter (7)

capture (8)

event (9)

token ring (10)

B 2-2 RMON, RMON Il Group

% 2-4 RMON, RMON Il Group Function

Group

Function

ethernet statistics (1)

ToB it R 3 BE 2 A X R FA

history (2) R Y e L

alarm (3) RRVLE » FRBpL P LR ER T A TR
e s

host (4) BT R KA 2 He g

hostTopN (5)

15 i host chF d #r it (B D e £ £ 7

matrix (6) REATIER S IA BREFHe SEETH
filter (7) WERIEERIEE > LT E R i B A L A4 T

=
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packet capture (8)

#-filter i endt e #B8~ L B w g L5 M- H A

il

event (9)

KRA LT 2 ehm 50 B e bofp W 00 8 S L

token ring (10)

*® - Token Ring #p B e 4 31 4

protocol directory (11)

7o RMON 7R 97 i & 47 il 31t

protocol distribution (12)

5 E A W] AR B chdt e TR E

£ S IR R

address mapping (13)

FEAE A R hkiEpk MAC hb

network layer host (14)

112 MAC K Bochi 38 so b i ALK J L b cher g K
%2 Hite i g

network layer matrix (15) | 122t MAC % ‘& P BT IR TS BRE R
He mgEFTH
application layer host (16) | 4% BALE fmieie b 90 K K AR AHF L@ A T

application layer matrix
(17)

A L B B AR B UL T
£

user history (18)

R Cedei h X 0T G

probe configuration (19)

# & RMON #£ Bl ® ek & o jy 2 B T

rmon conformance (20)

7e4 RMON 2 RMON Il 4p % 0% L

TR 5% ¢ pr[12] - [13] A0 B

RMON/RMON |1 sz 88 4 e BL3k & csiae B8~ > 2T AR S8 o

2.5.3 NetFlow

NetFlow & d Cisco $% ) » &A= P ehE_ 5 i@ * £ 0
AT Pl 0 BT B I E S

4_Layer3 2 Layer4 enfi > ¥ i 4

# 2% i ¥5 NetFlow

i

CRBRRE] BB E RIS o NetFlow #rd oo

# QoS (Quality of Service) &7 %

‘f«— mln\ &‘F‘ ’
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@i - A B d o NetFlow irF gl e 820

# 2-5 NetFlow e 42 5%

Source Interface 306
Source IP 10.0.2.1
Destination Interface | 21
Destination IP 168.92.3.11
Protocol 06

Source Port 1683
Destination Port 50
Packets 3

Octets 156

TR KR %Y e gr[22] 0 A R

g b ot e N T T BB AT S B E MR T 0 D3R P Do

2.5.4 sFlow

Detail

RMON ®

sFlow Least

Loadin
® NetFlow g

Heavy
CPU Loading

Overview

Bl 2-3 BT BV RE
T kR 9}%’@%%[26] v Y EE

Fl 2-3 Lfieg LB 5D D Bt R B apen A R R TR AR
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ERo TR EROTAEEEREE o d P T UE R MRTG #3418
P AR BT R G AR S BT T RRR T s AT
RMON/RMON Il &t ernsid B+ chd Apd B R - i 4K & chF fappt 2 v 3
FORBEBE S o G e 3 LA™ NetFlow e sFlow &5 5T 4Liie > @ sFlow &

FAHE R Fopsh- Z o 0T B sFlow s -

sFlow & % B #_(Foundry) £ InMon #r#] <3 # » T &> RFC 3176 » 5 it
B EREE2 — ; fo NetFlow 4p 12 ¢ > sFlow i F 2% pla B >t epidte 139 wh
Switch £ #_Router » 1 4% &5 & i S & F R4

sFlow Collector

Traffic
Data

Analysis

== sFlow [H = sFlow
: | Agent || B == || Agent

02 gom

HE
I

B 2-4 sFlow & ¥L7 42 F]
?/ij\/}ﬁl P4 '\’}E%[Z?]’ A ﬁig;_ﬂj_
+ B E_sFlow i st2 4B > sFlow 72 % (sFlow Agent) # F 3 # 74L& (sFlow
Datagram) & sFlow qc & % (sFlow Collector) > (&d ~ 478 5 » & M ¥ F @ T ihge s,
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o sFlow 32 B 4k & Switch & £ Router ASIC # >
T e gk w o sFlow § 4% * B~#% (Sampling) #

Tt A AR EE R TR ET R

N

K A
B TR H- 2

T F AL AT L A A PR 33t (Statistical Packet-Based Sampling of Switched

Flows) » ¥ — f&2 8 A o Soit i pr i 5 A # P4 (Time-Based Sampling of Network

Interface Statistics ) - % —
FARR BT 0 @

£ #_Routing xﬁﬁi;]‘l?— B Ao TREAR o Aot
GRS PSS SR T L £ %%wénmﬂé’%u%*iﬂﬂm

39 (Polling ) #4553k 4 &

I P LT RE G B TR (Flow) 2 @ 4 gt 31

=

FAL AT & i d - B A w AT Dt 4t 0 & Switching

BT T AL o sFlow R I ER-P R hF L E & 5 sFlow

Datagram > i# % sFlow Analyzer & {7 4 45 &J® o

sFlow Datagram =% 4L 2 5% 40 >

# 2-6 sFlow Datagram Format

startDatagram = = =
datagramSourcelP 192.168.50.252
datagramsSize 1384
unixSecondsUTC 1149555422
datagramVersion 2

agent 69.1.1.254
packetSequenceNo 2735151
sysUpTime 384740900
samplesinPacket 8

startSample

sampleType_tag 00:01
sampleType FLOWSAMPLE
sampleSequenceNo 14138705
sourceld 00:08
meanSkipCount 128

samplePool 1809754240
dropEvents 0

inputPort 8
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outputPort 3

flowSampleType HEADER

headerProtocol 1

sampledPacketSize 946

headerLen 128
00-0F-F8-92-EC-00-00-10-DB-FF-20-70-08-00-45-00-03-A4-2A-
9C-40-00-3E-06-7C-67-3D-3D-FE-14-3D-42-19-BD-A1-02-00-19-
EC-D4-6A-A3-67-4E-C7-E3-50-10-60-F4-59-7F-00-00-53-4A-68-

headerBytes 4B-77-0D-0A-71-34-52-4B-43-6C-41-70-44-72-71-42-4A-42-42-
49-59-53-41-59-4A-71-51-59-68-49-42-46-37-44-42-67-48-55-36-
70-41-4A-6B-61-4C-4A-41-54-44-51-43-4A-67-45-6F-33-55-49-
42-43-55-53-4A-62-42-44-47-4E-41-4A-67

dstMAC 000ff892ecab

srcMAC 0019dbfe2070

IPSize 932

ip.tot_len = 932

srclP 69.1.2.254

dstIP 69.7.1.121

IPProtocol 6

IPTOS 0

IPTTL 62

TCPSrcPort 41218

TCPDstPort 25

TCPFlags 16

extendedType SWITCH

in_vlan 253

in_priority 0

out_vlan 193

out_priority 0

extendedType ROUTER

nextHop 192.168.50.252

srcSubnetMask 0

dstSubnetMask 0

endSample |-
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endDatagram = = - -

FA KR © A fFm

sFlow f= NetFlow :4p & 82— > & _sFlow #t i-h7 £ &_Layer 3 # Layer 4 ch§
# o sFlow i F ehde F] £ Layer 2 3 Layer7 o

26 * * xR Ap MR

PR LAY RRALIP iR o e B A for P AL F R Y
]
3 ::ﬂ}ﬁv@ IP et fer = 6 gl e 73 -

b

)
=

(2

._

P!

,dm

]E“F\ IR A FRB- DHCP B3 IP i=ht » @ 7% = L payau{ 574 % o

\>‘_
b
g >

2.6.1 DHCP

DHCP ( Dynamic Host Configuration Protocol, # 8 3 #% % fg i€ 2043 2 ) 2 B 3\ eh
A EAL Mg £ RFC 2131 4p B ezt # %2 35 §_%A RFC 2132( DHCP Options and BOOTP

Vendor Extensions ) o

F* DHCP ¥ 1 il S L IP mpbdp M e 321 i% > v 7 0 @ FIIP fmnt
A HeFp RN TR Ee 1 SRR A e R AT R E IR o Ao i B
Fp i P fmpbchrt iy o % PR P A - Do SRR 4R EE'}S' ParpETRET

B2 agEr b FRE LA A o

F1* DHCP 2~{8 IP i=nt e % » £ 5 DHCP Client (DHCP * = =5 ) > @ B~ IP i

v

pheni AR 0 R fE2 AR f2 5 (Lease Process) ; DHCP shfe* 2.5 & 2w BFFE > ¥ 1Y
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T?]ﬁs?ﬁ‘

b

Server
(Selected)

Server Server

Client (Not Selected) (Not Selected)

B 2-5

Ol

DHCPOFFER
(D
DHCPREQUEST/ \\
/
ON

C .
_— DHCPDISCOVER

DHCPDISCOVER \\A

DHCPDISCOVER

DHCPOFFER

\
B 2
 DHCPOFFER /CQ/ <2>

DHCPREQUEST DHCPREQUEST

DHCPACK

5 8y IP a2 % 42 Borew, B
F'ﬁffii/}fﬂ RS I

=

DHCPDISCOVER

DHCP Client g5t + B3 p ¢ o &4 (HostName) > 1 2 § 48 =5 (MAC
Address ) » ¥ &35 &% DHCP Server (DHCP R %)

DHCPOFFER

= 3] DHCPDISCOVER j #%4t ¢ 2 DHCP Server ¢ v % DHCPOFFER it ¢

%% 1 DHCPDISCOVER 1 Cliento iz 4t& f % & 42 0 IP f2ph ~ 3 fpug
(Subnet Mask ) ~ #2.* # /& ; jz 3] DHCPDISCOVER ¢ DHCP Server § 2 7 p#
g w B P iy o WLKT R ESLH T Client

DHCPREQUEST

DHCP Client % {c3| % — & v % 7 DHCPOFFER 4t ¢ f¥ » ¢ $+¢ § #§
DHCPREQUEST » £ #7 %1% eri$ B v i %3 * i 2 DHCP Server #74 ) 11 IP
f#ht » ¥ 5oH v 2 F) DHCPDISCOVER " DHCP Server» 2 2 & £ 5 v %9
IP i+ 4t

DHCPACK
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i o % - B % % DHCPOFFER % DHCP ClientsriServer » #-4Client ) Fz 33 e
Ao nFEEClientid * sz BIPR c 2 BALP FH 2 ¢ EH L &

2

4o FEX A i (Default Gateway ) ~ & 4L PR E (DNS Server) % % -

2.6.2 RADIUS

RADIUS ( Remote Authentication Dial In User Service, i 425 ZF#5.% = JRI* ) T_&
> RFC 2865 ( %4 = }]%[7]) » #& & AAA (Authentication, Authorization, Accounting ) =
e FLITL S BRARARERIE RO R Lo K E T LA VPN

(Virtual Private Network, & #t4 4 $B.) XA ~ RRERXE - HREAF I LRG>

KA o v HE AT

0 g 16 24
Code Identfier Length
Anthenticator

AN EEEEEEN
Attributes.,
HEEEEEEEREEN //

B 2-6 RADIUS Packet Format

TARKR D ST Fe[7]

Code -~ Identifier & % % £_8 bits > Length £_16 bits > Authenticator 3 32 bits » % **

Attributes B 7 *T £

RADIUS &_i¢ * UDP Port 1812 £ _1645 53 » UDP Port 1813  &_1646 3+ >
RADIUS #_% &3t 4,25 46 fil i30T
® Access-Request
TRie £ MR AT R

1. Authenticator (5%?7;?;—‘];‘) fe¥] & p * = (Supplicant) i * % stk > @
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i B 4t e @i % RADIUS Server s fofgzn® = £ o
2. Authenticator 41 * PAP (Password Authentication Protocol ) & % & 4v % e
%5 & H % d CHAP( Challenge Handshake Authentication Protocol )2 MD5
4o % i % G 45 RADIUS Server
®  Access-Accept
RADIUS Server 7z Authenticator ¥ 4t w35 & F2% 2z a7k % (NAS, Network
Access Server) > I ¥ Frih 2 tRELE g & jF o 3w @ Access-Accept
g A % Authenticator
® Access-Reject
RADIUS Server 2 35 & i% 21 & 5 Authenticator ¥ # ¥ A& NAS eh 2 5 » & § *
SR gL R RBAR A L 0E o Trw gl - 2 g
® Access-Challenge
RADIUS Server %4z 3| Authenticator & :¥ iF krrzn® = L repd-Ra L pF > w

% Authenticator § & * = gakEL 2 %78

5 SR B AR & T — o) SR e

RADIUS Accept-Request e/ #4504 T #0 fo & <~ 4p B >

# 2-7 RADIUS Accept-Request Attributes

Attribute Description

User-Name (1) Supplicant % 1 erk = bR Y
User-Password (2) Supplicant i% t e = 215
NAS-IP-Address (4) Authenticator 7 IP =1t
NAS-Port (5) Authenticator i 35 38 5555
Called-Station-Id (30) Authenticator 7 MAC i 4t
Calling-Station-Id (31) Supplicant 7 MAC = 1t

SR A U]
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2.6.3 IEEE 802.1x Port Authentication

IEEE 802.1x Port Authentication &_z¢ f]& # RADIUS ~ RADIUS Extensions ( RFC 2869 )

4= EAP (Extensible Authentication Protocol, ¥ 4% *t 3% % # # @, RFC 2284 ) izt £ >

ENRERREINFEFORE > FLTEINEAAHL RS LEARNBR PR FPDE
2 o I * IEEE 802.1x eipcjire e L e g 4 R @5 v MAC filter f= ACL (Access

Control List) 37 384 %* = o ' > $3v < A ek B 5 H g o

% IEEE 802.1X ch7k 5 @ » 12 MD5 i& {7 4c % ek BB A2 7 50T

= = B
Client / Supplicant RADITS Server
(Authentication Server)

Authentcator

EAP-Request f [dentity

<

EAP-Responze [ [dendry > BADIUS Acceszs-Request >

READIUS Accesz- Challenge

EéF‘-Request f MD5-Challenge <

EAP-Responze / Identdty > RADITS Access- Request >

BADIUS Access-Accept

«

EAP-Logoff
>

B 2-7 IEEE 802.1x Port Authentication i 425+ &, [
TALKR R e;’%[lo] v A IR

IEEE 802.1x Eﬁﬁmfﬁ—tdﬁ (Client/Supplicant) ¢ i¥ 11 EAP Start 7

-

1. - BEc* 7
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Bytes) > 42 #8 3 384 B E_Gd 233t 5 @ 7 o

0.95
0.05
Organization Employee Employee%  Peak Off-Peak Org Traffic Org Traffic% Peak% Off-Peak% Org Peak% Org Off-Peak% Traffic_Fee%
Org. A 334 4.04% 1,402,088 170,302 1,572,390 202% LEI% 0.22% 2.22% 118% 2.17%
Org B 402 4.86% 2,393,818 700954 3,094,772 3.00%  3.08% 0.90% 3.79% 4.85% 3.84%
Org. C 297 3.59% 1,220,111 289,193 1,509,304 1o94%%  1.57% 0.37% 1.93% 2.00% 1.93%
Crg D 226 2.73% 1,841,601 773,289 2,634,890 3.39% 240% 1.00% 2.95% 5.35% 3.07%
Crg E 210 2.54% 2,487,002 582,134 3,009,136 3.05%  3.20% 0.75% 3.04% 4.03% 3.04%
Org F 115 1.39% 6,635 10,021 T6,656 0.10%  0.09% 0.01% 0.11% 0.07% 0.10%
Crg G 20 0.24%% 16,856 3,290 20,146 0.03%  0.02% 0.00% 0.03% 0.02% 0.03%
Crg H 77 0.93% 27,239 3,089 30,328 0.04%  0.04% 0.00% 0.04%% 0.02% 0.04%%
Org I 44 0.53% 204,736 52,903 257,639 0.33%  0.26% 0.07% 0.32% 0.37% 0.33%
Org ] 439 5.31% 7,710,154 169,833 7,879,989 10.15%  9.93% 0.22% 12.20% 117% 11.65%
Crg K 202 2.44%% 1,602,758 260,983 1,863,741 240% 2.08% 0.34% 2.54% 1.80% 2.50%
Org L 54 0.65% 40,761 8,032 48,793 0.06%  0.05% 0.01% 0.06°% 0.06% 0.06°%
Org M 36 04450 139,015 11,379 150,394 0.19%  0.18% 0.01% 0.22% 0.08% 0.21%
Crg N 736 B.89% 5,100,323 2,001,123 7,101,451 92.14% 6.5T% 2.58% B.07% 13.84% 8.36%
Crg O Taa 9.26% 7,601,390 2,873,844 10,475,234 1349% 9.79% 3.70% 12.03% 19.88% 12.42%
Org P T2 9.33% 6,120,235 903,764 7,023,999 9.05%  T.E8% 1.16% 9.68% 6.25% 9.51%
Crg Q 1122 13.56% 10,117,501 2,453,492 12,570,993 16.19%  13.03% 3.16% 16.01% 16.97% 16.06%
Org R 1081 13.06% 7,765,787 1,941,447 9,707,234 12.50%  10.00%% 2.50% 12.29% 13.43% 12.35%
Org 5 374 4.52% 2,376,499 321,882 2,698,381 3474 3.06% 0.41% 3.76% 2.23% 3.68%
Crg T 270 3.26% 2,097,601 102,292 2,199,093 2.83%  2.70% 0.13% 3.32% 0.71% 3.19%
Org 11 314 3.79% 878,663 321,902 1,200,565 1.55%  1.13% 0.41% 1.39% 2.23% 143%
Org W 96 1.16% 68,268 9,823 78,089 0.10%  0.09% 0.01% 0.10% 0.07% 0.10%
Org W 114 1.40% 32,881 7,473 90,554 0.12%  0.11% 0.01% 0.13% 0.05% 0.13%
Org X 172 2.08% 1514 428 486,792 2,301,220 2.96%  2.34% 0.63% 28T 3.37% 2.90%
Total 8275 100.00% 63,190,355 14,459,536 77,055,801 100.00%  B1L38% 18.62% 100.00% 100.00% 100.00%

Employest = Employee / Total_Employes

Org Traffic = Peak + Off-Feak

Org Traffic% = Crg Traffic / Total Traffic

Peak% = Peak / Total Traffic

Off-Peak% = Off-Feak / Total Traffic

Org Peak% = Peak / Total_Peak

Org Off-Peak% = Off-Peak / Total _Off-Peak

Traffic_Fee's = (Org Peak% *d) + (Org Off Peak% * (1- 4}
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