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Abstract

Wireless Networks provide more flexibility and cmwetivity to the users, to be connected
with anyone, any time, any where. This;feature reake wireless networks to be wide open to
threats and attacks by the intruders,. To’ensueiable; and secure wireless environment, suitable
authentication protocols have:to be employed basethe network infrastructure. The scope of
this thesis is to present a general approach éfjnesd analysis, of an authentication protocol,
which is robust and easy to implement-inireal tiklang with these aspects, this protocol is
coupled with secure and fast authentication featued especially designed for large scale
enterprise wireless networks. The protocol designformalized with Protected One Time
Password Server (POTP), which ensures secure @me Hassword (OTP) authentication and an
RADIUS Authentication, Authorization and AccountifdAA) server which favors the user
authentication. The Access Point (AP) involveshia subsequent authentication phase for the user

requests.
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Chapter 1

Introduction

The development of wireless networks range fromAWPWireless Personal Area Network)
implemented using Bluetooth, WLAN (Wireless LocakA Network) Using 802.11b, 802.11a,q,i
and WWAN (Wireless Wide Area Network) accomplistmdthe operators of wireless networks
using GPRS, CDMA, etc.. Though this wide networkga helps the users to achieve high
connectivity, they are prone to intruders, haclerd attackers everywhere; either the network is
WWAN or WLAN. Thus, more care should be taken toeaain network security, from the initial
design configuration thru its implementation. Tas@® network security, proper authentication
mechanisms should be equipped and authenticatwtioqmis serve this purpose. Hence, these
authentication protocols should betefficiently wed#signed, in performing fast authentication,
along with their security enforcement strategy. sTthiesis is entitled "Secure and Fast OTP
Authentication Protocol for Wireless Networks”, whi by itself, enlighten the goals and

perspectives of this research, in‘dealing withseeurity issues of WLAN.

1.1 Background

Technical advancements in wireless networks, pewany security features in the mode of
authentication protocols. The structural designtiifse protocols depends upon the Network
infrastructure, implementation scenario, and deplyt environment. Though the designs of
these protocols differ in practice, the basic anfilcation principle remains the same for all. The
basic authentication standard 802.1x is devisetER§E, which forms root of all authentication
standards.

Figure 1-1 given below, depicts the IEEE 802.1xth&mtication structure, with all basic
components required for authentication processs fnocess is a common scheme which is

generally applicable to all ranges of wireless meks, but only during implementation, the



design of architecture may wary, depending uponvtireless environment and the mode of

implementation.

EAPOL/ EAPOW
EAP Over LAN/

EAP over Wireless EAP over RADIUS

e

Supplicant Authenticator

Operating on Client Operating on devices
at network edge Like
AP'’s and switches

Authentication Server,
EAP plug-in goes In
RADIUS server

Figure 1-1 Basic IEEE 802:1x Authentication struetu

In this authentication structure; to verify-thea@entials of the supplicant, the authenticator
uses an authentication server. The authenticaoreschecks the credentials of the supplicant on
behalf of the authenticator, and then respondé&acatuthenticator, indicating whether or not the
supplicant is authorized, to access the authentisaervices.

During authentication, the Access Point (AP) fodgarthe credentials of the wireless
connection attempt to the authentication servee Wheless AP uses the Remote Authentication
Dial-In User Service (RADIUS) protocol to send tlkennection attempt parameters to a
authentication server. The major drawback in thithentication scheme is “User’s Password”,
which is sent to the server for authentication pagy User provides his credentials — in the form
of a user name and password — when making a requisstserver verifies the user and grants
access if the user credentials are matching, etkmies the user.

Although this scheme is easily implemented, ite®lon the assumption that the connection



between the client and server computers is sequtean be trusted. Specifically, the credentials

are sent across the network as plaintext and dmiidtercepted easily and subsequently used by
eavesdroppers to impersonate the user. Passwoed baghentication is inconvenient; users do

not want to enter a password each time they aecessvork service when they are roaming.

Hence, password based authentication is not saeifablise on computer networks.

1.2 Contribution

To overcome this password based authenticatioe isg& have proposed a general approach
of design and analysis, of an authentication padtowhich functions by using One Time
Password (OTP) scheme thru Password Server (P&)g aith RADIUS Authentication,
Authorization and Accounting (AAA) server (AS). Tugh this thesis, we explain the proposed
authentication protocol design, its functionalitydaits implementation scenario in a large scale
enterprise network. We also provide a_detailed viewthe security analysis and performance
analysis of the proposed protocol..The secutitppiwrealized by utilizing SVO logic, which is a
well known standard, for proving the effectivene$authentication protocols. Security features
of our protocol are compared with:that of some tégsprotocols and tabulated. The overall
performance of our protocol is scrutinized thruicéihcy analysis, which describes the
communications efficiency, computational efficieranyd storage cost. Finally, the application of

fitness function, evaluates the overall performamioeur protocol thru an analytical approach.

1.3 Synopsis

The remaining part of this thesis is categorizetha following manner. Chapter 2 reviews
the related work, which provides the architecturesome of the existing authentication protocols
and their pros and cons related to authenticatienario. In chapter 3, we explain our proposed
authentication protocol, its architecture, messfigezr and functionality. Chapter 4 provides
security and privacy analysis of our design. Inpteéa5, we describe the performance analysis of

our protocol, followed by its special features imapter 6. In the final chapter, we present our



concluding concepts to enhance our design in therdy in expanded wireless networking

environments.




Chapter 2
Related Work

2.1 Authentication Protocols

For over many years, a wide range of authenticafiostocols have been proposed by
researchers and they still continue their researchetting new protocol forms with specific
communication properties and added security featurespite of the special features indulged
within these authentication protocols, they still/e some constraints in real time implementation,
while facing security threats and attacks. Itrigetthat any wireless infrastructure is open to
wireless attacks. Some of the wireless attackssiangar to that of wired network environment;
some are severe and some are fresh. The base balitidese attacks is the underlying
communications channel, the airwave medium; whsohide open to intruders.

The loss of confidentiality,and integrity and-tieeiat of Denial of Service (DoS) attacks are
risks, typically associated with wireless-networkgruders may obtain access to systems and
information, corrupt the data, consume network adth, degrade network performance, launch
attacks that prevent authorized users from acags$bm network, or use the resources to launch
attacks on other networks. Specifically to saythie wireless authentication attacks, the impact is
more. Intruders use these attacks to steal legiimiger identities and credentials to access
otherwise private networks and services. Replay ackit Eavesdropping attack,
Man-in-the-Middle attack and User Impersonatioa@ks are the most common attacks.

Shared Key Guessing, PSK Cracking, Application hogheft, Domain Login Cracking,
VPN Login Cracking, 802.1X Password Guessing, 802 EAP Cracking and, 802.1X EAP
Downgrade, are also considered to be harmful attack

To attain a secure channel of communication, seautBentication is considered as the
backbone and an essential factor in any computeronked environment. It proves pivotal, when

network security has to be ensured. The neces$igecure authentication emerges in many



different forms, and authentication protocols anepyed in numerous ways, based on their
essential security properties and on the naturecamglexity of the network environment.

Hence, these authentication protocols should ptbe& consistency and highly secured
nature, along with high speed authentication cditiabi We list some of the authentication

protocols widely in usage now and explain theiigieflow, along with their merits and demerits.

2.2 RADIUS protocol

RADIUS protocol (RFC 2865)[1][2][3] provides cealized authentication and access
control services, to a variety of network access application-layer devices. This protocol has
been in use for many years and has become thecttestandard for providing AAA services.

Being the basic standard for all authenticationtqmols, and most commonly used
authentication protocol, it is inbuilt with a lof advantageous features. RADIUS protocol is
well-understood and implementations are widelylabée and widely supported. It is capable of
supporting a variety of conneetion.types'and idamger limited to human identities. RADIUS
protocol is considered as a.general-purpose disé&ib authentication protocol for network
connections of all types. Currently,xRADIUS. protbi® the widely used protocol in network
environments. It is commonly used for embedded odtwevices such as routers, modem servers,
switches, etc. It is used for several reasons:

The embedded systems generally cannot deal witirge Inumber of users with distinct
authentication information. This requires more af@r than many embedded systems possess.
Since, RADIUS protocol facilitates centralized uadministration, which is important for several
of these applications; the role of this protocabyas vital. Many ISPs have tens of thousands,
hundreds of thousands, or even millions of userserd) are added and deleted continuously
throughout the day, and user authentication inftiona changes constantly. Centralized
administration of users in this setting is an openal requirement and this is provided by
RADIUS. RADIUS consistently provides some level pybtection against sniffing and active

attacks. Other remote authentication protocols igeoeither intermittent protection, inadequate



protection or non-existent protection. RADIUS suppe nearly omni-present. Other remote
authentication protocols do not have consistenpargrom hardware vendors, whereas RADIUS
is uniformly supported. Because the platforms onctwviRADIUS is implemented on are often
embedded systems, there are limited opportuniissipport additional protocols. Any changes to
the RADIUS protocol would have to be at least miign compatible, with pre-existing
(unmodified) RADIUS clients and servers.

In spite of these merits, in the time since itgeask, it has revealed a number of serious
shortcomings when used in some environments. RADIW8Sxying was used to send
conventional RADIUS requests across insecure n&svahich permit the users to roam on the
networks and RADIUS authentication and accountiequests are sent, to the user’s home
RADIUS server, based on the user’s Realm. Figute glven below depicts the RADIUS

proxying method.

Radius clients

Packets can be
monitored

Packets contain easily sniffable data

Figure 2-1 RADIUS proxying method

From figure 2-1 we realize that the data in conerat RADIUS access requests is mostly

plaintext, including the user name, IP addresdnltignes etc. The user’s password is encrypted



with a shared secret, but using a fairly weak gutioy algorithm. This means that eavesdroppers
can monitor the packets in the conventional RADHg&uests. This is usually a problem when the
RADIUS requests travel across the internet or ahgransecure or shared network.

Also, the conventional RADIUS protocol does not &y provide a reliable indication of
whether the RADIUS server we are connected toetie we expect, or that the client that sends
a request, is really who it claims to be. This nsetrat it is relatively easy to spoof RADIUS
clients and servers when using conventional UDRGEADIUS proxying. This can also be used
by attackers, to gain valuable information aboubperator’s network and users.

The authentication message flow of RADIUS protasopresented in detail in figure 2-2,
which explains that, when a user need to be autaet, he sends his username and password to
the Network Access Server ( NAS). The user’s passwsencrypted by using MD5 algorithm.
The username, NAS id and Port address, are sé¢hetBRADIUS server. The server validates or

discards the client, after password verification.

User NAS RADIUS serve
User login
~ (Username, Passwo)r> Access-Request q
(Username, MD§ Password ,NAS ID, P

Validate Client or Discar

Verification of the password,
(specify allowed clients, por}

Message Displa Access-Challeng

User Respons

- Access-Request
(Username, MD% reply -;-)

>

Access-Accept
(type-of-service

Figure 2-2 RADIUS protocol — Authentication messfiges diagram



2.3 RADSEC protocol

RADSEC protocol is a secure, reliable protocol fooxying RADIUS requests. In other
words RADSEC protocol provides secure and reli@A®IUS transport of RADIUS proxying
requests [3][4][5]. It was designed by Open Systeonsultants, in response to some of the
shortcomings of the conventional RADIUS protocol.

RADSEC is used to carry RADIUS traffic between Zperating RADIUS servers, or
between a RADIUS client and a RADIUS server. Iin@itcase, one end of the connection is the

RADSEC client and the other is the RADSEC serviguie 2-3 shows the RADSEC proxying

Radius clients

'~ Packets cannot be
monitored

encrypted with TLS on a
TCP/IP stream

Figure 2-3 RADSEC proxying method
A RADSEC server can also be the client of anotheDBEC server. From figure 2-3, we
recognize that in the RADSEC protocol, the RADIU®Xy requests are sent in an encrypted
form, and so, it is not possible to monitor the keds as like that of conventional RADIUS
proxying. RADSEC compliant instances can conneantdtiple other RADSEC instances. For
some connections it can act as the client, andhers it will act as the server. RADSEC servers
listen for connections on a well-known TCP/IP pdrhe default port number is 2083 (IANA

official RADSEC port number).



The following figure 2-4, gives the functionalitiesRADSEC protocol.
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From figure 2-4

following

Message 1: RADSEC clientsuinitiate_a-RADSEC coripacby establishing a TCP/IP
connection to the ad
administrator will not
to). TCP/IP modules

Message 2: After a TCP connection is establishé& flandshaking commences if client

Messages 3a, 3b and 3c, 3d: RADSEC servers prageiit certificate with a CN (Common

disconnected, or the

Figure 2-4 Functionalities of RADSEC protocol

, we realize:the functionalities RADSEC protocol, which explains the

dress and port.number of thBFEC server. The address and port number
are should be well known by clients who are willtagconnect to a given server (i.e. the server

ify intending client adminiators of the address and port number to connect

will be enabled for the streamplatforms that support them.

and server are configured to use TLS. TLSV1 is dgethis handshaking function.

Name) identical to the DNS host name corresponttirthe address where the server listens. The
server might be configured to require a PKI ceagdife from the client. If a valid certificate is not
presented, the TLS handshake will fail. Certificatmay be from either public or private
certificate authorities. If the TCP connection bedw client and server should fail or being

TLS handshake should faéfgrreason, the client will attempt to reconnect

10



to the server at configurable intervals, defaudeBonds. TLS session resumption is not required
or supported. This property is an added advantagj@s protocol.

Message 4: Once a stream connection is establi€med TLS handshake successfully
completed if required), RADIUS requests are sammfthe client to the server and replies are sent
from the server to the client through the streaiDRJS packets are encoded on the stream, in
precisely the same format as standard RADIUS UDEkets, including the request type,
identifier and packet length. There are no recemhgators, since the RADIUS packet length field
is used to determine the record boundaries.

Like conventional RADIUS proxying, every RADSEC cattion will have a shared secret
associated with it, and known to the RADSEC Cliant Server (regardless of whether or not
TLS encryption will be used on the transport). RA&DIUS authenticator and any user-password
fields in the RADIUS packets will be encrypted wgithe connection’s shared secret as
conventional RADIUS UDP packets. This serves toiol®@at least the same level of protection as
conventional RADIUS, when RADSEC'is used withouSTéncryption.

RADSEC clients use either the normal RADIUS padKentifier field or the proxy-state
attribute to match RADIUS replies to-requests: Bt&e is used to avoid the limitations of the 8
bit RADIUS identifier. RADIUS replies may be serdadik from the server in a different order to
the received requests. There is no guarantee épft will be sent in response to any particular
request. Client may use the User-Name, Realm, pro#rer combination of RADIUS attributes
to determine which RADSEC server, to send a RADIegIest. This permits RADIUS servers to
implement Realm-based proxying using RADSEC toa’'sisfiome RADSEC / RADIUS server.

TLS encryption should be enabled and mutual RADSEi€nt/ server authentication
required when using RADSEC protocol is over an ¢ose network. Though the RADSEC
authentication protocol is said to be comparatiwagure than the RADIUS protocol, it is still in
the scratch, in terms of real-time applicationse Timplementation issues and complex nature,

lead the protocol to be unpopular, comparativelyhie RADIUS protocol.
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2.4 KERBEROS authentication protocol

Kerberos [6][7] is a centralized secure authernticgprotocol that allows a process (a client)
running on behalf of a principal (a user) to prageidentity to a verifier (an application server)
without sending data across the network that majlitw an attacker or the verifier to then
impersonate the principal. This protocol providesegrity and confidentiality for data sent
between the client and server, and facilitatdash response to security attacks. The added
advantage of this protocol, is its availability, iags freely available and Open-source protocol .
This protocol was developed in the mid-'80s as @MIT's Project Athena.

Kerberos authentication protocol uses a serienofypted messages to prove to a verifier
that a client is running on behalf of a particulaer. This protocol uses timestamps to reduce the
number of messages needed for basic authenticatidnalso Kerberos uses “ticket-granting”
service, to support subsequent authentication,owttlie-entry of a principal's password. The
encryption standard used for authentication iTtag Encryption Standard (DES).

The following figure 2-5, explains the working peiple of Kerberos authentication protocol.

Authenticatio

Server

Ticket
Granting
Server

Client Verifier
6(H)

Figure 2-5 Kerberos authentication protocol - wogkprinciple
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From figure 2-5. Arrows 1 and 2 are used only whiem user first logs in to the system,
Arrows 3 and 4 are used whenever a user authesgitata new verifier, Arrow 5 is used each
time the user authenticates itself, Arrow 6 is @il and used only when the user requires
mutual-authentication.

To begin the authentication process, a user eatersername and password on the client.
Then the client performs a one-way hash on theetfgassword, and this becomes the secret key
of the client. Following this the client sends aasttext message to the Kerberos Authentication
Server (AS) requesting services on behalf of ther. iéow the AS checks to see if the client is in
its database. If it is, then it sends back theofeilhg two messages to the client; Message A:
client/TGS (Ticket Granting Server) session keyrgoied using the secret key of the user and
Message B: Ticket-Granting Ticket (which includbe tlient ID, client network address, ticket
validity period, and the client/TGS session keyjrgpted using the secret key of the TGS.

Once the client receives messages A and B; it gecmessage A, to obtain the client/TGS
session key. This session key:is.used for furtlennsunications with TGS. At this point, the
client has enough information.to authenticate fitselthe TGS. When requesting services, the
client sends the following two' messages to the TG&ssage C: Composed of the
Ticket-Granting Ticket from message B and the IDtluf requested service and Message D:
Authenticator (which is composed of the client IDdathe timestamp), encrypted using the
client/TGS session key.

Upon receiving messages C and D, the TGS decrypssage D (Authenticator) using the
client/TGS session key and sends the following mvessages to the client.

Message E: Client-to-server ticket (which includes client ID, client network address,
validity period and Client/server session key) gptad using the verifier’s secret key.

Message F: Client/server session key encrypted thieh client/ TGS session key. Upon
receiving messages E and F from TGS, the clienehasgh information to authenticate itself to
the Verifier. The client connects to the Verifierdasends the following two messages: Message E

from the previous step (the client-to-server tickemcrypted using verifier's secret key) and

13



Message G: a new Authenticator, which includesctiamt ID, timestamp and is encrypted using
client/server session key. The Verifier decrypts ticket using its own secret key and sends the
following message to the client to confirm its tidentity and willingness to serve the client.

Message H: the timestamp found in client's re@erthenticator plus 1, encrypted using the
client/server session key.

The client decrypts the confirmation using its sldakey with the server and checks whether
the timestamp is correctly updated. If so, thendent can trust the server and can start issuing
service requests to the server. The server protidesequested services to the client.

The detailed message flow of the protocol is giverthe figure 2-6, elaborating each

message field components. AS represents the Authédoh server, C refers the client and V

refers to the \erifier.

1 AS_req:c,v, timg, n

2.AS_rep 1 {K,, ,v, timg, ,n,..}. {T, h
3.AS_req : {ts, ck, Ksubsession, ..}
4.AS_rep : {ts}., (optional)

t{;r K

T, = K,,C, time,, ...

Figure 2-6 Kerberos authentication protocol - mgedow
When a client wishes to create an association aigarticular verifier, the client uses the
authentication request and response, messages 2 &od figure 2-6, to obtain a ticket and
session key from the authentication server. Inrémuest, the client sends the authentication

server its claimed identity, the name of the verjfa requested expiration time for the ticket, and

14



a random number, that will be used to match thikemtication response, with the request.

In its response, the authentication server retimasession key, the assigned expiration time,
the random number from the request, the name oféhiéier, and other information from the
ticket, all encrypted with the user's passwordjsteged with the authentication server, together
with a ticket containing similar information, andhieh is to be forwarded to the verifier as part of
the application request. Together, the authenticatequest and response and the application
request and response, comprise the basic Kerbetlosrdication protocol.

Messages 3 and 4 in figure 2-6, show the applicatguest and response, which is the
most basic exchange in the Kerberos protocol.igrttessage a client proves to a verifier that
it knows the session key embedded in a Kerber&sttidhere are two parts to the application
request: a ticket and an authenticator. The autteot includes, among other fields: the
current time, a checksum, and an optional encrggt®y, all encrypted with the session key
from the accompanying ticket.

Upon receipt of the application request, the. verifiecrypts the ticket, extracts the session
key, and uses the session key:to decrypt the dightor. If the same key was used to encrypt the
authenticator as used to decrypt it;-the checkstinnmratch and the verifier can assume the
authenticator was generated by the principal namdte ticket and to whom the session key was
issued. This is not by itself sufficient for autlieation, since an attacker can intercept an
authenticator and replay it later to impersonate uker. For this reason the verifier additionally
checks the timestamp to make sure that the autiatotiis fresh. If the timestamp is within a
specified window (5 minutes) centered around thereci time on the verifier, and if the
timestamp has not been seen on other requests lidi window, the verifier accepts the request
as authentic.

Now the identity of the client has been verified bye server. If such mutual
authentication is required, the server generategmplication response by extracting the
client's time from the authenticator, and retutris the client, together with other information,

all encrypted usinghe session key. The client requires a separdtettand session key for each
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verifier with which it communicates.

Though Kerberos authentication protocol is congideto be a suitable authentication
protocol now, it has a few limitations which inctudheffectiveness against password guessing
attacks and requiring a trusted path through whiasswords are entered. The other constraints
are Kerberos server should be integrated with gpiaets of the system. It does not protect all
messages sent between two computers; it only fisotee messages from software that has been

written or modified to use it.

2.5 OTP-based key-exchange technology

Based on the above related research works, the rnmoblems concerning User
Authentication arises, due to user password weakresd when these weak passwords are
applied during authentication, the result may lead heavy failure in real-time applications.

So, a solution to this passwerd based authentitg@tioblem, is by implementing One Time
Password (hereby referred as-OTP)[8][9] based kehange technology. This scheme provides
protection against capture of.the user’s passwoapiure of the server’s password-database,
dictionary attacks on the user’s password and-tlefiservice attacks.

In addition, an OTP-based key-exchange technoldpws users to connect from an
un-trusted terminal and still preserve the privadydata transmitted ensuring confidentially,
authenticity, and integrity of the data and mutaathentication of the user and the server.

Moreover, OTP technology limit effectiveness oiffamg, OTP breaks up domino effect (use
the same password for more than one system caudesiao effect, if a password is guessed)
noted in recent hacks. Additional protection fosecured, commercial environments (shared /
home computers) provided by this technology, matkes user to choose, this new trend of

password authentication in wireless networks.
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2.5.1 S/Key OTP authentication protocol

The S/Key OTP authentication protocol in other dgor'Secure Key’ authentication
protocol, is closely based on a scheme devisedadmplort, [10][11][12], has been designed to
provide users with '‘one-time passwords', whichlmansed to control, user access to remote hosts.
After the user authentication process is compliege,after the OTP has been sent across the
network, no protection is offered against subversibthe link by third parties.

The S/Key OTP scheme operates in the following wakhe user holds a PC and possesses
a 64-bit secret key. This key is derived from a$pphrase' of arbitrary length, thus avoiding the
need for it, to be stored by the user's hardwahe. 0ser and host share an implementation of a
one-way function, which takes a 64-bit input amngegia 64-bit output.

The function is based on the MD4 hash-functiorhalgh it could be based on any other
suitable function (e.g. SHA or RIPEMD-160).The keyised to generate a sequence of 'one-time

passwords' in the following way and figure 2-6 elates the S/Key authentication scheme.

The user bas: SKEY authentication The server krows:
| Passwordn (H™mw
1 reference
Compate Hipassword 1 1) to

password 1 If they are ecual.
athertic ation succesdil.

Store passwrord el for
Password -1 (H n-1{W0i ft teforense. ngrefef;c}emhl i

Password n-2 (H n-20W))

Passwrard 2 (HHW)

Password] (HW)

Figure 2-7 S/Key OTP authentication protocol
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Each host which the user wishes to access is &sbayB4-bit seed value and a 'count' value,
which will initially be set to some fixed value ge.1000). For each user wishing to gain access,
the host retains three components, a copy of the f&e that user, the current ‘count’ value fot tha
user, and the previous one-time password for that u

When a user wishes to gain access to the hosfpltbeiing procedure is followed, the host
decrements its stored counter for that user, andsstne value of this decremented counter, ¢ say,
to the user in conjunction with the seed valueal2 ©n receipt of D and c, the user takes D and
bit-wise exclusive-ors it with its 64-bit key, tbt@in a 64-bit value S.

The one-way function shared by the user and hdbkeis recursively applied to S a total of ¢
times to obtain the 64-bit one-time password P. Valeie P is then sent back to the host. On
receipt of P, the host applies the one-way funct®® once, and compares the result with its
stored 'old password'. If the two values agree thenuser is authenticated and the 'old" stored
password is replaced with P. Otherwise the usesjésted.

Setting the system up, will require the user t@ehts/her pass-phrase into the host, where
the initial count can be chosen, and the initidspaord computed and stored. It is important to
note that the host does not need to;fetain angteaince it only keeps the 'old' password, from
which the new password cannot be derived.

The Limitations of S/Key scheme are, it does naitgut a network eavesdropper from
gaining access to private information, and doespmovide protection against “inside" jobs or
against active attacks where the potential intrudeable to intercept and modify the packet
stream.

2.5.2 Protected One Time Password (POTP) scheme

This scheme is opted for providing proper OTP veatfon, which assumes the use of a
shared secret key, or "seed", which is known bgtlthe user and the POTP Server or Password
Server (PS). The secret seed is stored on an (KER that the user possesses, as well as in PS. In
this method, the user provides his credentialsSoMAich verifies the OTP (which is sent by the

user) with that of the OTP generated by it. If @EP verification matches, then the OTP could be
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considered to be originated from a recognized WR&TP scheme could also provide mutual

authentication and protection against eavesdroppiten needed.

2.6 Summary

In this chapter, we have described some autheiaticarotocols and explained about their
construction and working principle. RADIUS autheation protocol and RADSEC
authentication protocol scale a slight differencetween them, since the RADSEC is the
successor of the RADIUS. RADIUS authentication pecot shows some limitations in packet
exchanging while RADSEC authentication protocatasnplex in construction and so unpopular
still. Then, the Kerberos authentication protoashich is a centralized secure authentication
protocol, but the constraints include ineffectivenen password guessing attacks. Finally we
discussed about the OTP based Key exchange tegynolehich provides protection against
capture of the user’s password ,scapture of theessrpassword-database, dictionary attacks on
the user’s password and denial-of-service attaldks.subsection in the OTP based Key Exchange
Technology is the S/Key OTP. ! authentication protagoich is a form of OTP authentication
protocol, providing secure user password, but m3ésg some limitations like vulnerability to
eavesdropping attacks or not provide protectiomnastjsthe modification of packet stream.

Thus all the authentication protocols mentionetherelated work, have some pros and cons,
which indeed induced us to present our authemicgirotocol based on AS and PS, which is to
be analyzed in detail and compared with all thevabhmentioned protocols in terms of security

properties and performance evaluation, in the foottming sections.
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Chapter 3

Proposed Secure and Fast OTP authentication prototo

Owing the limitations of the security protocols givin detail, in our related work, we have
framed a protocol, which could be able to overcdhese limitations and could perform better
compared to these protocols. This authenticatiarioppl could be well suited and especially
designed for providing a secure wireless networkiémyironment for inter domain wireless
networks. For experimental sake we consider alesingpdule, in a large scale Enterprise
wireless network environment. Our design is bage®@®P technology, which provides security
against password based authentication attacks, hwhitms the base of our protocol’s
architecture.

3.1 Notations
The following notations aré used-in our protocdaige.

Table3-1'Notations

Meaning
Notations
) User
AP Access Point
AS RADIUS AAA Server
PS POTP Server (Password Server)
Seed unique secret 128 bit random key, which is
factory-encoded
PIN Password which has to be memorized by the user
T Token number
|\|u Nonce generated by user
|\|S Nonce generated by PS
KAS . Pre shared Key between AS and PS
K as ap Pre shared Key between AS and AP
KSS Session key generated by the AS and sent to AP
Sid Session identifier (8 digit alpha numeric vahaid
only for the session)
TS Time stamp
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3.2 Assumptions
We design the authentication protocol based on ftlewing assumptions which are
specifically mentioned below.
I. This protocol is designed to provide secure antl @EP authentication for large
scale enterprise wireless network environment.

II. This protocol is aimed in providing client autheation only.

ll. AS and PS are mutually trusting each other threaspared kel ,q o5

IV. AS and AP are mutually trusting each other thrueashared keyK ,q ,p

V. The Session keyK 4 issued by AS is highly efficient and effectivelgpable, so
that it could be used by the user for the subsdquehentication process.

VI. The Access point, AS_and PS are considered todigyhproficient to perform their
tasks of Subsequént user|authentication, User mtiatie verification and OTP

validation by Token humber.verification, respedive

3.3 Network Topology

The network topology chosen to implement our prokois a large scale enterprise
environment. The adaptive nature of our protocokesait easy to implement in the large scale
wireless networks. To explain our protocol we cdasia single network domain in a large scale

enterprise wireless network and the structuregarg 3-1.
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EAPOL/
EAPOW

User

RADIUS AAA POTP Server/

Server Password

[ (AS)
( Server (PS)

Access Points (AP)

Figure 3-1 A Network Domain module — Large scalegrise wireless network

In this structure the network components are, Usieg, AS and PS. In figure 3-1 three APs
are considered for example. The User is connecterl Access Point thru Extensible
Authentication Protocol Over LAN (EAPOL) or Exteb Authentication Protocol Over
Wireless (EAPOW). The AP and AS are connected Extensible Authentication Protocol Over
RADIUS (EAPOR).

The User who is connected to the AP in the middleshown with darken black line of
connection and the other connections from AP toAtBeare given in light Black color connection
lines. When the user enters his credentials, theysant to the AP; it uses the AS to verify the
credentials of the user. AS checks and verifiesctieeentials of the user on behalf of the access
point and forwards the user details to the PS, Wwhkirifies the user’s one time password, and

responds to the AS indicating whether or not thex’'sone time password is authorized and if so,

22



the PS initiates the AS to provide user autheritinat

3.4 Protocol Architecture

This architecture is based on AS and PS. Since thatbe servers act together to perform

user authentication and the link between both tlseseers are established thru the pre shared

keyK ,sps - The figure 3-2, given below gives the architegtof our proposed protocol.

RADIUS
USER 1 client

6= |Access Poin

1 Connection'Request
2.a,b,c RADIUS reque:
3.a,b,c POTP request
4.POTP response
5.RADIUS response
6.Connection Granted

A

POTP
check Serv
i
4 3.a
Y
5
- RADIUS
AAA
2a g server

RADIUS
Auth
DB

Figure 3-2 Protocol Architecture

In figure 3-2, both the PS and AS maintain thewnodatabases which are known as

authentication databases. These databases rettnrd aker credentials before the authentication

process is commenced. During authentication PS &S utilize their corresponding

authentication databases for user credential gatifin.
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3.5 Authentication Message Flow

The Figure 3-3 given below is the authenticatiorssage flow of our protocol.

1.Connection
request

2.RADIUS request

3.POTP

USER Access RADIUS | request POTP
AAA Server
Point Server

4.POTP

response

6. check

A 5.RADIUS response
Authentication

granted

Figure 3-3Authentication Message Flow

3.5.1 Authentication Message Flow Description

Initially the user enters the uUsername;zand atpghssword prompt, the user enters a
PASSCODE (A two-part password, consisting. of a nzad personal identification number
(PIN) followed by the current token code displagedthe token).

The AP forwards this information to the AS for useedentials verification. When AS
receives the User information, it checks its daseb@garding the user details and then it sends
the user details to the PS.

The PS examines its database for the usernameoked humber of the user's token. If the
token number matches, the user is verified (detabplanation is given in section 3.6.3) and the
user’s authentication permission is sent to the AS.

The AS receives the User verification message fftwerPS and it sends the Authentication
Granted message to the AP.

The AP forwards the authentication success messagbe user and now the user is

authenticated. The detailed explanation of thegqmaitarchitecture is given in the next section.
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3.6 Secure and Fast OTP Authentication Protocol

To provide a Secure and Fast authentication saenae have designed this protocol. We
divide our proposed protocol into three phasesid®agion phase, Login Phase and Subsequent

Authentication phase. We explain these three phingbs following sections.

3.6.1 Registration Phase
() User and Password server: ¢ P: U, Pa¢ds

During this process the client registers himselthwhe PS, which means that the User
details (Username, PIN, seed) are stored in thabdae of the PS. This process is done offline
when the token generator is purchased. This pretesdd be done with proper care and concern,
because the whole authentication process is basg@ioper user credential registration with the
AS and PIN, seed are stored in the PS.
(i) User and Authentication server: ¥». AS:-Usame

The Username and physical (details_like user registr date and time, type of user
registration, etc regarding the user are storethénAS. This process is done offline when the
token generator is purchased.

(iif) Authentication server and Password serve3<2»> PS: Pre shared key

AS and PS mutually trust each other, thru the praresi key K,i,s and this key is

chosen to be highly secure and it is also 16 bitlteecimal string. This key forms a relationship

between the Authentication server and Access Point.

(iv) Authentication server and Access Point: %8 AP: Pre shared key

Kasap IS the pre shared key between AS and AP and #yisskchosen to be highly secure

and it is also 16 bit hexa decimal string. This ksyablishes a relationship between the AS and

AP.
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3.6.2 Login Phase
Message (i) : User—»  Access Point
Uu— AP: UPS{H(PINT),HUT), N }

The user attempts to login by entering his userpnaRt name, with a hash of PIN
(memorized by the user) and token number (genetayetthe token generator), and a hash of
username and token number and nonce, all encrypgethe token number. This encrypted
message is sent to the AP thru wired or wireleasicél.

Message (ii) : Access Point to Authentication eerv
AP — AS: U,PS{H(PIN,T), H(U,T), N %

The AP receives the encrypted message formusiee and then forwards the received
message to the AS
Message (iii) : Authentication server Passis®rver

AS — PS:{H(PIN,T),; H(U,T), Ny }

The AS receives the encrypted-messages from theid&Rtifies that it is a PS request
message and then it checks the‘username.in itbadsaand the details. Then the message is
forwarded to the PS.

The PS gets the message form the AS, and then thenigken number it verifies the user
database and confirms the user for authenticalibe.token number verification process of the
PS is detailed in section 3.6.3,

Message (iv) : Password server» Authenticatemer

PS— AS: {H(U,T), T,Ng }KAS,PS

After PS confirms that the token numbeofishe real user, then it includes the nonce

Ns and encrypts the message wikh,, .5 then sends the message to the AS to performeiurth

process of authentication.

AS receives the message from the PS and dscogimg K .. which is the pre-shared
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between AS and PS. Then AS sends two parts (parthe subset of part 2) of the same message
to the AP.
Message (v): Authentication server» AccessatPoi

AS — AP:
{{ Uv Sld’ H( KSS’ NU’ NS)}! {U! SIdvASvH(KSS’ NLI ! NS)! TS}T } Kas ap

Here, the part 1 of Message (v) is{ U, Sid,H( Kgs, N, , Ns)}which is to be stored in
the AP for subsequent authentication purpkise. is the session key included in the message
which is used for the forth coming session manage&meTlhe expiration time of the session key
is solely decided and set by the AS, dependinghenuser’s requirement. Sid is the session
identifier, which is a unique number that a AS @issito the user for the duration of that user's
visit. This id consists two parts, in which thesfipart says the AS name who had given this id and
the next part identifies the type of useraccoutitinvthe issuing domain and this id is used along
with the session key for session.managément.

Part 2 of the Message(v) is{U,Sid, ASH( K., N,,N), TS} , which is the
session ticket containing the username, sessiantifide, AS name, hash of the two nonce values
along with the session key, and a‘time stamp’ (aiiig the session expiry time and date).All

these components are encrypted by the token number.

Both partl and part2 of the messages are jointtyypted usingK . ,» Which is the Pre
shared Key between AS and AP. The encrypted messaget to the AP.

When AP receives the two part message from the iASiyst uses its Pre shared

Key Ky » to decrypt the message. Then it stores the partlthe message

i.e {U, Sid,H( K¢g,N,, Ng)} with itself and sends the part2 of the message

{U, Sid, AS,H(Ks,N,, Ny), TS} (which is the session ticket) to the user.

Message (vi): Access Poipt> User

AP —» U  :{U,Sid, AS H( K, N,, Ny), TSh
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Now the user uses his token number to decryptehsian ticket. This session ticket is
stored in the secure cache on the client in the omgnfnot in the disk), for subsequent
authentication purpose. The user is authenticateldhe is authorized to handle the resources

within the system.

3.6.3 Password server Token Number Verification

This mechanism is based on counter based OTP digthteon scheme. When a token is first
initialized, the internal counter is set to zerachk time an event occurs, as when the user requests
a new password, the counter is incremented anththemented value is used as the input value.
This value is then encrypted with the seed usifyaprietary Encryption Algorithm (which is
considered to be a secure encryption algorithm) thedresult becomes the one-time dynamic
password. Likewise, the user's account on the saige has a counter. It is initialized to zero
when the account is created, and:is incrementdutene the user is authenticated.

During authentication, when.the PS receives thissage{ H (PIN,T), H (U,T), N, }
from the AS, the PS first checks for the correspropdeed in its database, using its exhaustive
search mechanism. If the seed is‘identified, thent® is incremented and the incremented value
is used as the input value, which is encrypted thithseed of the server and the result is the token
number.

Using this token number the server decrypts thesaggsfrom the AS. If the token number is
from the real user(token numbers are same) thenPtBecould do the decryption else it
cannot .After decryption the PS checks the PINe@tuthe message with that of the PIN value in
its database and then confirms that the token nuislieom the real user.

The counter based OTP authentication scheme isoaflyi much easier to have
synchronization between user and PS, but if nepgsb® server may maintain synchronization

between the two counters by adjusting its coummt@natch the counter in the user's token.

28



3.6.4 Subsequent Authentication phase
User —» Access Point
U — AP:{H(U, Sid, N, )}«

For the next time if the user needs to login th&esy, he need not to login again with his
complete user credentials, instead he can jushigsgession key Kss to encrypt the hash value of
username, Sid and nondd, and send to the AP, which takes the responsibblitthe AS in
performing authentication this time, thereby redgdie burden of authentication from the AS.

Access Point—» User

AP — U: {H(UN D} s

Now the user is authenticated again, by the AP.

3.7 Authentication Goals
Our protocol is designed on the basis of the falhgwauthentication goals. These goals

are general and the goals achievement is subjextb@ wireless network environment, type and
efficiency of principals used and-also in propepl@ementation of the protocol. Each message
component used in our design obeys these goalshensglecurity proof presented in Appendix.
The goals are mentioned as G1, G2, G3, G4, G5 énd G
G1. Ping authentication : P knows whether an ioteror Q is alive

P believes Q says X
G2. Entity authentication: Q said something relévartheir present conversation

Pbelieves (Q says F(X,Y,) O fresh(Y,))

G3 Secure key establishment: P believes that ha gasd key to communicate with Q
Pbelieves P - Q, P ~f1. Q=P ~f1. QOPhask

G4. Key freshness: P believes a key to be fresh

Pbelieves fresh(k)

29



G5. Mutual understanding of shared keys: P carbksiiathat Q has sent a key as an unconfirmed

secret between the two of them
Pbelieves Q says (Q 1 P)

G6. Key confirmation: P believes that Q proveddoeive a previously shared secret key between

the two of them

Pl Q=Q <[ POPhask

3.8 Summary

In this section we explain the necessity of propgsiur Secure and Fast OTP Authentication
Protocol continued by presenting a detailed vieith & sample network topology of a large scale
enterprise wireless environment. Then we explamatichitecture of our protocol followed by a
detailed description of the authentication mesdéme thru a diagram. Next we explained the
execution phases of our protacol. Finally .we: présam authentication goals, which are to be

proved with our protocol design, in the followingctions.
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Chapter 4

Security and Privacy Analysis

Our protocol is analyzed for its security featundaious types of attacks are evaluated and
verified with our protocol to check for its pergiste. We have done this security analysis based

on [21]. Moreover a few references have been chfvteem[19] and [20].

4.1 Security Analysis

In any protocol architecture, one of the most intgiatr factors to be considered is the
security analysis portion. In this thesis we analyaur protocol design for its security
temperament, by assuming common wireless attadkichware well known and to be seriously
handled attacks. Some of these attacks are medtioglew in the following and evaluated with
our protocol.
(). Replay attack prevention

This proposed protocol provides security.agfaipassive attacks, based or replaying

captured reusable user password. The token nur@imer Time Password) changes every time the
user needs it, It is not possible for an attac&enaliciously or fraudulently repeated or replag th
messages. Since the OTP expires after one timet esenot be reused.
(i) Eavesdropping attack prevention

In our proposed protocol, during the state of dietasfer in the first part of the login phase
all the three messages are encrypted by using &R iHence, user — AP, AP — AS and AS — PS
communication links are protected. In the returth d the login phase all the three messages are
protected by one-way hashed function. The irreb&gproperty of the one-way hashed function
prevents an eavesdropper to get back the encrypéta even if the authentication messages are

stolen.
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(i) Dictionary attack prevention

In our protocol, since there is only OTP schemeniployed, which changes every time, it's
impossible for an attacker to try "every word i tHictionary" as a possible password, for an
encrypted message. So dictionary attack could é&eepted using our protocol.

(iv) Brute force attack prevention

Included with the OTP, the inducement of noncevarg session ensures that the data is
different for every new session. Since the nondeevés fresh the message is also considered
fresh, Along with the OTP, the nonce inclusion gi&ys a pivotal role in reducing the simplicity
of Brute force attack. The other factor is the k&g, which is large enough to increase further the
simplicity of Brute force attack.

(v) 802.1X ldentity theft attack prevention:

This attack, capturing user identities from-clesst 802.1X Identity Response packets could
be overcome when our proposed.protocol is.impleaterince the only two clear texts available
are the Username and the PS name. Though theattgets them it is of no use to him. Since
user and the PS alone could handle:the OTP-an@utitnowing it, it is impossible for the user
to crack the messages. Moreover, the encryptiaoriéthgn is strong enough to prove the secrecy,
(vi) Man-in-the-Middle attack prevention

Our design can surmount this attack well. If thieuder arrives in between user and AP i.e
Message (i), or in between AP and AS i.e Messape(iin between AS and PS i.e Message (iii),
he cannot break into the messages, because thepangpted by OTP. The returning phase from
PS to AS or in between AS to AP or in AP to uffethe intruder tries to hangs in, he cannot
get-in thru the messages as they are strongly ptezt\by shared keys which are hard enough to
break in. Hence, we mention that our protocol cauldnount the man-in-the-middle attack well.
Moreover, this feature is considered to be an ingpdraspect of our protocol design and this

attack is considered as one of the most commonesseattacks.
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(vii) User impersonation attack prevention

Since the seed, PIN and the token numbers are krmminto the user and the PS, the
impersonation attack could be highly succumbed.ifstance if an intruder disguises himself as
the real user and enters his username, the PRlaiitify the illegal user, since the seed, PIN and
the token number all should be matched only foaatiorized user, else the user will be treated
as an illegal user.
(viii) Ensuring Data confidentiality

In the Login phase from U—»> P, when user s¢hesnessage to AP, AP to AS, ASto P

all are encrypted by token number itself, which D&P. Seed value is not sent during the

message delivery. Next, when P sends the messagsetpit does not carry any seed or PIN

values, and the two shared k&yg .5, Kasap. are used for encryption, which are suitably long

enough to ensure security. The:encryption algoritised in IDEA (International Data Encryption
Algorithm) which is one of the strongest.-encryptigiandards in existence. The key length is
2'%%(128 bits) which is hardly possible even for a bridrce attacker to break in. So user data
privacy is maintained and data confidentialityéiaved.
(ix) Providing data integrity

In our protocol, modification of data could be Ked. Since the messages are encrypted
using OTP it is impossible to retrieve it and usagain to hack into the data. In case of any data
loss due to DoS attacks, the PS is well equippdid bdack end data base along with data recovery
software, which provides a good back—up for tha déthin the system.
(x) Enabling mutual authentication

In our design, though the user authentication isroain focus, both user and PS could
mutually authenticate each other. The seed valdd#, forms the key between the user and PS
and the token Number (One Time Password) provel etwr’s identity. So in our protocol,

mutual authentication is achieved between useiPshd
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(xi) Forward Secrecy achievement

Our protocol can be suited to handle, the forwadrexy issue, as the disclosure of the
long-term secret keying material that is used tavéethe agree#teys, does not compromise the
secrecy of agreed keys from earlier runs. In ootgmol no key is derived from other key, and
OTP itself is used as a key, which changes everg flives a guarantee that forward secrecy is
maintained. For example, if an attacker retrievesraessage encrypted by OTP is useless to him
for the next time use, and if the attacker hacksraaessage encrypted by the shared keys, it is not
possible for him to decrypt, since the keys are gitared and considered to be with strong

encryption standards.

4.2 Security Proof - using SVO Logic

The proposed protocol is verified for its correxst®m and security features by using SVO
logic [16],[17],[18] which is a neted security ‘pfowenture for authentication protocols. This
cryptographic protocol is also=considered for legant features, which are scrutinized as well.

The complete security proof is'explained.in App&rdr-reference.

4.3 Security Properties — Comparison table

Table 4-1 shows a comparison of our proposed pobt@gth other existing security
protocols on the basis of their security properti@sr protocol’'s security features are mentioned

in the final column.
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Table 4-1 Security Properties — Comparison

RADIUS|S/KEY| KERBEROS Our Protoco
Protocol
OTP
Replay Attack X N N «/
Eavesdroppin
PRing X N 0 N
attack
Dictionary attack X N X +
Brute Force Attack X O X N
802.1X Identity J J J
Theft Attack °
Man-in-the-middle
X X X
attack N
User Impersonatiomn
X o a v
attack
Data confidentiality =a 4 y v
Data integrity : a 5/ v V
Mutual
L v < N N
authentication
Forward Secrecy X a X «/

# Notation:  Satisfied o Partially Satisfied X Not Satisfied
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In the Table 4-1 we have mentioned the comparigoseourity properties of our protocol
with that of other authentication protocols. Inte@t 4.1 we explained all these above mentioned
attacks and our protocol's ability to overcome thagtacks. Here, for example, we consider
impersonation attacks and replay attacks and pimie correctness thru SVO Logic. The detailed
proof of these attacks is mentioned in the Appesdistion elaborately. The details mentioned in

the comparison chart may vary depending upon theank environment and implementation




factors.

4.4 Summary

This section presents an overall analysis of sgcthiough which we provide the possible
attacks that could be surmounted well by our pmitodhe security proof is collectively
mentioned in the Appendix section. The securityppries comparison table explains a
comparison of different security features of ouotpcol with other authentication protocols.
Hence our protocol is demonstrating its securityefss; we ensure that our protocol could be

efficiently implemented in real time wireless nethm
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Chapter 5

Performance Analysis

The overall performance of our Protocol is analyzed determine the computational
efficiency and communications efficiency. Chen Habal [13], and Boyd and Mathuria [22],
explain about the two types of efficiency, priortie computational efficiency and the later is
communications efficiency. Computational efficierisals with the total number of computations
that the principals require to engage in, for tiele protocol run.

Communications efficiency focuses on the number landth of messages that should be
sent and received during the running of a protolcmlluding this, we estimate the storage cost,
which gives the details about the total numbereyfskand passwords stored in each principal. As
a whole we focus on improving baoth-the efficienarsl reducing the storage cost of the protocol
execution.

As mentioned, the number of Hash operations, nunofeRNG operations, number of
encryption and decryption operations‘and the tatber of authentication steps required for the
protocol execution determines the computationaicieficy of the protocol. The encryption
standards used in our protocol are symmetric-kesedawhich ensures the fast authentication
nature of our protocol. The usage of limited humbEsymmetric-key encryption operations
proves that, resources are limitedly used and gtioteof data, in a secured manner.

Since, the total number of authentication step, isitich is another factor to describe that
our protocol’s execution speed is faster compamdother protocols that are taken into
consideration and proves that the communicatiofisiexfcy is fair. Thus, we describe our
protocol is maintaining a reasonable computatieffadiency and fair communications efficiency.
Table 5.1 gives the comparison of computationatieficy and communications efficiency of our
protocol for one session, with the related worksthe comparison table, we ignore mentioning

RADSEC protocol because, it is involving certifeabased authentication scheme. The
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complexity of implementing certificate based scherf@ms the next reason. The S/Key OTP
authentication protocol is also not tabulated bsealit is specifically designed for general

purpose OTP authentication structures, but notfderprise wireless network environments.

Table 5-1 Comparison of Computational & Communimagi Efficiency

Entity RADIUS| S/IKEY | KRBS Our
Protocol
OTP Protocol
User - N 1 1
IAP/NAS/ AS 1 - - -
No.of Hash
) AAA/ TGS 1 - - 1
Operations
POTP/ KDC/
- 2 - 1
SKS
No.of RNG [User - 1 1 1
Operations [POTP/ SKS - 1 1 1
User - - 3 1
No.of
AP/NAS/ AS - - 2 -
Encryption
) AAA/ TGS - - 2 1
operations
POTP/ KDC - - 1 1
User - - 3 1
No.of
IAP/NAS - - 1 1
Decryption
) AAA/ TGS - - 1 -
operations
POTP/ KDC - - 1 -
No. of Authentication
7 4 8 6
steps

Components of Table 5-1
AP/NAS =Access Point/ Network Access Server ( inCRAS), AAA = RADIUS server, POTP =
OTP Server, TGS = Ticket Granting Server, AS =b¢eos Authentication Server, KDC= Key

Distribution Centre(verifier)
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5.1 Storage Cost

This cost describes usage of total number of kewb masswords that are stored in each
principal which are essential for the protocol exem. Since we have achieved fair and
reasonable Computation efficiency and Communicatigfficiency, we consider the storage cost
also to be moderate and quite equaling the nortaadards. Table 5-2 gives the comparison of

storage cost of our protocol for one session, thighrelated works.

Table 5-2 Comparison of storage cost

Entity RADIUS SIKEY KERBEROS Our
Protocol
OoTP Protocol
Password User ! ! ! !
AAA/
stored TGS !
POTP/
and used KDC/ SKS . ; ) 1
User . - 2 3
Keys stored AAA
TGS ! !
and used POTP/
KDC/ SKS 3 2

Components of Table 5-2

AP/NAS =Access Point/ Network Access Server (RADIUSAA = RADIUS server, POTP

OTP Server, TGS = Ticket Granting Server, KDC= Keigtribution Centre(verifier),SKS
S/Key server

Table 5-2, gives an account of the storage costdich protocols and though our protocol’s
storage cost level seem to be comparatively marecdncerning with the higher security
standards, this feeble incrementation of storagst ¢evel, could be ignored in real time

applications.
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5.2 Fitness function

To determine the Security fitness and Efficientydss we include the fitness function. This
function evaluates the Efficiency Criterion whichtelrmines how efficient the protocol is. The
detailed study of fithess function is elaborated [I8], which explains the methods of
implementing the fithess function and analyzinghvilie protocol execution. Based on this study
we verify the fitness function of our Protocol. [2dnd [22] presents the related study with the
evaluation of fitness function.

The fitness function is denoted by f(P1) which cobk calculated by concatenating the
security fitness function, s and an efficiencyd#n function, e.

f(P1) = s(P1) + e(P1)
5.2.1 Security fitness function (s)
Security fitness function s(P1) is defined as falo

s(P1) =2, € #0.()) xG(P1,

N
i=1
Here N is the maximum=Znumber of messages we ailhoany protocol; G(P1, i) is the
number of new required security goals that- messaf®1 achieves;o is, a large constant that
weights security much more heavily: than-efficieanyd the J(i) gives are weights among the
individual messages. These weighfgi) were chosen to represent the two strategies for
finding protocols. They are early credit (EC) fah#ving goals early in the protocol and uniform
credit (UC). The values of EC varies accordinglythwd(i), but UC remains constant and
maintains uniformity. Table 5-3 given below expkthe weighting strategy for our protocol with

total number messages N=6.

Table 5-3 Weighting Strategies for N = 6

Strategy Weight

o) | 6@2) | 6@3) | 6(4) | 65) | 4(6)
EC 320 | 160 80 40 20 10
ucC 160 | 160| 160, 160 16( 160
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5.2.2 Efficiency fitness function (e)
The function e(P1) can be considered as the suitmets functions, and we estimate this
function as,

e(P1) = m(P1) + c(P1) + r(P1)

Including this, the fitness function m(P1) punispestocols with many messages.

m(P1) =ux M(P1)

where M(P1) is the highest index of a message athBfLcontributes new goals. We assign the

weight for H<0 for this reason.
Function ¢(P1) punishes protocols with more endéoypt
c(P1) =k x C(P1)
where C(P1) is the number of enceryptions in P1 &sd0 is the weight we give to this

The function r(P1) punishes numbers of interactioits-particular principals.

(PL)=—2-= p(@) x R(PLa
adA(P1)

where R(P1, a) is the number of rounds-involvinggpal a in P1, A(P1) is the set of principals

in P1 and P@< 0 are weights which allow us to declare thatrad#ons with some principals

(for example, the server) are worse than others.

5.2.3 Results of Fitness functions

In this section we formalize the results of dirapplication of the techniques mentioned
above and derive three-party symmetric key distigimuprotocols.
(i) Assumptions

The three parties involved in our protocol are U@g), Authentication server (AS) and
Password server (PS). Access Point (AP) is coresidfer the subsequent authentication purpose

only. All the basic assumptions are mentioned ipémlix, Security Proof section.
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(ii) Goals

The Goals mentioned previously in section.3.7 chaléxplained in the basis of relationship
between, user and PS, AS and PS, relationship batw& and AP. The further discussion of
goals is given below in the Results analysis sadiection 5.2.4).
(i) User and Password server
User has PIN, seed
Password server has PIN, seed

(ii) Authentication server and Password server

AShas K, .5 AS believes AS- R apa

P hasK,sps P believes As LrePeL, |

AS believes P has K¢

P believes AS has K¢
(i) Authentication server and Access point:

AS hasK,s,» AS believes AS:IYEMTLAY

AP hasK,, AP believes AS-PBFTL. Al

AP believes AS has K .o

(i) User and Password server
User has PIN, seed

Password server has PIN, seed

(ii) Authentication server and Password server (P)

AShas K s AS believes AS-EPEFPFL |

P has K,sps P believes As- Rgupan

42



As believes P has K¢

P believes As has K¢

(i) Authentication server and Access point.

AShas K - AS believes AS-['EML. Al

AP hasK, . AP believes AS-['BFT1. Al

AP believes AS has K Ao

5.2.4 Result Analysis w.r.to Weight strategy
(i) First search:

We consider the total number of messages N = 6. Wéights we used for the fitness
function are given in Table 5-3. We ultilize the Eitategy to find whether the protocol is able to

satisfy security requirements quickly.

Table 5-4 Fitress function weightings for the fgsairch

g 4000 Correctness is more important than efficiency
o(i) EC Referring Table 5

H -300

K -200

p(V) -100 User

p(AP) -50 Access Point

p(AS) -50 Authentication server

p(PS) -50 Password server

We give the basic message flow of Login Phasegnuei 5-1
Message (i) :U—> AP : UPS{H(PIN,T),HUT), N }
Message (i) :AP— AS : UPS{H(PIN,T),HUT), N }

Message (i) :AS— PS : {H((PINT),HUT), N, }
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Message (v) :P—» AS : {H(UT), T.Ng} .
Message (v) :AS—> AP :

{{U, Sid, H(Kgs, Ny, Ng)}, {U, Sid,AS,H(Kss, N, » Ns), TS} }
Message (vij AP — U : {U, Sid, AS H( K,,N,, Ny), TS}

Figure 5-1 Basic message flow of Login Phase
We present one of the symmetric key protocols féated by the weight strategy method in

the figure 5-2, given below. Only the core secufdgtors in our protocol are presented. Hence we
have removed components from the description thatat contribute to the goals and also the,
redundant components, which are included twice anenm one message have also been removed
to formulate a new protocol.
Message (i) :U—> AP : UP{H(PINT),H(T), N, }
Message (i) :AP—> AS : UR{H(PIN,T), H(T), N, }
Message (i) :AS—> P +{H(PINT),H Ty N, }
Message (iv) :P—» AS = {H(U,T), T,NS}KAS’PS
Message (v) :AS—> AP

{{U, Sid, H(Kgs, Ny, Ng)}, {U, Sid AS,H(Kss, N, . Ns), TS} }e

Message (vij AP — U : {U, Sid, AS H( K,N,, Ny), TSk

Figure 5-2 A symmetric key protocol found in thesfisearch

In figure 5-2 we have removed Username (U) in Mdl amther removed in M2 and M3
as well. Moreover, the search limits could be edéshto achieve more shrink version of the

protocol. The same principle could be followed damniing new symmetric key protocols with

further fewer server interactions, by increasirgalues of P(Y) PAR) P(AS) anq P(P)
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5.3 Summary

This section presents a detailed analysis of pmdoce factor of our protocol. First we
present an analysis of protocol efficiency in terrm6 communications efficiency and
computational efficiency. We give comparison ofthof these efficiencies with that of the other
authentication protocols. Along with this we prowid a comparison of storage cost of our
protocol with other protocols and in both theselysis our protocol seems to be comparatively
good and it is identified thru the comparison tabl&inally, we conclude this section with an
analytical proof of fitness function which providdse goodness of our protocol to shrink its

message components and the obtained result masgagsented in Figure 5-2.
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Chapter 6

Special Features of Our Protocol

(i) Robustness
Our Protocol is comparatively robust in nature c8imany types of attacks are handled well
by our design, the essential robustness is embedlitleich the structure. Moreover, the strength of

the protocol lies on OTP alone, which provides vigoour protocol during the execution phase.

(i) Extensibility
We believe that our protocol is extensible in matand adaptive for any further
enhancements to be made within its structure. Hetiig future is an asset to any wireless

network infrastructure.

(i) Fast Authentication

As mentioned in [13], “Reducing one message frofiveemessage protocol represents a
20% reduction in the number of messages and pgsaildimilar amount of reduction of the
overall running time of the protocol”. Comparedthe protocols mentioned in our related work,

our protocol proves fast authentication since timlter of authentication steps are 6.

(iv) Secure Authentication
Along with fast authentication, our protocol prossdhigh security during execution. Since
the usage of one time password helps in high padssezurity, which is the prime motto behind

our design and also many wireless attacks coulthbdled with ease and high efficiency.
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Chapter 7

Conclusion and Future Work

7.1 Conclusion

In this paper, we have presented a robust, efficisecure and fast OTP authentication
protocol which could effectively handle some of thest common wireless attacks. Our protocol
is easy to implement intra domain for which it ssijned and in the future the design strategy
could be enhanced to cross realm wireless architeets well. In the proposed protocol the total
number of authentication steps is 6, which meanas fifist authentication is ensured and thus
makes our protocol efficient when compared with thedated research works, whose
authentication steps are more. The OTP scheme inséite protocol helps to maintain high
security. The theoretical analysis,ssecurity analgsd efficiency analysis are done to test the
overall protocol flow. SVO logic is used:to: proyetcorrectness of our design and the security
proof determines that our protocol is highly secamd fast in nature with OTP authentication, for

large scale enterprise wireless networks.

7.2 Future Work

Our protocol could be extended further in futumepe suited for cross realm roaming and
authentication.

Currently, our protocol is designed for large scafgerprise wireless networks for inter
domain environment. It is possible to implement protocol to a cross realm environment also.
Since easy to initialize and our design will be Ivglited for this type of architecture .Ilts Fast
authentication nature could facilitate the seamteaming property in the cross domain roaming,
which is considered to be one of the key issugbanwireless networks today. Hence, even when
the network environment extends further, each nétwlomain could be connected with another

network domain with, seamless and secure authd¢ioticaireless feature, thru our protocol.

a7



Furthermore, in cross realm architecture, multgg¢hentication servers will be employed.
Hence the security issues have to be more diligéalkien into account. The suggested structure is
organized thru implementing an highly efficient paerd server in the middle of each cross realm
architecture which could effectively handle theirenauthentication processes, held all along the
cross realm architecture. Our protocol could bel weited for the cross domain structure. The
implementation scenario could be complex in regaktand when included with some additional

security features related to the cross domain misyour protocol could prove its ability.
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Appendix

Security Proof by using SVO Logic
All the notations used in our protocol are alreddfined in Table 1, and other symbols and rules
can be referred in [13][14][15].
Our protocol consists of Registration Phase, Ldglimse and Subsequent Authentication phase.
Since the Registration Phase is done offline, vavige security analysis and proof for Login
Phase and Subsequent Authentication phase only.
Preliminaries of SVO Logic
In SVO logic we categorize its sections in thedaling

i.  SVO notations

i. SVO axioms

iii.  Authentication goals

SVO Notations

Notations Explanations

>F2 believes | The principal P may act as though X is

true

)P( received | -The principal P received a message

containing X to P, who can read and
repeat X .

Psaid X | The principal P at some time sent a
message including X .

P says X P must have said X since the beginning
of current epoch.

Phas X Initially available to P , Received by P
Freshly generated by P, Constructible
by P from the above.

)P(CO’WO'S P has jurisdiction over X. The principg
P is an Authority on X and should be
trusted on this matter.
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fresh(X) X has not been sent in any message
prior to the current protocol run.
P and Q may use the shared key k to
P-f-Q communicate. k will never be
discovered by any principal but P, Q,
or a principal trusted by P or Q.

M, Encryption of message, M, using key
Encrypted messages are uniquely
readable and verifiable as such by
holders of right keys.

<X>*p Used for messages that P doesn't kng
or recognize X
P HDQQT P . QOPhask
SVO Axioms
Belief Axioms

1.(Pbelieves ¢ O Phelieves (¢ »@) ) - Pbelieves
2.Pbeieves ¢ — Phelieves (Phdieves ¢)

Receiving Axioms

3.(Preceived {X}k OPhas k) "= Preceived-X

Possesion Axioms

4 Preceived X - Phas X
5Phas (X,,...X,)- Phas X, fori=1,..n

Freshness Axioms
6.fresh(X,) - fresh(X,,....X,) fori=1...n

If a message is fresh, a message inalydihe messag
is also fresh

Jurisdiction and Nonce-Verification Axioms
7.Psaid (Pcontrols ¢ 0P says ¢) — ¢
Symmetric Goodness Axiom

8P -11.Q=Q-I-P

Saying Axioms

9Psaid (X,,....X,)—- Psaid X, OPhas X, fori=1,..

Source Association Axioms

10.(P £~ Q O Rreceived {X fromQ})
. (Qsaid X O Qhas X)
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Procedure of Security Analysis by SVO Logic

This process commence with a list of assumptioesd irsthe Logic. [13][14][15]

Login Phase
Initial state assumptions

Detailed assumptions about initial status

User
A U has (UAS,PS
A, U has Geed,PIN)

A U believes U PPN, ps

+Uhas (N, |

.. U believes fresh ( \
o« U believesg (U’

;- U believesg (N

> > > >

Ag: U believes PS controls RIVEPEL.

Authentication server

Ay U has (U,AP,Sid, Iy K )

A,y U believes Ut Ps

A, U has K and U believes freshik
A, AS has Kg e

A AS believes fresh(k ,» )

A, AS believesp (AS

A, AS believes PS controls RSVEFEL. |

Access Point

A, AP has (AP,AS)

A, AP has K

A.g AP believes fresh(Ks »» )
A,y AP believesp (AP)

A, AP believes AS controls AS rer, A

53



Password server

: PS has (U,AS,PS) A Ps BPE4EIN, U
. PS has Kg g

. PS believes fresh(Kps )

 PS believes PSPBFS1.  AS
:PShas N

: PS believes fresh(N )
: PS believes fresh (PS)

- PS believes AS controls ASﬁAEF@ /

N N
N =

N
W

N N N
~ o)) ($2)

> > > 2> > > > >

N
(o]

Received Message assumptions

Detailed assumptions about messages each partyegsdtke following...
Message (i) :U—> AP : UPS{H(PIN,T),HUT), N }
Message (i) :AP— AS : U,PS{H(PIN,T),HUT), N }
Message (i) :AS—> PS : {H(PIN,T),H (UT), N, }
Message (iv) :PS—> AS = {H(UT), TiNs }
Message (v) :AS—> AP =

{{ Uv Sld’ H( KSS’ NU' NS)}! {U! SIdvASvH(KSS7 NLI ’ NS)! TS}T } Kas ap

Message (vij AP — U : {U, Sid, AS H(K,,N,, N), TS}
After the protocol completes faithfully each panmgve received the following....

A, AP received U,PS { H (PIN,T), H (U,T), N ;}

A, AS received U,PS { H (PIN,T), H (U,T), N ;}

A, PSreceived {H (PIN,T), H (U,T), N ;}

Az AS received {HUT), TN }

Ay AP recaved {{U, Sid, H(Kgs, Ny, Ns)} {U, SO,ASH(Kss, Ny, Ns), TSk k|
A, Ureceived {U, Sid, AS H(K N N ), TS}
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Comprehension assumptions

Detailed assumptions about each party’s compreberts received messages based on
A, - Ay,
A, AP believes AP receive )L%p RS, {H (PIN,T), H(Q,N};)
A AS believes AS received U,RS, { H (PIN,T), H ()N };)
A, PS believes PS receivéd {H (PIN,T), H (U, T).N)}
Ass AS believesAS received { { H(U,T), TN k
A AP believes AP received {{U, Sid, H(K N N )}{U, Sid,AS,H(Kss, N, Ns), TS} }
A, Ureceived {U, Sid, AS H(K )N , N ), TS}

AP

*AS

I nterpretation assumptions:
Detailed assumptions about how each party intes@féer receiving the messages

A, U believes AP received U,PS { H{(PIN,T), H (U, T\, };

A, AP believes AS received UL, RS (5 { H(PIN,T), H (B, TN, }1),,.

A,; AS believes PS received { H (RIN,T), H(U,T), N},

A, PS believes AS received { H(U,T), TNed |

A5 AS believes AP received { {U; Sid, H(K - yN ., {U, Sid AS,H(Kgs, N, N;), TSk } .
A,z AP believes U received {U, Sid,AS,H(K , NN T.S};

Derivation w,r,t Password server

Here we analyze how messages sent to each compsatesfiy our authentication goals.

A; U believes U PPN, ps
A, PS believes AS say§ H (PIN,T), H (U,T), N, }).,.
When PS receives this message it does the tokerberumerification. If the token

numbers are verified successfully, the user isiooefl for his reality, PS has the following

beliefs....

A, PS believes PS[YFEL, A
A,s PS believes PS has K¢
Ay PS believes fresh (K5 )
A;;: PS believes AS has K¢

55



Based on these beliefs the following goals w.r$of@® AS on behalf of User is mentioned

below :

Goals G1 and G2 are analyzed thfy,, and A,
Goal G3 is analyzed thriA ,, A ,,and A,

Goal G4 is analyzed thri\,
Goal G5 is analyzed thriA zand A,
Goal G6 is analyzed thrif ;4

From these goals PS confirms the AS, that the issgerified and authenticated .Also
confirms that, the user actually participates tess®n (Prevent impersonation), confirms

freshness of messag@etect replay attacks).

Derivation w,r,t Authentication server

The AS gets the confirmation userimessage fronP816AS has the following beliefs,
As: AS believes PS saysH(UT), T,Nahica,

A; AS believes PS [T97° . AS
A, AS believes PS has K ¢

A AS believes fresh (Kgps )
A AS believes AS has K ¢
A.: AS believes PS says frgs ;)

Based on these beliefs the following goals w.r.&far AP on behalf of user is mentioned

below

Goals G1 and G2 are analyzed thfy, and A
Goal G3 is analyzed thru and ;;A ;,and A

Goal G4 is analyzed thrif,
Goal G5 is analyzed thriA;and A
Goal G6 is analyzed thrii\,

These goals prove that, AS confirms the AP thatuber is verified and authenticated.
Also confirms that, the user actually participates sessior{Prevent impersonation)confirms

freshness of messag@3etect replay attacks).AS confirms the User and sends a message to the
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AP by encrypting it with the Pre shared key; ,p -

Derivation w,r,t Access Point

The AP gets the user confirmation message from8and it has the following beliefs,

Agq AP believes AS says U, Sid, H( Kgg Ny, Ng)}, {U, Sid,AS,H(Kgs, Ny, Ns), TS} 1K ssap

A AP believes AS_ {11, AP

A, AP believes AS has K ,»

A, AP believes AP has K ,»

Ag: AP telieves fresh (K, )

A AP Dbelieves fresh ( )

Ag. AP believes AS says fresh (N )
A, AP Dbelieves AS says fresh (N )

Based on these beliefs the following goals w.ri®odh behalf of user is analyzed below

Goals G1 and G2 are analyzed thAk; and A,
Goal G3 is analyzed thru and .o;A . .and Ay,

Goal G4 is analyzed thriA ;, and Ag; ,Aq, and.- A,
Goal G5 is analyzed thriA ,;and A,
Goal G6 is analyzed thrif\

From these goals it is meant that, AP identifieat thhe user is verified and
authenticated .by the AS, hence AP finally confitimst the user actually participates the session,

(Prevent impersonation)confirms freshness of messag@bsgtect replay attacks)

The AP sends the authentication granted message toser, which means that the user is

authenticated and authorized to take part in theentisession with the system.

Derivation w,r,t User

The user gets the authentication granted messaigetfre AP.
AP — U {U, Sid, AS,H( Kss,N, , Ny ), TS}

User uses his token number to decrypt the messabeamfirms that he has been
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authenticated by the real PS

A U believes PS has (U,AS,PS) » RSPV,
User already has the following belief:
From, A, U believes U P84T, ps

So from these statements, it is confirmed that) it user and the PS mutually trust each
other and mutually authenticate each other.

Subsequent authentication phase :
U — AP:{H(U, Sid, N} )}
AP —  U:{H(U,Nu)}
Initial state assumptions
User
A¢: U has {U,APSid,N,, TS}
A U believes U ML
o U has K
0. U believes fresh(lg
. Uhas (N, ;

.3 U believesp (U

.o U believesg (N,

A
A
A
A.,: U believes fresh (N
A
A
A, U believes AP controls AR KssL.
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VA
Access Point

A, AP hag U, APSid K.}

A.,.: AP believes AP-{5581., U
A.g AP has Kg

A.s AP believes fresh (K )

Ag. AP Dbelievesp (AP)

Ag AP believesp (N )

Ag,: AP believes U says fresh (,N

A, AP believes AP 5581, U

Received Message assumptions
1.U — AP {H(U, Sid, N} )}«
2.AP —  U: {H(U,Nu)}

After the protocol completes faithfully each pangve received the following

Ag,: AP received H (U, Sid, N )
Ag Ureceived {H (U, N )}

Comprehension  assumptions
Ags AP believes AP received H (U, Sid, N},
Ag;: U believes U received {H (U, N )4

| nterpretation assumptions

Agg U believes AP received H (U, Sid, ,N} )
Agy AP believes U received {H (U, N )&
Ay U believes AP has &

Derivation w,r,t Access Point

User requests the AP for subsequent authentichyigiving message encrypted using its
session keyK

Ag AP believes U says$i (U, Sid, N, ) k..

A, AP hag U, APSid K}

A,; AP believes AP 511, U

A, AP has Kg

A, AP believes fresh (K )

Ay AP believes U says fresh (N )

A,: AP believes AP controls AP ARER
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Based on these beliefs the following goals w.riodh behalf of user is analyzed below :

Goals G1 and G2 are analyzed thAi,, and A
Goal G3 is analyzed thru anf\ g, A g,and A,

Goal G4 is analyzed thriA o
Goal G5 is analyzed thriA g;and Ay,
Goal G6 is analyzed thriA g,

From these goals it is clear that, the AP iderdifleat the User is the real user using the

session kel .. So, the AP confirms the User to be a participdithe sessior(Prevent

impersonation) and confirm freshness of messa{lestect replay attacks).

Derivation w,r,to User

When the AP receives thevuser request messageuliseguent authentication it first
identifies the User using the session ke€y- ; decrypts the message using its own session key.

When the user is verified the AP sends the.auttetitn granted message to the user,
which means that the user is subseguently autia@tico the current session with the system.

Now the user is subsequently authenticated, byAEhe

Agg U believes AP says H (W, )&
A, Uhas {UAPSid N,, TS}
A, U believes U 51, AP

100°

A, Uhas K

A, U believes fresh(k, )

A - Uhas(N,)

A,.. U believes fresh (N )

A, U believes AP controls AR- {5581
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Based on these beliefs the following goals w.rseftbn behalf of AP is analyzed below
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Goals G1 and G2 are analyzed th'?tPB and Aoz

Goal G3 is analyzed thru anidoo/ 10810 A 5

Goal G4 is analyzed thrt’f‘lo2

Goal G5 is analyzed thrdi‘1003Md Avos

Goal G6 is analyzed thrdt 10080 Asgs

From these goals it is meant that, the user isespulently authenticated by the AP and the
AP is real to authenticate the user. So the usgtr@AP could mutually trust each other by the

means of the session kd§,, and it is confirmed thru the above mentioned goals
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