ot SRR N P AT N F R

Pattern Matching for Regular Expression in Network

Security

Bog oA S A

TR RIS LA

PE AR A4 LB



et TR 22 1 RA TN F RV

Pattern Matching for Regular Expression in Network

Security
Moy o4 iR Student: Bo-Geng Wu
ERE D RS R Advisor: Prof. Tsern-Huei Lee
Bz 2+ F
TR 128 % R Lo
Ml e
AThesis

Submitted to Institute of Communication Engineering
College of Electrical Engineering and Computer Science
National Chiao Tung University
in Partial Fulfillment of the Requirements
for the Degree of
Master of Science
in
Communication Engineering
July 2007

Hsinchu, Taiwan, Republic of China.

PE R4 R



Bt WRBELDZEREZTNFRYHF

FLAWA s A KR

Rl ~ #2108 dplsr

¢ R

FHe(signature) vt 1 & Br 1k s & i By (virus/worm) s * ¢ BB £ & chptjiee
&3 3 5 & TR AvanF Rt H(pattern matching)i# & i 0 §A_KMP ~ BM 12 2
AC #8i2 cAC @iz #I3 T el - By URPFWH S BF R
LR B o AC T B2 eny - BURZL S Ea AT B AT REHE 5 - wamk
i (performance) - F]pt > AC SR 82 i s v BB s ehig * > B w1 ¥ s
BB ERpE e e o AC I X2 FavebE= Tk (byte-string)rt # 0 A @ o
NG & 2 Fpew rd 85 ani 4 v 5N(regular expression) R I 0 A B H T ¢ o
A B ACHEE  REV L A AM A LR EF RS TR R
¥ o g Lendig ~ F B (string) ® 45 4 % - B F g A (first occurrence) s &
=% (ending position) ? F ¥ N - L FHFE A E TR AT A FHR o EFAPE LR
* TR FHRERB(refilte)d T R FH A E 0 AP A FRPMF
BOCH 2 AT R o F B E AT 1A P rs A2 3 R0l S 2 ok o v

ClamAV 7 235 {3 % o



Pattern Matching for Regular Expression in
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Abstract

Signature matching is considered an important technique in anti-virus/worm
applications. There are some well-known pattern matching algorithms such as
Knuth-Morris-Pratt (KMP), Boyer-Moore (BM), and Aho-Corasick (AC). The AC
algorithm pre-processes the patterns and:builds:a finite automaton which can match
multiple patterns simultaneously. Another advantage of the AC algorithm is that it
guarantees deterministic performance under all circumstance. As a consequence, the
AC algorithm is widely adopted in various systems, especially when worst-case
performance is an important design factor. However, the AC algorithm was developed
only for strings while virus/worm signatures could be specified by simple regular
expressions. In this thesis, we generalize the AC algorithm to systematically construct
a finite state pattern matching machine which can indicate the ending position in a
finite input string for the first occurrence of virus/worm signatures that are specified
by strings or simple regular expressions. We show that the complexity of the pattern
matching machine cab be largely reduced if some pre-filter scheme is used to locate
the starting positions of suspicious sub-string in the scanned text string. Experimental
results show that our proposed pattern matching machine yield much better

throughput performance than the ClamAV implementation.
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33l ~ R SU(HIDS) A 8k SR P P SsAR R RS K o B SeniE
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(Character)*rie & chil dmd F k> (Qd T RA TN ERDTH o d L RLF
FRhF R FRA SRS FRATES S A S lr’w_éﬂwﬁwif’ B F
(sub-pattern) » & F $k 2 B d 7R F ~(wildcard)ig B > & v 5t - JE Al chp 4 F

B FHSE EARCHT - ClamAV T2 & skt A 4480 ()
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LHER - BEAEs (b)) rHasAfEby Ao

ClamAV eng > 2 » 00 AC /w82 2 A A2 - 57 Pi# g;ggzg] ~
BLEE T LR AT Bk L 0 ClamAV & * — ¢ 7 256 1 < % (element)
shé gL (array)y F- B & gh(node) 2 kHiv&dE 0 256 B =% 4 W] & ASCII
F A o d 07 e ClamAV e (R 4 (memory) @ * £ d ik S
R ORI IFR fiF ﬁf#%f#mﬂﬂ%%% TR & ﬁ??'kﬁ%ﬁifjﬁg g~ e

F - BEEE & 1,040-1 1 WA LA e e B ) o

Fli AC R 2247 "LREB EELFF RO R RE 7 & TGRS
ER R ClamAV iy 4 R A TR b3 E - BFHEE S EH KA e

LAl dest 5 k0 ClamAV % 2> @ % AC /i 8 i 412 5 5 e it ch? 1

\_

ClamAV ks $ AC i 3 7% w0 & ficig 2> F1 5 ClamAV s 4 2% F

RioBAE a4 7y RHE - B Ran 2 B ACIHE 225

3

A FR G 20N P AL E & B(leaf node) ¥ 5 — B i g i H (linked list) %

~ BB B 6k 3 fi{abcde} - ClamAV ¢ #-{ab}iE = AC i & 2 F Uk i

(rr

o T rd R H {cde} £ 3 ¢ {ab}iniz- BESBE o F AP A HE S o
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R LR AT EEE ClamAV ¢ it F gk b BFE P AT TR

T A GRSt g o 38 6T L4l 31
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I} 2T m]‘ﬁ B3 %_?_’\‘ °

41 MR 2 &
4.1.1 PR R AL

S

ARwHe Y o APRD T - BRI FACHE 22827 LR ERT
Wit - drx et AXo A e R kaXY 4o rniBd FREA TN EIR
3 $#(RE;, REy,..., RE,)? 2B T8 2 chd & 7 A #F%RF A3 3 4
(D*¥: iz Eice Q7 iz d - B =2 (3){min, max} :
o mincmax B E R Ak o dok 4-1 97 o B - B AREATNI VS F - B
B Ao fERR APap il BEd e FIRATNZFUREFRYH
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FoRT = S
* WHERREDEL AR
” LHER- B
{min, max} ' % min~max # X g =T e

%" 4-1 LFL%\’/T J]L:f%_:}- S

Aapwme k- By YR EF RS ERER FF P xgzgle;:f;;w%t
Wo vV AEXY RN - K BFHRE A NS L =¥ (ending position) o ¢ F

- BEFEMAFE X AVHEI EFHAXY 2245 B v N Xt

:)/;" "\»ulﬁ—}’ﬁ

TS

WIS L Rl o et APEFE M AX P 2R h R

R o - BEEV AR B
g - T RS 2 B X goto R RIGE Sd ACH B2 ko

Gededpk B PR R G L XA 4 600G R e 30 Tig- BG

® goto(I, a)=I > a tx & #5 ¥ ap cFE Ao

4.1.2 p M T &

BARAEHGT T HRNOFEZ LD 5 - B RELFE AR cE G -
BFe Xy MPFX S F P XyHF p(prefix) y 5 F 8 Xy ihF k(suffix); £y

s {'— Tﬁ;ig ’5‘\?}’3"1—’11%6_X 7—;3—3 Xyﬁ??bij‘.’ﬁ(properpreﬁx); H_:,;E_'I_, %“X
PE-BZFP NPT MUY L F P XY DR > F k(proper suffix) e - & goto
ALERY F P XA R ERRA FAIREP AP EPRLFE X

boB] 4-1 #17 o
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start _

Oi*o—b"é x=ab

Bld-1 38 27808 58 X=ab> SZ&REP

% goto s A& Blerde ok fE 3 7 it § B i E(self-loop) » % goto sk ik Bl 5
pAE ] R S B TR LR - W A(tree) 11T R B f A
@ B> ¢ goto(P, a)=R > a & E R IEEL > APE LRGP ARG R 2 QR

SR RAMKEPZ 3K - Fhgoto kR > SUREPRAA S 5 B

~=
[o=s

NS
.
Y
it
o
x

AT A8 RO APHMR G R 54 P2+ 3%(descendant)i fi o — 34
P F RIS A g IR APALE ARG S T H(sub-tree) 4
Bl 4-2 5777 « 2 5 — B i 2. Output n N 8L T U ALIE - BR A S H TR

fi (final state) » # 77 v 3| 7 = F gk o

_ sub-tree of S J

Bl 42 i S 2+ 4

hogoto K AERBY o E- BRGEPYTR AT R S opo At goto kALY HT
FRAF P up ek 5 PIA AL SR i P ek ik i (companion state) # ¢

PUSERFR AP APTURE - RGPk SRR

FT
w

AN UREF RO HRIET 2§ 5 B A4 goto R i
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B o et Al failure S 5% a4 -

421 WH*EEF 2 B R4 7

HEE AT R HE LR E R Al AT e e EEE A

MIEFHRDF - BEERS- BE v 7 A g o NP A E R E R

3

FeF VRSP 0 X FX, 0 X fox, R EEZ F R o Sl T oo R B P AP e

RS G PR F Bt -

L AFflR k- dng ¢ o 2 hgotos G, L - AWM E Do F k7 Ha
bt s 5 NI e

2. f1* AC & &2 2 enter Ji3% > & goto A: &£ BIG » e » F B XX, > F a AF
B XX, (% - B3 o Blec® Rk goto(l, a)Fl eniE o 5 B x AT & apik B
T oa Qo AV R AR S 3 Bk A (switch state) o Jt 4 ~ F B XX, {8 Fgoto s
fLBIH -G o

3. A EHZRERDY 4o rF P X, o FEXEZAERED o Fadil
F B X, % - BF o Bl %k goto(NI, a)=NI eriE o

4. tD'P 4 r F B XX, 0 Bt AR ATH e AL S B SR A (virtual state) » 373
FE XX S AR ERAPET 5D oG R D e § o AP LA D" $
AT G E Bk s o 1A P 2 18 f R failure S5t o

5. 8 G'{eD" = - Bk 2 failure 35812 2 output &3¢ o & D"k AL B
?oend Bk S v e failure S0 B m R 0 4 )Tﬁé'\gifailure(S')zP'{

B e HSK G 0 P E 373 F failure &0 ;8 P' €failure(P')» 2 3| P' 2 .- B & #

P

=
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=
o
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6. #-goto KRG 'Y N & Qe i 2 B RS 0 AT R T
ok L ATE failure S o B R OR L AT R AR ES > AT
failure(S )=failure(S') » S' 2} & S ¥ /& 7] goto k iL B D" 2k ik

7. Ftegotof ERIG G R - BARES TR EDF R G uxvx, B EE S 2 output
&2 {375 output(S) <— output(S) U {x ¥ x,}

8. Bk i3 goto sk MY £ AFGKE - £ % gotok B WG o D'k F o
# o

T — B E’im#w | R b oG B A HF AR X X, JeRGE 0 B
X'=X URE,, where X={abededbc, bedab, cedabc},RE, =ab*edb » x, =ab > x, =edb > 4v

B 4-3 57 o

M 4-3 (b) goto & £ D"

17



Chapter 4 Ji* "% 22 P REA TN FTHEVHFY 2

i 0 1 2 3 4
failure(i) -- 0 9" | 10" | 11" | 21" | 22" | 23" | 14" | 0 0
i 11 12 13 14 15 16 17 18 19 | 20
failure(i) 0 1 2! 0 0 0 1 2" | 14" | 23!
B 4-3(c)goto sk fE W G ' = failure &5
i 0" | 1" 2" 3 4 st et 7 8 9 10| I
failure(i') —- 0" 9" | 10" | 11" p 21" [ 22" | 23" | 14" | 0" |21' |22
i 12" [ 13" | 14" | 15" [ 16" | 17" | 18" | 19" [ 20" | 21' | 22" | 23"
failure(i") 2o 2t 22" 12t 423009

Bl 4-3 (dygoto # LD 2 failure & 3¢

M43 - BrHEES o

Bl 4-3(2)5 gotok i B G' > v 7 1 HX =X U {abedb} « B¢ ~{a,b,c} it 7 La-

Z%@7UTfkim$géxledX2 ’.,ﬂﬂf’}g Xlé\ab,f‘}g Xz;‘; edb° ]%]4_3(]:)):; gOtO;PC

"

EBID" vk e 20" Hd B4 SRRTH 0 5 - BEGRE o BEUREY R failure 35t

FE LR TP AR B AR F - B 4-3(0) B 4-3(d)~ M 5 G' {= D" e failure 3 5%

£G'Y RA QS Bk Nt e k357 AT failure 3 E(HF 6) -

FEE T URET R PG LA BB A FRRAQA LR MR EL 4
B BREFAAAL AAG B HEIZE X2 BB DY 2 3§ L ar

G'o
{H @ RET L AG W #F] o B 5 - R AT 8 S uxx, (B 43k i 7 R i

Wi
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f23") 0 ST LA R QAR G R BRI B R I EIPARE A1

I RGBS X = X O{RE JREHD K -

P g&her JBES FXEEF D RA T FRE L RE > S HRAER fod & T 47 02

—\

BRAPFEAr PRATNFHRX*X, *X ’ifi’ﬁ‘3#%3’-%”“%1‘%@‘1‘?&@%":

I A B R k- &5 @ #rd = ehgotok LG UM 5 D, M2 D, » A5
Hor HAedn sk i S NI 2 NI o

2. I ACH B 2 2enterdn s8> &G ¥ 4 » F B XXX > Dde > F B X% 0 D, 4
»FE X o R F P ORABHEITEGC D' ME D, NEAF P X E XX, 3R
A UET 2Q2 Q3G Y ) A F 8 X, ek ks 2PCYD, ) o

3. &D'P A 2 F B XXX 0 DN T B XXX, L E XX, 0 fe gt AR RTHE ek R

FA om Bk i 0 ) failure 3 5N S B e

4, =5 goto kARG ~D,'wtE D, 2 failure 53¢ o

50 LA R EQArP i 2 v P R Bk 1S BT Rk & S enfailure 0 56 o
failure(S)=T > TE K &S 7 enF ¢ &.D,' s & = 2 F k2 F B t97 1% £ ayfk
oo PO LATRAEQIZ B R T AR L Q2 B R L2 T A
A R ek g5 Serfailure S 3¢ o failure(S)=T » TALK & S% 7 enF 8 4D, ' ek &
RrFEZFRUTRAauR A o

6. F & goto KRAEBG'F - BRAESHTE L DNFE S UWGWK 0 RIR &GS 2

output I 3%« ZE { AT & output(S) «—output(S) U {x *x, *x,;} s I > F D'}

¥kl R AAEEZ5F R L uvx k& R 2 output &i5% & JF { 375

output(R) < output(R) U {x, *x, *x,} ©

AP AL AP SR B Que e § ik A (sibling state) > F1 5 U 0l - BFE
B3k o BiEA PR oGl :* fR(condition) k £ 0 HR 1 £ T 42
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FARLEREQAE R IR G AT - REF 2 R 2ATHEFAL AR
Qe Pt v i I &0k fi o3 A5 — R 2 o AP HER(flag)FQi k 4 i
A TF N o ﬁ‘h{;m » FHRIR 2 > FQ=1 s F 2. FQ=0 o d gt ¥ v s (FQy,
FQ2)=(0.0) > (1.0) » (1,14 5] & 4 goto & HG' ~ D' 112 D," » & i iz 4, (FQ,
FQo)ehie & 5 - i J2 {5 (configuration) > & 215 — i J2 5 48 & % 2 B b k3 (FQy,
FQ)=(0,1)L% ¢ # 2 > FIAREQAR R EQuenT > § 2 pean L3 2 &
FREQAE R 2 I RE - R % T AT F A REQ R R

Rgp b2 AR > AP e oif o goto R EBIG T ot i

X = X U{X XX FUUXVOWK ) 0 (U, VW) 3 5 F — 72 855 ¢ 5 goto s ik B D,
?ubbiﬁx X U {GX P U{Ux ) p (V) 3 % = B 2 2.3 F ¢ ;gotosk L B D,

2V LLA_%#?:XU{U)%} CUT M EER SR ov}i!:}fgj‘zj 5-5,‘5}? a”ﬁ PR AR F R

B X=X U{X *X, * X AaE e ke

PTG S RBP4~ L F B (X FX, X} 0 B X '= X U{RE} >
# ¢ X ={abededbc,bedad,cedabc} > RE, =X, *x, *x, =ab*edb*c > 4w @) 4-4 #7577 >

& 7 #9473 miEengoto kB B2 H failure S 5% o
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i 0 1 2 3 4 5 6 7 8 9 10
failure(i) -- 0 31 | 32 | 33 | 44 | 45 | 46 | 47 0 0
i 11 12 | 13 14 |15 (16 | 17 | 18 | 19 | 20 | 21

failure(i) 0 1 0 0 0 0 1 24 | 36 | 46 | 47

FQ,=1
FQ,=0

i 22 123 (241252627 |28 |29 |30 31|32|33] 34
failurei) | -- | 22 | 31 [ 32 |33 |44 |45 |57 | 62 |22 |44 45|23
i 35 (36 | 37 | 38 |39 |40 | 41 | 42 | 43 | 44 | 45 | 46 | 47

failure(i) | 22 | 22 | 44 | 45| 23 | 24 |36 | 57 | 62 |22 |22 |57 | 62

® 4-4(d) D, 'z failure 5t
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FQ,=1
FQ,=1

B 4-4(c) goto ;i i B D, '

i 48 | 49 | 50 | 51 | 52 | 53 | 54 | 55 | 56 | 57 | 58 | 59 | 60
failure(i) | -- | 48 | 57 | 58 | 59 | 48 | 48 | 57 | 62 | 48 | 48 | 48 | 49
1 61 | 62 | 63 | 64 | 65| 66 | 67 | 68 | 69 | 70 | 71 | 72 | 73

failure(i) | 48 | 48 | 48 | 48149 | 50 62 | 57 | 62 | 48 | 48 | 57 | 62

® 4-4(H) D, 'z failure &5t

Bl 4-4 A -BEES 6l

D, "¢ ayfk i 46k P)EG' ¢ kil 200 Qe F ik fk » F] G v P d
- BrEE F arAlE ok o GHyk e 8 F v $H T - 4k % 4% {abededbe} 2 2 1 2R
27N FH(RE )} FliE Lmgd 5oxedoX, s B2 D¢ ik ik 300 H 4

72 F B 5 abedx,x, » 77 WL ¥ F % (RE} o

EAPE B AT EE T A A NGO RE > L RE, BREE T X
m]]% y 2\ ]FE;}’G% ,% 4 *@ 5 3 ;ﬁ g %f‘;LSRE , %f}dj{;ﬁd s :‘)’F"REK =a*b*c » FIIJ
H SRE, =abc - /& kegotok 5 B G F & 4 » “75 SRE, (1<K <n) > 4 » {5

BAPHZ 3G - mB*TET £ 4 mBEFEEQ..Q  EELA B FH

~mr

CQEEAFF R A e PIA T RS B ERG - HA LA

22



Chapter4 Jg# >t ippe% 22 T4 7 FH 0 gl 2

B o Srl 5G' Y gt B € § MB(Qr..Qu, M<m) -

BEA PR LR 4 r R SRE (1SK<n) hF & 2 H 4 kb fi
(FQ1,..FQum) » #% - BH> % B RE, EHEFQ#25 0 R At 2B D ¥ 4 »
F ¥ SRE s #1°F - B RE VERFQ: 10 RIS P45 8- B

« L FQx 5 1 emfithi foQx 2 K QuAA T B RE 2 FQia 1 et i

2 e EHRGEQxT A4 hF ¢ Su SRE, =USRE, > Pl st 2 GBI D ¥ 4 »

F B SRE, " - e F B ARBAPHLD o

W dE - BT ROREBD 22 G E H failure 35V o B F
FrE ke fE 2 failure S03% o FE RSB R BRBEAE QI AR 0 1
FTob — s fE 2 failure S5\ failure(S)=PsP F 245 S % 7 13 B A% % i goto

R B E R 2T R FE DA R e

?ﬁ
G

Bigy - BrRATSERZFHRLRE =re*. *re, > # 7 rg (1<i<y) &
RABENF P o F QOORERI D4 » T - FELF P rere, 0 AR R
B A 3 B ougreure, Ak i o Hooutput St 4e » b - FHRRE, o Fig

PR ore Fu*re @ EALL HHF] o

AR Gl Ak R B B F R X F R B ABERL R

B R feenie i goto Sk AL o Y HROL IR - FHR S A F 8 R

AR s O
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4.2.2 &3 {min, max}i& & + 2. i R4 7 3N

{min, max}i& & + * %t ¥ min~max B T F ke AR Al H gt R
F 7 N B4R 0 RE = x {min,max}X, > X, feXx, &7 hF > Hd T 5 Srit R

A e e A e SR T R

BAKRR K- B F P ArE 2 goto K ERG 4 » F B X 0 T -{min, max}
AL S e 2 F P X AR A AR i E R B G {min, max) o B - b F P ORIAE G
G' e % A A FNHET {min, max} Ak i 0 AT F 8 X © A HET] 0 R
(pointer) 3% 4p | F148 F R erdedosbh i o + i&{{min,max}xz % 28 {min, max}

WAL TR X TR ARz PR

Bt 43 - BT 5 {min, max} ek R H Bk i B % chgoto ik i B G
g4 e g3 - Bas(forked)dgidnm RE Fl 44T fhandedoh i ¥ 46 4 £ 7
¥ o4 RE, o A st i goto REERIF T4 2 F 8 X, o Tk - B RE-THE
g (threshold) th = max—min - &> F ¢ £ % w48 ki » omin B 2~ e > 55
T kemin B A E R o BX X, =a..4, Joto kLB F 7 ntl B

(e AR ) 27 F 0 aca ks 5B io T F £ 5 08 0 35K

S

fine £ & BRIcrandedn@ i 00 Fhgoto RARF 2 ki i 844
a4, &7 ctr=ctr+i-failure(i) - & Adz 4k ﬂﬁl *>F oA imA_wARhs kAR
Pl#-ctr4e 1o & F Ctrag { 37PF > A ctr £.F * 30 thy 28 Bl & 7 iE e s
dpthe 57 B At {min, maxpiE X+ 2 P 0 gt A SR A 2T F 2 Pl

EFRY A > Fgdd i Basdpth Fls Rkagoto R ERIG AR A o

M - BEH m@a B RFP Fom A 4t 1 F R RE] = X {min, max}X, (i
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iz » % X'=XURE,, where X={abca, babd, cbabc},RE, =ab{3,7}dadadb - x, =ab -

X, =dadadb > {min,max}=1{3,7} > 4] 4-5 #77 -

%l 4-5(a) goto k L W G’

N{d}md d d b
OR0; 0O OR0

{37}
1 4-5(b) goto & i B F
i 0 1 2 3 4 5 6
failure(i) - 0 0 1 > 3 0

1 4-5(c) goto ;i & B F 2 failure & ;¢
® 4-5 — & {min, max}i& & + § &
g bIAE T o goto ik i M F ¢ F ¢ {dadadb} 22 4 1) % > 4o 4-5(b) o 7]
4-5@)% £ 1 3BREETBT7 0 VP EAER TR Ak E AR 2ok 0§ A
4 » 3 # x=cabccadadadbedab > S F B % 12 i H 3 HRRE, >

PR 4B B 3(min)BF cca ek - ”:;A}J}){%Lh%%ﬁﬁt,é“% .
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2

4.2.3{min, max}r1 z *:FE F 2_ i F4 7 N

FAPE S r T RLTNFHRRE > .0 REJE T "UREF HCH > KR
RE; > ...» RE, % 7 *3F Y+ & {min, max}i& & 3+ - A xrﬂ’f«&maifﬁ_;\. et Rk
B R S 2 e E R -2 3 (min, max}iE B 2 F 02 {min, max}iE ¥
G B B R R4 T 38 RE =X *X, * X, {min,, max, } X, ¥ X, {min,, max, } X
EAASE AT =X FXFX T, =X, *X I E rey =X o R d - mF AT B
& X2 egotok K G © 4vo AP 1 9rG 2 ¢ 7 {min, max}iE § 5 el Lk

TRFHMNELISSZF - B{minmaxiiE LR F ot REATNFRE - Kre o ¥

BFHR RS - BehF e » AP LR B R HE R R ek 2D
AR o vE- 07 R BEE s § 4 r 2540 - B {min, max}iE § + i Rk T 5

FHE - Bore B A2 T AlaE R kRS 4 % chgotosk fE ]St P2 5 G

z 3 30— B {min, maxif B EEeaRd RN F R AR A B TR B AR 4
>3O F R HH 8 o 1 RE'=X X, %X, {min,, max, } X, * X;{min,, max, } X,
Bl FlEre 5 BEREE T AT LA T G A B B Q- Qy {ming, max}
AL L EA T BN AT B UVGWK R o F AT - R E A E R ERER €T
A SR T8 2 B(re)) ekt i o B I EF - BEEFQ=1 FQ=0 - B
{ming, maxy} 53t & g 4807 2t & 3 8wk, Rk i 5 B3 - B e iEFQI=FQo=1 -

Al{ming, maxy} 3t & € Ak B £ F B ux dulk o A 3 2 {ming, maxg}

é-m»

§ AT Bt BT re ik o

FEP 20— B{min max}iEE Fent A TN % - flre p LBRESE
3 4 iﬁ{;ﬁ;re] =X KX KL KX, 0 TR AIRLBHBRAELG(QL...QL) 0 &
Bt g3 rey Ak 5 A0 JF T {ming, maxey A LT 0 T 218 A sty
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Tdp Plre, cdedn iz B o AP T AviE 0 Qi LA Qi F ALK B (1<i<L)» F &
AT AR BT AEPAEEFTE kBT E T {Ming, max et g o AP E
Mgt e Y IFQEl s Bk I BREQ R ARG R AF R
Uiy X Ui Xy Uy X 755 A 7 & 75~ {ming, maxy} ezt &, o

FFAAP R mAoP e r 1, PR B F RV B H fﬁéﬁﬁfc—i&%rez e
»E G ZF P ehgotofk s Bl o rire, =X, %X & b > gotok fE RIF R e 70 F P
(XX} HP RN AF g x, gk i- BHERBKLEP otk ERF,7 & 71 38
{X} » FifrFyefailures ;8 £ B ) b= 38 5 > { #7gotok & BIF, ° 4 Bl P+
#HATF s ik 2-failure s 3¢ o gotosk i5 BIF @ & F B XX, e7k f& 2 % gotosf i BIF,
PR A F R Xk 0 % R0 N {ming, maxg) st & o 2t A g 14 31 re,

ZEENE SR

B TR S gotojik i BIF 2 Hede it o B~ 2 5la 0 AW F 2 Asd
fi o phaictryte 10 Bk R B RS 2 SR L 0 FARESH LR BR P2
B ik > B2t dicctry AT 5 ctri=ctriHu -|v] > u 3 R AR GESHF ¢ o vER AR
fifailure(S)2. 3 8 » Faf- 38 »|aliz? ah3 ¢ £A 2/ BSTIEBR
Pz 3 gk e 0 R4 B dn iR € 4p » gotok LRI, P 2t £ F & o

FFoEre, ke 7 ILB*ELES > i‘%%’\rez =X *X, *L X, 0 Bl 7 LA
B gotosfk i BFi(1<i<L+1) > & Bgotok i& BFi*e » F 8 XX,,..X,, > & F L+1-iB
e B (Q1,Q2,- .. Qurt) © F 2 17 egotosik i BIF 4P » 3 3R Ak {5 A gotoshk i ]
Fr2oAsdest i o g » #5888 17 A W Azdest 0 haRCtr e 10 B R ASH 2 &
At 2Rk i S A BUR B Q2+ ALK & 0 IR detr { AT 5 ctr=ctriHu |- v |- u
L AR GESHT § o v £k fifailure(S)2 3 # o R ESTHBREQL S
R B e 22Qun 2 F Ak & 0 R4 BLdp ik € 4p » gotosik i BIF P fetr? £ 7R o
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F g Ctrk LATPE 0 R At ALF < ohth o F AL RIA e kg iRe 57 H 2
# {min, max}@_’;aj F U] pLiEA Jvia‘;—, L4 3 E2Eo Bt iE A Jvi:}f;] i f?‘g’ﬁ

a7

I ©

B o i &7 38 F & RE =X *X, * X, {min,, max, }X, * X;{min,, max, } X,
Pl FZEre =X F R rF P X - BRFP Qoo R E A F R X

kR H KRG BRI ZEre e 7 S BrELE G HEERAO -

YATE R — i g b RGP 3 4o v ¥ T R RE =ab*edb /2 RE, =abe(3, 5jd *caf2, 6jbd
EgE 0 B X'= X URE, URE,, where X ={abededbc, bedab, cedabc} » 4[] 4-6 #7

’,“r\ o

FQ=0
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] 4-6(b) goto s & D'

~{d} P
0000
{3.5} {2,6}

N{C}m C a

{26}

®l 4-6(c).. RE, % = £ re;. 2. goto ;i fi )

~ (o7 T d
O—0O—~0O

{2,6}

® 4-6(d) RE, % = £ re; 2 goto ;% i B

B 4-6 {min, max} 12 2 *& ¥ 3 2 T R4 57 58§ 6
424 AL W R K E 2

AR E - B - B ogoto Sk Ak Bl Bl A om0 AP E U AR N

A B D Aol 4-7 Ao e
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AC goto & & i

AC goto i & i*

{min, max} 3 & & £&

XEE S 3RS AR |

& - B gotofk fi BRI
S 3P ] G Y

v

f*%ri - 3 R G
% & 7 (include)&hds i®

A BAEA LT G R

¥ E - Bgotok & EHij2o- B

W, E0 4 r &5 ¢ g \5 o 8 @il 3

W4 XE 5 5 2 REGR » {min, man}--;gi"_r F 4% farlured ;% et
fe st Bl e ~ SRE T

T ki

ALy
T C ot LR s b cty
2k i dhe Bk

&4 F - B gotok R
5 - ;.;;&@,1@#5;;!@ § > { #% failures ;¢ > P B R
7R~ 4 B G

v
¥ E - B gotoik i B e
B4 < EXE 2 < - BRE,FEARL
TP 2 LR

Bl 4-7 423% 5 A2 R
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IR

RFEHRLFE R
Scan algorithm
Input A text string X=a1ay...a, where aj is an input symbol and a pattern matching machine M with many
goto graph goto, failure function failure, output function output and {min, max} traverse function M_traverse
Output  location at which the first pattern occur in X
Method
Begin
Finish€0, id€0, state €0
while finish=0 & x have not exhausted do
while goto(id, state, aj)=fail do
reg_state <state, state<failure(id, state, 0), id<failure(id, reg_state, 1)
State€-goto(id, state, a;)
if output(id, state)#empty then
print output(id,state)
finish=1
while M_queue.no#empty & finish=0 do
M_traverse(M_queue.no, a;)
if M_queue.no.output=1
print output(M_queue.no.id, M_queue.no:state)
finish=1
if the state is a state with {min, max}:information & finish=0. then
M_queue.no.gra&-{min, max} graph id
M_queue.no.idé{min ,max} graph id
M_queue.no.state <0
M_queue.no.min&-min
M_queue.no.th€max-min
M_queue.no.ctr&-0
M_queue.no.no€0
M_queue.no.output&0
aj€next character of x

End

A

r : failure(id, state, 0) 7 % id i ] 5 state & & failure 3| 578 - B & S

failure(id, state, 1) 5 % id i B« state ;& it failure | 575 ] o
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M AR RF P (5 837§ (min, max) Tk i )iF 5 2 M_traverse:

B M traverse algorithm

m Input M_queue.no and the input character a;

B OQutput location at which the first pattern occur in X

B Method

B Begin

| M_graph&M_queue.no.gra

| M_id€M_queue.no.id

| M_state& M_queue.no.state

| min&M_queue.no.min

| th€M_queue.no.th

| ctr&M_queue.no.ctr

| no<M_queue.no.no

| out<M_queue.no.out

u no<no+l

u if no>min then

| if M_graph=M_id then

[ | while goto(M_id, M_statejaj)=fail-do

| if fail into the original graph then

u Ctréctr+M_state|-[failuré(M id, M state,0)|
| reg_state <M state

| M_state<failure(M" id, M state;0)
[ ] M _id<failure(M_id, reg_state, 1)
| else

| reg_state<M_state

[ ] M state<failure(M_id, M_state, 0)
[ ] M _id<failure(M_id, reg_state, 1)
| if ctr>th then

| M_queue.no is not available

| else

| | M_state€-goto(M_id, M_state, a;)
| else

| while goto(M_id, M_state, aj)=fail do

| reg_state&M_state

[ | M state<failure(M_id, M_state, 0)

[ ] M id<failure(M_id, reg_state, 1)

u M_state€-goto(M_id, M_state, ;)

| M_queue.no.id¢M _id
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M_queue.no.state&M_state

M_queue.no.ctré-ctr

if output(M_id, M_state)#empty then
M_queue.no.output& 1

if the state is a state with {min, max} information then
put some information into M_queue.no

End
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b
2]
b

¥ & F ki g B (pre-filter)2 ié #

51 iph R

F o REHROEHEFT NG TERE TR A AT TR R R
o h AT Y TR PEOTVAFIFERBERS AT A FHDOEE >
MTAPHE- AV RF RERE 5 pre-filter o L i * 22 &40 Bt E ok

Bz iadsr 28 x ¢ 27 A4 i

~E

R T AR B ke BE [B]E T N chSHIFT £ B — B i
F - dm o ar g chF fRRB o KRl R4 or 3V d BB*g b + & {min,
max}iE &+ #r S > B REFNEAEABHL BFH o FolkE > F
RE=x*X{2,8}%,*X, > REAZ 2 7 4 BFH > X ~ X > X, ME X, o5& BF N
L-7 = 2 (L<K) 5 — 2 #HASH » HASH 2 M- i+ = (bit)(M<8*L) ; % L- = = i chde
e ¥ K-L+1-N > HASHe % % 200 Bl &SHIFTZ ¢ ch%i =¥ X &NE > ~
ﬁ{SHIFT(i):N P FSHIFTA P %il =% @ SA4E »n® N<n > BISHIFT(i)=N -
BT F Rl egne SHASHI SHIFT Z - @ SHIFT(i)iX 5 Ax 3 » =

B(0<i<2M-1) » RISHIFT(i)=K-L+1 -

A F e 0 - KA S ROFARY  MROFART RS L

@ HASH > i@ HASH eh % % 1> 438 SHIFT(i)? enie > 2 H - B220E N>
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PINPRIF ARG A N-m e 2 H 0 P& FHFART P4 =8 £ 5B
FAhE ALY o #in- BT A f«‘;%‘_@%] » %72 % (verification engine)® %%
HoRBAFTVOOCHI TR FVEIFHERHRERL D FRLG L HT
- BEERRIEFRT ALES - B AT R AT &N PR

%34 pre-filter {2 4o im0 1 e PURk & F Fot HHp o
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