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A Trust Evidence Establishment, Distribution and Value Computation
Mechanism for Mobile Ad Hoc Networks

Student: Chan-Yi Huang Advisor: Dr. Chi-Chun Lo
National Chiao Tung University

Institute of Information Management
Abstract
Personal identity is the basic way to present user’s role for MANETS, so all
around nodes can verify the node which they will communicate with in the future. In
order to evaluate the node’s behavior, we can combine the identity with trust value.
But nodes are in independent and self-configured architecture, so it is important to
develop a totally trust evidence which contains personal identity, certificate
information, and trust operation:meéchanism. Méreover, the trust evidence can be

established, distributed, evaluated, and verified on-line.

This research proposesthe distributed trust evidence operation mechanism for
MANETs. The node establishés certificate itself and.has corresponding trust identity
without central certificate authority. The way to manage trust evidence can get others’
trust evidence via the transmission of packets and would not be modified by malicious
nodes. The model will resolve selfish node and malicious node problem via
simulation. It will be suitable to operate MANETSs and provide most correct routing
reference. We can also prove that nodes in MANETSs will cooperate via game theory.
After interaction, higher trust nodes can reflect the outcome and re-evaluate the trust.
If the intermediate node deviates, its trust value will be decreased and will be
regarded as the doubtful node. Therefore when the doubtful node requests

surrounding node to forward packets, it will be rejected until the node cooperates.

Key words: mobile ad hoc networks, trust evidence, trust establishment, trust

distribution, trust member, trust node, trust value, total trust value, game theory
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BRI S BRI ASEBE R X L RSN ERAE T RS
B u el BRI L NEFFTHEZ DT > o p T RINE L
PWEEEF B BREY PARSECTRE O NE AT B & R R
BT R AHERY NSRRI APHEE SR 2P NP TS R

Ro B e G EABU BETR U G R P RN G SR S F



(On-line) P B &| & 2L1Z T &y A 24 ~ 4T ~ 78 ~ MR SR -
BEERSATCIIHE YO AT A A @uiiE e AR T HEE

R B ERUK{E B(US)E 5 % 203 3 3 4p % 2 Bk (Peer Trust

Relation) o 4 # B#% & B(UK)$ L 2 peid= 3 Lo Rt gp > v 4)* 2

P (EH# - FIRAH @ wzEm )M UKL £.4 & » ¥ 58 GPS £ w4

SRS R b SRR E AR I SRR A E SR e I
¥ REpIEN 7 2 ol 5 BUSH® fidp T B -
UK Command LS Comimeand

----- Paer st ralkation
m m Ancashor s mlation

Cormrmunication nk

A B FEF itf‘ihﬁf.&ﬁ}’&&é“li Li-Hendp B G Ty
TRATET R PRGBS P THE -
() @A - BEE > ¥ &7 & 8fp- 2 (Uniqueness) % 4514
(Characteristics) °

(2) G EREHT A B N AR ol % 2T A

() G ERBR AR FEBB LA GER -

(4) ’g ngyiz @x;gﬁ;—*g’}f éfﬂ_ﬂk,mfi%—ég. b F .__'E)s > Hp rL o

G EEIR T A
(1) bR as? L E 4 ~ 5~ FF o
Q) $HFEMFEH LRI TP Fio
B) Fd BiEM xa R (OnThe Fly) g & L FM o
(4) & (On-line)§& 7 =B Tapr > o 7 = B % 2 &3 (Short-term) s+ 12 2k
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HEEBE Y AR R AR R L R E Y BREE- P M
gL RF Y %’%—‘ d 5 ix2% * (Trust Establishment) k£ = - & zgud = v d kL a B
Z 2 = (Client)sh iz TR ~ &G EFc > LA Jﬂzg = iz 4£ % (Trust
Level) o i3 izsd > pF¥ 4444 % T 5§ (Trust Policy) ~ #& 8 /=2 (Environment

Context) ~ 5 = % J (Trust Evidence) ~ 12 2 % # (Reputation) k 3+ ¥ & 8Lenfy T (@ >

P — =
TSR @ e BE 3 pmoaﬁLﬁ“ﬂ’{ﬁﬁgﬁi%%&wi

w
RH R PR B EWA R R A RRENRY 0 2§ BB ATRE

o

IEEE O PO R TR TR R Sl B ZERIASBNEE
g;g&ﬁgg%ﬁ%gtaﬁa¢o&§g§{ﬂ%f&@ﬂ\ﬁ§\agg

—N

N

TELEGE R ERER A R o R SRt e AR S N IF AT

==

o L E T TR o TRT sk R Sl
FIFRIADG ETRLfrR TR BREETEL FE%RF NG IS P BT
B

KT A I A P A R

I

TR EL S FEA DT AWER © R

Client Requests to

Access to a Resource

Load Trust Policies for the Resource and
Determine the Required Trust Evidence Trpe

Praperry Context Reputation
Get Get Get
Credentials Conicxt Reputation

Trust Evaluation
for Property and
Credentials

[ Trust Evaluation for|
Environment
Coniext

Trust Evaluation
for Behavior and
Reputation
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B8 » i @t ? e s 2 iR
W H N EREY > FL AR GBI A AR T S R B
M et RFREFDEF LR E AT AR S A § 2

i 7 5 3L (Trust Negotiation) » i B % »* s fr k S 973 thi v i1t et 1 14 i

i3 1= $48 (Trust Delegation) =14 1

Kui Ren, Tieyan Li, Zhiguo Wan, Fen Bao, Robert H. Deng, and Kwangjo Kim
Fedi- B EE 2 o I[15] 0 A F B EBIRG L DR/ R B
PR n e 2 IR d - B PJL P (Secret Dealer)#g i 2 B3k iy T2
i aggd kB § %@ & (Secret Short List) » # @ e fi3ip & gheh
wulfrodg Bl (D, Py - R d AT f A R Y S E4TH P BT A
12 2 5 48 (Trust Chain) » & Bl 9 ¥ A add S BIG(V,E)* & 8Li ¢ 77 ki
E(ID, P~ RBH U E GBI Z PR ARG EFHE T o Ra * BRF P [
SRV RACk BEE 2Bl k=12 FRe 2 B DB G 5 ki R eER
Ml Ee NG EE D o A LR E k=n-d R o TS B E R D

SRR TN AR s S

G{v, E) GV E)
. | .
u- e ~FEY i |
,lrI . madai Eq.;
ik i A
. ' L
L ) |
] &
- ) ’ : *"‘
F B ‘.'.1 N |
|
WO v id g AARRY AR kE2L T
B NEEART I R b R o R L bRk AR

TEAAL BEYRRDRRART G LS wAF LIRS S
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AEFMEEY a B G EN
233 = iEh %

TR RS ERR > T Y B EERGE S B AR

FT

P E BRI AT F R ERRRE S BEM GBI AL NS ST .

P
|4

BEM G 0 G EEENE G EREAGOER > B 10 EH RE Y 0§ B
ARG EXE §R XSG EERRPUX SR FE X i
Bord BAZEE XS Xz TRfEd aTRE? o5 AL 54 4
s (F E B ot - REMaG EMGRAL T -
A < accept B < accept X
DB X' s public key
B 10 iehi it @0
B EHMGY ARS 2 PE EWELLF R P O E 0 TR R A

(long-term) i3 42 & o 4@ 11 P IA & @ * 4 chfeg & % (Evaluation Metric)3
AET B EREF R EREEB Y i ZiE 2 3FAME B A {eB o

EH G T HhREEEE B
accepl accepl accepl
B =
1. sironger
2. long-term

Bl 11 2 i B g

(78 @ A A RN T T 2 g R N 2 F e E D
2o EMbED > P Ly P 2P FY e p R EM GG EY TR R

Bav 233 T 4 R DL T HI[6] o

%

BREBT AL N EFHFOn TR LB FSEG TN R

G EREIRDE B0 3= 7 F(Option Space)™ 1 ¥t & BLA 4 =W [19] > & BFH 7
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— =7

Behv B R 0 X @ * semiring I o

(e Ca ) O (fy.0p) = (Fhy . Gy )

(e P o P

(7 .c) ifg >¢

B Py @y P Py — Py ] 1 LR,
(e VD) =487 .¢.") ife <¢
B

] Fy - § p— 2
l(max(rﬂ. d)er) el =c;
] 12 semiring §& /= 3% :%

Hoe (t0,eM) R A S B ET pl HE B ARER VB RRS hE T

ij o Vij
GAAE T 0 T R A PRI e B o
* Peer-to-peer 4 B enfs i 7 A% S E 4 I L [10]) T A GFE 2T

# & xepflande fii2. 5 Principal§ WAL 2 1L 2 At 113k o 12 (Trust)

bo

¥ AR & FE R Principal A &k efs G g3 5w W waE 2 4 F P (Evidence)2 b 0 FR @
g s AR RBELT TR R E R KR R SRR T ARG e
B edi i 28 *}# R Bl B e J SeEERLE 3 & i (Gather
Recommendations) > i d 5 ** @ yp(Evidence)®- % T 47 &% Rl &8> § F
WS kR EE kb BT § & gad (Likelihood) > 2P & ¥ g A
(Costs / Benefits) 2 4p B ek " (Risk) » 4% % i ¥ 173 B~3 44 2 (Access Control
Decision) » B« {é ¥ #-3 & e & % 3 B (Observation) !/ 3& & #7735 ;% % 11 (Emit
Recommendation) °

/. \ J'.-r
P Gathered AJ
I —|.~ Recommendations |‘ !

| -

" Evidence —»( Trust j_./ ~ Likelihood
/ . Ty

I S "— (" Risk b—_
N —_— -~ - ey R
}..u—:; Observation \ | Cosis / Benefits \/,

F, . “W - - I ™
b R - - | Access Control |

\ A Py B B ) .
*—1\\_ Emit Recnmmendahon.j - I__ Decision

y,

W

S
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B A h{T 57 430 17 4 215 1 58 (Behavior Profile Format) ¥ > # 2 &% &
¢ 7 1 BEF (Witness) ~ B K (Subject) ~ BB F K #74k B~ 0 {7 $+ (Action) ~ {7
¥t = 7 & (Success Rate) °

%2 FR3ERS

Subject | Witness Action S”r“;‘igss L@"iﬁﬁér S'L'j’tﬁg'r
ALICE EMILY ECOM 50% 0 1
ALICE CLAIRE " 10% 0 0
ALICE DAVID . 95% 1 0
ALICE BOB " 0% 0 0
ALICE FRED . 10% 0 0
ALICE | Overall ECOM 6.7%

BRARIE BT T L A E AR R Y R RATT A B S A
# & 2 T 471% (Ant-based Evidence Distribution) [11]3 % ¢ > ;ﬁ d 2 (g Jﬁ"
(Agnet)d 35 F pepe v cptjed ¢ 7 G E@ YR v o I*T""ﬁ B ¥ LRI
NS BRE AT T R FEBEaRET A F T - BRET N EFRA

RSB o B FAR L N A SRR E R AR ARE  H @ v T g P AR

Neighbors
Ny M4 N
':.-.‘t‘l't| Py Py P
(-.‘t‘l't] P4y [ P
('-"Ertll J“I'.' J“I'.: truern J"I'.Il'l

2373 n@lgE > M Certy 5 6] Py 47 WHBE | FBLMTISEN

s o PRI EAEFEE | BNy S o gt agd o B9 D P =10 Ni

ieNy
AaELkeand B A o
FT MR ¢ R RE T AN L AT BB EL 0 PRH[6]T F P T gl
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Wy
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Pn-1)+A
Pi(n)='(l+—ipp o

P.(n—1) _ o
J(n)zm c B Y JeN, =i e

1 B35k T B w S AT & 8 Ap=k/f(c) X k 5 x> 0¥ #iciE -
FARCT AT A GEBENEE NG H4eB it 27 S B di(Hop Count)

3N E TR RIS N e 5 S NE R RS (O F VNP O

L , e e e

Q)= kA B¢ a s F B L B B E BN, Ny Ny
2.Q
i=1

LA

FARE T ZE{Q, Qe Quf o T ATy LA o flo)dk < o

P S BE B S FARM > 2 M @A §8 0 Ra § QA%< » fc)dx-| » P

A BB S AR g o g M 8 A a8k

50 RFEEGEEpE ¢ AL EEF ERERL SR AT T

EE R R RS BRGNP R R T Bl f SRR R

PRLPE 0§ A 4 TR0 Hedh B (Revocation Eviderice )14 3x 4l & 4 oz & 45 o
L 5 FesV 1§ # (Revocation Certificate) 2 F 58 o & 877 ¥ & 4 43+ g

(Contradictory Evidence) k ¥+ # s &84 £ 72 e L » FH 2 FHjp s i ¥

E b
7

At & By fﬁﬁifikif‘u m3F % o
235 i@ty egrd
f—gf{f—é‘-ﬁq%‘LE—%;\]?‘?q? T ,%%‘d

PRLP E R ML A R ehE R ALR o B A d bt
[14] -

Trust Value: TV = Zn:[WX H*T, ()]

i=1

218 -



TV =Wgr * Trr + Waw * Tew+ Wp * Tp+ Wrouting ™ Trouting = Wlacklist * TBlacklist
B gk A

FR : Forward Rate

BW : Bandwidth

D : Delay Time

YV V VYV V¥V

Routing : ¢ % 7 route request-route reply(ACK)~route error #7% ! £ routing
rate °
¥ EES 0 ST 5d § ghptEE (Multi-hop)en™ sV -3t e B 3 p o
Ho L VEL e gEIEL S8

3= 7 [ (Opinion Space) ¥ ¥ 4 17 X BE3% G 16 g % F13[19] > M v gL m
e T PG A E LY EF hE R BT 5 o 1 i (@ (Trust Value) &_& 2k
(Issuer) 3™ i3 & cd (Target) S B HE A7 B po b (50iT BAX § A £ end £ & (T gLy
¥ i iE o @ kx5 B (Confidence Value) R Ea4F e 7 i B el Frfd » % FE (S BAXF

A B o e 3 e R 0 4 e ik § B E B R AR A

FHR 145 6EERRRE DL S 27 P ET R EG LT -
BAD GOoD
1
g |
=-_ 1 Opinion: (£, &)
"-E C———————————— L]
g i
I_“_I I
-1 1
1
R — 1
1 |
1
L1 1 | | I
ol T T 11 | T T 1T
Trust
B 14 =4 5@
FOERIF I REFE ARV ER T RaE R A e
BRSBTS IR e T T RO WA S RE
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32 i i i v 4. s ne 2, 7= . i v -
i@&:{%%wﬂﬁ,gﬂm;%ﬁglwn%%mﬁaﬁa’N%s%%a

$EET UER R Lok acn ALY £ 51 BEH s (Forward)®
Z 3 4t ¢ (Drop)™ f {7 -

(3) &% (Outcome): £ a=(a',a*,...a,...,a" )5 & FEFEHFEL LS T
PR R T & F R % (Outcome) o AFT Y Y hiliEdte B F J it

BETLFERTNESE o

(4) 3@ & & (Setof Payoffs): F15 522 f § EH 7 I eniz s le & {7 3 4p 4 j

¥ (Reward) » 1 a‘r“,f B eni 3 & A (Cost) > s T BRIFPY S P foid IR AL

i& (Payoff = Reward - Cost) » @ # - %224 i 4% ¢ § Hippdnfer' > £ 7 #-F -

Fhormag R {ED - BRE I (2)

FR IR T MALA SR AE b 8] 5 28 i (Non-cooperate) 2 £ 1F
(Cooperative)[9] °

T & 2 244 (F(Non-cooperate) # & - i € i 547 FETE A R BT 6
HERPPF 2 28K gL FRIPETNERS  LFLMERHEY 4

T & 3 £ (F(Cooperative) ko 4831 7 b S8  chiw L 5 chR A0 -
B g R R A 5 % 2 i (Perfect Information) #2 243 2 3 (Not Perfect
Information) = #g[9] °

& 4 = 2§ (Perfect Information) f 4 o 1 -2 5 it J9 LR F & 7 e
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PREZRERDIER T FR AR IRRE I - SRR R

3247 % % (Equilibrium Outcome) it 53 4% ;‘i—?}‘;iﬂ’f Frh o JR B AR AL ¢ S X 5 - B

3 - BRE%E o & oFskie i (Unique) » & §_A3oagak iy 6k

F_

o
L
(54

¥ F A ArE- ’_F")g"’_'nb JEE=l S Tz R e

Fhavai a=(a', ad) o

F ALK BT R 17] 0 R R AR DR T A g BB e B

LR LN 5 Sah
~i )
&% 7 5 (Dominant Action): 3k $12* S8 ¥ iz #ulFdac AL §

~
ok o mRirav i
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FéLal o
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a=@~aoaY) R E BA e AT i=1,2, N L B % S pFET o
RTRPEMFLE VR ASFEFATE S 0 TR R R RRAS

ﬁ%%%é@?ﬁﬁﬁﬁﬁéﬁméﬂﬁ~i$ﬁ%ﬁﬁd PRI T

EE L A IR e 2 Mﬁﬁ% PRRERILG I FRFV IR FHRERF L

FRE o gev g PGSR - KA PO - LA o R Y

=
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m
>
w

¥ % 7 tp £ BB iF it (Pareto-Optimal)[16]: ¥4+ -2 Hizgre

PEREE L R Fav i FEF RIS SHRE A B S
FPnfEd hal
oo~ ) S ) 1 )
r'(aa')y>rx'(@,a™") » - BiFda cAl -
243 HEACF b

LR R ik RE A LS

F’_*
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AF 54w A g E e
h

2ol (Static Games of Complete

£

i

&
f
R A AN SRR T AT A F
Information) ~ % 2 34 T 2 & f& F & (Dynamic Games of Complete Information)

7 %> F T 2 # f &k (Static Games of Incomplete Information) ~ ™ 2 7 = > F

;8 & A S\ % (Normal Form of Representation): %22 Jﬁ" 11?% Av P

=
FEHFHFELENEET U A RAINER I P L FHTE I IR

&9 = 2F AT 2 # G F & (Static Games of Complete Information): % #

AL, ?% /o (Static Game) ™ > #7F S8 K F e pEA LR R 0 @ = > F

» 2

(Complete Information) f] * % 52 ¥ e * Soficid >t 973 e a 2 % oK

ol ke

p
e (Common Knowledge) » #c %22 JF’f FOUAH s Snfek AT H s Jﬂ" e
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FRMATRAREL A L RS T IR A (R R o
F1J° # £t(The Prisons’ Dilemma) £ % 2 3 & 2. # i % B RERL 2
%%’? b > %\4"”%%1‘@37/5\% BUje B fpene & F IR o

%4 TIPS SRS B A

e = By F 3w

¥ Je -
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7w 9,0 -1, -1

B ARG S LR PAERGY R B ERED PG %
HA LHEAPHABIAREREE ABABL LA AALEER
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Biwz b fe—- Ao R - o
Gl Sy FRT s T aE R - ViIERS %@ Kk o 2 Ak Bl5-9a

2

9 HARFY 5 -6 X -9<-6 sk f° = F A2 4 F o AT IR G - RhFED
% -
T R AR EI0R e o
GHEP S R RS R T AvH e - TERA B R F A RS B AR
Sloma g RIS 00X -1<0 71— chdci2 F o v w3 R 4 %
SEILEES R ARG R A - AR o
£ 10 2 FRT 2 # # % (Dynamic Games of Complete Information):

C
ih{%%ﬁkg\)ggfsﬁ VSRS ,é%’/ﬁ,k:_ﬂﬁ;i_imﬁﬁvw—i SRR A T
5

VT H WAL B pﬁ?aA%%a?DzT%ﬁﬁﬂ’ﬁﬁgﬁw%
NEBBT Y 0 FF AR T AN I L R R NP NG 2 B

N e N L LA
BE - RGP FTHRY CFASETHIRARAFELS TR F T - P
Ham Fih- 2 2Rk E pFEHxh- 3T UEIND A B G- 3 FEF2r-D
A RBFECTARIO P CAETEFLAREARYRT kg T -
PRl 59 o HARE N B dod 5977 o
£S5 W- T RFEREEDS R

SN i * e Ax

FFH-
e Ax LT D, 2r-D
* F& Ak 2r-D, D T - R

E’*?ft%sj:ﬁﬁ?;f)’l:ﬁ?i@)x?él%{w ﬁk,hwuzrﬁ;«;},\?\ W ¥ £ P 2R 4
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BoFASHETEFERAMNAFESRA o F G - FRKD T M- 32 a0
RlFeAcen- 2> 7 @3 2R-D &> 3 & fneh- > VD~ o B FF 517 &

BRI BB TR EES L EETIRA BRENF Lok 6 477 o

S EE Rt 7 ek
RE -
L EN R,R 2R-D, D
* Fe Ak D, 2R-D R, R

& 11 3 = 2 F AT 28§ F & (Static Games of Incomplete Information):

Tk 12 7 = 2 T T 2 5 FF k(Dynamic Games of Incomplete
Information): %% ¥ MBLF AW Ak BHEGER 0 B S EF A - g 2
R E A ¥ Sl B¥ R ehb]F 5 KRBT B3 5i(Job-Market

Signaling) » 2 7 A4 fedz FAT A PF § 444 RBF 0 fr KL LT 407 1 L

K e SR F R P AR R B AT BT B Y g L S

AP AR RN ERFR RS AR R ﬁ}ﬁ?ﬁ?ﬂ PR FEHRE T
a

€& 13 %8 753 F & (Extensive Form Game):
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#2

) HEASFR e 70 FRF RGP B EIRS

G) HESFhi-HHRE > ¢ FAdeEE B i S8 8 EE - ol

o

F - AR BT S ME s £ o H P 4245 & 8E(Root Node) _% &7 Jﬁ" B A7 A
=
fl

hib B B - SRR TR S8 AR R RS E L LERT R

oo § BB E I - Al R B R E L £ 08 L g(Terminal

\\\?{r
1%

Node)# 77 B8 (T e £ chlp % > T 305 — Sdr H IR E 5 — 4R @ o 14 b & 2w

¢ A~ & (Branches)#ri % > & #-(7 8 0 & BT 4 b 0 2E o

4 #HENF R Z 0 I (Stage)s i g o H oz % % g;&fiﬁ ho— PR ELAT AT
#: (Interaction) 2. & » &5 BFAE? & — B 582 K30 FH & enfads 2}25’35"

Player 1

Player 2

Payoff to Player 1 3 1 2 0

Payoff to Player 2 1 2 1 0

Bl 16 5 - IEEARBE S F o cn@ o] > o 1
EA={LRIEH- B2 L enFd(a) 5824 - (Player2)¥ 12 L 7 58
- SRR  SE  AT= (DR R RS R @I (]

CRE gD - R @2 blheE R - fos PEE L

&

RIZEH-¢@33 2B gL $7- 32 FEH V- 2HFEH



245 FhWERERY 2

BERTFHRRY 0 FLERBENT 2 FRT U wEZ KRS
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Brpagh, B4 TRWESE- 2T A EFTRoOTUEEE Mo 3 FIEE
B3t cZ TR AFREAH PR BREEH OPFIR FFET TUT R
’?&ﬁ%&ﬂfiﬁ SRR Wt dte 7 OURE - R O B R
TR & BT - PR E LSRRG A e Y LS8 6B
AFPEEe o A G E R v AR AT R AR PR 8T it
¢ xR RE[8] 0 & W 5 i § 4t ¢ WX B 4E(Sequential Packet Forward Problem)fr
AP 3 3 & ¥ ¥ B 48 (Mutual PaeketForward Problem)’ -

BALRE SR e §d ko Nd BiEs(se)igd ¢ BEgk(n
Frm)#dte 4 B IR A nifeny; ¥ Fls E AT R T 5
R R R T A L RS AR AL S R e DR AT

(Sequential Packet Forward Problem) » 4] 17 #7757 ©

fffﬁ_Hﬂl e .
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BT R g F b R AR R PR E LSRN

211 pF B G R E BT TR LR

Selfish Node Node without TTV Node with TTV Improvement Ratio
Number of Nodes ADT 0.1582 0.1384 12.51%
ATR 123.602 208.2718 68.50%
APLR 0.1239 0.1007 18.71%
Selfish Node Rate | ADT 0.5307 0.3963 25.32%
ATR 55.5189 68.6832 23.98%
APLR 0.2515 0.1819 27.68%

Malicious Node

Number of Nodes ADT 0.2160 0.1266 41.40%
ATR 139.1408 297.9298 114.12%

APLR 0.4386 0.2643 39.75%

Malicious Node ADT 0.2624 0.2437 7.11%
Rate ATR 67.1741 129.5934 92,92%
APLR 0.5332 0.1986 62.76%
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a=01-~p=09 0.2281 250.2393 0.1764
a=025~p=0.75 0.1279 280.3877 0.0796
a=05~p=05 0.1438 139.9456 0.2315
a=0.75 B =025 0.1478 124.8181 0.2797
a=09-~p=0.1 0.3508 116.0667 0.4727
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n Forward Drop
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Find r1
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FoFY o RTEFmBE HE Lok 149757 o
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I Forward Drop
n; Or ny
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n, I
Forward Drop Forward Drop
n Forward R-C, R-C -C, O S-C, S-C -C, 6,
Drop 0,0 0,0 0,0 0,0
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m F YIS o Aok n 50D F = S EE e B oo § 73] S2C chRdRp e F
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Players np ny I
Actions
Cooperate R-C R-C 0
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r; drop -2C O On

W m ko F @i 3 RCAFFME Fli LRI ®mn i
o B L FHRP L LTP=YR-C)e @ ny F] 5 # 3d HRn AE 73 5 E np P 7
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gd RHpE TFAREY R 2 K N e 3R Y ek B (8 e LTP > STP »
Y(R-C) > (X-1)(R-C)+ pS-2C -
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LTP = Y(R-C) > STP = (X-1)(R-C)-C+ p;(S;-C)+(1-p;)(-C)
= (X-1)(R-C)+ p;S;-2C
FERANZE nAESE P B PRF X580 T ERE S
B B REEHS ek T ABEHE o Ranie- HE R EEHE ok
BHE R PEESE RN FHE L BE SR S R B B o
it 4
LTP = Y(R-C) = STP = (X-1)(R-C)-C+ p1(S1-C)+(1-p1)(-C)+pa(S2-C)+(1-p2)(-C)
= (X-1)(R-C)+ p1S1+ p2S,-3C
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=(X —1)(R—C)Zn: p;S, —(n+1)C
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