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Abstract

The rapid expansion of the Internet has provided user with a divers range of
services. For example, a comprehensive portal ~ the websites which hits “web 2.0”
slogans like blog ~ album -~ personalized start page - Wikipedia; Even the online
shopping ~web ATM -~ eTAX...and so on. However, the anonymous nature of Internet
makes people need to registered users of individual accounts for different network
service.

To multitudinous Internet service registration demand, using simple
Account/Password to facilitate memory is the majority tendency. The poor user habit
makes most of the Account/Password pair have similar forms, it will result in the
losses if encounter the phishing attacks. Some Account/Password pair which not
frequently to use or have some specific form are forgotten easily. It's an important
issue for the growing number of users password management.

This paper presents a secure user account information manager called Personal
Password Management, mixed using the encryption algorithms achieves data high
security. The using of encryption algorithms and secret keys is managed by a
Key-File, which can exports and stores in different places with the account
information Data-File to increase the system's security.

Personal Password Management System developed on Java platform, use its
cross-platform characteristic to achieve the demand for Portable. It design an
intuitive and easy to use GUI interface to increase system accessibility. User
Friendly is the focus in the system.
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1 ebdail Title: NoTU
G4 Homebanking |
User Mame: plaslab
URL: hittpef fw, nckuedu, bwyf
Passwird: plaslab ik
Repeat plaslab Gen
Quality: | | 28 bits
Mokes! NCTU web site
| | Help:
Group: Intemmet, Title: NCTU, User Name: LBL lif

Last Modification: 2007-07-24 01:14:43 La| &ulo-Type

NETL web sits i iz
Total: 6 groups £ 2 entries 1of] Attachment: - =
OF ] [ﬁ’ Cancel ]

f'2-6  KeePass
B 2 - 6rLKeePassfiy = & [ ERE IR #71 > =PassReminder | 4 {1V~
GUI - SRyhy4EfH 2 fkPassReminder 1 £ 5t B o EEIERL A FIS BT [l
OS{E RURAS S T [FIFVH 55 -



3 ShESE
T ERE TR B puTbRE bﬁ‘%ﬁai#‘ SN Ak
A AR o

3.1 fﬁﬁ:gﬁﬂ‘*y’ﬁ’?
=~ {75f User Account/Password palr’%“ eS| ?{}%{ﬁ"t_ fu— ST~y
P BB E ) 22T P H IR TR YR Y Database iU ALY 9 0 F5 (P
folnf+ 50T Database Fl1fY&— {7 J;zﬂé’?*f,ﬂm Il eI g [ o
*’Jpﬁafﬁfjﬁ[ﬁ['}j £y 5 2 £ Strong security 2ﬂﬁi§;| "| %7€ Cipher < [ Cipher I'] %
1 Secret Key [l ™[+ ma R A= Propiatefi ot o il = e p e ?tﬁ*ﬁf
pa
1 ﬁ ffi ®'] Cipher I'J B2 F'I i F%T{L_’Secret Key = % i py Fﬁj JE ik Rl Key
Management - Secret Keyf#rigy - FJ'JB?J‘JUEIW}I%HP Key-FiIeﬁéﬁii o I'J 387
‘JD—,L—] = LR Key-FileH# fistliz) J“@Databaseﬁ'ﬁ’vﬁé‘j\ [ﬁjpfjf‘%”& ° Qaﬂ 3-
B R R EH L -

User Profile
.
§)

RC4 keys

W3-1 S
ﬁ&flﬁ‘” [ RIS GUI Sl 1 B [
s ,E.azr:mg User Password I} bjﬂj BB Key-File I $547
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Database [éﬁ*r'}%éﬁ [Eo & 5 M ”ﬁﬁﬁ—[’ﬁ% I R

Database [|1{*Fra Uy o
32 syl
[ﬁl3 25 Personal Password Management Systemﬁu#w;q%,l A ﬁ*;ﬁ)‘fﬁ‘i‘ £l
I[*ﬁ (75 ST HIERAIUser EprGUFﬁ 77 » Key Management! | % iitrff = |
FIpuDatabase °
o GUlI ——— - Key Management !
N Log Recorder
[(_.lphcr Manager] E[Kcy Management
l Mechanism
k\“- -F/III
7 Database y
- v
Data Key-File {[€ | LogFile
Hditor Cipll&l'
Module

»  Databasc
Manager

e ; % 1t

W3-2 SRR
3.21 GUI
SR S T AR i

GUIRL S ™1~ &
SYR S 4
F\)\

Cipher Manager :
JFL 2 T H | 7 Cipher » fjliH [

LR
™ [y Cipher Module » 4 Default fif

=% wfr'}ﬁ{ J;d’l?m{v[ﬁij [l

Key Manager
F1%} Cipher Module F%@%ﬁ%ﬁﬂ Secret Key ; == (')
S Key Label #I%1EfY Secret Keye

o SRl
= Key Label fugigr-f]f=1] = i
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| HLH Default i

B Cipher Module :
ffi = [ 2vaY Cipher I'| 5> 51 Secret Key F%JL » VRl R R ak ERl
Cipher Module &= [

B Data Editor :

4 4

i IP RS e PR o T R | AR

B Account Manager :
BRI~ AR R ST
3.2.2 Key Management

ST = | fﬁ E’!f)[i Cipher fi Jiﬁi ST E ] PP T IR Secret Keys
EEE ijJ‘FTTiI °
B Key Management Mechanism :
— {l& Cipher st ([ I+ 1Y Key Array - F,?tléa,& Key Label $fjEa=#[— 21
Secret Key o "Jp{%;’/fjéif;’ﬁﬁ g‘l il E'J?ﬁr%igﬁb Key Label » [fij i ffli ™ [
f* Secret Key ¥} Cipher x£ = F’Jizﬁ L
B Log Recorder :

B0 I H R Key fugyT iﬁﬂ%‘%@ﬁ I
3.2.3 Database

U B EPRII R Key-File R i & Wbt gt 1 FLAT = &l
Key-File i it 1 [l o LRLIED 2 5 -
B Database :
épfﬁ@BEﬁiﬁﬁ??Jpawgtjgﬁgﬂ IR PO
B Key-File :
EIJFA», Cipher = Secret Key - Key Label ~ I'] % Database F‘fﬁ['iﬁ%@
B LogFile:

|1 Log Recorder ’i’ﬁ%l@%ﬁfjﬁ YTHET Key RE R

3.3 —Fﬁr%?r
[ ﬁﬁﬁ%‘%ﬂ PR EE vE T SRR -

B I R Hfﬂiﬁ‘ﬁygé%ﬁ
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3.3.1  Properties ’f???“?@?mﬁ’

Properties fiIeEIfJPJ”Fﬁ'ﬂ¢ AR~ gfé;«g’rr%fgf » BTNV ffl 2] ¥ Database
{oFile path ~ 119 Syt Key-File path » I S Fp 7 1 il
JZ - Properties file!']pwManager.property it 352 48 £ > F*i&3GUI /7 1>

% A RL IS IE?st l;;{;l:}zr@{ - 1) 3 - LR

1 # puManager.property

if

3# Some properties of Password Manager

a4

5

f

7# filepath

d#

J9# Default opened database path

10# If the filepath is empty or the databaszse is not exists,
11# puManager will open an default datahasze
12§

1lifilepath=. fsrc/databaze

14

15

15 # keypath

17 #

15# User's key-file path

198 Tf the keimath i= emntir or the kewr—Ffile i=2 not evists

[{#8=3  Property File F‘?“
B 1) R A A SRR ) s o B
“name=value”fi 7%=\ » —rﬂﬁf DR value i1 AR S EC name =gl

3.3.2 Database (Data-FiIe)ﬁ;cF%:{L_g; i JFLI

Database f:LI"] Ciphertext?} ¢ &% 1 &tk 1 > [F %ﬁ?vg@i@%gf[lﬁiﬁgj
Databaseﬂﬁﬁéjfgﬁi% PG €5 tp” Al TR R =5 A tmppl1f: ;@%—Lt qgllg_
ARl E R %ﬁiﬁm P HAR RO R R R
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Title User Name  Password UEL
PLASLAE ipl&slab E**“***“* ihﬂ;p:f'."HD.llB.lﬁﬁ.Eﬂ’f."
Ernadl Address Hote Encopt  Key
Root Séplashb@cs.mm.edu.w [Pleass write ... |AES [Default
T 'J MGeneral; ™
: M Title;UserName; Password; URL :Email;Note; Encrypt; Key
5-E3 Intemst #(General; Email;
@ Classl #General:1M;
@ Cles #General;Internet;
® Class3 #General:Internet;Class1;
¢ BES HGeneral;Internet; Class2;
@ FIF ;
o GAME HGeneral; Internet;Class3;
& Bank Account #General:BBS;
& Backup #General:FTP,
#General;:GAME;
#General;Bank Account;
\¢Backup; Database Format ok
ﬁ' 3-4  Database fr‘/*‘?“‘

I Properties file 7 [Fil FRL o PP Su B (= i JP=rd A - f[ﬁ'“Tree
Node” » B iy & | I') “#7d5 BRIPHPY (7 Il F8 <175 Node [ IF’?A AR
u;~~\@ﬂmuw¢wﬁﬁﬁﬂ%
q*;aﬂ 3 - AN 0 A P Tree Fh 4 45 ,i%ﬂ? HfiuDatabasefifi %’ vxﬁffﬁ“'
R T 2 fid F“General”pJNodeHlENF', 1" A0 Title=PLASLAB > User
ARl BRI S R EE R - B
Tree NodeﬁIJF% o1 ”[’fﬁr“’l f| = H “Parent/Child” [z 5 135 “Jiﬁ{ IR
ﬁ%@ﬁiﬁﬂTW%ﬁﬁw% B3I UR OO P 0 LR LB
SARRET R R “Jj iR SRR STV .

3.3.3

Name=plaslabfi*ffi *'|

Key-File ?&“{L_

Key-File & Z# f[ 1*7fLI"] Ciphertext 7z4 7% 7t - Key-File flis 7kl 155 5
fi =i Key Object”!'] Object Serialization [~ ¢t i R 127 51 g >
& HIEIJFA',J‘P“ B
B AR P Cipher £/

YA Database Frifi ™ [ Default Cipher

{11 User Password i £1if1 Default Secret Key » '] Base64 7[fiz &/ 7}

H | ik Database fiv Key Pair- '] Cipher - Secret Key v/ =48 Array
= fist Cipher Fﬁ F [ Key Label - Secret Key HashMap > '] Vector f&i¥
Key-Objectf™[* | FL t4. Zﬁ DIt a\E'Pﬁi o
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334 [RIRFIHE
AR I 3 - BRI P 1 BRI S A

Title Teer Name | Pazsword TEL Emadl Address Haote
PLASLAB |pla,slab |********** |http:.|'."14[l.113.1l5l5.24.-' |plaslah@cs.mm.edu.hv |Plea,s:e...||:l‘

e Creation Time | Last Access Time — LagtModified  Esxpiration | Encopt | Eey
|EIS.Q4.-2EIEI? 0. |I]5.-24.QEIEI? 20:40:... |I]5.Q4.EIJEI'? EEI:...|EI'I-‘.Q4.-2EIEI? |AES |Default |

f3-5 e

B Title :
PSRRI o R LB s
FIZUET S VR ]

B User Name :
ﬂ’?ﬁfEP‘J POl 8 B o AP 3R PR S5l R PRSI = 8 = ) Do (A8

m  Password :

RS T SR T 2 o

B URL:

RS -« PR R - SR
HIEE RSt s srg{ﬁ?#— ADSL <" [FIJISPq[f}JFF“ Y RLR
A AR

B Email Address :
+ﬂf"*ﬁuﬁﬁlﬁ“ Ejfpﬁm IR Emailﬂé{éﬁlwﬂifgﬁ o P P R
A ?{%l%&iﬂ FreH [ Email Address

B Note :

PR T Al s ﬁéfgé%?

B Creation Time ~ Last Access Time ~ Last Modified :
SEETERRI PR I - VR - g e RS

B Expiration :

SRS U CRL A B

B Encrypt:
= [{f7E Cipher Jpig/igd - Il%ﬂii 5% AES

B Key:
Cipher ot V1A fj 7 | Secret Key » K= (Ui £l 8 A P47 12 Gy
Key Label [fi

TF A AR FIFEJJ‘ F[%@H A ok 55 || E% Title ~ User Name ~ Password ~ URL ~
Email Address - Note ~ Encrypt ~ Key » £ {2 - ﬁ'?VE?fF&?J%*ﬁ;ﬁ@ﬁ‘ EI{’?F%?&
i Hi=- 5 Password fig o fi F%Lt AN e e S PR 2 ﬁﬂ;’ﬁ%ﬁ?ﬂﬂj Plaintext
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B 3 URL A (M7 6 0B B s s o

335 GUI R

R I R ) R R OB R A D OB -
E[ > i/[[]ﬁ[ 3-6:

Tree — Table —,

Title  User Name Password @ URL

-

ﬁ%ﬂ' 3-6  GUI F%“%
A 1 SR TR A B T o e
i~ By A0 B e BB ATABaiel - G g o 1 e
5T Azl R RGP E SRR R T Y A -
IR - SRR o fg ) o & S Jﬁxyﬁ%ﬁ%ﬁﬁh SO 1
FELFE TP ) TR BRI
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T 4 =
‘:'?. "J"i 14:'

Triple DES #[!1 E-D-E [i#/ I33 {“F1 4 DES fUupifhbpe « 8~ 0 5 ;{«p{jﬁ;f
Cipher | ’IfJifiﬁ ffli™] ~ Secret Keys pqﬁil + Database Eﬁh[lﬁa;lﬁf_ﬁ;ﬁﬁﬁgﬂ ﬁ?]%a’\E[ﬁJ
EME=PN

4.1  NodeObject & _IEFI”E'
ARG EIIIFBFI EH* ;;i, JEﬁ[‘DE“H—: IEaRiEE Tan s SIS

NodeObjects fit #rief/ = “I;r/H”@ﬂ‘JFI*J[’E » Database “# % Nodes B&[E{F{[Ej Y
Key-File R A i i el - 25 M1 Sebirfh |0k 19 NodeObject [
£ '*ﬂ\ﬁﬁéi SIS )fﬁ#{&.ﬁ%?w‘ém Node guﬁ o

4.1.1 NodeObject %?Fﬁ

\= TreeUtil

— NodeObject = roct
=] ertry =l tree
=] nodelsta =1 trectode] '_':"'J
g ;tTdEName =il treePath b » i
[} [=] T --

$EF Treeltin) _‘*:' Digmst
$F NodeChject() & addOhject() P Eﬁ
@ addDatal) @ addObject() : iy
5 acdEntry) § addObjectq) # EES
£ getDatal) £ getModey 0 DL @ FTP
£ getEntry() 8 getTresy 0 L # GAME
85 =ethlamel) 8 removeCurrenthlode) P e # Bank fccount
3 toStringl) @ showTreey # Backup

qz\' 4-1  NodeObject ~ TreeUtil I'} % Group Tree
Z/[quﬂ 4 - 15 > philh s pHflEField : title ~ entry ~ nodeData= {fxVector B[j[[[iy
At~ ZnodeName String®|[[IfUASEpE- A5 - title Fieldf| 17 #73.3.4-] AFTEF i Y
M €7 5 entry Fieldffi™ [Vector<Object> JHJHm i = | =r IQJH%I* TrR o

17



~ {fentry Vector {¥#.— ETfRF1% Y7 ; [ijnodeData Fieldﬁ”rf»[Elfi[‘J”’Fﬁ’:‘éﬁ'@TfﬂTﬁ%* -
NodeObject fo![*| i » L[l 1= ST Z3TentryR@ly > I'f Vector™ =555 = HIL iy
Nodes ! TSR AL RSE i o 3R 55 %’[JEJ > Nodef* J”’Fﬁ‘ I ?‘wﬁ‘,%?“
RET T ARV T R < Rt nameRaLy S| KL Node frii . fiy €761

4.1.2 NodeObject E?%'

Q%ﬂ 4 - 1EfﬂF i H&LF INodeObjects™ F‘}EIUW%' A fé?%i@/ﬂﬂ%/ﬁ@%

Tree NodefIIF{* » =5 [P i ("= 4 - Lfl 1 TreeUti L] s 2] ﬁﬂﬁﬁﬂﬁﬁ?
FINodeObjectf™ | Ifiv - TreeUtilH{H addObject() - removeCurrentNode()= Method -
%IIFB Eljﬂﬁ‘;} |55 F’[g—ij U WT [ﬁjﬁﬁf{jjﬂﬁ%t’[gh%ﬁﬁﬂ: N

! Data
Vector

<

Node
(Title UserHame | Password | URL Email . | Note Encrypt | Key )
Google plaslab #eeek |hitp-fheww google com twd Google |[AES  [Default

Yahoo  [plaslab e hitp #tw_yahoo com/ Vahoo [Blowfish |Default
Plaslab plaglab ey hitp 140113166247 | Flaslab AES  Defanlt |
CTU  [plaskb [ Thitp fhew csnctoedutwl | NCTU AES Defonlt |
Q%ﬂ 4-2  NodeObject Eﬁil

(~H13.3.27] -;W?F%@Elijatabaseﬁi‘ii’ﬁ?“ » I PR S AR RS 5
%’ {1 *|NodeObject::addEntry() Method A~ J%’[J EFVERIAR S I entry/g
Bepl s #pab - v E[JF“»,User Name/Password ~ “[1¢{Cipher ~ ! [ i 52 ¥y
R THIENT S F J}Ifj’— ﬁ‘/ LA E'Jq&{ﬂj;‘ét’[iz’ziﬁ}NodeObject::addData() MethodJ[i *
nodeData \Vector - iﬁﬁﬁﬂ ("fg = [title Vector!'] »nodeData Vector@ﬁt[ E5 PR
HHR 1Table o Z/Dq%\' 4 - 25 > [F=Tableffl E'Jtitleﬁ%’rﬁ?}ﬁmble Header - [iij Table
HEpup J*'Fk[‘EJﬂ%dataNode[‘ |FEYR > B [N {fdentry Field -

ffi"] NodeObject fli s ¥RIfvey TV TreeUtil f fifNode pO=ELRL 7k FL 4
A (A
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LTI’

>

4.2  Key-File &f

$E KeyOhject()

= KeyOhject & addDecryptPair()
85 clearDecryptPair)
85 petalgorithmbamer)
£ getDecryptPair()
£ getindexCf)

5 petieyPairyvect)
5 petkeySirsd)

£ getMainAlgorithmi)
£ getMainkeysar)
85 =ethainslgorithml)
5 =ethlainkeysdl)

Q algarithmiame
=] decryptPair
=] keyPairvec
(=] maindlgarithm
=] mainkey6d

%l4-3 KeyObject
I £ I Cipher AR i B P B E S B ORGSR 7 Key-File -
Key-FilefLKeyObjecti i 1.l i %UE IR A4 - 3EhKeyObjectf e =)
FL > g E”KeyObJectHI - Fieldit2[¥] : algorithmName Field 2 s = Feipli 55
L fIOCipher » 7|8 7 S SRR (= HR B0 7 111 7 HRH [ Cipher
i mainAlgorithmimainKey64 Field5 H[J%Ef%’éjéﬁﬂdatabase it

F%ii_'g@Default Cipher==%pfuDefault Secret Key > |§£|“ o (R Bl P R
4.5.1-] &y ?ﬁl ié’(r%‘f;ﬁE%EﬂEJ ; decryptPair Field:% F lﬁ*ingH[JPalrUt|lpLﬁE:ﬁ§r’ E21g =4

F[Entry P R0 P [ Cipher-SecretKey  pair » database fEﬂ*] ‘I decryptPair
ToF BEE }H il % %y P4 &R 5 keyPairVec Field £L E] [f| £% Vector<
HashMap<String,String> > f % g~ > = [ Cipher %F[’B L
HashMap<String,String> > *| *'Fk‘iil'gﬁ P iU KeyLabel-SecretKey vt
keyPaerec}{’—”J’ ClpherﬁJHashMapfFfJE/‘ Vector | il 429y e
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(algorighmName - String[] )

AES Blowfish RC4 DES 3-DES
(mainAlgorithm - String ) (mainKey64 - String )
AES P viOYAHIL9fdR kR VvglyA=—

(decryptPair - PairUti] ) (keyPairVec - Vector )
Ciplher - Secret Key AES
AES - qwertyuiop N
Blow ish Y
AES - asdfghikl Key Label - Secret Key
RC4 i i
] Kev 1 = wertyiiop
3-DES - £xcybmm ]
DES o
Key 2 - asdihykl
i-DES
Key 3 - #xevhnm
Hashha

ﬁal 4-4  KeyObject 3]

KeyObject . - el [ Iomh i UL 4 - 4 555 H[JFH%@U PSR Y
Cipher ~ #f! %] database fgi =] o= fol I Lf, iFh PARERE SN AN I S R
Cipher-SecretKey pair!' | ¥ B+ JCipher?,[I ?ﬁ Fl#EE |~ ([ Secret Key HashMap -

Secret Key HashMap py™ [l e R fjl = B gedwp 1o SFeriRiE & i 'i‘h’%

}H ! :M%LEJ KeyLabel-SecretKey Mappint j/~G=@ * o & BH - [ H[=
Lig=slEiL L%,EI*J]‘EEﬁﬂ |Fﬁ}{j;1 HERFU P Y Cipher %Y Secret Key Hi
decryptPair Field f[1 > £ PairUtil fuE[}|[5 5ra - H G0 H [iY Cipher-SecretKey
pair o

PIH = REHPRL > ZY fFﬂ?‘iﬁ Field (17 v Secret Key f{ifi™-Z[ECipher E[}%’fﬁl
HfY Byte [ES|EfEfY Secret Key » [ijpRLIVE Eﬂﬁ%[’@ % fit~ Base64 i £% String
Il * smainKey64 Field ([ 1f Key String J![[kL'Zx User Password 55 Hashing
FYfifi » F |48 EY String B £ -

#4F11 KeyObject [ {25 [ S T [0 R R i o [l v o i e 1)
U ﬁﬂ‘—“@&iﬁ (73" Default %ﬂ‘—];@ o
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4.3 éiéﬁ”ﬁ r-F! Key Management

Data Security & Keys Security - {fi*'| Model-View-Controller (MVC)
model €1 [ Key management $ {51 ™ | ¥ FJ":J‘ i) ﬁ,Lgfjgw =S e J‘ﬁ*ﬁ?@ °
4.3.1 {P%ﬁgg vF MVC model

[ 4 - SRL-FAAH [T [Key Management MVC model

P B

|= KeyObject

(] algorthmiame
[ decryptPair
Controller [ keyPairyec
kpdaien-ods] [ mainAlgorithm
{5 setMainAlgorithm() — = (=] mainiceyEd Model data to View

{8 setMainieyBa() for Redering
——— Model ~

ActionListener

{8 addDecryptPair()
& getDecryptPair()

i setDecryptPair() i .
Encryption: ‘
| AES ii Key | AES Key Setti
‘e Controller ~ [ Defanlt |+
Defanlt - o
test _
I_____ i Caa )
ey test
eZDENEY GbiOTKMSXNZA—

Event is passed
to the Controller

[Lswe ] [ Coocel ]

- View —

q‘?ﬂ' 4-5 féﬁﬁfﬂ MVC model

B Model
I'J KeyObject v Field i@y (4.2 &) 5= 55 EFV??%FJIIT Cipher==
Secret KeysElfJF%ii—‘o =" algorithmName Field£i— [fI fifi 5t » fji 2 | #%
UL/ E"f@@f ] Fﬁﬂﬁ]’ Tﬁﬁ‘ o [ decryptPair f 17 i % /@ Exﬂj ?‘ﬁ#
2 A

B View
;-Iﬁ Model PJ?&,’J‘} GUI #i+- - View F’ﬁﬁ%tl\/lodel AUPRFERERIE TR
T FHETE R ERR] 55 - Model T [ J*'Fk['—ﬁ[ Priz ng E1FagE
View 7 [

m  Controller
@%Fﬁawﬂjﬁﬂﬁjﬁﬁi (F 11 Controller 3£ = Model 7 [ [V R 1 ¥ il GUI
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iR Y e 25 ﬁrlg’jlgggé“, ActionEvent [iUg1{ » Controller 7 {2 1|51

i {4 %P1 Model [l IS o
(U IMVCTE f= Sl (35 SRR pi > 0 H EGE R E A e i
S Cipher==Secret Keygml%#t o YY1 4 - BEOViewt ([ e > iR
FoAGEELE LRI Y [puCipheric » Fr e ELN T pup - T R SOE DS R R Y
Key © £ 12 = Key g/ 5/ 1 > |§[ﬁgﬁi€“|<ey" Button % | ,ﬁﬁlgﬁlfjr‘%ﬂ&

S+ GUIRSEE fl Model: (f F 17 i » % AR IR 1P

432 i

R Key puh 37 =02 B g pup }L B (40 (U AfY Key Label » 7%

Fis3 Eﬂj <3 ﬁrﬁl + KeyObject i) keyPairVec Field f[1I"] getDecryptPair() Method %
HAEISEPERY Secret Key © Key g’ %i@ [#p Key Label ##i > Controller
To [T 5 e Key pugiff &F’TamﬂF“’*Key Label | IF) Generate — (/S Tt 2 &
Cipher fi*J Secret Key F J}H IF=KeyLabel-SecretKey pair!"] addDecryptPair() Method
#rigT= Model ({1 - A[Fl[v > Key fiv Refresh 4 jL-iob v 5 21 #r Key i & -
ST E B Y Key Label g[%‘? Generate — ([5'#rfJ Secret Key » &7 =" [ Il
setDecryptPair() Method {7 ¥f] RIFT o foli= Rkl o 55 bTF' Cipher i -
Default Key Label » %y Secret Key [l[[fL User Password &1@ MD5 Hash
Function & % fi Byte Array Frgfi - © [F=Default Key Label 15 E =R 1#r > [IE
A1 User Password vk Default Cipher [ 17 TR«
433 I "[ﬂ%{u_ﬁ TR

decryptPair Field! | PairUtilfiv | l?f{ﬁ?&?ﬁi&?}'ﬂ figd it *’infﬁ/ﬁﬂiﬁﬁﬂl%@o Il
4 - 6 » PairUtilkLI"| ArrayList< String[] >E[fEfvpairArr Field#f [ -

1= PairUtil

=] pair Lrr

$§F PairLtil)
8 addPair)
8 clear)
8 getPair()
@ print()

q%ﬂ 4-6 PairUtil
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e fER ORI = [ Cipher-SecretKey [y 2 = 4 String Array s {31
* ArrayList - FIVAIR [F[Hﬁé [EfAH-JVET pairArr Field 1Y Cipher-SecretKey

pair L - [RTEEYRI -
r'

434 =)

KeyObject #:[1 implements Serializable Interface > <-I'] ObjectOutputStream
ﬁE?JH ' E@?’Tﬁ'?}ﬁi‘ﬁ/ﬁ“ i ZREHE > F| (& mainAlgorighm = mainKey64 Field Elfll%
%ﬁﬁ’?’fﬁ'ﬁi’ﬂpﬁﬁ?} £ Key-File ™~ pus3i - ffi "] Key-File %# Database E\*J J ﬁﬁT
Fo AL R [ I Cipher I') i ™ User Password -, I U F* 4]
Key-File #if % 5% £ EFJ*T?; fi7 =0 > F] Al ObjectinputStream  £1 #7475 1
KeyObject-Database Elflij?vﬁfﬁl?v fH KeyObject IV decryptPair Field fiAj 5 i

A o
BT

Title Teer Name | Password | TRL Email ... | MNote Encrvpt Eev

Google  |plazlab Aok hitp:ftweaes . google com. e Google LER Diefanlt

Yahoo plazlab HAEEH http: e srahoo com Yahoo Blowifizh Diefault

Plaslab  |plaslab HHEKE hitp:#140.113 166 24/ Plazlab AES Diefanlt

NCTT plazlab A hitpe e ce ot ed o e NCTT AES Defanlt

Title Tzer Name | Pasword | URL Email ... | Note Encrypt Eey

Google  [plaslab Aok hitpiteesewe . google com tef Google LEZ Default
Plazlab plazlab kK hitp:A140.113.166.24¢ Plazlab LES Diefanlt
HCTU plazlah FAEAK httpedtweweur oz nctoed o by HCTI LER Defanlt

Bi4-7  Key Export il

Key Exportiu fil#% » =% 1 132 % Cipher F{iKey Label % ¥} tExportfiy
Key-File="F [PRLAR o RUETR= < [ 4 - TRV ER75 PP Cipher Blowfish
= Key (i FiDefaultfi 7 WP G el s - e > 51
gEAE EARIIER R
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(Wector< HashMap<String, String>> )
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Desktop computer - window®
- CPU: AMD Athlon™ 64 Processor 3000+ 1.8 GHz

- RAM: 1.00 GB

- 0OS: Windows XP Professional
- JDK: 6.0
- JRE: 1.6.0

Desktop computer - linux

- CPU: Intel® Celeron® CPU 1.70 GHz
- RAM: 1.00 GB
- OS: ubuntu 7.04
- JDK: 6.0
- JRE: 1.6.0
Thumb Drive

- Flash: 128 MB
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print {11 :

MainWindow: FEFIEE. actionPerformed

Databasedgenct: # Group Encrypt: Geheral - AES - wiOfVAHSLOfdRESIVwyfvi==

Databasedgenct: # Group Encryprt: Internet - AES - wilEVAHSLOLARESiVwfyd==

Databasedgenct: # Group Encrypt: Portal - AES - wilEVAHSLOLdRESiVwgfyi==

Databasebgenct: # Entry Encrypt: NCTU - AE3 - HCe+dJ9170DZh2adilUliri==

Databasebgenct: # Entry Encrypt: Google - AES - wiOfVAHSL9E£dRkSiVwgfvh==

Databasedgenct: # Entry Encrypt: Tahoo - DESede - vrdinSoV0dHALy/®3d1GTO2iV1bens/T

Databasedgenct: # Entry Encrypt: PLASLAE - Blowfish - CzhVTnEndlvniCopieVEMAA==

Databasedgenct: # Group Encrypt: E-Mail - AES - wilEVAHSLO£dRESiVwgfyi==

Databaselgenct: # Group Encrypt: Femote Workstation - AE3 - wi0fWdHSL9LdRkSiVwgqfyi==

Databasedgenct: # Group Encrypt: Game - AES - wilEVAHSLSLdRkSiVewrgfyi==

Databasedgenct: # Group Encrypt: Bank Account - AES - viOfVdAHSLACARESIVwgfyh==

Databazedgenct: # Group Encryprt: etc. - AES - wilEVAHSLOLARESiVwrgfyi==

Encryptionfgency: * keyPairVec| AES | = [Default=viOfVAHSLOfdRESiVwgfyi==, Hidden=HCe+dJ9170DzZbZadjUlird==}
Encryptionfgency: * keyPairVec| Blowfish | = {Defanltc=viOf¥WdHSLOEARkOiVwqgfvi==, Hidden=CehTnEndlvniCppiellEMAL==1
Encryptionfgency: * keyPairVec| RC4 ) = [Defanl t=vi0fVAHSLOfdRk iVwgfvi==]

Encryptionfgency: * keyPairVec( DES ) = [Default=vp/RL91PVpd=}

Encryptionfgency: ¥ keyPairVec( DESede | = {Default=vrdinsoV0OdHSLy/X3d1GTORiVibens I}

qi%ﬁf 5-10 decryptPair == keyPairVector [* JFL

[fi''5 - 10f[157 HJidecryptPair Field%keyPairVector Field[" Fkgii = stand out - |

printer i AR [jdecryptPair Field
AP FL B ET EPS Mg e PR atZa 251 (Group or Entry) ~ 1
o EPE~ [f™Cipher'] - Base64 7= [9Secret Key « ™ 4 Hiivjit! '[[‘J”’Fﬁ’fg[} class
EncryptionAgency /|1 * print# 7 > 53 [J|[I | Keylabel=SecretKeyp = \ﬁﬁ““?r?&r
Cipher & Fi F 1ivkeyPairVec Field - AES Blowfish % [Hy=TKey Label fifi 5375 {Friey
fY Hidden Label o (5l F% fﬁﬂ (1Y decryptPair itk o 25 {7 I'] 5 FINCTU=®
PLASLABI o Firfli ] iy Secret. Key [v )15 [’FEJEI’?F%E[ fyHidden Label35/[5f

& ‘ﬁ[ kL7t class DatabaseAgencyfl i

Secret Key -
%%F'ﬁlﬁiﬁ%}ﬂ%’aﬁé%ﬁnfﬂfé?ﬁ e ﬁw [Tﬁ;gu Key-File *F'EJ?

FUUD;*I\I%}JF\—EIWE F‘I *JLI dél\ o

5.3 &R
7:5.2°] AR 1#:Cipher=*Secret Keyﬁlfir%fﬁ'ﬂ o IFATSTEHD 2 JAESZ Blowfish
[“Hidden Key Label =53 /[ UNCTUZPLASLABA} - W&ﬁﬁ%ﬁﬁ@%@ff e

N I P PR 2 S R fuDatabases® (R > T BIEGEHN o
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r&gj Password Manager [:JW

File Edit View KeyManagement Options Help

N Manage K_e)'s
=) General :gi’ Expor JUserName Password | URL Email.. Note Encrypt Key |
o m Google plaslab i 1htlp:ﬁwww.g... Google AES Default |
e EMal g, |plaslab RO ity fitw yah... o] DESeds  Defarli
i : gemote Wol |[PLASLAB [plasiab | ®##%ERF [140.113.166... BT oyt (e )
i AIne |
~® Bank Accou
S -
_ J/_RC4_| DES | DESsdd Key export setting &=
| *5 | Bowish [ rce | DES | DESede |
[] Detault | MBS | Blowfish
[¥] Hidderi [] Default
cAm———EY 0 (Egon ) (G 5
velcome o puManager_

A5 - 11 5*&6'1%#—'

fol fit= Shbestl o7 Key . Management;ZE H Hl%ﬁ = Key ExportfisZ i fithet!
& J%i quﬁﬁqls - 11 El!‘ Key Export&"g‘f'@’”' [ » HYKey export setting
dlalog ) - ?E_‘rclpherﬁli FrigjtTabbed Pane > |2F~]9%ZJ’§|E'J%1T[§JEIU%%__‘F??JT\W
NE ijHFL lﬁkﬂpﬁﬂa FL7: AES==Blowfish ClpherleF’jl 2 Hiddenfuf) 2V 4k -

=5 (P G 2 (PR NCTU = PLASLAB i i 122> P25 153 ] 2032
AES [iu Hldden IR % Blowfish iy Hidden 37Fi - IHFE' SEPVRRCERTE N VD
P PIRERE Y S o AR 7 g eEE Jﬁﬁrﬂﬁﬁ

R A HTERLET - FIIVIH LN Database JETRLAfj] Database i wl:b‘[ °
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| £ Password Manager g @

File Edit View KeyManagement Options Help
Dee = oW M

= J General Title Teer Name | Password TEL Email .. | Mote Enciompt Kew
i 7 CGoogle  |plaskab wERERER http e g | CGoogle AER |Default
Yahoo plaslah wkrkrEE hpoite yeh. | Yahoao! DESede  [Defanlt
g Remote Woy v Brport
ot Grame [ A Taer Name | Password | URL Email . | HNote Encrypt Kew
-~ Bank Aeccou NCTU plazlah e B T NCTTT weh site |[AES Hidden |
L oogle plazlah sk b M g oogle AES Diefanlt
Yahoo plaslab #EkhkEr  htn M el Yahoo! DESede Diefault
PLASLAB |plaslah bbbt (140113166, PLASLAR Blowfish  [Hidden
Il

5-12 &Sl Bl
IS skeyex”ﬂd’g VA ) o —}\;Hﬁjlfi,lﬁjflﬁﬁ‘irlﬁ?;[r,
¥ ?H?Dq%ﬂ' 5 - 1215l » ' SEFLI | AES - Hidden! | 12 Blow - Hidden®si5§
BRI o o RIS > 25 IR e Rt 2 T F“E fi

MainWindow: FEFIE3E. actionPerforned
Databasedgenct: # Group Encrypt: GFeneral - AES - wilfVAHSLO£dRkSIiVwrogfyh==
Databaselbgenct: # Group Encrypt: Internet - AE3 - viOfVAHSLOfdRESIVwgfyh==

Databasedgenct: # Group Encrypt: Portal - AES - wiOfVAHALS£dRkSiVwgfyld==

Databhasedgenct: # Entry Encrypt: = =

Datahaselhgenct: # Entry Encrypt: GFoogle - AES - wiOfVAHSLOfdRE9iVwgfvi-=

Databasedgenct: # Entry Encrypt: Vahoo - DESede - wrdinS9vO0dHSLy/X3dLGTO9iV1bens/T

Databasedgenct: # Entry Encrypt: = i =

Databasedgenct: # Group Encrypt: E-Mail - AES - wiOfVAHSLOLdRESiVwgfyd==

Databasebdgenct: # Group Encrypt: Remote Workstation - AE3 - viOEVAHSLOEAREI1Vwgfyh==

Databasedgenct: # Group Encrypt: Game - AES - vilEVAHSLOEdRkIiVwogfvd==

Databasedgenct: # Group Encrypt: Bank Account - AES - wilEVAHSLOLdRESiVvgiyh==

Databaselbgenct: # Group Encrypt: etc. - AES - viOEVAHSL9LdRESiVwafvh==

Encryptiondgency: * keyPairVec| AES ) = {Default=vi0fVdHSLOfARk ¥ iVvglfyvi==, Hidden=HCe+dJ9170DZb2adiUlird==
Encryptiondgency: * keyPairWVec| Blowfish | = {Default=vi0fVAHSLIEdRk9iVefyi==, Hidden=Czh¥nBEmdlwm3CppIelEMiL==
Encryptionkgency: % keyPairVec( RC4d | = [Default=wiOfVdHSL9EdRkIiVvgfyi==1

Encryptiondgency: * keyPairVec| DES ) = {Default=vp/RL91PV¥pd=}

Encryptiondgency: * keyPairVec| DESede ) = {Default=vrdinSovV0dHSLy,/X3d1GTO91iV1ibens/ I}

il 5-13 & &kl kY decryptPair = keyPairVector [ #

FLIAIS - 1OFH =6 > e[S - 13p[ 1" SR & S 1 525 P2 R
%%ﬁﬁ'éﬁf’ﬁ%ﬁ“ﬁﬁ b I H e fRidecryptPair FieldfiuSecret Key il 7%
ﬁﬁgl%l% ganull » ThjkeyPairVec Fleldﬂdl%ﬂ‘_ﬁ[ﬁéé"é |

Fi IKey ExportJ‘}nuII]’;E[F%?JgdecryptPair Field < &2 TUg At > Sk ™ %
=T ﬁ’yija’ﬁﬂj [#H-{g1H [decryptPair Fieldiﬁﬁé}fﬁﬁ ;,FA_TUSecret Key fifi Enullffig 5
FIERE T 7 pugh(e=

AN %IE‘ PFRL - [R5 (P9 e £l Group - ¥Rkl Node 7 v i il

*| Default Cipher= Default Secret Key I’ L%, EEY ﬁ}{—J Export Key F%Jut"r Default
Cipher =2 Default Key pdﬁ.”ﬁ » #i#e7ff Database ﬁﬂ F"HF'H\ ? ﬁi’fﬂcr}%’ﬁw » T
4 =Key Exportﬁ%ﬁﬂﬁ?j S Node fig é‘FifﬁUiﬁlE'J Default Cipher == Default Secret

40



Key “[Ii/ied » [H1P=Key Export ElfJF%TQL_‘T nﬁiﬁf Node I’F‘ﬁ*/ (= [P 3Y%7 - Node [
iﬁ‘f?ﬁ'l’ fd ﬁ‘:gh User Password == Default Cipher fdsfg s R Igh -
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