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Architecture and Management of

Anonymous Networks

Student: Chih-Cheng Chang Advisor : Dr. Wuu Yang

Department of Computer Science National Chiao Tung University

Abstract

In modern life, Internet is so important that almost part of many traditional work or
entertainment and daily life, in general, are increasingly dependent on it. Hence,
network security has been more and more important. In current security technology,
network transmission against the contents of the packet can already provide a

considerable degree of protection, but there are still exists other threats.

In current network architecture, even if the contents of packet are not known by others,
the progress of transmission is still leaked out some information, as long as searching
for the information that can’t be hidden, will reveal important message. Observing the
packet header, the source and destination of Internet location, it may leak out the

identity of both parties in communication. Privacy leakage may result in dangerous.

In this paper, we represent an anonymous network system, it provides protection of
transmission privacy, keeps adequate safety and efficiency, when the scale increases,

still maintain well operation.

This work was supported in part by Taiwan Information Security Center (TWISC),
National Science Council under the grants NSC 95-2218-E-001-001, and
NSC95-2218-E-011-015.
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JviE=T 15l Y Ceiling 71 Floor » 5% &) [ f 7=E Common Node ¢t If~ F Ji
Upper Bound = Ceiling (Avg. Common Node No. of Each Group)

Lower Bound = Floor (Avg. Common Node No. of Each Group)

Balance 5jt% Add Balance 7! Remove Balance F7Eif5i=" » {157 5% Previous
Balance #{! Next Balance [ ¥ [F[J o 1575 Add ﬁ‘} Remove Group [V & » Tﬁ%f’? Add
Balance - |fij Remove ﬁ& Add Group [V % » Tﬁi%(’:f Remove Balance - Add Balance
iﬁfﬁb i~ Balance f# [EfViER" ET’E'EIU Common Node &t} ‘%@ Upper Bound ’}{fj’jﬁﬂ
[Frp~ AR 2 T e FTEE' ; 11 Remove Balance EJ[JiLj’F'i%(’:f Balance 4 {*=fuf=
ir'ﬁ'ﬂ ¥ Common Node B¢t ! "4 Lower Bound » fliz#:7 ,Jr'azfgﬁar_ﬂé o Direction
[ AERL NS 7 Balance [R5 AP [ORTIEET | RFORAI - 357
Add Balance E?J? + kL Previous Group fi*J E_ff%@r 1] > ik = Previous Balance °
K> 7385 Next Balance ; 3%~ Remove Balance E\ﬂj » kL Previous Group fivafRiir

FlfiF % > 3%~ Previous Balance » & /3% /= Next Balance °
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=9t > B SHER AT ARITE T Node Table IRy » s h5 BEAZ Bt 1Y
({70 kL Balance [ [ [t SOl - P 3-17 - 7l 25 PR
PO R BUTAAE > TR 318 -

A New Node Add to This Group

4
!
|

. i .
- ” L

[
”~

Fae-I8E

[l 3-17 ABLEFEE 1 Balance

- .
L -

Y

.
L

A New Node Add to This Group

-~
P

ra
-~
. . e i R . ™ e
T e T e B o I - - I -

FEee-5eTE

ﬁ‘?ﬁ' 3-18 By '%’E#ﬁﬁl J Balance

[RED %}{M{%ﬁ f J;é;FrSf » IP Address i i Jﬁ*&ﬁp IP Address & /[ i Jéj{&ﬁl
ﬁ'ﬁféﬁi ﬁ— EiC 1 PNIF Balance 35 Direction Eﬁ ) Fil{}'%ﬁﬁ‘xj PpoE et J?FEI

IFil AR ' f 1 (RIS 2 TP Address 7 'ﬁjj—ﬁjp U Y 3-19 -
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A New Node Add to This Group

= "

. P P PP
T e T e B o I

i P T - e
- - . I -

Fit-TH

q&éﬁ' 3-19 Balance = ¥

7 Add Balance f5=Vf[1 » F55 1Y Common Node F2EUH(T lﬁw%#?ﬁ“”%
Upper Bound [} | AP EEERE D4 Lower Bound OByt | o ¥ kLB gL
YA PR '%L%F'ﬁﬁ 7 "%P*@FE LS N Lower
Bound [IUgfff ! Remove fSL4H 1 55719 Common Node F2gEl T TV HUE FET ]
i Lower Bound [Vt FIGFAE 55 %47 Upper Bound fUlirt | ¥/ i Pyt
A IS AR QPR TR RL -~ VPR TRV RSE DA Upper
Bound fiugjef ! - @gﬁ;ijpi :

Add Balance Algorithm:

if(no. of group > upper bound ){
if(no. of group — upper bound >= lower bound — no. of target group){
move no. = no. of group — upper bound;
H
else{

move no. = no. of group — lower bound;
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else if(no. of group == upper bound && upper bound > lower bound &&

no. of target group < lower bound){

move no. = 1;

Remove Balance Algorithm:

if(no. of group < lower bound){
if( lower bound — no. of group >= no. of target group — upper bound){

move no. = lower bound — no. of group;

H
else
{
move no. = upper bound — no. of group;
H
§
else if(no. of group == lower bound && upper bound > lower bound
&& no. of target group > upper bound){
move no. = 1;
§

E 1 no. of X {¥% Common Node Number of X > move no.f*%ﬁ?ﬁ?’ig@p ]
Common Node §rf! > move noﬁ”E?E@ 0 ¥ a3 rE'J‘Jf?Fﬁ’ﬁEﬁ EET% > move no. [
JRER 00 AT 32%[1_|“ Balance A -5l > F,EUP’“E@ move no .G} [}-{—J Common

Node 7217 F 1fE1 .J”f[‘/i & ‘7[@?.‘-5,1\”3:};1%\(_}?& » R = F IS EES 1~ Balance ©

[ }fiﬁjﬂﬁk AUEL A M 1<$i}ﬁ %= Balance [IVEER ?é}fﬁ Upper Bound F{‘/ Lower
Bound iy Common Node gl > =" I'JF2ERT e D ERRLE| & 5 385 1 F AR
1%/~ Balance » ﬁlﬂlj 5‘:7‘5 < Balance YR £ [ o ﬂ\—rlH Balance 3 [ > #5"pY

Common Node g 157 fif=— 350 £~ WIS B -
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Static Subscribe Server FZE/fiV éﬁgﬁf%& [}t Node Table 31 f I[N 55 [iel > [
1= Command Message 5 A F,E‘-Pﬂ\ [ Dynamic Subscribe Server » {fli%! (Al 73 ieifi {N

I Common Node %ﬁ%& s L RIFEL

B! 3-20 1>~ f F EE P R E I SRR R AT R R o
ﬁ“\ﬁgiﬁr%ﬁfﬂﬁilﬁ Max Group Number £% 2 > F7l] 3 (& {fl E'J?{%}ﬁ} (g pl iy
Efficiency f@ﬁﬁgjﬂ Y FLFTEEL iV Dynamic Subscribe Server o #7045 i1 M [
o ER &3 Max Group Number - #V Dynamic Subscribe Server Ay o

F‘fﬁﬂj R BT [ Max Group Number 4157 > Max Group Number Y= £} ]?ﬁ

Max Group Number = 2 x Max Group Number > &5y 4 o

Static Subscribe Server: Static Subscribe Server:
SN - AN

SIN3 SHTS

Common  Common Common  Common Common
Node 1 Node 2 Node 1 Node? Node 3
I -
Static Subscribe Server: Static Subscribe Server:

3 ©

! ;
3

Dynamic Subscribe Server 2 Dyvnamic Subscribe Server 2

TN SN
3 3 o © o

Common Common Common Common Common
Node 1 Node 3 Node 1 Node 3 Node 4

[l 3-20 ffE R 1
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ﬁ%\' 321 fl1o 33 A ]H Common Node 6 “U[i™ » Hlipugle) [H4HEL TP
Address » 57+ & f{i7[F# Common Node 5 J[I* i > ﬁfﬁlﬁ [i'Z]| Dynamic Subscribe
Server 4 PUEER 1 L e ?F,Jﬁj[ Max Group Number » [ii|7: 2%~ Add Balance i

BB }H Common Node 3 72 %[| Dynamic Subscribe Server 2 fUEE 1

Static Subscribe Server Static Subscribe Server

O ©
/N YN
o O ___, 0 O

DSS 2 DSS 4 DSS 2 DSS 4

I ] VN
g © 0 0 ©

CN 1 CN3 - CN 1 CN3 CNeo6

. . ak . .
Static Subscribe Server Static Subscribe Server

3

Al Pl
g o 0 O

DSS 2 DSs4 — o™ DSS2 DSS4
VAR A N RN
g 000 O 000

CN1 CNICNSCNGO CN1 CN3ICNS CNG6

[l 3-21 BRI 2

3.6.3 %;;‘1 Static Subscribe Server

5 IS PR | H BB B - P AT GBS A
;g}‘;‘j‘g a&*ﬁfjj?’r}: ) inL—E'ITEjBJ ’ﬁﬁ\@fg [Eﬁ s B ;;I;-Tﬁﬂ? F’@;&% ) []79§]3/5%

RIZRVIRH - AT S [Fﬁ“Jr%ﬁ s~ Multi-Static Subscribe Server 38 BBV o
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#r Static Subscribe Server J[I * —F%’&'CEJT ] ngﬂ@ - F BT JEIfJ Static Subscribe
Server E{’?ﬁ;ﬁl‘] s D EHEL 15 }%Q@L%E*E@E@Eﬁ@ o §J’F ; Static Subscribe
Server $#£¢ | 1 1 Server Elfiﬁ‘réfjﬁ‘?* » F¥ 1t Server List Jj[[#f[1 élJFA', : IP Address,
Message Port, Dno, MinIP, MaxIP - Dno £} Dynamic Subscribe Server fuglf 1>+ (¢
. [F=Static Subscribe Server Eﬁ“ﬁ?ﬁﬁlﬁ PERCEIEE 1 > MinlP S E ”FTEE%’EIU IP Address
&l > MaxIP £3E EI’?*ET‘E%EI@ IP Address f& - {fll » F#r{fi E'J?{?}P'Jﬁ?ﬁ 1V AN (e 1T

[ ?[J%%\F:’yf TP it Static Subscribe Server Fi7E -

#19 Static Subscribe Server ﬁ%ﬁ{”] [ » [11 Server List &[5 7= ﬁ‘ﬁ'mﬁfﬁ’gﬁ?

FIos =)oy Fbﬁg?Server it [*|HY Server g TAEJQ’F[ Server ”Fh,’,@ﬁﬂfﬁfﬁﬁj‘ i
Avg. Group No. of each Server = All Group No. / No. of Servers

TR RUIRE R RV BREOT A e Server T 2 fWEE - 101
9 [ 4 [ Server S3 &Ry > 9/4=2 ... 1> P57~ ff# Static Subscribe Server

R 3 B - HERE 2 T -

Z/[lq*{‘q\‘ 3-22 f[1> JRUSfY 3 {df Static Subscribe Server 73 H[J”EIT%,[ G1~G3 > G4~G6 »
G7~G9 #E=3"" > Fr Static Subscribe Server [1 * %‘EF'J T HIFTERE] 3 (I Server 3%%32 o
27— {[ Server I?%ﬁ,[ GI~G3- 1 %‘ﬂf@ﬁﬁ o 37= ([ Server ”Eﬁ[ G4 A1 G5 ’}Ifj’ G6
L pET= ff# Server *ETE‘ » 57— {[& Server “FFE,' G6 A G7 ’}-{fj’ G8 A1 G9 % iy

Static Subscribe Server ﬁ,‘ o
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Static Subscribe Servers New Static Subscribe Server

—
i

G2

(=l
W e
oy

HERE HREE
£ LaZ

5
e G5
(8
% [ 5 G6
g ©
e
= & [os]

ﬁ‘?ﬂ 3-22 ¥7 Static Subscribe Server ﬁ:ﬁl'J

¥ Server ﬁgPJ#‘uﬁ%a s Jp? :Tiﬁ’ﬁf[lﬁﬁ,ﬁ‘ﬁ o &) {fi Server F[%Fj (i Ay g
MinIP~MaxIP #3[E![* |f~ E_ff%!‘ ) E 1Y Group i Eﬂj }H ¥y Dynamic Subscribe

Server ey ap|HIE [ Server o

364 LHTE

By S IR T b R A ORI R ey o 5
(P A I TR 2] 2 SR s ALV AT 5 » S e 2 1y o (1
IR MR SRR R R R > S = A

SRR AR SR - A Key Pair o fjiH R —%w”ﬁ?“ﬂpﬁ IR > %2 Key
Pair » 7 7 A58 - 25 RITE % #79 Key Pair » IS5 2 {1 - 5 Public
Key [EZ[ 574} Static Subscribe Server ¥ leﬁ v oo [RNELE T Key F’?[FH' o] J[E[’F{
- > Server ¥ .J|—g =3 EJE:T‘{@#@\TEHE“JDEJ]: ' [t Public Key ""?]#‘F' fYRs 4 tﬁlﬁl’ér -
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FERLES IPHRA A B 1 BT 0" e T R E I - Fp =gt

?%EU$E@®’WH:%ﬂﬁ I 0 S IEE R 1)
%ﬁaﬁﬁgﬂpﬁaﬁ El o FJ' T Iﬁjf] L [HGE P B Message Type » S [P~ ﬁlﬁET
%@NW$%’Oﬁ%%%%$w%nH’lﬁ%@NF%%$W%%B’2H
AL (TSR ISR
o HRRPUFE Ig:ﬁl[ﬁl H '%ﬁF Rk '%Ef » AP BIREAY Command Message A135]
R Public Key » 2V 17 & > F|#[7[1F=Public Key % #1 Secret Key - ﬁ‘/ﬂﬁl}‘%

ff0 "] Public Key 3% = J[Ii# -

Static Subscribe Server ! Slave Dynamic Subscribe Server [/ fif]> I'] 5 Dynamic
Subscribe Server A Slave Common Node ! ﬁ F-F[|" | Public Key 3£~ Secret
Key p UL PR Jﬁljlﬁ'{ﬁjt[ﬁl F| Secret Key 3% 7 [T {a W = i_ﬁ_{g}fi—&'j];l[—k
T Ejﬁ*&#ﬁl #r $1 Secret Key ©

EERATRCY ] - i © BV B Public Key » i [T EL - PIERRBETD
A J[ﬁéﬁ’&ﬁl plfyufy%ﬁqr %> =2 i Secret Key ﬁlﬁﬁ"/m ¥ Secret
Key (U™ » = ARGV I ﬁli/\?ﬁ% & HEFVEL - PR Pl = R
Secret Key Adnb WG H VT (%o {I"] Public Key J[IHFE:{ i 3; iU

ﬂ’WK%EW%@Tﬁﬂi’W%%Fwﬁﬁ%%Tﬁﬁ®#*W%§°
%é{’?% f ﬁlﬁfﬁfjﬁﬁ s RS (R £ H" “JEﬁ B [P M | Secret Key

HETUE o [E“lﬁ 4E AR [l Y Secret Key va T+ Tunnel Setup E\ﬂjﬁj fielfs > %

~ FrplEp
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3.6.5 RpEE

1S MY EAR 1> Tunnel Setup 2 3VH @f’%ﬁﬁl Client ifﬁjfl FEN | R

ORI - F J%ﬁi Client f'r“.}ﬁﬁ['l?[ f[@ﬁETEIGJ%T‘?\F}—Fqﬁ %0 [
=R Server F] Client FUE4+1E %> Y[ijF= Server ! r.}ﬁﬁf SHuHGE Client d r.}ﬂ Sl

gy FRLE 1 T’srﬁ&i‘»ﬁfgf FIYRLE L A1 Ao Fﬂfﬁ » JY R R SR T

=i JlIf Client E\&Ej?‘gﬁaﬁﬂ?ﬁ@?‘,’ 2% J\»iﬂé‘

Client F 171 Dynamic Subscribe Server 2V ]?r’, i @f&ﬁl AR :

¥V 7 Node Table 1/ [ 1> ELp[ 1% HrZV i Y @ﬁ%ﬁﬁ}?ﬁ/ It f{ IZ"‘EFJ{?V@ fi~J
Dynamic Subscribe Server V57 ff| % it 3= Tunnel Setup E\ﬂj ) '@’.‘—T [ﬁj f*J Dynamic

Subscribe Serverﬂ»i’ﬁlf‘ = IV- ]ﬁéfgﬁ £ Client F%{Lj‘/ﬂ vglﬁ%ﬁ ]? O

%@ﬁ [ [[E{g:rﬁgﬁ, [t Client ;rup J% g éf&ﬁgr%@ﬂ3 ) Hijfﬁ f£Node Table
VT IFO SRR 3l 2 K PSR 3 IR 1 R s

Tunnel Setup ° i/[lq%’[' 3-23 -

Node Table 1|2 | D5 || DS

=0 ®0 \ /=~
5000 =
5000 :

fifl 3-23 Tunnel Setup I{T%![Z_
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SV BRIV o 1 Client B2 @3 [y 4 (AT Public Key » 2 2 S5 5
AR 2 ~ 41 Secret Key I') %~ {fif Serial Number « £ Tunnel Setup 3} & {1
3-24 -

Encrypt with
Header |
it +PUBKEY ]
SK_1,SN_1,SN 2 i

Header 2 | Enerypt with SK: Secret Key
«+—PUBKEY 2 SIN: Serial Number
SK_2.SN_2,SN_3 L

. Encrypt with PUBKEY: Public Key
: I
Header 3

| . PUBKEY 3
SK_3, SN_3, =ceceu- N

Padding

a1
-

ﬁ?“[' 3-24 Tunnel Setup $f &/

5 Client 32 AR > 2 3 1 Tunnel fIFYETRT MK Tunnel Setup £ 32
= éiﬁ%ﬁl o AR Ui > B Private Key #2H] - —%léafa SN_L, SK_1, SN_2 > 1!
3-25 < K Packetqgﬂgar—g{@fz H5E EI{“%FZ Y& i M| Private Key #ZH] - F—FI%J
SN 2,SK 2,SN 3> i/[lq*;'ﬂ‘ 3-26 }Iﬁ]’ Packet = %3 H= %3 [[5%][ = | Private

Key ifefifl » i SN_3, SK_3 » Y[l 3-27 -

___________________________________________ > 1 ‘ SK_I,KN_1,SN_2 ‘

) Encrypt with
Header 1 , <PUBKEY._I
SK_LLKN_1,8N 2 i N SK_1. KN_1, SN2
Header 2 ) »L-PL'BK EY 2 Header 2 Encr}'ptlwuh
SK_2, KN_2, SN_3 i _ SO PUHK]—.Y_’Z
i Encrypl with S A A IR .
Header 3 : : - Encrypl with
= h I- PI,BKEY_3 HEB.C[E:I’_3 J PURKEY 3
SE_3, KN_3, emeen e : — L -
—s BNy i I SK_3, KIN_3, ==eene- i
] :
i Lo |
Padding i : : Padding [
- I

ﬁ‘?ﬂ 3-25 Tunnel Setup =- 5] 1
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___________________________________________ U ‘ SK_2,KN_2,SN_3

) Encrypt with
[Header_2 B PIJBKEY_E
SK_2, KN_2, 8N_3 C -
Eu(.lypl wilh SK_2,KN 2, SN 3 B
Header 3 | PUBKEY 3 Header 3 v o
= ™ Fader_ PUBKEY_3
SK_3, KN_3, eroeree i SK_3, KN_3, -weceee |
I .
. - i
Padding t : Padding :
ﬁ‘?ﬂ 3-26 Tunnel Setup =- 5] 2
A PP S U VPSPV PP 5 1 SK_3, KN_3, -
. Encrypt with
Header_j PUBKEY_3
SK_3, KN_3, - i SK_3, KN_3, -——
1
Padding i ST
’ ] Padding

ﬁ‘?ﬂ 3-27 Tunnel Setup =- 5] 3

H[ISK_1 E5Client |/§4—T—|—f|?l [l[ﬁlﬁ‘?‘ﬁﬂj 5 g{*‘%ﬂ {El (1 Onion PacketEﬂJi szi'%)f’fr
HIfSecret Key » [IJSN_L ERA | ES8ft ol M ISK T Ao fltfg o G SRy
i fOnion PacketfUSNAI SF H FSN_2 i > 33 = AR 2 @ﬁ[“] o YPIF=TE

Tunnel SetupfViFHF 1 & - { E:Tﬁgflkﬁﬂj HIEF=Tunnel v = 8 f* IR HoR I

Sl R
IR
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3.7
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A

FLI0 ] ’FS‘ E) Client ¥ '.}?ﬁj?“ ml?, [,[E“l U;UB&,JE:

. ?ﬁ‘%&%ﬂ‘c Client fﬁ*}?ﬁﬁj VBl o

f

) ’?SI‘E*J Client fﬁ&ﬁ%g']@?“ v T T’:JYQF", [~ fé’z[ﬁj Static Subscribe Server 1% = I%P‘J o

. Client ifﬁj[ﬁj Master Dynamic Subscribe Server ﬁ%‘} Dynamic Subscribe Server

List

. Client fﬁ%}[ﬁj Dynamic Subscribe Server List f[ iy Dynamic Subscribe Server %‘J\

EI{HEY?* » %" Node Table [[1 °

. f§-Node Table [ 3 F"E"”VZ'{*%F’ 1% /5 Tunnel Setup °

. #%Fl1 SOCKS Protocol > }Hiﬁkfﬁ}?ﬁfjmf‘%“ Hd =0 @ﬁglfjﬁ FIE i?ﬁ:ﬁs&ﬁf T Y

Anonymous Socks Server °

Al e e B > % % Onion Packet  [fi] Tunnel flifY™ ~ fﬁ@ﬁ °

. JHEE[H“@{WTT[J Onion Packet > }Iﬁ]’ﬂ HEfE] o R T f’!ﬂﬂlé‘ o

. 5t i~ '@ Onion Packet B2 & - 35 158 2| = (% {duisedsf oy > St R5 B £ (s o
F ] ! ]
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T RS

4.1 E%Li?‘lr%‘fg{

IR 2 BRLR - W A0 AR T A R
O o G B A [ SRS
| 53 B -

Z5 P AR 43 Linux / FreeBSD 7 UNIX [ 3 - £ B IRt
BRI [ SRR AR POTRIED 9 o U R e T
BAREEE R > OO0 R R S (VAR AR IR 41 T R
£ |

Location IP Address Operating System | Efficiency
ES *%E% 140.113.179.205 | Ubuntu Linux CPU: P3-500
Mem: 128MB
ES *%E% 140.113.179.206 | Ubuntu Linux CPU: P3-500
Mem: 128MB
ks 4\%?% 140.113.179.207 | Ubuntu Linux CPU: P3-500
Mem: 128MB
BT = 140.113.166.24 FreeBSD 4.11 CPU: P4-1.6G
Stable Mem: 768MB
AT = 140.113.166.25 Ubuntu Linux CPU: AMD 1800+
Mem: 768MB
AT = 140.113.166.31 FreeBSD 4.10 CPU: AMD 900
Stable Mem: 256MB
A 140.114.79.112 Ubuntu Linux CPU: AMD 3000+
Mem: 512MB

44



ey 140.115.50.36 FreeBSD 6.2 CPU: P3-1G
Stable Mem: 256MB
IRy 140.115.50.53 FreeBSD 6.2 CPU: P3-735
Stable Mem: 256MB
P FES | 140.117.164.33 | RedHat Linux CPU: AMD 900
Mem: 256MB
H i [?4‘7&% 140.117.167.236 | RedHat Linux CPU: P3-667
Mem: 192MB
[ oS 140.119.164.48 FreeBSD 6.2 CPU: P3-1.0G
Stable Mem: 512MB
I lﬁf?‘?&% 140.120.108.93 RedHat Linux CPU: AMD 3500+
Mem: 3GB
Pl 7 140.126.130.33 Fedora Linux CPU: AMD 2800+
Mem: 128MB
Fl1E 140.126.130.34 | Fedora Linux CPU: AMD 2800+
Mem: 128MB
Pl 140.126.11.2 Fedora Linux CPU: AMD 2800+
Mem: 443MB
N 134.208.3.103 Ubuntu Linux CPU: P4 - 1.8G
Mem: 256MB
N 134.208.3.107 Ubuntu Linux CPU: Celeron - 1.2G
Mem: 1036MB

% 41 WETHR

4.2 R

R | AR AR TR AR L
%’ A ”F'JfF‘H (B 2 RIRYHIERE T 3;1[[:%[#35*%”@ = Lm[{/psi’gggj
IS G f5 RS 53 PR - 1) 00 8 oS S S AR - = ol BRs |
R LU BB PR R RS (S 7 RO

L J [1*I7‘?(Eu:ja°

Fi'l ?J ;TE i~
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YR A RO - AR IEOORI T £ IhEER - B M
ISR T R TR AR AT AT R [ E R R T
BO T

4.3 7y B

43.1 G

£% 9 f[[7 Balance Bl I J R B 53 PG AR Node Table ok
FIFT o Y ITAER R RS 2 AR #5% Node Table V3 [

r s UL

no. of nodes @018 no. of groups @ 4 ] max no. o each growp: 3

1: 140.126.130.33 18301 1423067205 &2
£% 140.126.130.34 17257 1623409513 105
3r 139.208.3.103 18252 2072135500 T&
d: 134.208.3.107 28319 197619359 159

list 1: 120.113.166.24 37534 1596425256 0 153 - 4 nodes
1: 140.113.165.25 39116 2055903435 204
21 140.113.165.31 35272 1935902175 200
1 140,113.179.205 63293 53212383 61
g: 140.113.172.206 60005 17693362097 233

lizt 2: 140,113.179.20% 37383 1891537395 0 243 - 3 node=

1: 1430.114.72.112 24042 675438065 241
£: 140.115.50.53 9253 30T7ETA5L1 30
J: 140.117.167.2536 3563 1la0484654 Z6

list 3: 140.117.3164.33 4002 1137512354 0 162 = 2 nodes

1: 140.119.164.48 58423 840350532 55
£1 140.120.105.93 40509 526221197 61
3: 140.126.11.2 26915 1302751523 35

ﬁ‘?ﬂ' 4-1 Node Table &1
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qgﬁl 4-1 £

RIS AREORA I 1 it bty (e R |

FEEEE B RS FUE % Common Node é{*&#@r List [ 3~ {H#E" - List [ﬂj

%j[I£% Dynamic Subscribe Server » V™ BB ! [iY Common Node ° ;hr GREE 9 > [

H-£% IP Address » Message Port »  Authentication Number » I'] % Efficiency ° 15

FIHAR L SR 53 TR » S S SO AT e Tl sl

Bk % 1000 ARl

ARET A o BovisEk d 31 [[EEEE 0 & (EEET Common Node éﬁ@#@r Fl

I 30~32 [l [l o f 5005 ) o B 4-2 BRI R AR -

[
]

L
=

ra
[}
BE R

381

19 % 50.15L.,123.222 34717 S4B7S8453 0 229 — 3F2 nodes

57.10%,185.104 474649 263164520 1049
57.110.151. 129 38785 PE354203537 1i9
57.154.144. 168 237032 966430882 182
£7.156.50. 109 1290% 966537837 100
57.1949.127.237 32749 265042045 237
E7.229.1.135 391 97130549497 135
EB8.7.215.80 55120 973552900 BO
E@8.104.229.1359 EA@T7&3 979953035 1315
58.108.172,194 44226 980200642 194
58,185.668.217 17625 985220313 217
58.224.,191.136 40032 287807624 136
59,21.105.147 27027 991252027 147
52,76, 180.83 46163 9945826493 3
592,.856.151.157 38813 2255330653 157
59,.231.135.136 346526 10O0S0DZD2586 136
59,253 .22.1949 5826 1006442173 194
60.,10.137.62 351349 10073234549 &2
60,18.229,. 174 SATHFE LOOVETI406 174
60.41.219.172 30637 1009350573 173
60,509,856, 287 14523 1010514107 187
G0, 60, 153,163 309331 101046049451 163
60,94 . 98.210 25298 10125849714 210
a0.101.206.91 52827 1013304923 91
60,139, 63.114 16242 1015758706 114
60,1%1.232.2496 59638 10159331742 246
60,184.2497.221 63453 10155568429 221
60,199,254.93 65117 1019739741 03
61.24.111.253 28665 1023011705 Z 53
61.24.132.93 33885 1025016225 93
651.156.184.116 47220 103368101z 116
51.171.18.57 4665 1034621497 57
651,193.1493.135 36743 1036095367 135

ﬁ%ﬁ' 4-2 Node Table 552
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PRk % 10000 fHay:

FHES A v BOvEER T 78 [HEE > & [[WEERY Common Node éﬁ%ﬂ@ﬁ'

HIEE 126~128 [WATRIY ] » 4349553 ) » [ 4-3 S50 15 AR Y b -

lize 73 ¢ D3.180.168.255 43519 1572121087 O 255 - 127 nodss
119.115. L2353 . 248 F1736 2004057080 245
119.115.213.225 54753 004050097 225
119,118,234, 56 595960 2004231912 S
L192.123.184. 210 47314 2004596946 Z10
169 416491 20046568302 169
119,124,203 .91 52059 ZO0048e7227 91
119.127.141.1049 36200 2004547376 104
119,128.184.232 47336 2004924543 232
t 119.152.105.110 28990 Z0051&6446 110
10: 119.133,.52.73 15177 2005220169 73
119.140,1586.27F 39953 2005703707 27
12: 119.142.151.109 33645 2005623461 109
13: 119.143.24.35 61792 2005366531 315
14: 119.124,.25.178 7346 2005933234 173
15: 119,145,253 . 148 52796 2006051220 145
16: 119.150.205.197 52677 2006371731 197
17: 119.153.250.115 64115 2006579527 115

W0 M =] & A ok b D
-
[
Lo
[y
[ o%]
e
[
&
[o%)

[ury
=t

B(%ﬁ' 4-3 Node Table 15123

2T AR AR

[l 4-4 > ’?%E*J Static Subscribe Server » & Ejﬁ‘%ﬁﬂp“ o

~* plaslah @ plaslabdl: ~fanonymity/Sintic _|of x|
plaglaplplag lapdl: ~/ anonymity/ Sracicd ./ S55ecver ;I

————————————————————————— Sravic Server Scactup av 200777721 Jaep 5:55:37 ====ss=zzzzzczzsszzz=zz===

0 10000 0 oo0o,0,0.00.0,0,000
%

q‘%ﬁ' 4-4 Static Subscribe Server EF%E*J
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ﬁ%ﬂ 4-5 > Client ?%‘EL*J%E?\‘%U’? BT R

__;': plaslablaic ~fananymiby/ACHent

pla=labfeic20f:~/anonymicty/AClient] .JAClient ﬁ
ermmnererassersenwreesses  AngnyTous Client Stoctup at 2007/ F/21 Sot 61l:3 =emeesesnssreessessamsesn-
20007421 Sat 6:1:3 Event: register to static server 140,114.°79,112 ¢

Z007/7/21 Sat 6:1:3 Event: rogister to scatic goerwver 140,114.79.112 ok !

[

%'45 IEIF' ‘?fﬁChent% bl ’;L_l_*'ﬁ-tFJ

46 I TR TR R
9V Efficiency lﬂﬁﬁ ZLF:;: i [ﬁw%ﬁﬁfﬂ BRI p At > 2
2V IP ffifs /[ #5Y ELFriY Dynamic Subscribe Server e

= plaslab@plaslabdl: ~fanonymity/Static

20077023 Mon 0:18:11 Event: client from 140.113.179.207 regiscer ! ':I

no. of aodes @03 no. of groupsz = 1 | mEs no. oL each growpd 2

list O: 140.113.179.208 20009 980523149 0 176 - 2 nod==

1: 140.113.179.206 20009 1752255725 176

2t 140.113.479,.207 20009 1210973141 176
200747723 Mon 0:18:11 Event: =end 'client register' ok respon=e to 140.113.179.207 !
2007/7/23 Hon 0:18:11 Taak: sdd a new dynsmic Server 140,113,.179,205°

o
200747483 Mo 0:18:11 Event: send static server information co clieac 140,113,279, 205 !
20074783 Mon O

:18:11 Event: add a new dynamic serwver 140.113.175.205 =succesz |

=

H%ﬁ' 4-6 yj;ﬁ‘ !

[ 4-7 > DIROE RGBT EIVES > PR PR BT TE]
SERURFURSE S RSSO SRR 2 AR 4
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o plaslab@plasiabdl; ~fanorymity/Static =
no. of nodes ¢ 5 no, of groups & 2 | may ho. of each group: 4 ﬂ

list O: 240.112_ 14625 20008 1561508040 124541553 2231 - % nodes

1y 140,113.166.24 20008 20548511792 234
£¢ 140.113.179.206 20002 1752255725 176

list 1: 240.112.179.2058 20002 9805231149 1345896542 176 - 1 node

1y 140,113.179,207 20003 1210575141 176
2007474283 Hon 0:29:15 Event: send 'eliene regiscer' ok responss Lo 140,115%,166.24 !
2007/ 7/23 Hon D:25:18 Task: send update comgnoh node information To 140,113 .166,25 !

i 47 o R 2

[jif 4-8 ~ [ 4-9 £ Dynamic Subscribe Server ‘J,FF}}EIU%}E'I o

TL0 T30 Fid. 2o =P T

Common Modez: o
Oz 140.113.179.Z06 20009 1090 1752255725 1E7301z2580

new nodelis=t:

Common Modes:

o: 140.113.165.24 Z0O0OO0S O 2056811792 0O

Z007/7/2% Mon 0:25:25 Event: COMLACE L0 new Ccommon node 140.113,166.32 !
Z007,7/23 Monm 0:25:25 Event: contact to common node 140.113.166.%4 ak |
Common Nodes:

O: 190.113-.166.2% Z0005% 1lO0SS 2056811792 1012843359

1: 140.113.179,.206 20009 1090 17532255725 1273912580

<[

ﬁ%ﬁ' 4-8 Dynamic Subscribe Server 1

ic205: ~fanopymity/AChent
980523149 «<- check -> 950523149 Lol

Z007/7/23 Mon 0:2Z5:56 Ewvent: static server 140.114.79.112 send common hode infor
mation !

11

20077723 Mon D:25:56 Ewent: send 'send comwon node information ok' response to
14011479112 !

Common Nodes:

O: 140.113.172.207 20002 1091 1210973141 294434512

ﬁ%ﬁ' 4-9 Dynamic Subscribe Server 2
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[ 4-10 B Hp ARy i o TR KT 4-1 POy [*J% G
BRI =k Iﬂ G RO A R AR R D -

#* plaslab@plaslab40: ~fanonymity/Stalic =10l x|

Al

no. of nodes @ 10 no. of groups @ 2 1 max no, of each group: 4

lize 0O: 140.117.16%4.33 20003 1250594365 134560567 195 — 4 nodes

1: 140.113.166.25 20002 805097287 233
Zr 140,113.165.31 20009 1589005108 192
E: 140.113.179.205 z0003 1684527735 176
4: 140.113.179.206 200029 911545138 176

Lizt 1: 140.126.130.34 20003 1376030562 134547171 zOD3 - & nodes
1: 140.1153.1792.207 zZ0O0DD2 83E114083 176
Z: 140.115.50.53 20009 &37286881 157
F: 140.112.164.48 20009 630273494 166
4 140.120.108.93 20009 436891651 102 :Jl
-

A1 4-10 SR A

432 FoR

P B LR 91 » 40 L ] AR R A - 4
BRI SEET TG o A T P e AR TR ES o [ B FAE [  Client 3
PR VORI G R e
[ 2 R R <

\\

F'1 Static Subscribe Server ﬁlﬁ?iﬁ,@ﬁ%%ﬁ[&% :

ﬁ?ﬁ[ 4-11 > Client fﬁ.}ﬁ\? [FRECET S o

o plaslsb@eic 6 ~fanonymityfAClient = = Ell_j
S=STssSSsssssssssssssssss fnonymous Client Stactup at 2007F7/21 Sat 15:28:155 S=os=sssossmasssss
20077 21 Sat 15:28:55 Event: vegister to statle server 140.114.79.112 !

2007721 Sar 15:25:55 Event! reglater co static asrwver 140.L114.79.11F ok !

pla=labfeicZ0é:~ anonymity/ACliency

[ 4-11 Client BEf] 256
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p

[f 4-12 > Server 5 (R0 |8 GEE ARG (s > = pofiioi » JRE72%
q%ﬂ Fl1 Static Subscribe Server il % | 4{fit Common Node ey » {HH] i SR LA .}5”[7 2

SRR Client = 3EEEH] 27K }[ﬁj’ EIFLR o

& plaslnh@plazlnbaD: ~fanonymity/Sintic 3 _lo =
ZO007/7/EL Sar L5!2S:% Event! clioht from 140.115.179.206 register ! =]
. of aodes ¢+ 2 DG, ol groups @ O | s no, af eash growvp: 2

1: 140.113.279.205 20000 2036413 203
2 110.113.179,206 Z0ODF 2033736 170
200747721 Sac 15:ES:2 Event: Send "clienc regiscer' ok reaponse To 140,113.179.206 ¢
200777/ Bat 151ES:10 Error: conpect oo 140,115,179.206 [ailed !
20074V EL Bat 15:25:10 Ercor: conoect Eo cormon oode 240,1:25.179.208 failed !
camove !

. of aodes ¢ 1 no. of groupa 1 O | mEE R0, 0L each groupd 2

1: 140.113.479,205 20008 2036413 202
200?724 Bax 15:258:10 Event: cemowve the node 120.115.172.2006 succes=s |
cemove re=sulat !

ﬁ%ﬁ' 4-12 Static Subscribe Server F4[i# 1 7 Elfjgﬂ]?\’![‘

H'1 Dynamic Subscribe Server [fllﬂ%p'lflﬁ'%l!ﬁf‘? :

A 4-13 S F VIRV - 5 ARIr140.113.179.206 BEH] 75 -

o plaslab@plaslab40: ~fanonymity/Static =101

no. of nodes ¢ 6 no. of groups : 2 | max no. of each group: 4 -:J

li=zt O: 140.113.166.25 20009 1917475463 1234584495 232 - 2 nodes

1: 140.113.166.31 20000 230592173 192
140.113.179.206 20009 18324438976 176

li=t 1: 140.113.179.205 20009 162356128 124569190 176 - 2 nodes

1: 140.113.179.207 20009 200774938 176
140.117.164.33 20009 744325153 195

4

Q%‘H 4-13 Dynamic Subscribe Server &l'%%ﬁ? 1

14-14 > J‘r IRz S AN ] 1S » Dynamic Subscribe Server 140.113.166.25
P I Yy

[ﬂ”ﬂ% Static Subscribe Server » 3£~ :;‘Tﬁ*&#ﬁi[i% °
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f* plaslab@plaslabd: ~fanonymity/Static =g

|

2007/ 7/2% Hon 4:41:16 Event: dyneemic merwver 140.113.166.25 gend 'remove cokmon node!
essage !

20077423 Hon 4:41:16 Error: connect to 140.113.179.206 fajiled !

no., of nodes : 5 no. of groups : 2 | wax no. of each group: 4

list O: 140.113.166.25 20009 1917475463 134584485 233 - 1 node

1: 140.113.166.31 20009 230592173 192

lisc 1: 140.113.172.205 Z00D2 163366125 L34569190 176 - 2 nodes
1: 140.113.179.207 20009 300774338 176
£: 140.117.164.33 20002 744325153 195
12007/ 7/23 Hon 4:41:16 Event: remove the node 140.113.179.206 success !
Z007/7/25 Hom 4:41:16 Evenc: 3end 'remove common node' ok response ©o 140,113.166.25 =2

-

qg‘[[ 4-14 Dynamic Subscribe Server &I'%WK@ 2

#2[& Dynamic Subscribe Server :

ﬁ%ﬁ‘ 4-15 £y B! ﬁ.J = A f éﬁ E#T}[J‘F&: » V% Dynamic Subscribe Server

140.113.166.25 BEH] 25 -

* plaslab@plaslab40: ~fanonymity/Etatic N -lol =l
no. of nodes : 3 mno. of groups : 1 | max no. of each group: 2 :J

list O: 140.113.166.25 Z0009 33382727 0 233 = Z nodes

1: 140.113.179.206 20008 25477745 176
2: 140.113.179.207 20009 16903438392 176

ﬁ?ﬁ' 4-15 #2[= Dynamic Subscribe Server 1

—- 7

ﬁ?ﬂ[ 4-16 > Static Subscribe Server {{I3f[[Z[| Dynamic Subscribe Server L'%“\"ET o

S| 15T ’}{fj’iﬂ s o
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o plaslabd@plaslabd0: ~fanonymityiStatic ] i =] |

2007/ 7/23 Mon V:13:25 Event: dynamic serwver 140.113.166.25 check alive cime expi ﬂ
res !

Tacget: 140.113.166.25

no. of nodes @ 2 no. of groups : 0 | max no. of each group: 2

1: 140.113.179.206 200092 25477745 176
Z£: 140.113.172.207% 200092 156290343822 176

q‘%ﬁ' 4-16 #2[f% Dynamic Subscribe Server 2

4.4 FRREEE

eGSR ﬂﬁjﬂﬁf ®H| Fixed Server #! Peer-to-Peer ﬁi{i{F,EJijf » HFEf
Low-Latency fafie ™ [ ]%’[ Frpla puaRss o YRR JE’[ P AR 1 fﬂH‘f
f'f 4 Low-Latency l?, £1IR755H9F | Anonymizer ~ Tor ~ Tarzan...... SHRENA i I= 3 e

S E] [ e P

Anonymizer
Anonymizer jL- [FHEH T EEE A5 Y aﬁ*ﬁ TR I s B
A FIERRLEPEI S SR TR EaR A R TR o 1
fEh Al R ﬂ‘rlﬂmﬁ I BT Pyl 15 REDA VIR o
AR T PR B o

Anonymizer {fi* | Proxy Server {7 = H{H {1 2] IH# HBIBESEEL > 07 16
Anonymizer Ay ™ F U [IVLIVIRAHEI P AR © P
TR (2 5! Anonymizer TR Y Proxy Server Afff » S I
H R L A B S ERR Y | e S 20 R R A Anonymizer 7 I
AR I T E AR < R ARE SR M U 1 - )

SSL(Secure Socket Layer ) 5% = [ -
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Anonymizer = BlIELEFEF HTTP {745 pﬁ;ﬁﬁg 1YL % SR > 2 RS
AP T EE ] TCP {3 CAO3RZE TR [P Anonymizer fjiF] isgp] 1=
Server [ » S5 G D SR » e SRR {1 B 1
T > 5 MERR4R ] T Peer-to-Peer PR » (1M [ H it ') I 5 EE S Sk s
(=552 ; Anonymizer 2 *| Single Proxy [V =4 ,% ¢ RS 2 3~ Proxy
L (PR 2 Ip 1o TSERYK ]E;%ﬁzg,lg!gibpmxy SEHFOSREE B PRSP
B 2 UL RS ST RS (il T F\‘E[i‘%‘iﬁﬁwﬁiﬂiﬁjﬁﬁﬂg’v CEL B

P MR IS B AR T B R RRR T | S E?ﬁaﬁ}—: 3
['F E‘:‘IH‘% o7 Jl:lwyggzé;{JJ ;I:ﬁlslj[jalifﬂ—_&'f rrﬂ H[E Jiﬁ,ﬁ{ﬁ“@f‘&ﬁﬂjmﬁ rﬁiﬂp

% f;[fixﬁmi%‘,@‘[ﬁﬁ//’ fi Taml? bR T LR F[IEIQ,E&FEE{’L%{T%WF‘HE@HE ;=
Jt > Anonymizer LLFHH il 0 R % @ I K RN RS WA
SRpOFE R FJFZN EJ%T{%[&%F% ) [y fﬁl Y [MRY 5 Tﬁ‘le
fel [14%] -

Tor

Tor = £/ £} The Onion Router » £L57Z f*Onion Routing-=7# » ffli™ | #AZF 1 Tor
F%{LJPEF'II , '_‘J TJi‘#ﬁifE& 3 ﬂ:l—:?[ [[ﬂg* ° Torﬁ_kjlzllﬂ\_&[?:‘lﬁlwuéll %3{: (Us Naval
Research Laboratoryy#=1) » I 5% ELEFF(Electronic Frontier Foundation)f*J— ]HFIE

FBET > FUEFE 1 F 9D Tor (R (A TP AL « [19]

(= 18 4 %€ Tor #{H Y Client flﬁ.}’é EH | ﬁi’«?ﬁ » FIZ2 53R Y Directory Server %ﬁ%&?v
tH Onion Server [UEYF > [T 7l = & 3 [ Onion Server 7% Circuit » 3£~ E’[ 1
MR > fURIHE SIS Server i > 591 Onion Server © Tor 7 Application
Layer &/~ ﬁlﬁﬁﬁj/ [l g Onion Server [V [if]{fi ™| TLS(Transport Layer Security)

EFUIE > H1EF TCP Stream H{H %’I £ i fEgp -
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Y P R A T Tor AH{TIRE % - [lBRkLETYT TCP At " R E & e -

(e AR5 o Tor = BUBLRLEGEZC V14 Server-Based 17 » = I Server
[R AR 007 B Y FURRECS Server A1 g ] VST » 5 PE LR

B4 Peer-to-Peer mElfr ) [EI BEE T 25 ) fﬂ&]%z ’q’ﬁ,r.méj;ﬂ&p R
A W R J[“?‘fwﬁﬁ AU R EZR Server%ﬁl‘r’ﬁ“ VARG )
5‘3‘8@%?{%@%441 D&l F‘TIEFG fpH E:Tﬁ%grﬁ:j?' [ I3 ol 1ﬁ”5ﬁ~’xﬁtgu Server » - lﬂﬂ—““ Server
RLFERFEPIRE ) > [ el R R AR R s S > s FLI pARY ETY HRH G
OEMR S I ATREEYETY o Tor = fothLE Bl Tor Server pigfiflilf & - i)
25 (PR AR PR S O {0 ™| S{*&#ﬁﬁh 1 Fj= 9 T S £ T G AR
P S PR R A VRS,

Tarzan
Tarzan fl— [[i5 = Peer-to-Peer ’—J;Mﬁ Elfll?, it ﬁifE'é‘. Ak %TEIH IR fY Server
%ﬁﬁﬂﬂﬁﬁCmm%@%%’H@%ﬁﬂﬁéﬁWW@ﬂﬁ’@ﬁﬁm%

o & fietfpa ™| i?{fﬂ[ﬂ [Rj 5! €] Client,”Server =) {7} » H [fil 73 P Ak s = o

?'I 28 AR E AR 0 ffl M Gossip-based [IY Protocol[20] » 3£ i Peer
Discovery » 2V 5 ff 157 | H f*ﬁ%@?}’% o Vix3% 5 Tunnel Setuppiti[®» -
2P AR IV AR e e Tunnel Setupdf i i - [T

PEEEIVPVARIEE SR e B0 F o Tunnel -

70 Peer-to-Peer +=7# i 1% 2 i S 1% 5 Peer Discovery I'| 2V f*'ﬁﬁ'lfjﬁ“.‘fﬁ
A D S IS 2 D RO 7S P AR
ﬂ?[l H éﬁ%lhg AR IELH{HIIJ Server JVH £l FHEIU%{}?* ; 7F Tarzan Flfjr%‘nf—[-l— ,
55 (AT FIRIY e POASE ATRITRT R e A - S
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Jif1v Dynamic Subscribe Server V[[i > £ f[ﬁ'ﬂﬁ%ﬁ?ﬁ%?’ji ﬂljﬁﬂf ﬂﬁ%ﬁl%‘é{f JB# [EY
FO T I:;F%fﬁ-llﬁfﬁ?‘gl'%@;ﬁ[ ,@5%@?‘456@@ ; =9} > Tarzan I%%‘ﬁjgl
J[ﬁa‘*&ﬁv@%g * |%§'“Eﬁ[igﬁé” PSS BREGE T Fak i o ARG Peer
Discovery | EIH’EJ ;;‘ﬁﬂ[%ﬁgﬁ% , IEIFP% FT’?E&?{ TE[ FIJ ;-EJ_EI[@AKFH’L %u
%ﬁ"'é‘[ﬁbgm_m P3% i) lﬂ%%&ﬁ » 25 (MY =L Dynamic Subscribe Server F[EFFJ
RS 5 R 052
o1 B pﬁ E BRSO R ] - SR T R i R TR
HJ 2 pASV HH i 1R E FIJE:T‘{“EHFE%% o

45 4 = M558

Fﬁ%ﬂfh SRR 2 ST RSN flmljﬁ'«"Ji?T’?%?F'EJi

ARG
AR SRR IFEL A ERLE P A ) G SRR
PRBFEZVE ISP VI ERIFEL  F73.6.411F 7 *Elpqﬁj_

mm

B o R T B LS B YR LT IR R A R A R S TR R
Lﬁ:t{l Eﬁ #17% & Authentication Number > {H:ZZ] Static Subscribe Server > F|
E{E%F—Ilﬁl E i:{ﬁ’?’:gﬁlfj Dynamic Subscribe Server ° ?'I Dynamic Subscribe Server &
;:%?‘F'[ fﬁ?*ﬂﬁ“\ﬁfﬁl E'J?{Eﬁ AL FA'IU—'iAuthentication Number > {fi = [ # 5 [57 Rl
[:‘;é%ﬂ'ﬁ'fﬂ + IW% A T H o BIYE E'[ Common Node §#fig% Dynamic Subscribe
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#d Dynamic Subscribe Server /[J%Ef i+t 2 & /[J%HIF? Server [V Request
Number> F[ fii™ %{gﬁkﬁtj\ﬁfg’iﬁ IESj , u[J % Server fY Request Number» ’9[ Server
FIFFH R PS> =24 5V Request Number ﬁ[[ﬁ YA IREL ff[fl'i%ﬂﬁ'%ﬁ
T R R R
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B AT TP R R RIS AL
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T ATRIGE AV Vs plE R R EN D AR L Tunnel Setup
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