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Attacks
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Abstract

Networks have already become a major part of people's life with IEEE 802.11
networks growing the most. However, 802.11 has considerable security issues. WEP
is the security mechanism in 802.11 specification, but was proved vulnerable and easy
to be cracked.

802.11i is an enhanced version of<802.11. It is concentrated on improving
integrity and confidentiality of 802.11 frames. But, the availability of 802.11(i)
network is not handled properly.“The problem:flies in the lack of any key-based
authentication mechanism for the protection of the 802.11(i) management frames, As
a consequence, 802.11(i) networks are vulnerable to Denial of Service (DoS) attacks.

To solve the problem, Chien et al. [1] proposed a two-phase filtering mechanism
consisting of Sequence Number Deviation (SND) and Random Bitstream (RBS) to
mitigate the effect of DoS under 802.11 networks. Our research is extended from [1]
by implementing a random bitstream generator and enhancing its SND phase. We also
considered the synchronization problem in exchanging the authenticating random
bitstream. Our proposed scheme thus becomes a new Dynamic Sequence Number
(DSN) and RBS, two-phase filtering mechanism. In our experiments, it was
demonstrated that our new two-phase filtering mechanism is more effective at
defending IEEE 802.11 networks from DoS attacks than the mechanism proposed in

[1].
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Deauthentication £2 Disassociation & B4te o 2Xkm > fa,tguﬁ BT Tap kil A
TPE TR M SR B e A e iR TR R R @ i S

AT LG g F IR RS E R R K

ke
3
fe
A
b
@
&
ki
i
=



%) @ oid N PRIAEF 1T (4B 3 AT ) o

G g oerEat > AP T 2o IEEE 80211 & A éhm MUk 0 F )

e 1
% 3R AT F) IEEE 4% 7 802110 127 ¥ 802.11(ab,g) f Sk e TR @ 3% chz

B s Ritean® 2R AD b ARERIES T 2 it Bot

<l

¥_802.11i %k 7 802.11 (ab,g) £ % F ekt abrs (e 53

W
ey
=
2=}
8
)
Vel
-
ﬁ

M) AT RAT e 7 0 AR GIRBE RS NRESET 2 B
R o

— State 1:
Cle 1
Fr!;fnses "/ Unauthaenticated, y

—. DeAuthentication
—

Motification
Desuthentication
Motification

N '.I
1
Successiul
Authentication or
Reassociation

Successful
Authentication

Class 1 & 2 —
' -
Frames .

State 2:
Authenticated,

Disassociation
MNaotification

Class 1,2 & 3 ¢~

State 3:
Frames

Authenticated,

Bl 3802.11 % "Lt fi 4 ]
2.3 FR7%re % s ¥ (Denial of Service Attack )

AT A fEA802.11 k¢ F 5 R DIPRAFIEG T L P o AT gt

L REHIRTRIL G R R AT S R o R R g

SAREEEECT Y

B pE

2.3.1 JRAFIEG ICH TR

PRix 2% (Denial of Service » DoS) e # &g ex L 5e F 2 Uik - & E &
R R4 EHERHFD BT RCPU S R HEZEEE) P A3

A=
I~ ,ﬁ
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g gt o oa EGEPIRT RS RRAEZREDT VAR T LSRR

(Crash)e @ ¥ — FE G PRIZITH i i) 5 & $73V 1258 PR 7372 & ( Distributed Denial
of Service » DDoS) > & & 1% % s E R FscF hd Flrme ¥ * e * IR
Tho AR IRAR B BT F AT FI R ET R - IRHIBE IR SR
B B Ic¥ 5 blde Ad < 2000 # - Yahoo ¥ eBay r‘j*mj I A AT IR PRARIT

#o2 Wk TP FaFAEFF Ao
232 JRAXIEG AN

EFHIRIFEGITHF D 1) 4 IR AEHT E S o A

&
A=
»
el
N

BEINTZFEP cho R N PRIFFEG ehp el

(L) A5 2% - Bdg £ 3 7 % g 5 o blde tsmurf s # > E 3%
HRREFRIE S RRAERERERYS 7 ¢ % o smurf § 7 %73 %] &
Zigehiomp & Rite F L IPRFTA 2R SR TR € By < £ icmp v &
e BP A o fh smurf s B 350 K,ért O EEE T PR o 4 R R

Gk iomp enE it 2w AT e ol S R PR A5 405k A dhsmurf s o

(2) 4= kTR - U A AR P FIE S RIFL T A A

EEEE A RFT IR AL AJIE KIS A f 8 b4e: Ping of Death
AAAE IP 220 R3rend X 58 o FENF R A B Pk PR EE
SIS IR B SR

(3) FI* ¥ 24k kn

¥ A errc I TCP/IP i 2 27 2B — v R3S cnifil 12 7 528 o )
4o i SYN-Flood > 3 & .4]* TCP i &pFénz v 2 FM A ki 2 ehe L B A M
A3 - A EHSYNHE HP R 5 B SYNHe 8 Rp I nw

- B SYN-ACK #te » e £ 22772 24 @i ACK4te B P R348 Flot p i

\F‘b

A REFEAEG €8~ £ HSYN-ACK 4t > p 3 4rjz7 3] ACK
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Hée o o p R I SYNqueue ¢ Fl 5 i % 50 A% Fd ST A ALE
BEFHE > SEHs CFEIIHS AACK e 8 ERBEPFFT 25 ¢
WAL ST S g F1E RS T SYN-ACK #1¢ @ i & RS IRIE © A7 ¥

802.11 2 PRARFCE T3 LA 0 &t H = § 31 0 WP .

2.4 Diffie-Hellman £ 4% % & ;2

GAFLY B RRL TR AR L T AR AR g
MR R - AR A TR A2 AR DREEP R o F A
BT OURA B APBAARL (THEHERRBR T P4 A

Pdx * o] B Diffie-Hellman 4 4& 2 #% 8 i2 o

B 4 cho B ARE w892 £d Diffie e Hellman #74% 1) ke % -5 e #
BRI B AR BEPITC BRLEF AR R FEER B E 20
Hid4) A2 3 ARUBREETMN BRI 0m 2 TR FARE LT EE S
@ o Diffie-Hellman w525 @ B B e ddicr Y - B Fg P ¥ -
BL PR G{GG%...G" I modP v iu4 2 1 F| P-1 2 FFizie— B ko
HECABLBLEAAA- BUEWOF G E T afobe A AEBRY A2
S P o G Max viPgEEF G E ad b BE- &N G'modP & G?*mod
PhAd OEEoRts i Paskipe 2 Eeokts - BA3H Kp=(G")*mod
P> ¥ - BAFE Kp=(G*) modp> A] A& B £ 3 sk i Kop=Kpa=K (4r
B 4) o it Diffie-Hellman £ 42 3% 8 £ A0 8 1+ on® 22 8 s it iic

( Discrete Logarithm ) & 2-% F|3gen > Fpt 2 % 2 7 U Fo
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Alice Bob

a,g.p . | - Y S >

A= g® mod p ol B =g modp
=

K=B"modp ™ ' B I K =A° mod p

= A mod p = (g® mod ) mod p = g™ mod p = (g© mod p)* mod p = B* mod p

Bl 4 Diffie-Hellman £ 4 = 4% /% [37]

Diffie-Hellman £ 4% < ## 2 7 & ¢ X 3| ¢ & £ sc# 7<% (middle person
attack) °4r% A{rB I a7 &4 L% =B A CF /i x> AZE B4
AR o M EARIAOF G EBED T B tEFLACHE S RiEe B
B0 - BROFF E A BREAgifG Er @ X FRasc® (le.B i
Ve EBED T A e FERTARCHT Lk £40 A BECH
3 L £4k & A B rERT Ao Flt C,T*c'v” AR R AT B
MA KRBT ABC £4EB BT P Lt B22C 24T B>
Bl Acugizdrptfn s » @ A{rBURRgE 2 24 -

0 b iefEsT o> 1992 £ Diffie B 2 7 5333 o0 Diffie-Hellman £ 4%
Lo gy " RPRY R N F R EH R EKHIUEI E R S~ F

FAPMECE R  d IR ERREI R TR B B iE ) Ay ¢ A g

e L R

12



s

ZF PHEY

ARRALE RGBT > 3R e 37 S B 0T
L 0314 % IEEE802.11 (ab,g) & v ¢ @l 3| re 5 JRixrc ¥ » & |[EEE 802.110 %
PG R L PG IRIFITF AP BT 32 M EESF RGP~ p P2
Kiko 2By A WRETH S G o0 @ 2b% 3 802,11 fE g JRIFITH 0 3.3
i B A 802.11 FEG PRARITHE il G R o 2 o4 H iRaLEE .34 4

Pontr R BRI APR NE 2 B A M E o

3.11E% R+ 7 8+ |EEE 802.11 4%

rAm 2 R I IEEE 80211 (2 % PR %z ¥ > @ 802.11(a,b,g)¥ 802.11i
T g @R IRk F1F o B (1) S-Band ISM #gEe+ 3R o (2) IEEE
802.11 % = A& £ 3k 3t enad [ ok S B R-FELF] & ISM (Industrial Scientific and
Medical ) #g £ %_FCC (Federal Communications Commission) 37 %% Z H &
B R o KA P B AN R DAl R AT EARE
XI0FEFHEE > 70 IEEE802.11 % 5 @ 3|+ 3> g 2 4+5 F 4 fodp &>

YLEJRAR BT 0 i3 PRGN s o
AR R fRAAEE S BRF] 4 AR R R L ¥ ik Faht (-
B R FIR] B FCCHTE LA * chi 3 A%~ 4 343%) AT 3.1.1 2 3.1.2
- H 4% 802.11 £ 802110 %3t ek o 11 R i A JRFRILG ST R F] o
3.1.1 IEEE 802.11 Deauthentication £ Disassociation i= &
;' 52 % (flooding attacks)

4o@ 5 #7r > A IEEE802.11 % 7¢ > m&1 (Fxp 2 fEB-BLf | % B B Erkn
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Rt k2@ 22 P RFERNEIL G A AHH 5 - BALKRS S
% chd 17 (Authentication) » % = rf&f e § iE = i B (Association)sds (o 2R @ 0 TR
PRS- SRl ﬁ* 7 APE R B0 0E o g SUR AT AR AL B
# {¥ . #n%_Deauthentication #? Disassociation & i 1= o #1112 28 S IR U

51133%1‘12’?@&*#‘1%“%&? ¥ R PRAR o

Deauthentication
Statel: Notification
802.11 Unauthenticated
Unassociated Deauthentication
Notification
Successful DeAuthN
Authentication Notification
State2: \
802.11 Authenticated
Unassociated /
Successful Disassociation
Association Notification
State3:
802.11Authenticated, r—
Associated
Successful EAPOL-
802.1x Authentication logoff
Deassociation
Notification
Stated: \l

802.11 Authenticated Associated
B02.1x Authenticated /

Bl 5802.11 ¥ 802.1x i 5 + 43 % ehd *Uk i 1% [11][13]

IEEE 802.11 &k 3 5 7 S BAZ > #7 ek v |EEE 802.11 &id 3 5 %
PF o 3 A Bipdt F TR R AUATAL G b~ T PSR R RIS S e o
ATILIE R A RT 0L GRS E AR (b A RER-BE B Iip A F IR o o ¥

£ A
¥R Ol RS R R AT B 0 e a PSS E (4eR6)



STA (AP |

1
_— Authens request
-
. —
1
Authen |response
e PO
- i
1
Asassoo. request
I S
I aona
' —

1
Assassog. response
== PO S

B 6 802.11 fe @ pRA+sTH -5 [14]

3.1.2 IEEE 802.11i EAPOL-Failure &2 EAPOL-Logoff i=

3 sz # (flooding attacks)

IEEE % 7 f2;4-802.11 % >} inpfRE Mgk dp7 802.110 «Hi& 2 - 2 15 [2][3]
¢ # 802100 fbr a2 80211 (abg) £ X R b fiati it § s o 4 R
#_802.11i #k 7 802.11 (a,b,g) cha %=Xl ;N s > @ 2 802.11i
et 802.11 (ab,g) { Bc£ - 802.11i"% = EAPOL-Logoff -~ EAPOL-start ~
EAPOL-Success £2 EAPOL-Failure W?*K L 3 ARSRTE R b e 0 @
Fyowmt (4 ) PR BASHFIES RRD T F N RaRUE ffu? v

e

a2

XU & 1K ehie v g RTH[2][3][4][5] -

802.11i t T A2 4B 7 #7110 o d fEEY A BEGMIE AR Y TR £ 4K
b B 2 SR SRR ] e 1R ﬁcﬂf—*ﬁ? DALY kg e da
=g O iEad o L o Aot i}u? 1l 55735 R I St % A > & F T e g 2

Z W XLE DenE o
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Supplicant Authenticator Authentication
Unauthenticated Unauthenticated Server
Unassociated Unassociated ({ RADIUS )
802.1X Blocked 202 1% Blocked
| 4 (1) Beacon + AA RSN IE
S[age'l; =1
Network and (2) Probe Request
Security [
Capability (3) Probe Response + AA RSN IE
Discowvery =7}
(4) 202.11 Authentication Request
>
(5) 2802.11 Authentication Response
Stage 2. =
apz.11 (6) Association Reguest + SPA RSN IE
Authentication
and Association : (7) 802.11 Association Response
Authenticated Authenticated
Associated Associated
802.1X Blocked 802.1X Blocked
Security Params Security Params
(8) EAPOL-Start
(9) EAPOL-Request Identity
< :
Stage 3. (10) EAPOL-Response Identity
EAP/MROZIX - (11) RADIUS Request
IARADM.S . (12) Mutual Authentication (de facto EAP-TLS)
uthentication »
{14) EAPOL Success (13) RADIUS Accept
g
Master Session o (15) MSK Master Session
Key (MSK ) Key ( MSK )
Pairwise Master Pairwise Master
Key (PMK) Key ( PMK )
(16) {AA, ANonce, sn, msg1}
f‘
Pairwise Transient
Key (PTK)
Stage 4. (17) {SPA, SMNonce, SPA RSN IE, sn, msg2, MIC}
4-Way
Handshak
andshate | P Generate GTK |
(18) {AA, ANonce, AA RSN IE, GTK, sn+1. msg3, MIC}
\_ (19) {SPA, sn+1. msgd, MIC} >
| GTK. 802.1X Unblocked | | 802.1% Unblocked |
.III--II[--III--III-!
= Generate Rand GTK 2
L ———
(20) EAPOL-Key{Group, sn+2, GTK, Key ID. MIC}
Stage 5. rerteias Bnd e Notes:

Group Key Handshake

(21) EAPOL-Key{Group, sn+2, MIC}

AT LTRI LTI R LR Y

Stage 6.
Secure Data Communication

Mew GTK Obtained =

(22) Protected Data Packets

1. Dotted lines (1), (2). (20).
and {21) indicate optional

messages.

2. Bolded boxes show the
states of the entities.

3. Dashed boxes are optional.

EAPOL-Logoff

A

Disassoc /Deauth

B 7802110 t» #_ndz (i d "B A K4 R)[3]
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3.2% % |EEE 802.11 i § # % % ¥ +1 ( Lightweight
Authentication on IEEE 802.11)

[61[71[8I[O][10]4] * "E#s =~ 8 ch> NHZBE R A » P21 A GHEEFTFA B
P B R A S sk E 0 A & L% 0 TR B a0 2~ 4] (Access Control)

Gk oo T 321232240 8@ ¥ g R o0 2 B H R EEAR -

3.2.1 |IEEE 802.11 H - &% # =~ 2% % ( One-bit Lightweight

Authentication on IEEE 802.11)

Byl s e s & 4 2o [6][71[8]1[9] = & o £[6][7]# fSOLA (Statistical
One-bit Lightweight Authentication ) #/A S84 ©_» 3 & chfe 2 L R A b
He gt ey AP i~ ¢ B 2452 ASG (Authentication Stream
Generator » ASG) > 1 * ¢ ) £4k+ »ASG? ¥ dljpfe e =~ 8 o R G
AR ¢ R IB A~ J';“‘ 2U'+= (Data Frame) ¢ & * 7| & i%
Feff iz blde t MACRIPAEE Y A% FIR RF izl o JeB8977 » BiEH A
PAATBE SR B RS g ALV HEB AR o okt Hap P en
W sl € v RACK-Success (& & &2 @ # 'ﬂ”ﬁ’l@*’:mp FL) Bidizad

’ #—%—1’{3‘% g ¢ %_ACK'faJIEd (fll % 7 r- eIt —‘k Hip @ ¥ r‘rJFu ‘} ) @ 1;_1%

Sender Receiver
ACK -success
[r]of1]oJof1[1]0] rjofi1lefoe]1]1]0]

B 8 SOLA f %18 i+



B bR SRR ATRET 4 il 2 S L PRGBS
O R e A TR - B A R b degt @ 3E s S e fosh o

e gpl o AT RALLZBI[7m DR R B E 0 BIOR| 5 ki
T e o AR

Algorithm for AP
// AP receives data packet with Bit fa]
if Bit [0‘} == Bit fﬁj then
B++
AP — STaA: Packet {ACK, success}
elae if Bitfal # Bit[S] then
8 = B + oppesite bit + 1
AP — STA: Packet{ACK, failed}
End 0Of Algorithm

dmln.bumn-'

Algorithm for STA
1. J/ STA receives ACK packet with success or
failed it from STA

Z. if bit == success then

3. o+ +

4. @else 1f bit == failed then
5. & = & + oppesite bit + 1
End ¢f Algorithm

% 1 ik iz [6][7]

Figure 4. SOLA realignment of
bit pointers between the client
and the access point.

|

) —"
¥
s
- % .
Laptop ¥
[o[1[1]1[1[1]o]1]0o]0] [o[1[1[1]1]1][0[1]0]0]
\__ I ——
Y“l Error
W h 4
[o[1[1]1]1]1]o[1]0]0] [o[1[1]1]1]1]o[1]0]0]
First
opposite bit
—_—
[1 ] Packet

B 9 FHiEk 2 bl[6]

—x

BT - Hkend > Af6]Y P A AR F ek Ep® B & P-4 (Sequence

Number) k% TR H g g 13 /2 o Fla § BEHBE e LR TP
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FREOBT QR GEHndte B4 PIRER 6 EATHFE- B LR 2
PRV B e S i oo R TS RIR R Tl dt e o I R R A
A T - BEERS AR oo ot ﬁ*g R I S O L Ve Ll S U3 o 1)
KiE I i AR o

[B1[9]% & 47 tiztienbe x5 2 7 » F & & 17 X R TR IRE B
# > Rl 5 % & NSI (non-synchronization index » i@ i% = & J& Jray #7dp 3] 2~ ¢

e ) o BERERTg A TR RS (AoRI1047T )

v N

sender authentication
aavsani| D W B B 6 O TR R
4 NSI=3—) ;|
v v
receiver authentication
endication;| 3 - 13" [ 6o o= [T

/

B 10 J 42 (Best Case) [8][9]

SOLAE: % 458 ¢

MErREE 2R fERant B iR » 2 FWEPR| 2 f &% Biije?
B HRCAK e fdBenteitom » $- BAML TRk FLRIT 4 BB 5
AT FE AR R A GRS EV NEAPERFE

FERF L ARHDRRET OFZEFRAE - B TUT UREOR A REE

A2 o

B R mE

& 4efe 3o [6][7][B][9]4% 1 e 41 4c » ot PIEEE 802117 » ¥ ¥ & % (549 %
PLQ g il o B TR B ) 2T R AT AW =0 3T RIEEE 802.11
AT AR E SR O e 3T E ] (A F P P de R 2907 o [8]4)
* o EaEad) i (Type) £+ A1 f (Subtype) =& M1 £ 5=~ ¢ 02 1h
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B0 2 % & ACK-Successe? ACK-Failures$ 38 i+ o

Frame Type Subtype
DATA-(bit=1) 10 1000
DATA-(bit=0) 10 1001

ACK-success 01 0001
ACK-failure 01 0010

o2 A1 FyAMIRE A D RTAKE

3.2.2 IEEE 802.11 4r 3 %¢ ¥ -~ %% (Enhanced

Lightweight Authentication on IEEE 802.11)

gt a e o B4 R [10]i3- B BRI - BHRROG IR E
B (B 11) o Ses s g vt o R4 [6][7][8][9]38 it * ¥ - =~
AR S REFTITA R R e o RAS X BERE BET
RS e ehpF iz o R A[E)[7][8][9138 Lk » — BEEH =B o @ [10]0]:¢
Fh- BEAMAEY o - S r E REREA R R R BT U A
Eeni R oo b E XN R - B e RAE DT o ST F R ke 4 2T
(Brute Force) -~ 3 0.5k & 5+ (Fle7 4.0 ;],};,{1) o KM o EhA
SR Z B AR ERT IR G 0125 g g o ST T

o5 a4 Flt A BB

Cogu}
My Cata frame with 3 i!— .
Sender ’ authentication bits L Recebwer

Bl 11 4§ 5 50 6% B S 2 10]

d 3212 322/ &¥ i AaMERER TAPM DX 2 T2 f g
e E L ED AR Tk g a4 > A7 [6][7][8][9][10]4% 4 - B f

20



? i w[6][7][8][9 % ¢ F A chl W W E A KA FlR F R R PR
FERAECERARE Rt > R P T A & NSI =t 4 ¢ BB E o imici ki k
# oo *\'Fa'ﬁl‘*@%im/ﬁﬂ/zkf‘ﬁ? PRI ﬂ;ﬂﬁk&xmﬁﬂ“}* Baas
AR AT AT N GRS B AR R o T

BhFw Rn425 8 > AR A PRI IEHBEAE B IFEZ > KA FR S

F_&

4
L AR AL A B f & et B F AL Y R

o4

e

3.3 [g IR (D0S) 1 iS4l

31 & 2457 80211 5 imE bl K LG IRABICE L F o T AR EY
Wed AR BB W 80211 1S IRABFE G VR o LR U P nifa g o

A b B 2332 ) & )5 w o TIEE R AT B RA G A e

3.3.1. P = f# i 802.11 Deauthentication ¥¥ Disassociation

43 PRF3 (DOS) el 4

B[] & 93 T AT L h X o kB IEEE 802.11

Deauthentication/Disassociation Fe. 3 PR 733z # :
(1)# + IEEE 802.11 Deauthentication/Disassociation = it :

P x 57 F %% eh ] 5 Deauthentication/Disassociation 3= 5 5 i
E o bl FREES AT FRASLF BRI DR R FE R

Deauthentication/Disassociation 3t 1= % 3 B B erfg B~ gt o
(2) &= Deauthentication/Disassociation 3 =7 4 » Zk3& :

. Deauthentication/Disassociation 1= ¢ 4v » S & 54 > » ﬁ%n\v_ww
e A L ¥ uig* Deauthentication/Disassociation 3 += o |4 : PEAP 1 * keyed
integrity check % i%3% Deauthentication/Disassociation sz # » % i 4r 3 & =7 40§
gt B B TR oA [12]3 ) per-frame Bk ERS ] 0 F BT i T o iz
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B RAGERE - R § R H R i

A0 1 A 48 PEAP ~ [12]2% 21 6 4 Secnmg 41 o 384 7 it 6515 B ¢ o
2 PRASSCH o Glde S T R RANE] - S E hRE e 0 4 Ry
BRER AHERFLFEER A E A EE T RRKEDL T R TR

AEIEP R PRIZICEE R o Frsl g ¥ - ﬁ_}x_g‘“g; };Rﬁ,f{?ﬁjﬁgg .
(3) llj I'l"a‘a

i #c IEEE 802.11 ¥ e JLaud= it H ap £ 4 %84 e Fagfhens AR
'f*$ﬁ@7“?”ﬁﬁﬁﬂ°&Hﬂaﬁﬂ——%cm(cﬂmmmewoéﬁ%ﬂ%

# 802.1x i % re 3 N sz H R 4% - CM H_A (s #4 (Back-end) ehie'fRE » B~
i 802.1x Radious Server » i & & % & # 32 - HFIBArm M Tk o %&{v
TfF 8021x S re > B E f T A PG N s e

FEP~BLIK B S 1 17 2k 2 3] Disassociation 34z > #P~2L € = i B2 g i
BCM-CM fe 3t il > ¢33 € R fe @ Fxh > P EMI (T2 8 F 8
GRS & YTA o B AR ITab T Bl kop FEBRELEY L EE h® $TR AR 0 § v R
CM sz i (Confirmation'Message) 2« &334, (Denial Message » # #& %t 1
FhI A5 Fiethaitiz) “CM eIl R T Febayginr 2 15 CM ¢ %
Disassociation-continue it =& #2285 » #pP~ 2Lz ¥ Disassociation-continue & »
1 ¢ EanE AR TR o F 2 > FHEE-2cF| Disassociation-igonre 5 § £

vt o 4«1 Disassociation 3 & 0 R A eE AR L LR A § UTAR o
o CMipfaiit = Batm o (1) %54 L5 4om Mk g &
o FL B oafEeealys CM & 2 Jc | Disassociation 2z o (2) Z & { :zid
# IR E (Authentication Server) 7% 4§ - + Tq\ﬁ £ 4 802.11 e (78 ok
(3) i PR E4p# (Single Server Failure) > R & /2 % i 5k 3 PRIE o
4) F1* =35 :
FI* FF 3 Nk LR * % H_3 13 3 1 Deauthentication/Disassociation 31
= d soff K 974 J) o 2[14]7 . Bellardoand S. Savage {1 * =7 4] kI IR

Fx1e g s o $FP~2L ¢ 2% Deauthentication/Disassociation 3t 1= i% i (queuing) 5
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710 §) 0 Ar% E - TRERD Tk ame TR Rans > B2y F S
Deauthentication/Disassociation 2tz o F] 2 & /2 i * ?‘f TIRE M R D
30 A7 = ¥ i i § 3 % Deauthentication/Disassociation 3= > #7104k ¥ it A
;’z&*—'ﬁ e idene 20 @R (Txby ¥ d Frladd] 0 AR E
A_j g 2~ 8L 41 a8 eh Deauthentication/Disassociation 3t 12 - J. Bellardo and S. Savage
A g% FTP KL F % > R ¢ hpp 7 [ g R0 > e {5 - B4k gk

4o T

1. 2t 2 3 % (Delay ) @ #pP g0 & 10 2 % 5 2 F 5 En

%
Deauthentication/Disassociation 3t 4= » #717 ¢ F 3k i $iaf J& chR* 4F o

2. W FTPpI# P 822830 FTP RIRA L 1 5@ P ¥ [ IR 3 JRARsTH - e
B RERE G R K A TRT R MR e FL R FLF 4
T-EPFRERfRET M FIF g7 FHRPBE . FREFYLEFGY
Deauthentication/Disassociationn 3uf= » 170k a: 7 i Pl5c & p cho £ 5c K7
i € &3 7 Deauthentication/Disassociation. 31218 > g B F F iz S 3B

B R LR PR g

3.3.2. #“rﬁ ehf# i 802.11 Deauthentication 2 Disassociation

e % JRi+ (DOS) il

331 EHslY B A AR REL AT R BT S
TEREEMNERL GRS EEFE (IR - B ATAR >~ F ( Lightweight)
ch= ik o B3 B A% G S RIE P LG IRABICHE > A A 31 &
[61[71[81[O1[10] ¥ erig#s i~ P Brzg sl 3.1 &P o 7 A & ERAg =~ P
* 3t |EEE 802.11 » FAlzi= (Data Frame) =i BBz 5 m [1]R] 8- -~
P 170k IEEE 802.11 ¢ 3= (Management Frame) ki3 i 48 > i&@ 7

A PR PR IR ICHE o
[1] &% 3 & & 0K ™ 0 &z ((de)authentication ) 2 i % ((dis)association )
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3o @ o RS 4~ 334 B i At 80211 & MAC K ehdf @ R Y o
R B o AL (T LT ARG F e & MAC K $ ¢ R ami
#] (Sequence Counter » SN) #f i & 5 i S & B ficendd i > K35 »ciip i3

B G N E A e s (4B 12,13 21w ) o

M=3 aTA l'_ Authen procedure _-J

o 0 0 K K |
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FRP-BE g R TV A PKIZERET 23 &4  FRP-BE7 1 £ CA
( Certification Authority ) B~ & st 1 F=Eh 2> B £ 4% (PublicKey ) $« g2 &

AU R DAY BRI TN RE RIS F R AR (T &
R Sl ﬁ}i‘? Al * e e B &4k (Private Key) 2@ o 4eopt 2 f]*u

P VUAAMREP AP i b £ AR PKI AP 707 54 > 7 2

(@)
>
3
4
L}‘_
(\‘
<
a1
ke

EWA R AT RBTAF R E 2 ke
P PKI 23 £ 450> 3% 2 @5 &2 CAd A
FEFIRE S P LF T3 50 o

it BT EMGLET TP 0 (3) & (4) P NEERTE
2R BEAR Y hA A T Lo ST ARPEERY 0 AT € (1)
B (2) 5 NG T N RERT (P ORI U H e A4 o BB
FeF O EREMFZ S AT ERE ST E D g}jp Gt b r RPT - e

1 ARBG #i-ie > i R E R I iF e mb g 4 gp b sk E RIS L B o
423. ZHEEPd-~e 24 B (ARBG, Authentication
Random Bitstream Generator )
AR (TR BB * P § 422 43t fE 2 N2 - PR E S 4
(60 §ME4F ~ £ £ HARBG e (Module) i # &1 skt g i 1= 2

B Aot {EBBE T B T Tk WO T dpskE o 78 ARBG B E 4oiP 7 IR

LR IT S AT R A S A SRR IR

AR
ARBG™ 12 & * LFSR ( Linear Feedback Shift Registers) e17 ;% & & 4 o 4

31#751 > f1* & & ® (Flip-Flop) ¥ Feedback Function ( &#]4r : XOR) ‘= ¢
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FOBIER AR WA ERSNALFSR B 5T A A2 R AR R

~E

e (B S RAFR2T A EEH) c FREH A 2EA P

T 4% 5 BLFSRs— A= F » & AFX) iy o iea @F X kP LR (40

32) o LFSRevghyeLid & b & M LA M- F 0 3 T F ARG L3 -
BART Y FE L DIER U] S b IARBGH B PE € 0 ikl = 5N S

Ao AKEF RABERD LE AT PHAE BT 15 ARBGH » ALY 5 %

»

io € v R4 > AT gt AN Tl o

@

Shift Register

[ | e e

4—1 Bn |Bn-. | | _
¢ ¢ ¢ ¢ ¢ ¢ Ourput Bit
—' Feedback Function |

B 31 Feedback shift register

| LESR_1 I —
I LSRR > I —

(=<

|

Crurpaat
BEitc

R R

PR KA AW AR S N R R Y BRI 2k o Fl L B
ARPRAOHERT > FLARERE DN LN R IET AR
FORRTA AT - BIEG IR o AR > - RERF - B

B 28T A BEF L 0 AT - kot 42 F o

AP 52§ 34 8¢ [1]ork N A (B 16) % § 17 ARBG He -
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AT - Banen 2 4o B 33 4o o I 8 £4&F ~ RCAw B2 kg sk en
g > A EW AL e A A28 1% [11] 0 David L. Pepyne #7
# 3¢9 SPRING 5 =_# ¢ PRNG (Pseudo Random Number Generator) #£4 - & §
T e £4gA 2 > 50 o [11]¢ (HPRNG 2% 7 #cL WEP ® €45 * fake &
HE IV (A 4ee ) P (L% =% 3.4.22B10)em dmmy ¥ mE 57
WA XA AR R p AL (F]5 &4K € L4711 % » 4o PSK 84 ) > 7
r44v ~ PRNG e £ 3R ARBG # 1o is B 2 5 3 § W PFrer g e = B o 4yt 7

WEWRGAS ERI & 7 B B R AT

Session Key ————p» RC4 (———p» Random Bitstream

® 33 ARBG i 4 182

A $60 ARBG Hi- e 4c Bl 34> 4o SREEEARE S 5} 4 I cnit B ARBG HiCie
Biv T UL G2 R

(1) - B4apr = 2 & 454~ PRNG

(2) PRNG ey 21 4 1o 5 22 (Algorithm) endiy » » 128 g g o =

(3) Minge'gip e 2 A HBRLE  MPREEA G SREEP AP

Reuse for generating .
& & Session Key
random bit streams

Shared

Vel 2 3 ™N-1 ™N
Key PRNG Algorithm — | | | ..... | [ |
l Truncate
| [ | I i | | | {EJ
® 34 ARBG fi-w % 4 Increase the complexity : 2"

KT A WP B 34 ¢ PRNG ~ ALGO ¥2 Truncate #% i
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(1) PRNG:

PRNG . ARBGH- & e5s it &P WEP ¥ e4~ 4> & (Initial Vector, IV) 4pF >
W@%?Nﬁﬁﬁﬁiiﬁﬁﬁiﬁ%?(%ﬁ§j&&iﬁ$ﬁ§ﬁ%{%
GEMBRRY AR &) - WKRIVAEE > & > B4%3 (WEPHIVE §
24bit~ &) Flpt AP PRNG R F A= doe £ e BEAL > M I H{ &
£ 0B %iﬁ%/\Algorithmi Bt E X W TR ERH AP )T,}c,g 7 #p
o (e~ ﬁ*‘uiﬁl«” 235 ) BT
L F AR T Mg I LA bll B> VI ARIHT - X8 ¥ ifd
+ ’&rt“if FI*PRNGA 2 & Z ¢ WP =~ ¢ > @ 3 €5 N IMiE * jpfe i
sl (TR RGLAR LA )

2. F BB EMHES N T 5 20l é@iﬂi;]%Algorithmr‘ 2B 1
EAEZ W TP AP MR CERT EhE PR g LELHT - &
FfEF ) o

gt oh s @ % PRNGT a0 € 7o BRR AT (Bsh 2 BB~ BLF 4 7 e o el o

~m

F R g B RAR G
1 §"gi~p * R A1 Fxh BB e L)% & Paéié%ﬁ%@ﬁ.é_iﬁ%]
> TIPRNGeHE+ 5 @ 0 S R {8 B EH > o 4oy L%ﬂﬁ* € PAp ey o i * 4p
e o
BRPFOEHPFE S BRI FREFREEN LRI T AFEIE T - €Y
& év’ﬂPRNGﬁi%l/\?fﬁ—? PR e B i B LS o
d it ¥ PRNG® Mg > &4 < # cngp ob f #£ (4o : Diffie-Hellman) » © & &
BALET - S R OPRNGHE ~ B 0 RIT - R F R £

L LR Y EE NS N R & A

ARG ARG NFEPRNG (R 341 ) &) 77 ¢ % 2 i s >
S BOF B 2R T b4e D Blum Blum Shub o 2 & #3E % H s chg 2R E D
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PRNG pF> e F &L Rvki RARE(FIG 22t 4% < B €8 3 ¥ — fAIL % Rk %)
B mERMEE LTt Rl EgeEY o
(2) Algorithm :
Algorithm & ARBGH- e chit* § & 4 shig g =~ g »HE* 7 %3
MmF TR BRI gt & 2R AL o AFT Y i@ % RCAX § iFAlgorithm >

Hog B £ iy~ RCAY i 0 010241 = A 05 0 F RARP- a0 (T L (TR D

P-4

WP o EREURCANKR A 2P IR FlAcR T P
AFEERE HAEARSHMHMOE RIXMIRCAAZ B i~ B (x> &7

AN o T - B SULE RF L E BAERR o

B.% 22833 > ¥ ¥ &K E T ¢ 1395 [11] Pepyne, D,L £ [22]4 57 > RC4

7»'? ER N E R S ’?K?J‘jéﬁ" TR
(3) # 3 (Truncate)

FP-cnied 850 ot Fg R IR e P T o 4o RI3447
T ﬂfrﬂ;%cﬁig?]ﬂ'.ﬁv";fﬁ&f:;ug AoAaNEE R E A 2 g kR s 8P FB
BEIEL AP AR R o et e R R IR E T TR 2
”}32‘;3:/,,\—:]:1? 0

4rB135 0 RCA#; 11024 =~ » N ipgs A 2342 B R » F 5 = B A
(15[1] F % e % > f1* SNDESEH =~ p 4] > R F & = BT VRS
PP PRARS ok ) o RBM2BE o AP REY 1305 ...+349 341
ST B PIFCFF R RTI2 40652340 342% > 4 AR 4102417
s S R P53 A PIA AT A SR § 0 2% o s K e B 3 ] g 0T

oAU T M EREE 2R Ay
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Reuse for generating
Shared random bit streams

KL\. / 1024 Bits
1 2 3 341 342

Session Key

[~

LCG RCa +—={ | | | ... 1 1 1]

l truncate
3.

513 Bits

Key

B 35ARBG 7 itm&-38 p

424, 2 & %&EE 4] (Dynamic Sequence Number,

DSN) B5gi$ =~ 8 2. 10 G PRAZ s HF 5+

FZFAAMAT Y A RE[HE S BRI kTG PR
(1) SND (Sequence Number Deviation:)
(2) "~

¥ - FE BB R A ] PSND e iE & Bk s o &0 1.8 JRIS s g o

i Deauthentication/Disassociationzi 12> ¥ 5 & ¥ i¢ * 4§ % ¢ — E i 3 & 2 ch
Atz TISNDAFE ST 5 2 L ¥R % o 5 - [P R > 1 ¢ 3% - [P RN

AR A FRIEERT IR RIR[LF RS S 3B AP
22SND=24p% » ¥ 11§ scenfy EPDOSTHF ;@ i@ % ARHER =< ¢ B2SND=12 >
3 AR ke T o
e £ jgs o [1]7 @ % ASNDE 7 il G ok I ek o B G B K R

& { :zDeauthentication/Disassociationzt = # SNz » i}a? MIRE S BRiE R - KB
o EARE B ZPFE KT A @ % SNDeEk B

(1) 5o 7 rige % so oo st Fer R ¥ - e Bl (b4 @ {3es
® 9SNi& » i Deauthentication/Disassociationit$=+# SNiE % P& B 5 1% ) o

(2) F15 R & F2 37> ot g5 42 (Delay) % o £ F & e SNDE - %
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FEEAT A (F RS ARG LRE) R FFT AT SR

Deauthentication/ Disassociationit =4 e < )’j‘*u YLMEYR o gt e LR

g A AT B F IR o

(3) # 7 HF 5" 5 DDoSe7 » % f[%x’zﬂ'tﬁ Bt o - Aoy dat# g

By F 7 & 7 ¥ 4 i Deauthentication/Disassociationit 4= » i‘%? L KE

L btk Eh o AT A R R D el ]

(1) DSN (Dynamic Sequence Number )
(2) g~

Mg - PR R S SN ] se S DSN(UR-A 5 SND ) 3
T,R—Sf@f[l]f-’ e R ;\4 o & 35K

PRIV

Z Fp BB iE S 5 R
A2 o8] 36 B BN E R Tk Y ES A g

gk RS 0 g B o H ¥ — =S 3z 3| Deauthenticatiom/Disassociation

w4z > p] ¢ & » Defense Mechanism + i 47 DSN £* RBS &g -

Tnitial Setup

RBS ! Random Bit Stream
TUUnauthenticated

Unassociated
SAouathentication
with RIBS
Avuthenticated
Unassociated
- { - Legal user execute synchronization when need reassociation
MAossociation with |
RBS |
1
w
Mouthenticated
i
ASFL ciated —»I Is Management Frame 2 I
(Successfully connect to
AT N es
Deauthentications
Disassociation
N es
| Defense MMechanism |
™ot match
DS™N Discard
match
™ot match
RBS — IDiscard ——-
match

Legal user restart

Disconnected with AP

Bl 36 AF7 3 31 hp Eg AR
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DSN % 4 ﬁu&g B 3% =3 & ¥ 3% Deauthntication £ Disassociation =& »
Ho SN B E P Wi ffediga, ad LB gA kB o 2 SNAp
FAENFDRFERHER AR > T RT PEAIT o SNR Ao REH HSN B
Fj EMI T AP vt 25 gt AP B - S0id 7 %48 (One-time
password > OTP) ¥ ehfl73 > ¥ ¥d g 4 SN & o

ARy Al* OTP ¢ PR Ik 4 (time-synchronized ) 5 3% k5§ ¥ DSN #4] -
PR BAp it * e PIRER R FTE e @ FAIF T hehE R 2
THES H G a0 B - BRI E o 9Tk 5 e DSN fioe
LA AT A o I
(1) FARH :

437 A w g % [EEE 802,11 Ef= P iz T PR
(Timestamp ) = > KB ZBam N1 THEIFERFH(R* 38 TN ) e
PR Fe o i8I AR AR T A A F DGR EEG B R Yo o F - RS
a i’?‘:&«f;fi’ﬁ - 1 PF & e # # i ( Timing.Synchronization Function » TSF) &t pF
B Lt EE 2 - % lus (E £510%) ¢ e (R 58 B d $EBELTSF
PR AL AR R 0 I R Ry AR 3 b ir
o BRI TSP A PEF AR R e TSFRFR 18 » £ 4 b — ] BLOffset (2

BeBL PRI (Frh2 AR o A 92 5 0us) o TE BBk 4 (4o

w
oo
N—
s~
T
=
[
oS
3
%)
Z
s
X
EX
\a;
-
S+
iy
e
E-
N\
e
T
i‘f’
;
X
S
4
N
L
TF
-
=
i
"

MAC Header

“ —’ Variable length
Byte 2 =2 =] 3 = > (0~ 2312) a
Frame - . . Sequential Rpm——
o Duration DA SA BSSID by Frame Body FCS
Control Control
s Wariable Wariable
2 2 length 2 length
Timestamp Beacon Capability SSID DS TIM
Interval Information

Bl 37 2 iE4=+¢ Timestamp ## i~
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Send beacon or
probe response

l System
AP : time
i TSF
TSF +
Sta | Oﬁ;set Station
-— offset —-—l time

Bl 38 R FBH >N

(2) & 903 chggd SN:

4o 39 > § &%= & 4 i Deauthentication/Disassociation 4= p > <& Jf 1| *
oy R REREE ST 2 TER g R 2 EIRFE
Deauthentication/Disassociation 3t =% & SN & o & z=4 020 fs - € 4 “ % SN
EFARE PR EHEEY - FFRER, (BT S - R EHER AR ) 248

BRI £ F e

Key time
v r
Concatenate = Key time

l

| Algorithm }—» Dynamic SIN

B 39 %dé SN A& 4 = 3¢
& % DSN e4F e ™ @
(1) % - Fpfg »eb 5B F it r 52 1FF 0 F15 R A[1]5SND 3% » 5

FT L N - TR e FRFEATEIIS R TR R RS R
RPN R - B RS R AR @ TN IR T RO LR o
(2) 2 Z &% iFdds > #U3 ¢ F @EBRE > X773 AT FRTFFTR -
(3) #2123 s X a2 el ids X gHaSNiE -

v i‘wﬁ’q% 72 SND % DSN e 35 [ 45 4] » 28 7 5 13 22 & — PEEchlr (845 3] o

% Z FFER] E4F B [1)4p b eiE (TGN o SN g SO N —;“—_;1 P d 222 SND % %
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DSN 5 » %P b sk < < 2B 5 £33 §F % LRI hanf i o

425 TWEAP FHIFEE

AR TR AR e S B 0 REBREEH S BT L 8 i
H o A S FREBIRR RS LR B o BT i

P4 gp i (match) fex g 20650 el % RAT -

o B R A R D B Sl

-
s
Jit
e
w
-
H
47
=8

Ao 4 B [1[71B][913% 1 el i B % o fe ELH anal § ok PR 0 F 5 42
% FRNSIZ A ki b (dRnRT 3 ENSIE ) o A SRR gk
BT o#He lipF RS ELOPRES CTUFE R EFVF LTI RH ORI FR
B R E T AR NSIE S T R s B oo o f F sy

BT It BBk R AN P AL 2 en ¥ Y - BB IR

AR R TR ANE B B F AR R R T o - B
#%E (Counter) #f i > S E B MAGP 2P TR * Flehiz g » Fpt @
ERPRACRT B A DA N F R - AT LR R o R RS S A
Ao FE R AR oA T 89T 0 BRI (TRhrEBEL L p Bt - BbT gtk
B kSR Ip R g AP g Pl ehE R =R (Index) o § @i
HOGEF AR Txp) E4e LRjeg (L S HPE) B 7 ¢ BE4EE
Retgip iz~ p LFAPE O RATRIRTBEFE - o FIREP AP AR R

#éwidw f L (Response_Success) Z Mg =B (M HRERR
BOEBiER F 2 FREPE AR AP BRI gy Bt E R

At L @ v G 4 pr (Resonse Failure ) % @ i%=h o
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A RBS (Random Bit Stream) */

/#* Receiver receives the Reguest from Sender */
if { Receiver random bit stream ==
Sender random_ bit_ stream )

1
Receiver Countert+-+;
Reply station with “RBS and Response Success™
Receiver Counter+-+
¥
else
{
Receiver Counter+-+;
/* Receiver[2| {5 RBS ] S 75 B H= 1Y
APu{fHIF T Response Failure i.ezsHHAEE [ *=/
Reply station with “Receiver Counter +1 . RBS
, and Response Failure™ ;
Receiver Counter+-+;
¥

27 AR AR e e ()

/* Sender receives the Response from Receiver */

it ( Response == "Response Success" )

1
Sender Counter+-+;
if ( Receiver random_bit_stream —= Sender random_bit stream )
d

Sender Counter+-+;
Continue to Execute the Next Process; /& 07T I~ a2 ER

H

else if ( Response == "Response_Failure" )
‘
/* SenderliFE Recciverl™TRBS  i.e. BEEEsfnIE +/
if{ Receiver random_bit_ stream[Receiver counter-1] ==
Sender random_bit stream[Receiver counter-1] )

1
Sender Counter = Receiver Counter;
Continue to Execute the WNWext Process;
H
else
1
Discard the Response Failure;
Continue to Execute the WNext Process;
H

2 8AFTHIN DA IFEE-BES (BRI (Fah)
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RiprFh2oFirg av R4 RS X aFapriz] ¢4 47

e 5 e 0 B 40 - AL 21 42 A P A EE 2 ¢ T AE e R T 20 (1) B
R fiter b (3 GLL[7IB][O1k M enke % i it X F 08 Lim A iz ¥ 248
A ER) B4l FAEMRL TR BER fosl 4 2 B TS o B 42 5 B
Aated Lz BAFT o Bl 43 P &ML (Fp Bl A b chiFa, T

(7 a0 Bl FeF orig &) R fl b BAE o 4 9 5 A4 7 2 [1][7][8][9]

HiFEE A b FRT o ik oo

AR Dl R 82 | [B][4][5][6]4 i ke 9w B E
Best Case 0() 0(1)
Worse Case 0() O(N)
Average Case O(1) O(N)

# 9l o iw BiE v R
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[ 2 3 4 E 3 7

STA

- 110 I 1o I mnl 1o I 1o Inl

[——] Response__Success
r— Response  Failure
| — Counter

3 4 s 3 7 L.

s o T =
101 [ Oll’)l 110 [ 1 | (S [ o |
M™Match > =~

s 6 7 =
I 100 I 1o - o1 I Lo I 1ol I
i z ES a £ - E 5

= I
s
oo [ v [ vo [ Jeo [ o |
ont
L} 2 3 4 s 6 T 8
[ oo oo - o1 [ o o |
s

i AZ

o Response Success
™~ — Response_Failure
[ 5] = Counter
1 3 a s s E =
1o | o1 | ulol 1o I 1ot | uml i
Lo | 1o | (rlnl 1o | 101 | nlnl @ |
1 S 3 B =
1 > 2 a s - kS M
100 1l I 010 I 1o I 1400 I o EII oanl I
- 110 I 100 I ﬁlﬂl 110 I 101 I OIOI [}
TLost
1 2 3 " s & 7 5
W ait for timeout and retransmi I oo T oo - mnl o I o I D'”I . I
1 S 3 a s & E 5
1 > 3 a = - - ><
B[ o[ [ [ [ [on }— — 400y
o oo Il oo [ oo [oe [ ]
! > a a s - k4 =
B 4 B & 7 E oo [ oo T eon - o e oo [ |
1o I DlDI 1o I 101 I mnl el ' | - x - = & - .
[ [ oo oo R = [ oo [ = ]
Check RBS
1 ] 3 a4 5 6 T 8
' 2 3 a s - B s
I |uo| 110 I 101 I om- 101 I ool v
oo I 110 I 1oL 1ol I o OI oL I
' B 3 a s s T s
! > 3 a s s K &
wo [ o [ aer [en ] e - oo [ e |
o e oo [ o [l o [ o [ o
1 = 3 4 s & 7 8 [oo T o T wor [ oo teo [ on - o |

[[roe T vio [ aer [ o ] 1o - o [ en

[ > El 4 s & S

oo [ o [ or [ oo [ oo [ vor [0 oo

B 41 #Hegw HiE 4

52




mmm Response Success
=3 STA AP

= Response Failure

== C(Counter
LoD

P
1 ..
1 2 3 4 B o T &
-Jml mllalnlllal lmlﬂl |Dll
100 10 | 101 - 110 | 101 | |:||n| o1 |

1 2 a e

P
E
|n(r| T | i |n|(r- 1 |:1|n| 18] I
- 110 I o | Gnl (RT3 | 1o I mol a1

@ E B

1 2 3 4

Check RBS

|10G Lo | mni I o0 1o ort I

] 2 3 @ £ 3 ¥ B

5
e -
5

7 &
7

1 2 3 4 &

P
o
P
a

;{ mnI i I 1o I n1n| i - n1n| an I

1 2 3 a K 7 £

3 <+ 5 (& T

Bl -«

1o |nm| 110 | 10 |n|(r

%
e
W
&
i
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Y

A IR ST LENCE S B TR S R
Fo51E A RFHEE B RRERET NEE TR 52 HE A A

# 11 e Diffie-Hellman £ 4% 2 #% - ARBG & 5g 8 =~ B | # /% B 2 3H[1] e

ﬁ_ﬁl I'SND I?"iﬁziﬁgr'mg N Fﬁ / i o ,/?JFé‘/’ “fu?I % ;:Hb 053 W/Plpé‘ﬂ\\:ﬁ? FI?Q
e TDSN B 8g 8 1= 2 B | 7 i

TRy o T

r b} & 53 ¢ [1]#& 1 TSND 2 5 4
PRS2 SRR SRS R TN
o 54 S s

‘)L‘F

AR I AR R A

WAL & peshs et 0 BR LT § BhaucE L
LB F o R eEE - BT

kP FAFEL - HRFABPEFS
B.1F%RES

AT EBEA0E 100 5% NCTUNS 3.0 R R T ki A~ #& 11 p
FSLZEHE o NCTUNs 3.0 Bd 23l ~ g ch— R RREHREM > 2 p w2 fh
LA AR EL - 0 BT CHE R

~HBI S

g Fefest o dey
FRAELEE L Ain ~EREFETTFH L P REGUI g R
?%?%?I@E&ﬁ*p K TR R R TR R 0 RS i) R T R
RoFER*FFELATEFEOFIRREFEFT

pUeh 3R BE R G S 2 % Crypto++ 5.5.1 0 d* CH+EE B 2 p d 4l >
HEZENBHEEINE  Hdr ! B ® (block cipher) ~ # 7i4e @ (stream
cipher)s 2B &4+ -2 3N 558 H N 21995 &6 #F w7 10%A P
7 ek B R A 5 2007 & 5 2 #rF i eh Crypto++ 551
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Intel Pentium 1.7GHz

256M bytes

Red Hat Linux 9.0 ( Kernel 2.6.11-
nctuns-20060503 )

NCTUNS 3.0
Crypto++ 5.5

rfc2875 , draft-ietf-ipsec-skip-06

% 10 HER B

F AR E R AR A3 TR 0 A SRR e - DS YR K
(ID33) ¥¢h- 2 isc#¥ (ID3:4)> 2 - Bageg (ID 5 2) L35
Bl ST % (ID 3 Do a2 ¥ 1% FIP o i -
RIEAL R &G MR AR < ) 3 30,106,820 Bytes » sefF #4560
Deauthentication/Disassociation ;= F sz ¥ > & 5 & farc ¥ 50

(1) SN i & i 5 (sequent) 4c &7 34,3 ¥7 4 i -

(2) SN & % ¥ [ : g’,ﬁ‘g’,'{ﬁ:@r : 4 — 1 Deauth/ Disassoc i
(v alh
= X4
12is 0 ¢ B R assomatlorﬂauthentlcaﬁﬁn f,atr fi'fg 1 B8 T - & Deauth/
s.', b-""-*’-':; 1 1 3

Disassoc it 1= - i.e. SND>=10 %?SNMM éND 7+ 42:% 100)

A7 & B TS mﬁfﬂfﬁf"“mu"‘@#w’“@( TR B PIE L S R

a0 ) R BHM AL AT A f RF DT 2R RE e

K

oo O 14 B Il M Bl ok <]

nterface ID: 1 (672.0,56.0)

W 43 Ho e B2
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5.2[1]4& 41 9 SND (Sequence Number Deviation) 225§ i+
~p KRB Fra

Bt ] & o A g 2o ATy 3k 4 e Diffie-Hellman £ 4% 2 # ~ ARBG £
"R AT E A1 TSND &25gs iz~ g | A kp Y (LplREr E
Mo r g AP 2 SND ki doie 0 2 (L RIERE B 5 A K EiRDEA] )
BITR AR Eamn > 288 T - S AH KN TDSN &g | 5K

PFAET ARt g e

B o g FRRIE

FAARREA IR N DEKIE g A2 (ARBG)~ ¥
BLRGERRATTPER o 8 L7 g DA BRERE LSRR A
teidenpE L %) 0.022 F) 0 fpad ¥ Aen g ¥ 2 % ds o0 (Lightweight) -
B TR R B S c FAM
1 iFxh B REPeEhe Sy b &4 RITT - X gﬁﬂﬁ*% % ¢ * Diffie-Hellman £ 4%
¥ E &I ARBG ¢ ﬁﬂPRNG%‘%?é_;‘@,« e FREP AP (B
TR FBRTEAGEGILG O RALI &) e T R SR
{ # & f ¥4 (Lightweight) a4 (4o 12) -

£
M S J‘ITQ] 4 2 ek gL Diffie-Hellman. £

Diffie-Hellman (1024 bits)] ARBG |Authentication and Association| Total
R (F) 0.0187937 0.002283 0.0009222 0.0219989

% 11 &4%<# ~ARBG -~ ¥ riuE& g Bor g pF i

2 1287 KB R TFER R Y R > AWl L BARE R BT B
FER - BB g PR o AP F 0 AR NS R -
AL b Ea 85 4149 0.026 4) - = # F Diffie-Hellman 2423 > B & &0

g‘t,g&‘i;ug B Eb R - AR b e B 38 5 405 0.006 1) o
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