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ABSTRACT

This thesis proposes a distributed ,key_ assignment mechanism that can
support fast handover for WiMAX netwaorks. Accerding to the specifications of
IEEE 802.16e and Network \Working Group (NWG) of WIMAX forum, a
WIMAX mobile station (MS) needs to.perform a key re-assignment for each
handover procedure. The key-. re-assignment .procedudre requires several
message exchanges between the MS and the authentication server situated in the
backhaul network. Therefore, it not only introduces signal overhead to the
backhaul network but also increases the latency of handover procedures.

The underlying concept of the distributed key assignment mechanism is to
enlarge the scope of the authentication key (AK) so that the MS needs not
perform an AK re-assignment each time it roams from one base station to
another. By reducing the number of key re-assignments, the proposed
mechanism can reduce both the number of signals in backhaul networks and the
handover latency, while retaining the same security level as the original
WIMAX does.

We also present an analytical model to evaluate the proposed key
assignment mechanism. Analytical results show that the proposed mechanism
can not only reduce signal overhead in backhaul networks but also shorten the
handover latency. Furthermore, we also analyze the security level of the

proposed mechanism to justify the effectiveness of the proposed mechanism.
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(serving BS) » - ] F[?T‘ SUE A o BS llS“[JmFlzﬁﬂ;Ei ?/—]l%ﬁfu’ﬁ
authenticator (ASN-GW) o
authenticator %5 EAP-Request 7 ELfeisf MS FHETEH][ErF] (identity) - 5
WXk £% network access identifier (NAI)FF‘T NEE T S A ?[J'ié‘%ﬁ;?ﬁ
7 517 (authentication mode)£% user FY device e
’é i authenticator J¥£[ MS [piVjEsfiy EAP Response/Identity 74l i< ['Elﬁéffgﬁ?#ﬁk
7 Access-Request i & Ig{Lﬂ\F[ AAA TiilTgds = AAA TR IR HE IS Z]
Access-Request Ff &) = > 55 ] & PJ?&[’QEJ 1 supplicant fiu ) {75 = g’ﬁgﬁb
(authentication mode) £} user FY device iz - LI EH S U?fﬁﬁb 1* (EAP
method) ™ 5 * EAP-Request * A% ['1 Access-Challenge Ff4E i [l fil a\
authenticatore 7+ supplicant ¥ J¥%(| EAP-Request 7l i i’ H{%‘cil_}“, B AAA
HFEY 3k (EAP method) > supplicant ' I} FI = fel 7f M & 3% (EAP

method) » foI7f* AAA f[ nmgﬁj 2% EAP-MDS5 ~ EAP-TLS ~ EAP-TTLS ~
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EAP-SIM ~ EAP-AKA & %% 3% K supplicant == AAA f22fY %E?f«ﬁr o
* I&F'ﬁﬂ[ﬁiﬁéﬁﬁiﬁ °

4. supplicant 2= AAA 53 %ﬁ’ﬁ S Sre e jé',]q ST N E'UIB}?{— Fé
timeout [+ fél (heldWhile timer) s F| 1Tl « 7R 71 » BS 'F"? PSS
PKMv2 EAP Complete &/ > [*] FL &2 i EAP-Success ?*Fuh’ﬁ MS - f (AT MS
[?JEET ISRy e AAA | i ’iFjé‘F S =~ supplicant T;'T B %~ 712 S master session

key (MSK) > Fn«ﬁﬁiiﬁlr_}% A N 0 aE PR
2.2.5 #Zf#(Authorization)

[?JEEZ%W KRy i ’E;’r F,Eﬁ&?@ﬂﬁ“ﬁ& YIFigure2-75r-
IEI AAA il % & MSK .V & < 131 MSK {2 ::’X?f authenticator

6. 7t authenticator £ J*%]] MSK J4&& > authenticator T? SHTMSK & 2 pairwise
master key (PMK) » F|: 7 PMK & * authentication key (AK) - AK & * iz
FIIBR2A BS -

7. 7 authenticator % 4 key ElfJiﬁ%E[ﬁJE?ﬁ » supplicant *“Jr?ﬁl FIisfl MSK & %
PMK > F| & % AK - 75 MS™ BS ([ V&~ "1 AK -

8. i BSTMS [ 15 7 AK 1 o sl MS % BS LAl 1 AK
BS T;’Téﬁ‘é PKMv2 SA-TEK-Challenge Ff EN%’\F—] MS > ’E%‘EI*J SA-TEK 3way
handshake » FI JR&emaiy AK — §%]% o

9. T‘i’ﬁef?i MS = BS H H]— $#1 AK & > [l AK % & — $*1& 5 key encryption key
(KEK) » IEﬁ [1'$; traffic encryption key (TEK) » TEK £5 MS™=* BS I fif9[1i#
lﬁlﬁ?‘%[ﬁ“@ﬁl Uo IS 0 1 MS i key request R[] BS ¢ TEK
i Jﬂ‘ BS &2 = [fEESiayy(random) & & TEK > H,zng key reply | E‘é%’f
MS - B TEK T MR il - (5 KEK iy I TEK o = e
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226 Key & % i

Figure2-81¢stkey fiv i & o B A o Ayl FREAP authenticanon]? (=gl
single EAPEL Y)Y 0% » ijpseudo random functioni% % i~ 21 512-bitfyMSK (**
2 1) 5 FfV(truncate) MSKFY 160bits EEPMK » £ [FTIPMK i} * key distribution function (**

7 D & AKJEHAKY mABEMACHE - (mode) 2 i1 ° 2¢ 3 ¥ 2 24 4 & F ~ *IKEK-

MSK - 512-bit Primary Authorization \ ( Al - 160 bits Authentication \
Key Transferred to SS by EAP method, Key AK context |
during the authentication exchange \

i MSK

HMAC
MAC Mode
Truncate (MSK, 160)
PAK (160 bi
AK (160 bits) ] Y
Dot16KDF
PMK {AK, S8 MAC Address| BSID| Dot16KDF i
Y “CMAC_KEYS+KEK, 384) AK,SS MAC Address|BSIDIHMAC_KEYS+KEK’ 448)
CMAC_KEY_U | CMAC_KEY_D KEK HMAC_KEY_U | HMAC_KEY_D KEK
Dot16KDF (128 bits) (128 bits) (128 bits) (160 bits) (160 bits) (128 bits)
(PMK, SS MAC Address|BSID["AK’,160) Y
# AK CMAC_KEY_U  CMAC_KEY_D KEK HMAC_KEY_U HMAC_KEY_D KEK

Figure2-8 Key hierarchy and derivations of 802.16e

TR VR 2]

MSK=PRF(SecurityParameters.master_secret, *'ttls keying material*’,

SecurityParameters.client_random + SecurityParameters.server_random) ([6]) RSN
AK=Dot16KDF(PMK, SS MAC Address | BSID| “AK” , 160) )
KEK=Dot16KDF(AK, SS MAC Address | BSID| “CMAC_KEYS+KEK?”, 384) ~3

KEK=Dot16KDF(AK, SS MAC Address | BSID | “HMAC_KEYS+KEK?”, 448) |

2.3 HO procedure

2.3.1 MS/BS initiated HO

MS “— [ Z[’,(lnltlal network entry)=2 serving BSIJ Cra iy T i 3R 5 Receive
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Signal Strength Indicator(RSSI) ~ Carrier-to-Interference-and-Noise Ratio(CINR)%E}]’Sﬁ‘} Bit
Error Rate (BER) - Packet Error Rate (PER)iﬁ][ﬁ,ﬁ?iﬂ ElE? ?F, m R ﬁ‘ﬂipu
(pre-provision) - {I[Jfi’ {1 MS #5 BS #3E 1= gs{=(handover)A - -

éfﬂﬁFigureZ-g T MSE?BS?%%E"F%EI*JHO@&”J/ fif] » MSF iﬁ?‘ Fiserving BSTHH
x=fVNeighbor Advertisement (MOB_NBR-ADV)F [l - 3#5HMOB_NBR-ADV > MS

FI‘J‘PFDiE :

1) Operator ID : =T[4 NAPID :

2) Neighbor BSID : serving BS Ya{ski & [l £= 4 58[Y BS(neighbor BS) ;

3) Mobility features supported : [#i£= neighbor BS 2 handover 475 ;

4) HO Process Optimization : [#f{= neighbor BS 3 2 HO iﬁﬁgﬁfjﬁﬁ [~

MS F* I'J#[*'| MOB_SCN-REQ [F[J serving BS fif— E&Eﬁﬁﬂ?&? neighbor BSs
i~ WPUFELR L o MS T F %% serving BS [Fi'filifiy Scanning Interval Allocation
Response(MOB_SCN-RSP)message iz fi'"] H2{IE Ui neighbor BS i scanning type »
scan duration -~ interleaving interval =" ﬁ'%%?f?* ~ FEE  (how) == {7 Eﬁ (when) st
neighbor BS Y5 » I'J 2V I Ry e

MS > & £ serving BS ¥#3; neighbor BS El@?FEIF—%E}?* i » [i'I') 5 i neighbor BS
FVE TP« PIF= 3 I MS #5E HO (MS initiated) - [[f MS {52 MOB_MSHO-REQ
LR BS « %11 BS #}3k HO (BS initiated) » [1] BS 12 MOB_BSHO-REQ ifi M
#l = BS [i'I'Ji%3 Download Channel Descriptor (DCD) message JDIFA{ MS > FITMS fi=
MOB_MSHO-REQ T\’? fi7 HO FAA o

F‘ MS E%E[%ﬂpﬂ[ﬁ;&ﬁ‘[ neighbor BS ‘*’fﬁ?ﬁ?ﬁﬂfj MS g }H f:E £ HitE
MOB_MSHO-REQ - ‘% MOB_MSHO-REQ message '?AF“HF‘ serving BS > {1 serving
BS FIEFFJE’EI&fF?J{(baCkhaUD‘]%iE;[ ° ?ﬁ MS [%Z] serving BS 3i:5f¥ MOB_BSHO-RSP
message » 5J f*r(parsing)F:f &y RIS SR i EE*EJZ# 351 BS fiuf IipHafs - E[JEFFI

1) Neighbor BSID : radio resource controller (RRC)E @EHOFYBS [Ffi= ;

2) Service level prediction : MS§’ J‘}?‘@BS?;‘E’@PPB@F/%%;
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3) HO process optimization : neighbor BSH i IE=HO [f [~y75 -

MSiK EJEI&E UHCEAE > 73 MSTH - F1881E jtarget BS&&IHHO Indication
(MOB_HO-IND) message * f (Hiserving BSHsAXAUTRE: > Fliserving BS Fffl—Fﬁ Jpj*'target
BS » MS*i#3iRanging Request (RNG-REQ) messagefi] F[?Fh[ T=rtarget BS{iff -

MS handover Ejjgﬁ ' RNG-REQ 5 A target BS - ¥, T :j:glig?]é?*““J[(lmtlal
ranging) » *' MS #3j{iE¥ 1Y target BS %T[é’?‘?é%?j%‘é@%ﬁa] » HIl MS &35 RNG-REQ T;’?
Fi7E] HMAC g5 CMAC > I target BS 33]‘%[ E1'RLA serving BS IV AK k&R MS f5)

73 0 oy RERRY Tl MS S target BS @3:%[{ EIFEVIH - 1Y AK » [BELRH

(@) ({«p)
A A

Servmg-bs Taryct vo

MOB_NBR-ADV

MOB_SCN-REQ

HO_ASSOC_REQ

HO_ASSOC_REQ

MOB_SCN-RSP

MOB_MSHO-REQ

HO Request

HO Response

MOB_BSHO-RSP/MOB_BSHO-REQ

MOB_HO-IND

HO Confirm

RNG-REQ (HMAC/CMAC)

Figure2-9 802.16e HO procedure

R TR [4]
SRR (MS&F':[BS)F”FH,@.J&@IHIEM E: T\J%V]‘ # i (backhaul)ifes S R

RSB ) R (A o (415 S R HONEAER - %) = A ozt
oo B R ST FIPOBURL R S -
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2.3.2 Intra-ASN HO

[4]HI?§*|1*_EAI,»I»MSE9BSFIJ FRVHORR - backhaul network,r.JpJ RV AR O 7 38 =
Figure2-10 HO procedure in Intra-ASN model®7=. » 7 ASNf J%ﬂﬁﬁ » MS7— Fltf i
(network entry)=*BS1 Fqﬁggﬁi/rjjl’%i » MSZ*BS1 rﬁ’ﬁiﬂ Hl- FFIAK] - lﬁ Eﬂ*]F 4BS1 it
EAPE%?Q’?* % 2 AK1 fvauthenticatorfi Fhanchor authenticator - HiMSFZE=[BS2
H it o B Fh@BSQ ﬁgﬁﬁﬁj BS1 ff[ E;j E3=HO Request(?‘iﬁ‘ A-DFHEL THBSZ »
FELH MSpIAf! F—TJ';}?* ° BS2 J¥Z[HO RequestV & > ¥ MSEH=E *"ﬁ"‘ JHMAC/CMACP™
RNG—REQ%’:F[BSZ E?j BRI WEFMHMAC/CMACE VIt > BS2 l%’ﬁEContext
Requestz# ,E;Lﬁ“xﬁanchor authenticator » fol7f~anchor authenticatorF MS?I[EJJ: 1 BS1 fVAK
Context (%ﬁ? A-5) » anchor authenticatorﬁ}l%]’ I JF%I%E? MSH" = [4pUEPE (AK Context)
ZigContext Report (%Ufﬁ A-B)F R EIAEBS2 ?'[MS handover Z[target BS& > ¥
N 'Eﬂwiﬁ‘,ﬁ;l— FIPTVAKD o £ I TRHON Y e J2JAE 1T T NAPRURUSUR ™ T
%{EZJI fiit te-authentication » |1 xLF{]* Janchor authenticator’s(+£-=*M SFu?%ﬁif?é Ay
PMK > Fitarget BSF| & & — FFEETHYAK2e “lpﬁ ytarget BSHE < AK Requestg*F[mﬂanchor
authenticator > fol-fff — $*FrfuAK2 [ » " anchor authentlcatorfl*;'ﬁf'lﬁi"ﬁ |FVPMEKGE ET
& 4+ FIVAK2 7&'/@%%%? [Pkl i » @ = AK Context » Z5fAK Transferf 2 s
l'iﬁlﬁ’\ﬁtarget BS o fifl Y= EURL o ) ASNAEE, Sl (S F{ MSFj Y 2y T
l'?h?HOEﬁ(Z/[IFigureZ-loflIMS%E*J:Z‘HBS% » [ BS=Fanchor authenticatorHEE VS &
% > [Nanchor authenticator ﬁﬁl?& > S E L I R e - B B
~ ‘** I T 17 “7*5’3%7 g U ¢Tu—¢’}ﬁll&’ﬁ%*hﬁ%ﬂﬁé“r = AR

RIREI
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MSS / AK3/ AKID / Life Time/ SN / EIK

MSS / AK2 / AKID / Life Time/ SN/ EIK

MSS / AK1 / AKID / Life Time/ SN/ EIK
I

Anchor
Authenticator

ASN Reference Modal

Figure2-10 HO, procedure in Intra-ASN model

2.3.3 Inter-ASN HO

F MS T HOE?*] Frfl i putarget- BS==serving BS'5E T fﬁjpfjASN (Inter-ASN) » {E!
i’ﬂi{%ﬁ%‘ﬁ'fﬁjﬁgNAP (Intra-NAP)Ef » YHFigure2-1157+. » MS7+BS1 Elfi?ﬁﬁﬁ[ﬁl?’?xglﬁ
=BS2 Flfi%iﬁﬁﬁ[ﬁﬂﬁ?j » ZIntra-ASN T [ﬁjﬁlﬁﬂ » serving BS (BSl)ﬁ?jﬁkﬁij:}?[’—iElé’;%HO
Request,%r—[target BS (BS2): [ kL H IBST AZF TASN-GW1~ ASN-GW2 i i F | 8 = target
BS (BS2) = b9t » anchor authenticator™ T [N*5E T [ﬂ FVASNI el » PR
“LpJauthenticator fanchor authenticator © $39 > target BSELIVHIMSRI-L3:BS1 FUAK
Context > 3% I} Context Request 7' El ﬁ“f[ anchor authenticator > £l = 3% Mg 5L H)
BS2->ASN-GW2->ASN-GW1 ° anchor authenticator /- [ Z[[ 7+ Bl & MS £ 78| iV AK
Contexte i 43 Context ReportiH ol » AZFITASN-GW12>ASN-GW2 [l EEIBS2 © [Filfic
Y o BRIV Bt MS =  target BS.V fHlfy— 1y 2 H M [AYAK > target BS'F'? = AK
Request 7 FJqﬂanchor authenticator » E 77 AEZEEAELBS2> ASN-GW2>ASN-GW1 = &
anchor authenticatorzf fIAK &3 * AK Contextfig i [ﬁ FITAK Transferf4t & as

ASN-GW1->ASN-GW?2 #&t mlﬁlﬁw’\ﬁBSZ °
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HO Request

Anchor
Authenticator

R6 ASN

ASN-GW1

\

ASN/GW2

R6 ASN
Context Request/Context Report

or- . AK Request/AK Transfe
Mobility Domain (NAP)

Figure2-11 HO procedure in Inter-ASN model

2.3.4 Inter-NAP HO

UfiFigure2-12 » % MS'it HO[F Hrsli g i target-BS==serving BSELESE T [l iU NAP
(mobility domain) ’é?ﬁfjﬁ'[ﬁ'xjﬁj\ [ﬁjgmﬂ ' [ﬁJEIfJNAPEET [ﬁJElfioperator s
[NREN %E%f{’:(depend on license agreement) - |fij =' [4]{& & ¥fmobility domain™
AYHOM S « pI9F - 71 T [IRYNAP L filfioreference point (RP4)E |4 2 1Y fil
[ o [NIF=HiMSENBS F2fV=BS2 i - S [l fjijivanchor authenticator (M7t
ASN-GW1)1BS2 %+ ~ *IAK - 7 /L7 BS1 [{32HO RequestifBS2 [H (FZf
BS1->ASN-GW1->ASN-GW2->BS2) » BS2 5227 1 [FIFYNAPID » HeEE it full

authentication -
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Authenticatdr

ASN \ﬁ ASN-GW1

HO Request

Mobility Domain (NAP) \
4

-—_— / Authenticato

ASN ASN-GW2

Mobility Domain (NAP)

Figure2-12 HO procedure in Inter-NAP model

2.35 AK7: HOEﬁ&% ElfJEﬁFEJE‘:[!r

Hljp[ﬂ Jﬁ@fﬁ {%ﬁh MS’Flﬁ.JEJFHﬂ&miHJ G ) )bbackhaul,lw, fa"‘[?:%‘guﬁ] r
B g ’j%*?]ﬁ;l}%@]‘ﬁ SRLERAKE 2§ JE;TF EFF v AK AssignmentifiiFHd - NWG
RI[A]HELT 3 7E 8 5 AK Assignmentf Uﬁf E#(Flgure 2-13) :

1) MSéﬁi’—iMOB_MSHO-REQH\F,servmg BS : EL{fll f MS T handoverf = 2[4
ad(seamless)pruFsfl MS%g*fﬂtarget BSEﬂﬁ Qz[ﬂbackhaul,ruﬁ i@f}&ﬁ%i@%ﬁ
iﬁﬁ??ﬁi o [RIF{4]H T hackhaulyy7c FAKRYE: & RAERRIE = 8 « Bl FJ MSHE
H',MOB_MSHO-REQE% 7 MS il Hi e target BS(| UE | [[Eﬁﬁﬁ);'/ 1] ° El[g[j\ﬁ
(/%2 [1UBS (candidate target BSs)%fid: & #iiUAK - “IF“ﬁ fll fZE JBS’F?'[F[Janchor
authenticator$¢! [EIAKEJgTﬂ*(request) 1':_{, YPEn anchor authenticatorflV p1 95 » [N £
anchor authenticatorg{ =P i’ f= T klfskatarget BSPU5E 7t fTAK (E‘}&, |target BS
FYAKE | H]) - lFﬁJ YPE1 " candidate target BSs Kb 07 Hiﬁf HEe W A EIUMS F. %
& AKJEETIEE I Y E1PE

2) MS 383X MOB_MSHO-IND E’zﬁ serving BS : Fir, MS 17t target BS i 0 5T}
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MOB_HO-IND ?*FJTF[ serving BS - [I1 serving BS {14! target BS F % % AK
Assignment ° FEERS F]'r “FI AK Assignment Fuﬁﬂj&%&ﬁ » anchor authenticator T ‘FT'P\”EZ
) T candidate target BSs & & AK [37V[1 £14% > candidate target BSs ~ 1> 5L MS & &
AK 379 overhead e

3) MSEEi—iRNG-REQmF,target BS : [4]7: FFMSF2 g Ztarget BS i 1 £ITAK
Assignment * fﬁ'iﬁ@‘lﬁ%? | fl“ﬁugr‘?handoverfmiﬁfﬁ\ﬂj FSJF'*?E;J—%EKJ?{ W= 0 PER
HiIF EkL iservering BS3E T A5MSPU il ™ Fliserving BSE1ffisf]*itarget BSZ il
AK%T’ﬁ*(request) > target BST BN AGEMS VTRl E Fe RO T HI%%{IUAK ’
el EG’MSETE 'RNG-REQ5 fitarget BSi% - target BSHiE= IRt FAVAK Y 5 (H57= 78
(FRIE ?EPK'MSﬁTiET_Iﬁ“@?target BSH T flitarget BS3E:AK Assignmentﬁfﬁ? > MSHFISETH
target BS/EWH PHIAKEMS T 'l 7858 = #ha~ xﬁﬁﬁi?‘@if [T I = o
PRI i A ARETEORRR T R O T BTN o1 AK Assignment -

() (@)
( A ) ( ) )

Serving BS raryct LS

MOB_NBR-ADV

MOB_SCN-REQ

HO_ASSOC_REQ

HO_ASSOC_REQ

MOB_SCN-RSP

MOB_MSHO-REQ

HO Request ~ |f—=====—=—

HO Response

MOB_MSHO-RSP/MOB_BSHO-RSP

MOB_HO-IND

HO Confim e == ——=—

RNG-REQ (HMAC/CMAC) | o= ——==—=—=—

Figure 2-13 AK i % Elf’JE?IfFéﬂ%,F
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24  AK3 HOEﬁElfJ;}r;E A

;Hﬁ'“}|235u{VFJ[MS[jhandover AR FIAKE: & = | ﬁﬁﬂjﬁk&ﬁA ) ﬁ‘“éiramhﬁ
= Eﬁfﬁ‘kgﬂﬁx_i AR VLSS Hi o
1) 97~ Ef‘[‘ﬁ%ifﬂﬁﬁgure 2-14}}'-*[‘1'_“MS& FLLIMOB_MOB-REQFEl i » El 154
KRS 8 MS MAC Address™ fi*fj= U AF BS fILidi 1Y 72 £ 1 (candidate target
BSs> lfﬂﬂt neighbor BS1 =*neighbor BS2)- rﬂ]fservmg BSI¥%(. 1 i - FiyHO_Request
(%Urﬂ A-1)Ff ey {3 nﬂnelghbor BS1 #ineighbor BS2 ; H—Jﬁﬂjnelghbor BS1 #Ineighbor
BS2 i'I'] 3 ?ﬂjlﬂﬂ |iﬁ [k (preparation phase) {#:13= Context Request (%UF‘ A- 2)1F|
anchor authenticator > fi7f~anchor authenticatorfid{if MS7+="serving BS‘I@&EEE?] FFep |
[AK Context - Context Request 2 &7 Iilﬁf[afﬁﬁfr%‘}%%ﬂréﬁw s Bl AR
(action phase)?r 3% 3=V EL o ‘anelghbor BS1 #! neighborBS2 # % %] anchor
authenticator™r3 - {fiuContext |Report (?‘wrﬁ A-3)V % > neighbor BS1 F[i&ih AK
Request|fjanchor authenticator fal2f=MS==neighbor BS1 1 [iJfiv— f*IFr{IIAK2 - i
neighbor BS2 - [rjanchor authenticatorfel s+ *IMS==neighbor BS2 [ ftijfiu— =1y
AK3 - anchor authenticator 7 [¥Z[]AK RequestF' L i > 2%kl F‘ (e EJF % MSHY
PMK - ¥, - [{[lanchor authentlcator}lﬂé?p JAK2 AK3 1 * AK Context » 3ZAK
Transfer ﬁgfﬁ&ﬂ F IR A neighbor BS1 #neighbor BS2 » k'A% AKFYE:  3iAd -
FUBC oA > T T ERAK AsagnmenUl%‘iﬁj[] o £ £l Context Request ~ Context

Report ~ AK Request #[! AK Transfer °
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Candidate BSs always have AK

MS Serving BS Neighbor BS1  Neighbor BS2 Anchor
Authenticator
MOB_MSHO-REQ (MS, BS list)
e R HO_Request (M$, BS list)
, Recommend
' __ Bslist ) Context Request (MS, Target BS1,
"""" - .- ContextReport________________||l

AK_Request (MS)

AK2 Generation
AK_Transfer (AK2)

HO_Request (M§, BS list)

HO_Response

Context Request (MS, Target BS2)

AK Request (M

AK3 Generation

AK_Transfer (AKI3)

AK3

¢ 3 HO_Response

! Target  |\\OR_BSHO-RSP

~--BS _.- -
~~x [MOB_HO-IND

@

Figure 2-14 AK Triggéred by MOB -MSHO-REQ

2) By FETHYEL MS HUE target BS I 1R MOB_HO-IND L » 54757
- TG AK R T Jiﬁ‘}‘r Vi [RIRESAK o ) serving BS 12 HO
Confirm FHEL5 AT Z: target BS » lg' target BS EEL[SFTU 5?’:?* A [ff[fll[ﬁ“i HO Ack & A
serving BS - 3p|*I serving BS =IFEISEFEL " - target BS £ e U =i UEEJI/ 1B
¥h5 AK Assignment > 12 5 %1037 Context Request [fi] anchor authenticator foif

FURETY AK & FifiE AK_Request i~ 21T AK2 o
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MS Serving BS Target BS Authenticator
(Key Receiver) (Key Distributor)

MOB_HO-IND (MS,Target BS)

HO Confirm
HO Ack
Context Request (MS, Target BS)
Context Report
AK_Request (MS)
AK2 Generation
AK2 | AK_Transfer (AK2)
HO_Complete

RNG-REQ (HMAC/GMAC)

RNG-RSP

Figure2-15 AK Triggered by MOB_HO-IND

3) TR FIRYETH ) e CRAKESSHE i~ o [ALRHEH 5= 7617 > FIMS
FEhE target BS iz S RNG-REGTHES Eﬂj‘ . target BS} [l ol o2V IH AK2 (Figure
2-16)  [WMSHEZHYRNG- REQ’FJ“”‘JHMAC/CMAC » target BS FIEI E )}nmﬁi
[ - [HIF-target BS~ it ]| 315 Context Requestg*Fl{F—[anchor authenticator » foI7f~2V
HMS Vfji==serving BSH "|fvAK Context rjlﬁﬂf i target BS{%_!_?%J%%I[F[JanChor

authenticator®V i /1 #*MS="target BS. il #{iVAK Context -
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Target BS Authenticator

MS Serving BS (Key Receiver) (Key Distributor)

RNG-REQ (HMAC/GMACQ)

Context Request (MS, Target BS)
Context Report

AK_Request (MS)

AK2 Generation

AK2 AK_Transfer (AK2)

RNG-RSP

Figure 2-16 AK Trniggered by RNG=REQ

SifTl ] _HpN = A ?EJI/ I BT R e Y ARG s R Y T PMK S RS T YR
T —F’J‘: Ay ot PMK e SRR B authentication  (initiating
re-authentication )- [fil BRpY- FJ, MS Z2ESZ (5 =l NAP (mobility domain)’® ™ fiv target
BS EH’,‘E‘?P‘J@:LH‘J anchor authenticator .3 {1 = | » - E1Fr I~ re-authentication -

PRGBSO RL - 2 ﬁwi R ?5314 » TUTHEE ﬁ&;ﬁu AK JF—“ E,I £l AK
Assignment 7EL (Context Request ~ Context Report ~ AK Request ~ AK Transfer) = < &
FLET- %Ej‘[‘ﬁ% 7 [ A EE target BS E\JJTE\‘HE}Iﬁ*EI’?E | TI'f°F candidate target BSs fﬁf'
[f1] anchor authenticator feI*f*— §*I AK > = kLY[IET backhaul Afff#% » anchor authenticator
AV EIPE » N4 Is]m?f’ TN = B HRETET T R e ARG Efﬁﬂ@ °

_-Ellll
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57 3

Distributed security mechanism

ALFIT Fidi WIMAX ﬁli#’ffﬁ*w@ﬁp%&@@ﬁ oy M MS
handover [y AK i 4 i@%@bﬁ?ﬁ?@lf@ Py giEi(loads) i A AT ﬁ:ﬁ“ﬁ?@ f~
BRI AR A TR 3 b handover TIPS AK 3 2 [P bl s i)~ S
backhaul *f ,rj VRS 19 -
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7 SA-TEK 3way handshake[!V f 'V " ELERr BV AK I 8L F | [HiE security
association » PHIF=HAE T it i

28



ws  IXEN seningBS Tagube NeighborBS2  Authenticator

‘_d MOB_MSHO-REQ (MS, BS list)

e ————— LN

| Recommend | MOB_BSHO-REQ (MS, BS list)
! BS list , """"""""

——————————— 9 HO_Request (MS, BS list , AK Context))

HO_Response

Ak

HO Request (M$, BS list , AK Context)

HO_Response

MOB BSHO-RSP
MOB_HO-IND

HO Confirm
9 RNG-REQ (HMAC|CMAC)

RNG-RSP (HMAC/CMAC)

@ | SA-TEK 3-way handshake

Key Request/Key Reply
\

Figure 32 Proposed AK Transferred procedure

3.2.2 HAM 5T

a:ﬂ‘"*'ﬁﬁﬁ R T BUMSZEBS) o Lt FI%UTP }-{—JAKE s AR T URLAAMS S BS 7
MTJI,, P ELMSEENAP D [ Jﬁufﬁ%[,l PIFAKPVE: 2 2 =0(0) - B R o R

[UBSID= > <RI EENAPID » PPl RISy 2 280 fSebri s -

AK=Dot16KDF(PMK, SS MAC Address | NAPID| “AK” , 160)

AKID=Dot16KDF(AK, AK SN|SS MAC Address INAPID|"AK", 64)
NAPID o7& 4712 BSID ﬁ[fﬁj ; BSID FI’EI DL-MAP #IZVH 48-bits pru@sh|9F
(identifier) - 1| NAPID £ BSID Elflﬁfj 24-bits(MSB) » [NIF=T %T%”ﬁ@: ~H NAPID [igf
IE 0 14

GISEF R :Tﬁ,u(baCkhauD—i\% SIH i -

1) HO Request (?‘&Fﬁ A-1)7rintra ASNRL T FF JAK Contextfif & -

2) AEFMASN-GW kL1 IVHO Request (F<Aff A-8)HIJTi* 32 4 1% (option) 1/} | AK

Context ©

29
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4.1  Function View
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Figure 4-3 type classification
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Figure 4-4 State Diagram for a 6-subarea Cluster
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?&Jﬁﬁ A-1 HO Request transmitted within ASN

IE Description M/O
HO Type Describes type of the HO (FBSS, MDHO, HHO) M
MS Info Contains HO-related MS context in the nested IEs M
>MS ID 6 octet MS ID (MAC Address) M
>Anchor GW ID Identifies the Anchor ASN GW M
>Authenticator GW 1D Identifies the Authenticator GW M
>R3MM Context R3MM related Context Info 0
>SF Info (one or more) Each IE of the list contains context of a particular SF. M
>>SFID SFID associated with the-Service Flow! M
>>CID CID associatedwith the Service Flow. in the Serving BS M
>>SAID SAID associated with the Service Flow M
>>TEK Context TEK context might be included 'if there is a desire to share TEKs o)
between the Serving and Target BS upon HO.

>>Packet Classification Each IE in the list contains IEEE 802.16e Packet Classification 0
Rule Rule

(one or more)

>>>Classifier Rule Priority | IEEE 802.16e Classifier Rule Priority 0
>>>Classifiers Set of IEEE 802.16e Classifiers associated with the Classifier 0

Rule

>>QoS Info QoS Parameters associated with the Service Flow 0
>>>Qo0S Parameters IEEE 802.16 QoS Parameters 0
Serving BS Info Contains Serving BS context in the nested IEs. M
>BS ID Serving BS ID M
>Round Trip Delay Round Trip Delay (RTD) between the MS and the Serving BS o]
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>DL PHY Quality Info

Downlink PHY Quality between the MS and the Serving BS

O
>UL PHY Quality Info Uplink PHY Quality between the MS and the Serving BS o)
Target BS Info (one or Each IE in the list contains Target BS context in the nested IEs. M
more)
>BSID Target BS ID M
>Data Path Establishment | A flag indicating whether or not Data Path should be established 0
Option before responding to the HO Request.
>Relative Delay Indicates the delay of neighbor DL signals relative to the serving 0

BS,
as measured by the MS for the particular BS.
>DL PHY Quality Info Downlink PHY Quality between the MS and the Serving BS 0
>UL PHY Quality Info Uplink PHY Quality between the MS and the Serving BS 0
%Ur*ﬁ A-2 Context Request from Target BS
IE Description M/O
HO Type Describes‘type of the'HO (FBSS, MDHO, HHO) M
MS Info Contains HO-related=MS context in the nested IEs. M
>MS ID 6 octet MS ID (MAC Address) M
Serving BS Info Contains relevant Serving BS context in the nested IEs. o)
>BS ID Serving BS ID 0
Target BS Info Contains relevant Target BS context in the nested IEs. M
>BS ID Target BS ID M
?JFF‘[ A-3 Context Report to Target BS
IE Description M/O

MS Info Contains HO-related MS context in the nested IEs. M
>MS ID 6 octet MS ID (MAC Address) M
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>Service Authorization

Indicates whether or not the service is authorized, if not

specifies reason.

>Authenticator AK Context

Contains AK Context in the nested IEs

>>AK

160-bit AK

>>AK ID

64-bit AK ID

>>AK Lifetime

16-bit AK Lifetime (in seconds)

>>AK SN 4-bit AK SN
>>PMK SN 4-bit PMK SN
%JFF‘, A-4 HO Response
IE Description M/O
HO Type Describes type of the HQ(FBSS; MDHO, HHO) M
Result Code The result of the Réquest M
MS Info Contains HO-related'MS context in‘the nested IEs. M
>MS ID 6 octet MS ID (MAC Address) M
Serving BS Info Contains relevant Serving BS context in the nested IEs. M
>BS ID Serving BS ID M
Target BS Info (one or Contains relevant Target BS context in the nested IEs.
more)
>BS ID Target BS ID M
>Temporary BS ID Temporary ID assigned to the target BS 0
>HO ID ID assigned for use in initial ranging to the target BS once this BS is 0
selected as the target BS
>Service Level Prediction | Service Level Prediction code. 0
>Preamble Index / Preamble Index / Sub-channel Index code 0
Subchannel Index
>HO Process HO Process Optimization code 0
Optimization
>SF Info (one or more) Each IE of the list contains context of a particular SF. M
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>>SFID SFID associated with the Service Flow M

>>CID CID replacement M

>>SAID SAID replacement M

>>SDU Info First Buffered/Multicast SDU context for Data Integrity. Relevant o)

only for DL U-Cast Service Flows.
>>>SDU SN Sequence Number of the First Buffered/Multicast SDU context for o)
Data Integrity. Relevant only for DL U-Cast SF.
?&JFF‘[ A-5 AK Context
Parameter Size(bits) Usage

AK 160 The authorization key

AKID 64 AKID = DotI6KDF(AK, AK SN|SS MAC
Address|BSID|"AK", 64). The AK_SN in the Dot16KDF
function is an 8-bit number which consists of leading 4 zero
bits and appending 4-bit AK_SN in MSB first order.

AK Sequence Number 4 Sequence number of AK. If AK =f (PMK and PMK?2), then
AK SN = PMK SN + PMK2 SN
If AK = f (PMK), then AK SN = PMK SN

AK Lifetime This is the time this key is valid:; it is calculated AK lifetime
=MIN(PMK lifetime, PMK2 lifetime) - when this expires, re
-authentication is needed.

PMK Sequence Number 4 The sequence number of the PMK that this AK is derived
from

PMK2 Sequence umber 4 The sequence number of the PMK2 that this AK is derived
from. In Single-EAP, it shall always set to zero

CMAC_KEY_U 160/128 The key which is used for signing UL management
messages

CMAC_PN_U 32 Used to avoid UL replay attack on the management
connection-before this will expire (for example, when
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CMAC_PN_D value bigger than 232 - 10, 000)
re-authentication is needed. The initial value of
CMAC _PN_U is zero and the value of CMAC_PN_U is

reset to zero whenever CMAC_KEY_COUNT is increased.

CMAC_KEY_D

160/128

The key which is used for signing DL management

messages

CMAC_PN_D

32

Used to avoid DL reply attack on the management
connection —before this will expire (for example, when
CMAC_PN_D value bigger than 232 - 10, 000)
re-authentication is needed. The initial value of
CMAC _PN_D is zero and the value of CMAC_PN_D is

reset to zero whenever-CMAC_KEY_COUNT is increased.

KEK

160

Used to encrypt transport-keys from the BS to the SS

EIK

160

EAP Integrity Key-for authenticating Authenticated EAP

message:

CMAC_KEY_COUNT

16

Value of “the “Entry Counter that is used to guarantee
freshness of computed CMAC_KEY_* with every entry and
provide replay protection. Upon initial network entry, count
is reset to 0 in the MS and Serving BS, and to 1 in the

Authenticator.

?‘Jﬁ A-6 List of Identifier

Identifier Type Size Scope(area of validity)
BSID binary 48 bits Global
Operator ID binary 24 bits Global
NSP ID binary 24 bits/32 char string | Global
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Authenticator ID

binary

4 octets/16 octets NAP/NSP

?UFF‘, A-7 Proposed HO Request transmitted within ASN

IE Description M/O
HO Type Describes type of the HO (FBSS, MDHO, HHO) M
MS Info Contains HO-related MS context in the nested IEs M
>MS ID 6 octet MS ID (MAC Address) M
>Anchor GW ID Identifies the Anchor ASN GW M
>Authenticator GW 1D Identifies the Authenticator GW M
>R3MM Context R3MM related Context Info o)
>SF Info (one or more) Each |E of the list contains context of a particular SF. M
>>SFID SFID associated'with the Service Flow M
>>CID CID associated with-the Service Flow in the Serving BS M
>>SAID SAID associated with the Service Flow M
>>TEK Context TEK context might be included if there is a desire to share TEKs 0
between the Serving and Target BS upon HO.

>>Packet Classification Each IE in the list contains IEEE 802.16e Packet Classification 0
Rule Rule

(one or more)

>>>Classifier Rule Priority | IEEE 802.16e Classifier Rule Priority 0
>>>Classifiers Set of IEEE 802.16e Classifiers associated with the Classifier 0

Rule

>>QoS Info QoS Parameters associated with the Service Flow 0
>>>Qo0S Parameters IEEE 802.16 QoS Parameters o)
Serving BS Info Contains Serving BS context in the nested IEs. M
>BS ID Serving BS ID M
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>Round Trip Delay

Round Trip Delay (RTD) between the MS and the Serving BS 0
>DL PHY Quality Info Downlink PHY Quality between the MS and the Serving BS 0
>UL PHY Quality Info Uplink PHY Quality between the MS and the Serving BS 0
Target BS Info (one or Each IE in the list contains Target BS context in the nested IEs. M
more)
>BS 1D Target BS ID M
>Data Path Establishment | A flag indicating whether or not Data Path should be established |
Option before responding to the HO Request.
>Relative Delay Indicates the delay of neighbor DL signals relative to the serving 0

BS,

as measured by the MS for the particular BS.
>DL PHY Quality Info Downlink PHY Quality between the MS and the Serving BS )
>UL PHY Quality Info Uplink PHY Quality between the MS and the Serving BS 0
AK Context Contains AK Context 'in-the nested IEs M
>AK ID 64-bit AK ID M
>AK Lifetime 16-bit AK Lifetime (injseconds) M
>AK SN 4-bit AK SN M
>PMK SN 4-bit PMK SN M

%Ufﬁ A-8 HO Request transmitted across ASN
IE Description M/O

HO Type Describes type of the HO (FBSS, MDHO, HHO) M
MS Info Contains HO-related MS context in the nested IEs M
>MS ID 6 octet MS ID (MAC Address) M
>Anchor ASN GW ID Identifies the node that hosts the Anchor DP Function in the Anchor o)

ASN. If
it is not included, it means that the originator of HO Request hosts the
Anchor DP Function for the MS.
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>Authenticator ID

Identifies the node that hosts Authenticator and Key Distributor
Function in the Authenticator ASN. If it is not included, it means that
the originator HO Request hosts the Authenticator and Key Distributor
Function for the MS.

>R3MM Context

R3MM related Context Info

>SBC Context

SBC related Context Info

>REG Context

REG related Context Info

>PKM Context

PKM related Context Info

>AK Context

AK related Context Info. May be included if the Serving ASN retrieves
the AK Context from the Authenticator ASN

>Data Path Info

DL (Anchor to Target) Data Path Info for per-BS or per-MS granularity
tunnel. It may be optionally included in the function collocation case
and if per-BS or per-MS granularity tunnel is supported between the

Anchor and Target ASNs.

>SF Info (one or more)

Each IE of the list contains context of a particular SF.

>>SFID SFID associated with the Service Flow
>>CID CID associated-with the-Service Flow in the Serving BS
>>SAID SAID associated with the Service Flow

>>Data Path Info

DL (Anchor to Target) Data Path Info for per-flow granularity tunnel. It
may be optionally included in the function collocation case and if

per-SF granularity tunnel is supported between the Anchor and Target

ASNSs.

>>TEK Context TEK context might be included if there is a desire to share TEKs
between the Serving and Target BS upon HO.

>>Packet

Classification Rule

(one or more)

Each IE in the list contains IEEE 802.16e Packet Classification Rule

>>>Classifier Rule

Priority

IEEE 802.16e Classifier Rule Priority
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>>>Classifiers

Set of IEEE 802.16e Classifiers associated with the Classifier Rule

>>QoS Info

QoS Parameters associated with the Service Flow

>>>Q0S Parameters

IEEE 802.16 QoS Parameters

Serving BS Info

Contains Serving BS context in the nested IEs.

>BS ID

Serving BS ID

>Round Trip Delay

Round Trip Delay (RTD) between the MS and the Serving BS

>DL PHY Quality Info

Downlink PHY Quality between the MS and the Serving BS

>UL PHY Quality Info

Uplink PHY Quality between the MS and the Serving BS

Target BS Info (one or

Each IE in the list contains Target BS context in the nested IEs.

more)
>BS ID Target BS ID
>Data Path A flag indicating whether or not.the Target ASN should instigate Data

Establishment Option

Path (Pre -)Registration.

>Relative Delay

Indicates the delay of'neighbor DL signals relative to the serving BS, as
measured by the MS-forthe particular BS.

>DL PHY Quality Info

Downlink PHY Quality between-the-MS. and the Serving BS

>UL PHY Quality Info

Uplink PHY Quality between the-MS and the Serving BS
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