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ABSTRACT

ITIL (Information Technology Infrastructure Library) is a set of
guidelines for ensuring high-quality IT services, which includes the
incident management module. The primary goal of incident management
IS to, when abnormal situations occur, restore normal statuses of business
operations as quickly as possible and minimize the adverse impact on
business operations, thus ensuring the maintenance of the best possible
quality and availability of levels of service within the limits of the service
level agreement. ITIL only points out the guidelines for the processes,
steps, principles and elements of the modules, and it does not provide any
tools or software; furthermore, it does not probe into the use of automated
approaches to achieve the ITIL’s goal with minimum human burden.

In view of this, this study proposes a plafform for incident
management. This plaftform is in accordance with the ITIL incident
management’s process and procedures. This platform auomates the
process of incident detection, incident classification, and incident
retrieval. This platform uses Perl, Simple Event Correlator (SEC) and
information retrieval techniques to achieve the automated process of
incident management. This platform speeds up the handling of abnormal
situations for the operators of the first line; thus, the mean time to repair

(MTTR) can be reduced and the IT services quality can be improved.



Finally, this study interviews serveral IT management personnels to

discuss the benefits of the platform.

Keyword: ITIL, Incident Management, Event Detection, Event Correlator,

Simple Event Correlator (SEC), Event Retrieval
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fe i A2 & (Structure)iz T B A & » ReHg ITSM & fite 733G 1

zmﬁ&mmmmxaaf-i*ﬁ’ﬁﬁéiﬁgﬂ‘ﬂﬁgﬂﬁ

AR et = B g £ 41% 3 (0 fe1 B Ria e it e chud 17 o

2.1.2 ¥ i+ £ 12 (Incident Management)

G ITIL P > T2z R 5[6]: @ 3 B3N RIFE B (T4 5 D
=3 @ ERAT A ERIRIEY BT E RIS TR Wk ‘T}
ﬁéiﬁoﬂ&’g@?ﬁﬁﬁﬁﬁ%m%’ﬁg@wﬁ;ﬁmiﬁ
%ﬁ’mﬁéﬁiﬁﬁﬁﬁﬁaﬂﬁﬁ’E%ﬁﬁﬁﬁéiﬁﬁﬁ’
LT AR Rear Sl )I*%a‘piz»? @ AR o ITIL 4% 2 F 127542
TEL[6]: % ITIRABZFEF 4 8 PIRFwAR I L FEF TR EEA7
P EHE A A PR v R EER c T E TG
A g PfRAa-g i PR IT PRAFwAR DI % % il (PR B > /e
¥ BRI E

FE LA AR M gy~ By B AP B R Ao B 4 0T o B Y
EEah g g R EdRF s T ﬁ\iﬁa%\iﬁﬁ
s hAr R T RS S fEh g
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Incident P

Incident Management N~ ]
Details
Detection Configuration CMDB
. Details N
Communication Recording
A
Classification N
Diagnosis Resolution Known Error
Details Database
Resolution ~_
Change
Management Recovery

Response Management

Information

Closure

Reports

Ownership

B4 %i2pE ﬁ%])‘ ‘ﬁ%]”"l"‘ S

Ff k& HPITIL Foundation for IT Service Management[6]

FEAIRY NIRRT A S T BBk g i [6]

1.

¥ & i p|(Detection) : B fEE g 4 R TREEFA
R RN AT A T oA KR S SRR S B iR e —‘F"f‘fﬂ“éﬁz ’
B AR RN Rk el B E BT
S ARC Bt ﬁimﬁﬂ)‘ vl JRIFS A R TSI o EE GV

g AR HAPRGEF R A 2Rk AR W RURAEF RRIAL
éﬁﬁ%iﬁ@ﬂﬁﬁ%éfﬁ%%ﬁ%ﬁo

¥ 2 zék(Recording) @ M iER F E R B sk E Rk 4o
BRSFRAR -EF A0 BV RREPEFRE X -
¥ ¢ & #g(Classification) : ' F & I RIHp e E Flod K
BT e E AR Aopsk o BE EFEY G R B
lenE it o § b gL E 2 EP 7 ;#i?ﬁ%ﬁmi IR - T
B itm HETE AT T B RJITDIRARER 40 s 24 )
AR* gt S MES B ¥ o P XS A RAPE
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PIIBLARR 5 58 o

% 2 2 %7(Diagnosis) : tiz B TR B Ted T (1) &

wEmTRE R m > (2) B oA T B M T o 1

2 (3) E e A A AT 2 A R 31 AJT feas & (Known

Error Database) ® > 35 21 4p &g i B° RE T pr 4 24> % o &

FAMT R LRGP ELRAlF - BRBF R

(Request For Change, RFC) » % d R 4 - = (Problem

Management) /i A2 i 8 38 (7 2 0 R A A fRAZBE E o

¥ % f2;4(Resolution) : Az BIFER TR BT aNd (T 5L o B~
B * BB enfiilt koo B F ArpE 242 % (Workaround)

B FE 2 AIT 24 3R % SLEcds (System Up) o

¥ 2 x4R (Recovery) @ gt @ A H- kL w 4R D) R A T ¥ K

AL o PR —‘F‘f? gk Ke(User Up) o

“7 3 E(Ownership) @ iz B FF L& msl ¥ 2 A4 T 8 R B
BEALL BP0 TG rE R PG A LG
BTN KRR E Bty F T 2o

A

ABBEAT L P o Hanemann[13]4% 41 % & & il 1T PRIE® fi 00

IH @ oAp B PR X DR ek v o Bartolini & A [14]3% 0 % 2

B E & Rdicfd T ¥ 32 i 4 #(Key Performance Indicator,

KPI) # 2 2 g 2chlg% > £ #0¢ 2P % (Management of

Business Objectives, MBO) i & £ & &8 IT IR § M ean®PFIE P o



Gupta % A[15]» &M F 2 g @enp $ it/ » LA F & KR F R
TR FwAFOT R DR AT S REF RIS A f A
TSN AN E R 2 AT AWEF R F ORRSE o
A H[I6]R g ¢ e i e A KR R g gl s ¥
FUw FALFI P e aP B AR M 2 I aeass ke
PRIE S e i F I (e oy AUV APRAR S AEATE S A
RG] A RE(S 0 A TR o FeI[AT] L Y R NI A RS B
TROREFEFR 1 AP Bt E S BERB S E T2 LHE
SR FRERLEFAEET ERA

gﬁpfﬂ,%&%rm_ﬂﬁiﬁﬁﬂﬁﬁ BEEFRY R

+

AR AGHETOT R R el AR R BE(F DA RS
LR RIS AN AR AT EED X LEE LT
Foftmiss o2 2 BEEL- Bws BT 2 FEAET
WAJLHEE R AR T ¥ FERAE BT RABE 7 A

< EEL o

2.1.3 =i ¢ 7 (Configuration management)

ITIL ‘o i 3§ [6] 8% ~ i &P & L IT IRAE - * 3K
PERE- BEAESS N REF R > LA P Sk
B~ 2 YA AT 2 Wm%ﬂ’ﬂtz@?uJA? IT PR7%
SR B AR R AL S e i g R E(CMDB) -

ﬁﬁﬁﬂﬁﬂﬁﬁ%ﬂ?ﬁﬁéuTﬁﬁ[m:

1. TAREEEUTITFASZ LR AENITIRBFEHEFT -

2. &?i&mMD&ﬂ FT PRI S0 35 T30 o
3. HIT v Sl A EERGE Y ERRIFLR
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%o BRTERRAE AL R AE
*

# #:48 (License) ¢ 12
R IT A#ZEREF G TR LATE L0 R i o

B B T ORAE e A
Fe Mo T AAGE e~ 2 i Frsn o

FENT AAFFHREZT LR -

CMDB ¥ - B = F k5e1f = 2 pFif % [6] > @ CMDB ¥

© N o g &

i - & FORAE S 298 p (Configuration Item, CI) > CI ¥ % /1 48 -
g i R S BH AN S PRIF S A 2B SRR e 2 s 2 S B H
#RALE o ot CMDB e & Bat > e L Cl it p #o4
oY HH BERAE 0 £ F ClApI MEM AE LS F 4R
FITIRGEG Ewend &0 F o4 2> CMDB ¢ - CMDB st
TS FRAE > A ITIL PRIFL BEPRFBEY 2 e o fr
W o

4o 3 #7570 o ITIL B4 ¥ CMDB 5 4% < [6] R4 ITIL H s =
FAIRIES CFEFECFEFE - BHF T E e - CMDB 454
Be enITFERE > * i 3alT g9 & &P F o bldofRIE 5 A R
A AR KR ERP KB ¥ 0 f & i Ao (1145 CMDB
F)D P HERP s @ s ITH 2 (& 5 5t - AR~ Rra%)
uiﬁgﬁﬁiﬁﬁw5%§wﬁ°%ﬁﬁimﬁﬁ*ﬁiiﬁ%ﬂ
FR AL 0 blhe { ATTORE BB At AR 0 [T i § BT 1
et AR A2 B o FE AT JRAFFE TN I km > 6ol E /7
O ELE R H »FEE %39 CMDB Tt > 45 18537 A FE 5 217

ERRd g mh {Aho meRE R AT G TRE L AT A AR P

W
B}

CECI SR UV SR |

LT RV
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%8 CMDB e&# X 2R RIS, T T LR EY
TR R AR RARE F A PO iR R DA T o
IT BT I o RS 2 2 2 2ot g % RGN 2
FAPFF S ARATHT B F AR 0 TR AL A
WAL M ERY 2 FEAHAMALR T s
A e s FEFEF 0 RF R RG LR At 3

TR o

Sharifi % * [18] & =@ & j&_ + 1 T~ (Top-Down) ~ d =& @
(Buttom-Up) ~ = % (lterative) £z 4% 2 #-3% (Ad hoc) & v & = ;2 k& =
CMDB - # 4 % i CMDB & JRir & T it * & § Ronuwigik
(Gap) ! FiiA B> A AFE ¢ o 4 B4R ITIL chie fi § 74, 5]
Tl pd it g ClarigTa-s s L2 e R
A (Baseline) T4l > s B e T AL S B ol wmpFi * > ki
B E IR RAR (T o

2.2 F #pim (Event Correlation)

1945 Jakobson % 4 [19]3% e & o F E R B - BREA Mo
AR AR E AT A LA PERERPN PR - mg L nE dpE
i TATHR ARG 2T F o FRT EM BT WAL ¥ 2 M
= (Event Correlator) » fg:Fefe i v > BB BT & ¢ L TFTE &
FERRADERER - FTEMBRARY AL i of 4 o
BT~ KB B RN kA [20] 0 SRR A @ F AT A AT
o drBELE S X 2H I R RF I ot T RE T ir g
[21][22] -
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221 ¥ 23— ;2 (Event Correlation Approaches)

pae 3 34EE E BB 2 ¢ 35 Rule-based [23]> Graph-based
[24] > Codebook-based [25] » Case-based[26] % % » 12 F gt = 2
o
® PR & ¥(Rule-based approach):

Rule-based =1“Rule” it £ 5 T4Lp] > & P8 E AR B B 7
R REfE L 29 ar B diehd Parita 52 [27] o AR E k3
o3 - R ALY KRRl R B IR T Bl 2P € TR
“IF(i 2 & ) » THEN(Z (743 27 )7 ek R > 15 1% & 5 Ja Bl end 2
@ p M ARTREE TN A RS hFe v i f 28 ke
Fde s AT R B R mﬁiq?l > RiR[23] -

PR ;LA P b ¥ - R R r s £ - AR T
LEEMES 2 P § ) ng 54 HP ECS 22 RuleCore 9r §:&
PAE E B A[22] o MBIE BB i B e AR 4oR] 5 S 0 o

® “Knowledge Base” #_#1 % Frah ek B > & 15 Uik 4 Foas(MFact”
F AT K P E B R E)N AR i@ (“Rules” & ¥t 2
eE 2R #;] 7T BV vk )3T k su@  “Inference Engine” B4R R k tend
L Fedl o A& et ik §rinRules” & “Fact”de e A %k fE AR
LR S e SR SRRERN S (E F /A el A Bk ST
PRI T AP T T BL R AR 7 Ern s “User Interface”

SRR KSR R RA R KRl [27]

19



Inference
engine

User Interface
Knowledge

Base
(Fact & rules)

Bl 5 PR & e it
7k kR @ Gardner and Harle[27]
HP) Rk SeeniBgh[22] 2 % 5 B Eoaomid v SR 0 ¥ v H
T ARG SRR
F 5k ELP e & DE AT ERBEMOR O HEF TS T
%{jﬁﬁ’@?ﬁ%iﬁ§@$ » Rich % 4 [28]i1f #% 3] > 4o % & *
ﬁzmé@%ﬁ@;#PU£ﬂwlgi%1&%,wwaaghﬁ
EvEE* 2N et B R TP E AT B EEY N § 8
FAE[26][27][29]4- > (1) RRIFF i g #FAp% ~ > FREF LB
Fledpli4p s 28> A 17 gk > (2) ok - B AT

34

I 2 gen S RIS R K

— BTG ACRPIATIRE o Rt kAT 6 - Bt A Fr A ek R
(3) LR € P Rdahpid? > RPIE & tfruﬁ/é B A B o
FRALGIA T 0 (4) RFFV s TS B TR
LRk EAEB Y o

et PR A pF > ZHEBIE ARas BEM > B LI g R
FefRaied BREES TSI T ER R NRPRI T A PREP F
{%;L,&_&ﬁj&ﬁ%, TERTYEACETEMI A AT Y N T
PEFZTRB H 3 % > T b PR ks o
® [« s (Graph-based approach):
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Graph-based = j*[24] & 41* % 4 A o478 T &5 Ktz
RFAp ik B (R (4o PRA% > 248 > R 2L % F) 5 T 12 4p i B (Dependency
Graph)# 7= - B3¢ chx Bt & F- B ket > 3,7 % g
i deend BE B A G ipeM o A T &8 A &3 (Depend on)&
BB il A ERBEARNE L fEREL A
ARFeahkiRe g - BEEFAFZRT NS NFEARART
[30] > 4- HTTP JRAF B2 4 w ¥ 2 > %5 - B H - chppid s
7 R AT 2 e

1P iR Bl HuE (T2 N4 6 rom[24] 0 - B4 0 E 2 M B BT R
b % B TE TR E B g o gy 0 % R RS AL B
R EL SRV RE - FT R AR L2 ARGERY 7
AR B g R 0§ R AR R g g Be T S RGETE 2
(Condensed Event) » T2 * £45#sip] » Al 75 FF Ty > &5

% ¢ A tRie i & /x(Correct) & £ ¥ (Faulty) = fé4 i o F]ob bl 55

g E - B gy REF BSOS E G E Y f 2 g
5 EE T A R AT R e o ho % B I enRl B AT

\

I

E\\
o

D0 - B AR AL S R ATB B fdp ik BY 4 T8
PR S S P A WY RS T - B S T

SRR AL S PRI E R o el T FRERBEFRLEF
PBEEFIER KBS N 4o
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Raw Managemenl Evenls

Dependency
Graph

T Condensed Event

B 6 4p % @
ok kR - Boris[24]

B % Bk ALIE S E RIS 2 andd de[24] 0 (1) AR ik Bl R

EFAEL 0 (2) VAR FAPE TS N o SoRTH 1'% o BEE & B
2 Fefpieb i 2 R AMBMEFRETRY > Q) pRRBloE L

{Qﬁﬁﬁﬁ@’ﬁﬁﬁﬁﬁw&%ﬁﬁ@i?ﬂ%%%ﬂi%é
FoEFT LRI Ak e AP RBIHT Tk T2 A B2 ’I}
FHpELEBAZTHL Aok T2 B%ﬁ‘ifjﬁﬁ BE P AL I
ﬂ*fi}uﬁ“ et TE R ATRID AT M B AR IR R E R o

kB E LD A4 eFpRY G AR Y R EER
R F NG THIR S BET ok ApRBISEL 0 LE 2 T RIE
L2 endp kB T 8% 4ok fok 5 H (Bill of Material, BOM) ¥ £ B
R REER T RAMPM i fpd 2 a5 e 2R ¥ TR
THREER AP E R AT RS EREL -
® 5% % ¥(Codebook-based approach):

Codebook = ;2 [25] & 12 % % #5 (Coding) £ ®]=5(Graphs) e~ ;4 &
%@ % > EMCSMARTS 7 * g o £ * p f6> N B g a 2+ [22] -
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%wmxﬂﬁﬂﬂyﬁ—%ﬁﬁgﬁﬁﬁiﬁﬁiﬁ’ﬁ%iﬁé
PP ORAEY Aot T EATRARM 2 B 2 0T S R AL TR
TG A E R {7 505 (Code) pw Fo & REE 0 @ gk
FLenhd Eﬁﬁ%i%i&{: BLZR T3 ek F %38 (7 f245 (Decode) 5 FEn
FR— BRI SRR RkEE > B L PR F o

BB (T E FAPTE 2 B F %M A[3L] A B N ek

.g_

A A4A>B 2N O "ASBTR AT EALGF A EEB RS0 2

L ) f»%i)]* C AR A S BEE DT R G BTy P 28T
%%&>ﬁﬁim@ﬁ%@7%ﬁ’%dﬁSﬁ%ﬁ%iﬁ
(Symptom) » P it & R 38 % # (Problem) » % Fg 2 5L & &5 F g2 fFen
Fla b th o B 7enigit 305 (1) $23 485354 Bk
FEFEMG S RVUELZ-BERE (2 R IR ERFESR
RFEHFR TP (R SEE8) 0 Q) REPNEF IR

BRAPREETHI00PE > & a BE S %?%}U“Jf B 4 F)
WG E T ERS DR R W 8 40T o

13

b

Q,

Bl 7 Som i 5 ¥ 2 F
FHL KR Yemini £ 4 [31]
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O © O
PN
6/

B8 it i enirl & AF & 5% F
FHL KR Yemini £ 4 [31]

BER g E 1F S 5N fm;] ~ 2% 4 B % 7] % @] (Causality
Graphs)= ;[29][31] > »* F1 % B¢ 2 £ & ~ 3 A PR 2 gL #
k£ iF FlE B Cehd B BB SE R BT b 300 0 1o RIE T
AP MR o AR ) R R A R RS KR AT
i’?T#iip\’géOEVl’?i&f*%iﬁ'—éﬁ’&“%ﬁﬂfx{@ B s B o

A 0frl 2 B enie v * ddn J4p B 5 chdg i i[29] - @ YnS I
% (Coding) st jire # kgt B GR T o b I deE - LER DA G
PR AR B ES 0 R %Jffi‘/"w‘ﬁﬁfi @ o

BRI kB g o P 2 R iR BEE T O A R R T ok
T - R Grihie F B RR[29] ) p A vahe ER R T EH
FE4E(Hamming Distance)= 22+ 5 p i A > ¥R F| ¢ FoehE 2 2 4
A 2O RBRE kA€ s > Vi s - Hamming Distance[32]
{%6%imzwwﬂﬁaiﬁ’$%a%@@ﬁi&’w%
10001001 4= 10110001 » Fr+ ;A2 5 % > BAPEH =~ E 73 - e &
oY 2B R PO BT R R F Hexclusive
OR BH 4 »a BEBMRT > TSP 303 FBE 1 aix
Ao L FBAVRARBOFTBAZPIERAR PR DA KA F
5 A ARAR 0L o
® %R & ¥ (Case-based approach):
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Case-based #7“Cases” i* & &_ T B g «1F/2 | » Aamodt & « [33]:n
AERGIES ZE TR F L PR EAFR Y U dfg il 5t
Jodr 1@,%%iwm%yﬁﬁf&A#@?ﬁﬁ%W%%ﬁ’
FBI - BATRARE § A w B AL W RS F g%k B
LR SR LR AR SRR L STy
R IR R o R G RE K S O 2w i T R AR NS B Es B
IRRE M SRR G 0 F T - BRI R e
PEY R R o RARTE RS SR ARV 2

T L RTT R R RS E A R R A € 35 A fE AR AR e
APTESHR  ELNSE R A FREFE R

- R G R 2 E i (FiE A (B 9) T 7] Aamodt & 4 [33]#7
e B RREAR KL

L GRS T A JIT AR E SN KEHEY &

% (Retrieve) 3! B 4p i %k &) o
2. Eif @ * (Reuse)i 3 & b endrildfoF 20> K3k B R AE enfid i

S & o
3. FZWEH FEfE AR JLPF 0 I ikt 5% 2 37 (Revise) &

TR R OfRAPEE o FEE T FEfEAR IR I 3L
BEmY ABVahfalo ho D RA S ko Fas
RN R 0 B ORGSR ST AW AT R DR PR o

4. g (Retain)p #755% ® § * RN 1 R E P > 4 prenig

s §MIET I ARY AR KPR ARA S -
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Probilem

General
Knowledge

."’-

| Tested!
Repaired
| Cas=

Solved
Case

Confirmed Suggested
Solution Solution

B9 Z5daimiiig
7ok kR Aamodt and Plaza [33]

ﬁwiﬁﬁﬁﬁﬁﬂﬂiﬂbﬁﬁ%ﬂéﬁ’Qyﬁﬁﬁégﬁ
HEFAFTERES%-Q) R EaaEd T3 ZAET Y R L
R T o B H % RIS E 0 1) [22] [26][27] 0 & b Bk seh
BRE(L) Y (2 Fak Q) i ERa ] (4) B

TR AR A 2 X FEE(5) T ARG A %
F oo B (L) AL (2) § R 31#5%@,%1?

st LS (3) 2 F - B Y R GRS R A EE - B
Rt 4 P ITRe

=5

& Hanemann[34] == 7 ¢ » i &_ Maintainability(# (&3 %) -
Modeling(#4p & 422 4p B |4 enfic 3] & T#) » Robustness(5s =42 & » f7
AL FRFRT o KR EE T BT ML E (T

Performance($4 7 7t )izw B A& 6 > KWW FE M I 2 (RAE ~ S

FESEWR)E* W ITIRAFE 2R Y » HRH 5 20 R 7 ad
ﬁ&%’%»ﬁﬁﬁﬂéﬁﬁi’ﬁ%ﬁﬁ & b Em@m%ﬂ&&
AR B EGES LA R EERBE N TERBL -
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FeaZ o AP MITRBFERILRAT 2 ¥ 28 %
EHMEIED PRETAAHETRE T2 F IO T R RS
pomid EEMIR KD dﬁWﬁ¢mBmﬁ;’$é%@ﬁ
BB BT LRI R F LI s IT PRARE R E i 0F

%] 217z = > 2
o BASET 0 vt s i o

2.2.2 Simple Event Correlator (SEC)

TR e G- s S nE 2 k(4 HP ECS, EMC
SMARTS, 2 NerveCenter %)[35] > fe » F* P45 » & &% Ta6 42
PR MRS A - EFEY PRI L AL AT S
U] 0 F O R ¥ Y4 %ehIk B ¢ ()4 HP Openview ECS) - B
WEEME RSN TG - BRARBEF N R xS

N

IO E R E[30] 4 R AR HE SR L ¥
TNRBY R enF IR - 5 #0 > Vaarandi [35]% £ 7 - B
EREA T VEEALT S @ BIEAR T E R E Simple

Event Correlator(SEC) » SEC 2 & chp &8 2& = — i B 2 R 4045 ch1
LRI -0 AL A TS Ea AC B e T AR AR - A1
ESCICORIE G R R Sl
PFEMIE RS 2 FnLie(Gap) c Al R F 2 P
LABDFEVR LB T 2RI E o

SEC ¥ - ®# * Rule-based =3 # 51 £ [36] » ¥ &4k % %
oo By R B R Y H A RS A 2 ek o
- HRE b f«%&’fﬂ(Named Pipe) s ¢ L2 oy » ¥ #25 SEC iy
oo L7 R £ AR T P RN Ay \ﬁﬂﬁg?lhifi » SEC # * ¥ &7

BeE I kb A R (TR B

;' (Regular Expressions) k y#:% ¢ > SEC e & 77 58 % * kit
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[

%

ey

e ¥ — = § {7 ek ;Y (Patterns) o PR TR EF T IAITE kA
L5 ar SEC H A Perl BaFm = o Perl st 3477 o+ % 87 ¢
Benfrg st o T A TE RATER X Kl ¥
Perl #2:43F % ¢ < BF& 1 ¥ AT o

- T M R R T A LR DM IRR T AR
B @R F > g uaE s BRHRSE AN AFROT BMIITE -
SEC #* 4piuen= ;8 » kL@ Jﬁfé‘i B aERB o SEC £ Em
P %54 4o 95 [35][36][37] :

(H

® Single— T fef » HE B IR{T - BFE

® SingleWithScript— ﬁiaﬂiﬂ »enE o T4 51 ehek 3% seript
REFEETT BORE KR FTFHEAE

® SingleWithSuppress — ™ fie fij » R EEHFEAR O B v
TR AR AT R iy ¥t

® Pair- — fﬁaﬁﬁl NePE 2T 2 BT K,ért#:ﬁ BEXIHE B ﬂi%l IN

R R B PRERT R F B H R TP

® Pairwithwindow — = fefs » ihR 2 x Z FH B~ F Rt f)oF
Hu TR L nERERAPN IR P A B F
FRpEERERINSE RRET - BAE

® SingleWithThreshold— & t #jp % 7 feen® 2 =t #e3 £ 7l T &
BN L RIRE - B A

® SingleWith2Thresholds— & t #jp % 7 feen® i #ep E 7|2
P E N O RIRE- BER o A BT S
B F U P T ERSE 2 EP RO Em e R
R - B
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AR R R o T s ehde (v SEC P oW L 4 i 3

12}

=

Suppress — £ % 7 fe mﬁg»] ~E it o
Calendar - A T @R - BT o

= —

b SEC ¥ st ehinds 0 3 8 AT R kAL AT

FEERS T A T E N TSR R

—

[35][36][37] :

None— # {7z @ (78 o

Logonly — ¥ Zedk3n 4 o

Shellemd — #4 {7 — & ¢k $% cFashell script 2% 42.3¢ -

Pipe — §4 17— & *h 2t chshell script #4230 » £ 2 37 4 i o) iF
o AT o~ R

Spawn — ¢t {7 & K 7 - B ok IR eshell script & A7 ;Y 0 & i gE o
sy » F 2 1 SEC -

Create — £ = — B ] 7 (context) » ¥ ¥ F 4% M4 1 2% 7T 58k p
% (hois S PR ) 5 2LTE R
Set— &K TP FeNSHKiE -
Delete — M"f— (=2
Add— Hi4- BERIIPNF P

Report— #& -p % ¢ cip F 1% > BN dT i * o
Event— 2 2 - 7 ehiiy » Eio VR W RPN

Reset— B~} — B F B B8 (75 Gildod K & 2H 8P cn® i+ 402h
SEC e 4 b4 @ 10 #777 [35] - &+ 4 &) Al tw AFE oy FE

# 3 “INTERFACE” & “DOWN” 1 pattern p% » P44 {7 - i shell

command “notify.sh” » & #-pt 3 8 & i@ % notify.sh iF 3 ﬁi%l Sl B

T ke 86400 #yp 0 B 3 P otk (9“INTERFACE” 22 “DOWN” F ¢
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pattern & » B2 £ 4 7 iz fr & 1% > % B F 7 “Interface” £ “changed

state toup” = # pattern i# » pF > i # {7 action2 H T o

# If "<router> INTERFACE <interface™> DOWN" event is
# received from the previous rule, send a notification and
# wait for "interface up" event for the next 24 hours.

type=Pair

ptype=RegExp

pattern=('S+) INTERFACE (\S+) DOWN

dese=$1 interface $2 is down

action=shellemd notify.sh "%s"

ptype2=RegExp

pattern2=($1) ‘d+: %LINK-3-UPDOWN: Interface ($2), changed
state to up

desc2=%1 interface $2 is up

action2=shellemd notify.sh "%s"

window=86400

B 10 SEC 7|4 &l
F 3 %k © Vaarandi [35]
t SEC 2LP|[35]* fo3r# 7 shell 4258 5 (85 » & foifit = &
. 1

¥
~
0O
o
>
—
@D
x
—~
L’L
F_k
=
¥

L s R B 4L
jgfii%g,ﬁiéi?iﬁ?ﬁ;f]%’ FHUEXFE M T KT &

@70 R ) FF R F R FEFHET ST RE

(H}
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% 9 ChkCpuUsage.pl #2.5% p %
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I NN

1 use Win32::0OLE gw(in with);

2 | my $host= SARGV[0];

3 | my $threshold= SARGV[1];

4 | $WMI = Win32::0LE->new("WbemScripting.SWbemLocator");
5 | $Services = SWMI->ConnectServer($host);

6 $processor_set = $Services->InstancesOf("Win32_Processor");
7 | $proc_count=0;

8 | $total proc_perf=0;

9 | foreach $proc (in($processor_set))

10 | {

11 $proc_perf = $proc->{'LoadPercentage'};

12 $proc_count =$proc_count+1,;

13 $total_proc_perf=$total_proc_perf+$proc_perf;

14 | }

15 | $avg_cpu_usage=int($total _proc_perf/$proc_count);
16 | if ($avg_cpu_usage > $threshold)

17 | {
18 &write_msg();
19 |}

20 | sub write_msg {

21 |use 10::Socket::INET;

22 | my $MySocket=new 10::Socket::INET->new(PeerPort=>20097,
Proto=> 'udp',PeerAddr=>'192.168.2.222");

23 my $passstr;

24 my ($sec,$min,$hour,$day,$mon,$year,$wday) = localtime;

25 Syear +=1900;

26 $mon +=1;

27 my $logmoddate="$year/$mon/$day $Shour:$min:$sec";

28 $passstr="%logmoddate|$host|OS|CPU|OVER = THRESHOLD
$threshold\% ,CURRENT USAGE IS $avg_cpu_usage\%";

30 $MySocket->send($passstr);

31 |}
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Yw 75 %2 F4* ADODB i = & 47 3 ¢ MySQL & fi 7
Remd 5 5= AR %4 7222 2 a0 B e T4 MSSQL F o
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7}

g o FL 2 TR L - 7 7 MSSQL e sp_configure 38 i3 4%

Boo P17 MSSQL FREFALE W PIRE L ehB ik 2> ¥ 4 = 7
% = -+ - {7 8- 7 sp_configure #7B~ {8 B j ?fﬂ‘ﬂ » 2 % insert_data
7l A2 53¢ xahﬁfrm‘ﬂ;% MySQL ‘e jg FH E& iF> %=+ - 73] % =
L = %18 MSSQL ¢k se % sysdatabases > B~7 gt T E BR
Eedird FTHEFE $ 2L AFHT LA 7L E TG
H > & B # 17 sp_dboption FF 3 ALR EE- L FHEG B OTHE R
fi T $> LR % - Lo 7 insert_data @A x 0 * k-

PR TRTF BETHRE

% 10 CmMssql.pl #25% p %

7| BB T

1 | my $host= $SARGV]0];

2 | my $admin=$ARGV[1];

3 use Win32::OLE;

4 |my $connCMDBstr="DRIVER={MySQL ODBC 3.51
Driver};SERVER=192.168.2.222; PORT=3306;DATABASE=sec;
USER=root; PASSWORD=; OPTION=3;";

5 my $connCMDB = Win32::0LE-> new('ADODB.connection’);

6 | $connCMDB-> Open($connCMDBstr);

7 my $connstr="driver={SQL Server};server=$host;AutoTranslate=
No;Trusted _connection=yes;Network=dbnmpntw;Database=master

8 my $conn = Win32::0LE-> new('ADODB.connection’);

9 | $conn-> Open($connstr);

10 | my $err = Win32::0OLE::LastError();

11 | if (not $err eq "0")

12 | {

13 print"FATAL.: no connection, OLE error : $err\n™;

14 exit;

15 |}

16 | my $server_cfg ="sp_configure";

17 | if(! ($rsserver = $conn->Execute($server_cfg)))
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19
20
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28
29

30
31
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55
56
57
58

{
print Win32::OLE->LastError();

exit;

}
while (! $rsserver->EOF)
{

$object_type="DATABASE";

$object_category="SQLSERVERDB";

$object name="SYSTEM_CONFIG";

$configure_name= $rsserver->Fields('name’)->value;

$configure_value= $rsserver->Fields(‘run_value')->value;

&insert_data($object_type,$object_category,$object_name,$co
nfigure_name,$configure_value);

$rsserver->MoveNext;
¥

my $serverlist="select * from sysdatabases";
if(! ($rsdblist = $conn->Execute($serverlist)))
{
print Win32::OLE->LastError();
exit;
}
while (! $rsdblist->EOF)
{
my $dbname=%rsdblist->Fields('name’)->value;
my $dboption="sp_dboption $dbname™;
if(! ($rsdboption = $conn->Execute($dboption)))

{
print Win32::OLE->LastError();

exit;
}
while (! $rsdboption->EOF)
{

$object_type="DATABASE";

$object_category="SQLSERVERDB";

$object_name=$dbname;

$configure_name= $rsdboption->Fields(0)->value;

$configure_value="ON";
&insert_data($object_type,$object_category,$object _name,$config
ure_name,$configure_value);

$rsdboption->MoveNext;

}
$rsdblist->MoveNext;

}
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59
60 | sub insert_data {

61 | my $object_type=shift;

62 | my $object_category=shift;

63 | my $object_name=shift;

64 | my $configure_name=shift;

65 | my $configure_value=shift;

66 | my $insertstr="insert into new_mo_config(host_ip,administrator,
object_type,object_category,object_name,config_name,config_valu

e) values("™ . $host . ™™ . $admin . "™ . $object_type . ",

$object_category . "™,"™" . $object name . ™™ . $configure_name .

" . $configure_value . "™)";
67 | if(! 5connCMDB->Execute(Sinsertstr))

68 |{

69 print Win32::OLE->LastError();
70 exit;

71 |}

72 |}
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—conf=/zedb/conf/anawfifo. conf \
-debug=4
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—-detach

Bl 21 SEC fed-dp £ & 4p M Sk
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type=Single

ptype=RegExp

pattern=" (1 8+)\=s+ (\&+) \s+ORACLEAP ERROR_LOGYs+ (. %)

desc=50

action=event 0 MONITOR:YELLOW 52 ORACLEAP ERROR_LOG 52 at S1; M
shellemd /sedb/scripts/notify.sh 50

type=%ingle

ptype=RegEXp

pattern="(\8+\s+\8+) s+ (\8+)\s+ora_smon SERVICE PROCESS DOWHN (.*)

de=zc=50

action=event 0 MONITOR:RED $2 SERVICE ORACLEDE PROCESS DOWN at $1: %
shellend /sedb/scripts/netify.sh 50

type=%ingle

ptvpe=RedEXD

pattarn=" {4 5+\=+L8+)v2+ (L 8+)\g+tnelenr SERVICE PROCESS DOWN (. *)

de=zc=50

action=event 0 MONITOR:RED $2 ESERVICE DBLISTENER PROCESS DOWN at $1;
shellemd fsedb/scripts/netify.sh 50

type==%ingle
ptype=RegExp
pattern=" (4 S+vs+V 8400 | (VE+) | (L S4) N |WINDOWS SERVICE STOPPED(.*)

de=zc=50
B 22 F #3p] analyze.conf #RA p %
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B 22 chHBIp R P TR E RN 20 ¥ AR
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type=Single

rtvpe=RegEHp

pattern=" (A 2+) :REDY | (WS40 (WE+HIN | (WE+ s+ Bthsth a3t (L ) Astath | (L *)
desc=50

acticon=write /Ssedb/fifo/SEC FIFO ANL|RED| 51|52 53 545556

type=%3ingle

rtvpe=RedExp

pattern=" (A 34+) :REDV=+ (A S+)va+ (W S4+ive+ (VB vad (L F ) Aestathe+ (L)
desc=50

acticon=write /sedb/fifo/SEC FIFO ANL|RED|S1|S52(|53 5453556
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ptype=RegE=Hp

pattern=" {4 84+) :¥YELLOWY =+ (A S+) v+ (v S4+)vs+ (W S+ vt (L F ) vestaths+ (%)
desc=50

acticon=writs /Ssedk/fifo/SEC_FIFO ANL|YELLOW|S1| 525315455156

B 23 ¥ 4.9 anawfifo.conf R4 p %

TR RIR D AR
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@ IT Service Dashboard - Microsoft Internet Explorer
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73 IT Service Dashboard - Microsoft Internet Explorer
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<2 IT Sexvice Dashboard - Microsoft Internet Explorex
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