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The conventional fault-tolerant sensor systems would fail when outputs from incorporated sensors are
either noisy or drifting. This paper presents a novel real-time fault compensation method, which uses
state estimation and compensation techniques, that the sensor system can perform robust measurements
even when outputs from every incorporated sensor are noisy and drifting. In a simulation example, the
proposed design can detect and correct the sensor errors (dc bias and drift) in real time. For the dc bias, the
minimum detectable offset value is 0.1, which is the same as the standard deviation of the sensor noise.
The compensated sensor output is biased at values smaller than 0.02. For the sensor drifts, the proposed
method can compensate drifts for the change rate of drifts up to four times faster than that of the signal
to be measured. The highest change rate of drifts, that can be compensated by this method, is determined
by the standard deviation of the sensor noise.

© 2008 Elsevier B.V. All rights reserved.

1. Introduction

Sensor drifts can be found in lots of sensor applications
and they may constitute a significant source of sensor unre-
liability. Currently, two main approaches are used to suppress
the sensor drift. One approach identifies the source of the
drift and then compensate for it [1,2]. Because many differ-
ent underlying mechanisms can be responsible for generating
the drift, this approach often requires the detail knowledge of
sensor physics. The other approach assumes that the behavior of
the drift can be characterized by several patterns. These patterns
may be unknown beforehand but can be obtained by off-line learn-
ing. When these drifting sensors work online, their measurements
are differentiated between correct signals and drifts by comparing
them to the previously defined patterns [3-5]. Since this approach
highly replies on the statistics of the sensor behavior, there exists a
chance of false alarms.

A fault-tolerant sensor system is to maintain system output
accuracy when some of its incorporated sensing elements are erro-
neous. This is achieved by finding the erroneous ones in a sensor
array (“fault identification”) and using the correct ones for the
output of the sensor system. Many fault-tolerant sensor systems
are constructed based on the “geometric redundancy” and “par-
ity space approach,” [6-8] which involve having identical sensors
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deployed at various locations so as to establish algebraic equations
for each sensor output. These equations are referred to as either
“parity equations” or “voting equations.” The erroneous sensor unit
can be identified by these equations and excluded from the sensor
array.

For the parity space approach, the fault identification is often
through the use of voting equations [6,7]. If the outputs from the
incorporated sensor elements are contaminated by noise, with
this approach, one must set up threshold values and an observa-
tion period. When outputs from the voting equations exceed the
threshold value at the end of an observation period, a faulty sen-
sor recognition is declared. The need for an observation period
indicates that this approach cannot be done in real time [3]. As
a consequence, the real-time “fault correction” method, which can
be utilized for the sensor “self-repairing,” is not attainable.

The fault-tolerant sensor system, achieved by the sensor redun-
dancy design, can not be used when its incorporated sensors
experience sensor drifts. This is because, due to the nature of the
drift, every sensor in an sensor array can be drifting from time to
time. And, after the first few drifting sensors are identified and
excluded from the sensor array, the remaining sensor system would
lose its redundancy to identify other drifting sensors. Therefore, in
the case of sensor drifts, the fault-tolerant sensor system need to
have the capability of self-repairing to maintain its redundancy and
thus output accuracy.

This paper proposes a novel real-time fault compensation
method for fault-tolerant sensor systems. Due to its capability of
the real-time fault correction, this method can be applied to com-
pensate sensor drifts. Different from other solutions to the sensor
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drift, this method does not require the detail knowledge of sen-
sor physics nor rely on the statistics of sensor behaviors. Thus, it
can be useful to lots of sensor applications. This paper is organized
as follows: the basics of the fault-tolerant theory are introduced
in Section 2. The proposed real-time fault compensation method
is shown in Section 3. The development of this algorithm starts
from the real-time compensation for the dc offsets existed in sen-
sor outputs, and then to tackle on the sensor drifts. The stability
analysis and compensation accuracy of the proposed method are
shown in Section 4. A case study and several simulation results are
shown in Section 5. Section 6 discusses several unique features of
this method. Section 7 concludes this paper.

2. Fault-tolerant theory

“Geometric redundancy” design is one of the most important
designs for fault-tolerant systems. It starts with the following equa-
tion:

m=Hx+e (1)

where, m is a vector of sensor measurements from a sensor array,
x is the state vector to be measured by sensors, and e is the sensor
noise with zero mean. Let H* be the transpose conjugate of H and
V be the null space of H*, then

V*H=0 (2)

The “parity equations,” which are widely applied to fault-
tolerant systems, are defined as follows:

Parity Equations £ V*m (3)

Therefore, if all the sensors function properly, the outputs of par-
ity equations are expected to be zero mean. As shown in previous
researches [6-8], a system with n states normally needs n + 1 sen-
sors to form one parity equation, n + 2 sensors to form two parity
equations, and so forth. Furthermore, by assuming that only one
faulty sensor exists in a sensor array, the system needs at least two
parity equations to locate it.

These two parity equations are often converted into n + 2 equa-
tions, each involving n + 1 sensor outputs. That is to say, one can
form a (n+ 2) x (n+ 2) matrix with its diagonal terms equal to
zeros but non-zero elsewhere. The newly formed equations are
referred to as “voting equations” with an associated “voting matrix”
to distinguish them from the “parity equations.” Furthermore, since
the voting matrix is derived from two parity equations, its rank is
two.

m
Voting Equations £ CyqtingM = Cyoting
Mpy2

0 C12
C21 0

C1,n+2 Goot1
C2.n42 Cuot2

Cvoting =

Cni2,1 Cni2,n+1 0 Cuotni2

where, my,. .., m,,, represent measurements from the n + 2 sen-
sor, Cyot 1, - - - » Cvotn+2 are the row vectors of Cyqping. A faulty sensor
can be more easily identified from voting equations than from par-
ity equations. For example, if the output of the first voting equation
is zero but the rest are non-zeros, one can determine that sensor
my is faulty.

When sensor measurements are contaminated by noise, the
above fault-finding method can not be done in real time because,
at any time instant, none of the voting equation outputs is zero.

Besides, the above method can not be used in the system when
incorporated sensors experience sensor drifts. It is because every
sensor in a sensor array can be drifting and thus the assumption of
only one faulty sensor in a sensor array can hardly be satisfied.

3. A novel real-time fault compensation method

Here, a novel real-time fault compensation method is proposed
for the case when outputs of incorporated sensors are contami-
nated by noise and signal drifts. This is done by formulating the
conventional fault-identification method into a real-time state esti-
mation and state compensation problem. The developments of this
method are proceeded by three steps: real-time dc offset identifica-
tion, real-time dc offset compensation, and real-time sensor drifts
compensation.

3.1. Real-time dc offset identification

To identify dc offsets in sensor outputs using state estimation
techniques, the dc offset of sensor j, d; in Eq. (5), is separated from
sensor measurements and modelled as a system state.

mdcj:mj+d~, j=1,...,n+2 (5)

where, my; is the sensor output with dc offset and white noise
while m; is the sensor output with white noise. When these offsets
are treated as system states, their “governing equations” can be
written as:

di=0, j=1,....,n+2 (6)

Since the above system is static, from a system observability view-
point [9], it needs n + 2“output equations” to observe n + 2states.
The two parity equations, which were used to describe the relations
between outputs of n + 2 sensors, can be processed to obtain two
output equations for the estimation. These two equations can be
arbitrary chosen from two row vectors in the voting matrix, such
as Z, shown in Eq. (7).

di Mgcq — My
Y Cvot] . — Cvot]
P CvotZ . CvotZ
dny2 Mgcni2 — Mpy2
Mdcq
— Cvot] .
Cvotz :
Mdcn42
Cwot1d O 0
Zaux = Cvotingdeidi = 0 . 0 d
0 0 Cvot n+2d
Vi

T
= d=[d,...,dp2]
Vn42

The remaining output equations should come from the assumption
that only one faulty sensor existed in the sensor array; this leads to
the Z,ux equations shownin Eq. (7). In that equation, e; is the unitary
vector, and v; is the fictitious noise required for the subsequent
extended-Kalman-filter (EKF) signal processing.

With the system governing equations Eq. (6) and output equa-
tions Eq. (7), one can estimate these dc offsets in real time by
constructing a state observer. Since the sensor noise is one of the
major concerns, plus the associated output equations Z,,x are non-
linear, the EKF [10] is chosen to be the algorithm for the state
observer.
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The EKF algorithms were developed for discrete-time systems.
When adopting EKF for this estimation system, the estimation algo-
rithms are listed below:

P(k+1) = P(k)

Lk +1) = P~(k + 1HT(k + 1)(H(k + 1)P~(k + HT(k + 1) + R(k + 1))

P(k+1) = (I = L(k+ DH(k + 1))P~(k + 1) (8)
d(k+ 1) =d(k)+L(k+ 1)(z(k + 1) — h(d(k)))

2k)=1Z,(k) Zux(k)]',  Hlk+1)= ih(d)
ad d=d(k)

where, d is the estimated value of d; L(k) is the observer gain at the

k th sampling time; P(k) = E[(a(k) - d(k))(a(k) - d(k))T] is the state
covariance matrix at the k th sampling time; R is the noise covari-
ance matrix associated with output equations; h(-) is the output
equations (Eq. (7)) for sensor measurements.

Note that there are other sets of output equations that can imple-
ment the constraint of only one faulty sensor in a sensor array,
for example: the multiplication of any two offsets equals to zero
(di x d; = 0, i # j). Different set of output equations leads to differ-
ent convergence properties for state estimation. Our experiences
indicate that, with other set of output equations, the resulting esti-
mation systemis likely to be “locally observable” [11]. Besides, those
approaches require an excess amount of output equations and that
increases numbers of local minimums in the state estimation. Thus,
the estimated state values are likely to be wrong. The formulation
of the Zyux equations is the key of the proposed real-time fault
compensation method.

3.2. Real-time dc offset compensation

Once the dc offset in each sensor output can be identified in
real time, the offset compensation can be done by using various
feedback control techniques. In this paper, the “state feedback”
technique [9] is chosen for simplicity.

dj =1u, u= —)\.aj (9)

where A is the feedback gain.

Since the offset value is changed by the estimated offset values
in the compensation system, the output equation Eq. (7), which
is used in the fault-identification system, is no longer valid. And
because there is no way to directly “measure” the compensated
system in real time, the output values of output equations for the
compensated system are obtained by the following two steps. (1)
The compensated offset values are processed to obtain compen-
sated sensor outputs, as the mMcymp; shown in Eq. (10). And, the
Meompj Would replace myc ; in Eq. (7) to obtain new Z, equations.
(2) The new Z,,x equations remain the same as the ones shown in
Eq.(7) although they maybe incorrect in the compensation system.

t
Meompj(£) = My(£) + dj(£) = my(t) + di(0) — 2 /0 dj(r)dr

t
mdcj(t)—A/ di(t)dt (10)
0

where, d;(0) is the offset value at initial time.

Since Z,ux equations are incorrect in the compensation system,
the compensation system is no longer restricted to the constraint
of only one faulty sensor in a sensor array. In turn, the proposed
compensation algorithm can process multiple erroneous sensors
producing faulty outputs simultaneously.

3.3. Real-time sensor drifts compensation

When the sensor errors are drifting, the previous proposed dc
offset identification method would fail because the associated gov-

erning equations Eq. (6) is incapable of describing time-varying
signals. In that case, the estimation failure can be attributed to the
system modelling error. Since “fading memory” techniques and/or
adaptive Kalman filter techniques [13,14] were developed to ensure
the state convergence in the presence of model error, these meth-
ods can be used to work with the previously proposed estimation
methods and to correctly estimate/compensate sensor drifts. This
is done by adding the following algorithms into the standard EKF
algorithms as shown in Eq. (8).

P~(k+1) = A(k)P(k)

M = H(k + 1)P(HT(k + 1)

N = E[(z(k + 1) — h(d(k)))(z(k + 1) — h(d(k)))'] = R
Me(k + 1) = max{1,trace[N]/trace[M]}

(11)

where, At is the forgetting factor. Because these methods ensure the
state convergence by eliminating the effect of older data from cur-
rent state estimation when they are no longer valid, the estimation
accuracy of drifts is less than that of dc offsets.

4. Stability analysis of the real-time fault compensation
method

The proposed real-time compensation method is essentially a
task of stabilizing a nonlinear system using estimated state values.
Due to aslightly difference between output equations of the estima-
tion system and of compensation system, the “separation theorem”
[15] can not be applied. Therefore, in this case, the stability analysis
is proceeded for the observability of the system, the stability of the
real-time fault identification, and the stability of the real-time fault
compensation.

4.1. Observability of the system

In a dynamic system, the rank of the observability matrix and
its associated singular values are indicators of a feasible observer
design. Since the dc offset system is static, the observability matrix
is solely composed of the Jacobian matrix of output equations [11]
and can be processed as follows:

rank(V(Z, Zugl')

Cvot]
Cvotz
= rank d1Cvot1 +[GCoot1d 0 --- 0]
| dn+2Cvotni2 +10 -+ 0 Cyotny2d]
[ Cvot]
CvotZ
= rank | [Gwot1d O 0
0 0
- 0 0 Cvotn+2d
[ Cvotl
CvotZ
—rank | [Gotim O 0 (12)
0 0
- 0 0 Ciotns2m
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The rank of the above matrix can be determined by examining the
matrix [Cyot 1 Cyot 2 ]T in the upper half, and the diagonal matrix in the
lower half. The diagonal matrix is exactly the outcome of the voting
equations. Therefore, exactly one element along the diagonal terms
is zero. In turn, the diagonal matrix provides n + 1 independent row
vectors for the overall matrix. Furthermore, since Cyo¢1 and Cyq 2 are
two row vectors in a voting matrix, zero should not appear in the
same column of these two vectors, and thus it provides one more
independent row vector for the overall matrix. As a consequence,
the rank of the observability matrix is n + 2. Besides, the rank of
the observability matrix does not depend on the system states, the
system is “globally observable” [11].

4.2. Stability of the real-time fault identification

Although the EKF and the fading memory techniques are utilized
to estimate state values, for simplicity of the stability check, the
observer algorithm can be simplified as follows:

5 _ z, | [ad])_ Ci(d—d)
d‘o“({zm} [hz(a)D_“l Lz}{hz(d)—hz(a)}’

T
L=[L; L], Ci=[Got1 CGot2] (13)

where, Lis the observer gain with proper dimensions and hy(-)is the
nonlinear function of Z,,x equations. The success of the real-time
fault-identification is dictated by whether the estimation error,
e2d—d, would converge to zero. This can be shown by using the
Lyapunov direct method [16].

é=—LiCre — Lo[hy(d) — hy(d)]
V =eTPe, P: positive definite (14)
V = €T(~CTLTP — PL;Cy)e — 2e"PLy(hy(d) — hy(d))

where, V is the Lyapunov function. The C; matrix has the dimen-
sion of (n + 2) x 2 and L C; has the dimension of (n + 2) x (n + 2).
Therefore, there exists a proper Ly that can arbitrarily assign two
eigenvalues of the L;C; matrix [12]. Consequently, all the eigenval-
ues of L1 C; can be smaller than or equal to zero. In that case, there
exists a matrix Q, which is Hermitian and positive semi-definite
(see Appendix A), such that:

Q= —CILTP - PLi Gy (15)
Null(Q) = Null(L; C;) = Null(C; ) = Null(Cyoting)
Therefore, Eq. (14) can be further processed as follows:
Cwot1d O 0
V = —eTQe — 2e"PL, 0 0 d
0 0 Cotnsad
Coor1d 0 0

- o . 0

0 0 Cuotnr2d
Cuot1e 0 0
= —eTQe — 2e"PL, 0 0 d
0 0 Cuotni2e
Cyor1d O 0

+ 0 0 e (16)

0 0 Cuotnsad

The first term in the right hand side of Eq. (16) is the quadratic term
of the estimation error, while the second term is on the order of
three. Therefore, there exists a region where the state values are

close to zeros and thus the quadratic term in Eq. (16) dominates. As
a consequence, the magnitude of the estimation error is decreasing
everywhere except in the null space of Q.

Let ey, be the estimation error in the null space of Q, the
derivative of the Lyapunov function along the ey, direction can be
processed as follows:

Cvotla 0 0
Vie—e, =—2ep,PLa | o . 0 enu (17)
0 0 Guonsad

Since Pis positive definite and the values of d are known, there exists
a proper L, such that the derivative of Lyapunov function is nega-
tive when the estimation error is in the null space of Q. Combining
conclusions from the last paragraph, the Lyapunov function in Eq.
(14) is decreasing when the state values are close to zeros, and thus
the real-time fault identification system is locally asymptotically
stable.

4.3. Stability of the real-time fault compensation

As discussed before, in the compensation system, the offset val-
ues are changing and thus the values of Z;,x are unknown and
replaced by zeros. The overall compensation system can be written
as follows:

d = Bu

=12 Zax]'=1(Cid)" 0 -.. 0]

. [aal) Cy(d —d) (18)
d_Bu—i—L(y |:h2(a):|>—Bu+[L] L2]|:0—h2(a):|
u:—Kd

where, Bis chosen to be the identity matrix with proper dimensions
and the matrix K is for the feedback gain. The above system can be
processed into a vector form:

H I

L | =Ac | 4 -~

d d —Lyhy(d) (19)
a_| 0O —BK

¢~ | L1C6; —-BK —L{Cq

The eigenvalues of A are determined by the eigenvalues of —BK and
—L1C;. Therefore, by choosing proper K and Ly, all the eigenvalues
of A can be smaller than or equal to zero. Again, using a Lyapunov
function, the stability of the compensated system can be shown.

V=[dl anp[g , P : positive definite

. N d - d (20)
V=-[dl d']Q a} +2[0 —hg(d)Lg P [a}

—-Q =AIP + PA.

According to Appendix A, the Q matrix is positive semi-definite and

its null space is the same as that of the A.. The null space of A: can
be found by the following:

{ 0 ~BK |:£lnu:| o

LG —BK ~ L1 Gy | | dny (1)
—BKdny =0

{hqmm%@=o

Since BK is full rank, this leads to the following:

anu = O, Cl dnu =0

. (22)
= Vli—dny,d=dy = 0
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Fig. 1. Sensor outputs along a trajectory. The output of sensor m; is dc biased. When processed with the real-time fault identification algorithm, the values of the dc offsets
can be correctly estimated. The estimation accuracy is less than 3.6 x 103,
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Fig. 4. Sensor outputs along a trajectory. The output of sensor m; is dc biased and drifting. When processed with the real-time fault identification algorithm, those drifts can
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Fig. 5. Three sensor outputs are all erroneous. The m; and mj3 sensors are dc biased and drifting while the m, sensor is drifting. Compensated sensor outputs converge to

their respective correct values.
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Fig. 7. The fault-identification method can estimate different magnitudes of the dc offsets. The minimum detectable dc offset is 0.1.

Therefore, when states are close to the origin, the derivative of
the associated Lyapunov function is negative semi-definite. This
implies that the error signal of each sensor can be reduced but may
not decrease to zero. The sensor error would stop decreasing when
itis in the null space of the C; matrix, which is the same as the null
space of the Cyoting matrix (Eq. (15)).

5. Simulation results

This section presents simulation results for an example design:
the sensor m; is utilized to measure the behavior of the state x.
By doing the sensor-redundancy design, the m, and ms3 sensors
are deployed to measure the same state and to obtain two parity
equations for the fault identification.

mq 1 n
my | =|2|x+ |ny
ms 5 ns
. . . mqy — 0.5my
Parity equations : m; — 0.2ms (23)
my — 0.4m3
Voting equations : < m; —0.2mj3
mq — O.5m2

where, n1_3 is the sensor noise associated with each sensor. The
state behavior to be measured is sin(0.5t). To demonstrate the capa-
bility of proposed compensation algorithm, one of the sensors, m;
in this case, is arbitrary chosen to be dc biased at 0.5. Without loss
of generality, the noise associated with each sensor measurement
is assumed to be white with the same standard deviation of 0.1; this
leads to a signal-to-noise ratio of five for the error signal estimation.

Three sensor measurements along a trajectory are shown in the
left column of Fig. 1; all sensor measurements are contaminated by

noise, and the outputs of the m; sensor is dc biased. The estimation
of error signals is shown in the right column. According to the plots,
the proposed estimation algorithm can correctly estimate the bias
value for each sensor in real time. Thanks to EKF, the standard devi-
ations of estimated bias values decrease to 3.6 x 103 for the last 5
s, which is only 1/30 of the sensor noise.

Fig. 2 shows the noise contaminated outputs of the voting equa-
tions of the sensor array. Only the first plot has zero mean and the
remainder have non-zero means. The first plot is the case where the
outputs of m; sensor is absent from the respective voting equation.
At any time instant, none of the outputs of the voting equations
is zero and thus the conventional fault identification method can
not be used to identify the faulty sensor in real time. However, for
the non-real-time approach, one can observe the outcomes of the
voting equations over a period of time and determine that the m;
sensor is dc biased.

Fig. 3 shows the sensor outputs after having been processed
with the compensation algorithm. The feedback gain in the com-
pensation algorithm is five. Although three sensor outputs seem
to converge to their respective correct values after 0.6 s, a care-
ful examination shows that three compensated sensor outputs are
biased at the values of [0.004, 0.008, 0.02] with the standard devia-
tions of [0.09, 0.08, 0.09]. Those bias values are 1/5 of the standard
deviation of the sensor noise, and those standard deviations are
the same as that of the sensor noise. Therefore, the proposed com-
pensation algorithm reduce the bias values of incorporated sensors
without deteriorating their sensing accuracy. Furthermore, those
bias values converges to the null space of the voting matrix, which
is[1,2, 5]T in this example.

Fig. 4 shows sensor outputs for the case where one of the sen-
sors experiences sensor drift. The error signals existed in the m;
sensor is 1.5 — 0.3 sin(t) — 0.2 cos(2t). In this case, the change rate
of the drift is four times faster than that of the correct signal to
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be measured. The estimation of error signal is shown in the right
column. As shown in plot, the proposed algorithm can correctly
estimate the drift for each sensor in real time. This estimation is
not biased with the standard deviations of [0.026, 0.003, 0.003]
for three sensors. Although these standard deviations are 1/4 of
the standard deviation of the sensor noise, they are about 10 times
larger than that in the dc offset estimation. These results can be
understood by the fact that the fading memory technique is in-
effect to discard old measurements and to track a time-varying
signal.

Fig. 5 shows the sensor outputs for the case where multiple
faulty sensors are drifting. As shown in the plot, three sensor
outputs are all drifting and these drifts are initiated at differ-
ent time instant. The drifting signal with the m; sensor is 1.5 —
0.35sin(0.5t) — 0.2 cos(t) starting at the time zero, the drifting sig-
nal with the m, sensoris2(1 — e~9-1f) starting at the 5th second, and
the drifting signal with the m3 sensor is 3(1 — e~f) + 0.1 sin(0.25t)
starting at the 12th second. The feedback gain in the compensation
algorithm is 8. According to this simulation result, the proposed
compensation algorithm can correct all these drifting sensors. Note
that, even to the compensated sensor outputs, this is the case of
multiple erroneous sensors producing faulty outputs simultane-
ously.

Fig. 6 shows the convergence of the sensor outputs for various
feedback gains, ranging from 1 to 20, used in the compensation
algorithm. The sensor drift in this simulation is the same as in
the previous simulation. As shown in the plots, the cases with
feedback gain of 1 and 20 both fail to compensate for the sensor
drifts. These results will be discussed in details in the next sec-
tion.

Fig. 7 shows the case with the different dc offset values to be
estimated. As evident from the plots, the proposed identification
method fails when the bias value is smaller than 0.1, which happens
to be the standard deviation of the sensor noise.

6. Discussion

In the case of only one faulty sensor existed in a sensor array,
the proposed real-time fault-identification method can accurately
estimate the error signal while the proposed real-time fault com-
pensation method can reduce the error signals but the error may
not decrease to zero. Therefore, in this particular case, there may
exist an off-line compensation method that can correct the error
signal accurately. The details of this off-line compensation method
are under investigation.

The stability analysis (Section 4.3) indicates that the compensa-
tion system is a “local” stable system, meaning that the proposed
compensation algorithm can reduce multiple sensor errors only
when these errors are small. Intuitively, a large feedback gain
in this compensation algorithm is preferred for two reasons: (1)
it can compensate for the fast changing drift signals; (2) it can
quickly decrease the magnitudes of current errors so that the con-
straint of local stability can be satisfied for the incoming sensor
errors. According to the simulation results shown in Fig. 6, the
feedback gain of 1 is too small to decrease sensor errors quickly.
Consequently, the compensation system violate the local stability
constraint at the 5th second, when the error of m; is initiated. On
the other hand, from the experience with the LQG control method
[12], the large feedback gain may lead to the oscillation of the sys-
tem due to the noisy signals at the early stage of the control. This
oscillation may just exceed the stability region and violate the local
stability constraint. This is the case of feedback gain 20 shown in
Fig. 6. Therefore, the highest change rate of the drifts, that can
be compensated by the proposed method, is determined by the

standard deviation of the sensor noise. The quantitative relation
between the sensor noise and the change rate of the drifting signal
is yet to be determined.

When lowering the magnitude of the dc offset in the sensor out-
puts, the proposed fault-identification method fails to identify the
offset value at around 0.1, which happens to be the standard devi-
ation of the sensor noise. Ideally, for a linear system, the Kalman
filter algorithm can correctly estimate states for the state values
less than the standard deviation of the sensor noise. Therefore, it
could be the linearization error, introduced by the EKF algorithm,
that limits the detection accuracy of the proposed fault identifi-
cation design. However, more research is necessary to investigate
this.

7. Conclusion

This paper presents design procedures and stability analy-
sis in details for a fault-tolerant sensor system. This design
uses redundant sensor components together with state estima-
tion techniques (EKF) to estimate the values of error signals. It
then uses state feedback techniques to decrease the error sig-
nals in real time and to satisfy the local stability constraint. In
such, the fault-tolerant system can perform robust measurements
even when all of its incorporated sensors are noisy and drift-
ing.

The analysis indicates that the proposed identification method
can estimate a time-varying error signal accurately when there is
only one faulty sensor in a sensor array. But, it would fail when
multiple sensors are erroneous. One the other hand, when the local
stability constraint is satisfied, the proposed real-time compensa-
tion method can decrease the error signals for multiple erroneous
sensors but those errors may not converge to zero. The errors stop
decreasing when they are in the null space of the associated vot-
ing matrix. Furthermore, the highest change rate of the drifts, that
can be compensated by this method, is determined by the standard
deviation of the sensor noise.

The simulation results of a design example indicate that the
minimum detectable dc offset value is equal to the standard
deviation of the sensor noise. Once the offsets are detected, the
estimation accuracy becomes 3.6 x 103, After processed with real-
time compensation, three compensated sensor outputs are biased
at [0.004, 0.008, 0.02] with the corresponding standard devia-
tion of [0.09, 0.08, 0.09]. The proposed compensation method can
compensate sensor drifts without deteriorating the sensing accu-
racy.

Appendix A. Lyapunov functions for ISL stable systems

This proof is listed here as a appendix because a similar theo-
rem, shown in may textbooks [17], was for the asymptotically stable
system but not for the stable in-the-sense-of-Lyapunov (ISL) system
(9]

Theorem. For a linear, ISL stable system: x = Ax,eig(A) < 0. Given
a positive semi-definite matrix Q and Q has the same null space as A,
there exists a unique positive definite matrix P such that ATP + PA =

-Q.
Proof.
Vxo = X(t)lt=0 = Xa0 + Xnu

Axny = Qxny = XEuQT = XEUQ =0
x(t) = eAfxg = eAlxgo + Xnu
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where, xnq is the linear combinations of the eigenvectors of the A
matrix, with their corresponding eigenvalues being zeros.

o0

X3Pxg — XL Pxoo = — d(xTPx)

= d(xP.
=- / % dt(Xq0 + Xnu) "P(Xq0 + Xnu)
0

o0
—x} Pxny = — / xT(ATP + PA)x dt
o0 0 o0
T
XZOPXUO + 2XZOPXnu = / xTQxdt = / (e Xq0 + Xnu)
0 0
xQ(eMxq0 + Xnu) dt = / (eAtan)TQ(eAtXO)dt
0
_ [ AT A
LetP_fO et'tQ eft dt,

oo
T
= ZXZOPXHU = 2/ (eAtXaO) QeAtXnu de
0

= 2/ (eAtan)TQXnu dt=0
0

Therefore, P = f0°° eATtQ eAt dt is one of the solutions for the equa-
tion ATP 4+ PA = —Q. Furthermore, since Q is positive semi-definite,

Q can be written as Q = HTH.
oo T [o¢]
XIoPxao = [ (eMxq0) Q(eMxgo)dt = / IH efxqo13 dt > 0
0 0
= Pis a positive definite matrix.

The above proof shows the positive definiteness of the P matrix. The
“uniqueness” property can be proved with a little bit twist. Since it
is not the main interest here, this part of the proofis ignored. 0 O
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