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a b s t r a c t

Perfect digital watermarking systems are contained two characteristics. One is the robustness that it need
be resistant to geometric attacks in addition to common image processing tasks, such as JPEG compres-
sion. The other one is to preserve the image quality after embedding. However, the requirement of
robustness and quality for watermark are conflicted with each other. How to determine the equilibrium
of optimal security strategies between encoder and attacker and the optimal tradeoff between the inten-
sity of embedded watermark and the perceptual translucence for visible watermark is still remained as
one of the most challenging research topics in image watermarking. Therefore, in order to achieve the
best tradeoff between the embedding energy of watermark, the quality of perceptual watermark trans-
lucence and the image fidelity after attacks, we propose a system architecture which is based on the
game-theoretic approach that provides an optimum solution for the decision maker by studying the
intensity and perceptual efficiency. The game-theoretic approach determines the transmission strategy
using utility optimization according to the fluctuation of watermark states. The watermark embedding
problem is formulated as a dynamic non-cooperative game with complete information while the optimal
strategy is defined by the Nash equilibrium of the game. The experimental results demonstrate the fea-
sibility of the proposed approach which allows the watermark encoder to obtain the best adaptive water-
marking strategy in the different texture under attacks. Additionally, we demonstrate that the proposed
system could help each user to choose the optimal transmission power to maximize its utility based on
other constant parameters and resolve security issue of visual communication.

� 2010 Elsevier Ltd. All rights reserved.
1. Introduction

The knowledge-based economy has become the major trend in
international society in the 21st century. Exploring the characteris-
tics of the knowledge-based economy and establishing an
appropriate economic paradigm for accelerating technological
innovation is an urgent task for copyright ownership. Therefore,
intellectual property becomes the critical issue of property owner
concern. Books, music, digital multimedia, and any kind of arts
actually belong to the authors who made it, and the authors have
the rights to restrict access to intellectual property (WIPO).

With the advantages of easy editing and reproduction of digital-
ized data, the protection of the intellectual rights and the authen-
tication of digital multimedia no doubt have become issues of great
importance in recent years (Cox, Miller, Bloom, Fridrich, & Kalker,
2007; Kundur, Lin, Macq, & Yu, 2004). Digital watermarking has
been extensively studied and regarded as a potentially effective
means for protecting copyright of digital multimedia in recent
years. Visible watermarking schemes protect copyrights in a more
active way. For example, they not only prevent pirates but also rec-
ll rights reserved.
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ognize the owner of the multimedia. However, robustness and
quality for a digital content and watermark are conflicted with
each other. Consequently, applications of visible watermarking
are often limited to content browsing or previewing.

The study we present in this paper is an attempt to explore the
problems of these earlier studies on visible watermarking and pro-
pose a novel security architecture based on game-theoretic meth-
odology that provide an optimum solution for the copyright
manager to make a decision by studying in effect of transmission
power on intensity and perceptual efficiency. We have formulated
the watermark embedding problem as a dynamic non-cooperative
game with complete information (Osborne, 2003). Complete infor-
mation requires that every player know the strategies of the other
players but not necessarily the actions. Under the complete infor-
mation, we present a watermarking game to analyze the different
situation and get the optimal strategy between the embedding en-
ergy of watermark and the perceptual translucence for visible
watermark.

The rest of this paper is organized as follows. In Section 2, re-
lated works and the detailed description of the proposed water-
marking system architecture will be explained. In Section 3,
numerical results with discussion illustrate the basic ideas of the
proposed approach. Finally, the conclusion is drawn in Section 4.
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2. The game-theoretic framework

2.1. Game theory

Game theory is the formal study of the conflict and cooperation.
The concepts of game-theoretic approach help to formulate struc-
ture, analyze and understand strategic scenarios and make a deci-
sion whenever the actions of the several agents are interdependent
(Osborne, 2003). Game theory aims to help us understand situa-
tions in which decision-makers interact. Therefore, decision-mak-
ers can better estimate the potential effects of their actions and
then make the optimal decisions to avoid the conflict.

In game theory, Nash equilibrium is a solution concept of a
game involving two or more players, in which each player is as-
sumed to know the equilibrium strategies of the other players,
and no player has anything to gain by changing only his or her
own strategy unilaterally. If each player has chosen a strategy
and no player can benefit by changing his or her strategy while
the other players keep theirs unchanged, then the current set of
strategy choices and the corresponding payoffs constitute Nash
equilibrium (Osborne, 2003). We will describe how we can apply
such concept to make the game design for making decision of
the visible watermark embedding procedures.

2.2. Visible watermarking approach

Regarding the digital watermarking techniques, Fig. 1 describes
the generic structure for visible watermark embedding processes.
First, a host image (original image) directly embeds watermark in
spatial domain or is transformed into frequency domain through
the well-known spread spectrum approach (Cox, Kilian, Leighton,
& Shamoon, 1997), i.e. DFT (Discrete Fourier Transform), DCT (Dis-
crete Cosine Transform) (Mohanty, Ramakrishnan, & Kankanhalli,
2000) or DWT (Discrete Wavelet Transform) (Cox et al., 2007;
Huang & Tang, 2006; Kundur et al., 2004; Tsai, 2009). However,
the algorithms using transform domain approach develop more ro-
bust watermarking techniques than directly embedding water-
mark into the spatial domain (Chen, 2000; Cox et al., 2007).
Consequently, coefficients are passed through a perceptual analy-
sis block that determines how strong the watermark in embedding
algorithm can be, so that the resulting watermarked image is
acceptable. The watermark is embedded through using a well-de-
signed algorithm based on mathematical or statistical model. If
the host image is employed in frequency domain, the inverse
spread spectrum approach is then adopted to obtain a water-
marked image (Huang & Tang, 2006; Tsai, 2009). The watermark
extraction applies to the similar operations in embedding
processes with reverse procedures.
Host
Image

Perceptual 
Analysis 

Logo 
Watermark

Fig. 1. A generic visible waterm
Regardless of exploiting the visible watermarking technique,
the watermarked image can generally be formulated as shown in
Eq. (1)
Iw
x;y ¼ ax;y � Ix;y þ bx;y �wx;y ð1Þ
where Ix,y, Iw
x;y and wx,y are the (x, y)th pixels of the host image, the

watermarked image, and the visible watermark logo image, respec-
tively, and ax,y and bx,y are the two weighting factors. In most of the
visible watermarking methods, all weighting factors are usually
variables. While the image quality of Iw

x;y is a constraint during the
watermark embedding, the selection of ax,y and bx,y will be critical
since they both will be comprised for the expected image quality
of Iw

x;y. After the watermark embedding stage, the attackers would
try different attack to remove the watermark and the robustness
of the watermarking technique is essential to protect the intellec-
tual property. Therefore, the visible watermark embedding problem
can be stated as a non-cooperative game where individual player
decide the strategy to cope with the difference situation. In this
study, an up-to-date visible watermarking technique named ‘‘CO-
COA’’ (Tsai, 2009) is adopted in this research which is based on
the content and contrast aware (COCOA) technique with the consid-
eration of Human Visual System (HVS) model. Interested reader can
refer (Tsai, 2009) for more technical information.

In order to get the optimal strategies in various situations, an
example is shown in Fig. 2 where the amount of intensity in-
creases, the watermark quality also increases as well as the robust-
ness against attacks. Consequently, the successful ratio of attacker
is decreasing and an equilibrium condition exists when the optimal
strategies are encountered for both sides.

To utilize the game theory architecture into the watermark
security architecture, each player’s profit is determined by the pay-
off function and Fig. 3 demonstrates the complete diagram of the
game-theoretic security system architecture for two players – en-
coder and attacker. Their roles and function are described as
follows:

A game-theoretic security system consists of

� a set of players,
� for each player, each has a set of actions,
� for each player, there are a set of constraints,
� for each player, there is existing a payoff function to estimate

each profit.
2.2.1. Players
In this case, there are two players. One player is the encoder

player and the other one is the attacker player.
Embedding
Algorithm

Watermarked Image

ark embedding diagram.
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Fig. 2. The equilibrium illustration of optimal security strategies between encoder
and attacker.
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2.2.2. The constraints
There exists the constraint for the receiver where the image

quality of attacked watermarked image is concerned. If the image
quality is not satisfactory, the receiver won’t accept it and will re-
quest the encoder to resend the image. On the other hand, the at-
tacker player cares the destruction of the watermark with the
acceptable image quality.
2.2.3. Strategies/Actions
Due to the dynamic property for determining the best parame-

ters during the watermark embedding stage, there are certain
strategies/actions for each player.

Let i and j denote the state of encoder and attacker players. The
set of strategies for encoder player is {i, i = 1, 2, 3, ... , 11} which
contains 11 different parameter selections for COCOA visible
watermarking. On the other hand, we assume that attacker adopts
the technique to remove or destroy the watermark from the water-
marked image. In this research, we only consider JPEG2000 com-
pression but the approach can be extended to other attacks. Here
the set of actions for attacker player is {j, j = 1, 2, 3, ... , 11} where
they are equivalent to compression ratio of no compression, 0.1,
0.09, . . . , 0.01 for total 11 states. The meaning of compression ratio
like 0.01 represents 100:1 between the uncompressed image and
compressed image. Other setting of 0.1–0.02 has the same
operation.
Encoder S1
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Fig. 3. The complete diagram of the game-theoretic security
2.2.4. Payoffs
The payoff represents the welfare of the players at the end of

the game. They are the basis on which each player chooses his
strategy. In this approach, the payoff of a player is defined as the
total profit which is the sum of the individual player’s profits from
actions. From encoder player point of view, the peak signal noise
ratio (PSNR) between the host image and the watermarked image
is critical since the encoder expects the highest fidelity after water-
mark embedding. In addition, the correlation between the logo
watermark and the extracted watermark after attack is also impor-
tant since the robustness of the watermark embedding technique
is also concerned for encoder player. Therefore, PSNR and correla-
tion functions will be adopted in the payoff function for encoder
player.

The payoff function f1 of encoder player is defined as a function
of the strategy profiles e1 (PSNR) and e2 (correlation) as shown in
Eq. (2)

f1ði; jÞ ¼
e1

i;j �min e1
:;j

� �

Max e1
:;j

� �
�min e1

:;j

� �þ
e2

i;j �min e2
:;j

� �

Max e2
:;j

� �
�minðe2

:;jÞ
ð2Þ

where e1
i;j ¼ PSNRðI; IwÞi;j; e2

i;j ¼ correlationððIw � IÞ;wÞi;j.
The meaning of e1

:;j represents the payoff value of certain j for
whole set {i, i = 1, 2, 3, ... , 11}.

Note:

I is the original host image.
w is the logo watermark.
Iw is watermarked image.
I0w is the attacked watermarked image.

The payoff function f1 is actually a normalized operation from PSNR
and correlation in order to get a balanced function value. The enco-
der’s best response function is f �1 ¼ max f1ð:;jÞ.

From attacker player point of view, the peak signal noise ratio
(PSNR) between the watermarked image and the attacked water-
marked image is critical since the attacker expects the lowest im-
age quality after watermark attack. Hence, the payoff function of
attacker player, f2 can be defined as Eq. (3)

f2ði; jÞ ¼ PSNR Iw; I
0
w

� �
i;j ð3Þ

The attacker’s best response function is f �2 ¼min f2ði;:Þ.

2.2.5. Optimal solution
Nash equilibrium is widely considered as the solution of the

non-cooperative static games and we apply the extended solution
w + Attacker
Attacker S2

Attacker S1

Attacker S3

Receiver

…

Attacker’s 
payoff function

Analysis of 
game theory

Feedback

Attacker action

Acceptable StopYes

'
wI

system design for two players – encoder and attacker.
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concept of the game perfect equilibrium to analyze the strategic
behaviors of the players in the watermark embedding stage that
is characterized as a dynamic game. If there is a solution profile
ðf �1 ; f �2 Þ, we can say ðf �1 ; f �2 Þ is an optimal solution of the game.
3. Experimental results and discussions

In this section, experimental results are given to illustrate the
powerful game-theoretic system that provides decision maker to
get an optimum solution on the perceptual watermark transpar-
ency and robustness against JPEG compression. The proposed
game-theoretic system security design has been implemented
and widely examined. The COCOA visible watermarking algorithm
(Tsai, 2009) has been adopted in this research and intensively
tested by using the commonly available colour images from the
USC image database (USC SIPI). A more detailed understanding of
the embedded grayscale logo watermark is illustration in Fig. 1
which is the school logo. Fig. 4 shows some sample images (Lena
and Lake images) from USC SIPI and the watermarked image using
COCOA algorithm.

For demonstration the purposed a security system based on
game-theoretic approach in the visible watermarking, we use CO-
COA visible watermarking algorithm and a wide range of security
attack pattern by different JPEG compression. As we have seen, it
is reasonable to assume that the encoder is know the potential at-
tack actions and encoder hope to gain a better strategy between
the embedding energy of watermark, the quality of perceptual
watermark translucence and the image fidelity after attacks.

The proposed game-theoretic system security design has been
implemented and widely examined. The COCOA visible water-
marking algorithm (Tsai, 2009) has been adopted in this research
and intensively tested by using the commonly available colour
Fig. 4. (a) Original Lena image. (b) Watermarked Lena image
images from the USC image database (USC SIPI). The embedded
grayscale logo watermark is illustration in Fig. 1 which is the
school logo. Fig. 4 shows a sample image from USC SIPI and the
watermarked image using COCOA algorithm.

For demonstration purpose, Tables 1 and 2 tabulates e1 (PSNR)
and e2 (correlation) payoff values from different encoder’s strate-
gies and attacker’s actions for Lena image (Fig. 4(b)). Table 3 illus-
trates the encoder’s payoffs and the optimal selection for various
function values f1(i, j). From Table 3, the best selection from enco-
der for each attacker action j occurs between different encoder
strategy i which is marked by *. It characterizes the goal of the en-
coder is not only achieving the highest perceptual image quality
but also enduring the watermark robustness against the attacker.

Table 4 demonstrates the optimal solution of the Nash equilib-
rium state from the encoder’s payoffs and the attacker’s payoffs
under the game-theoretic security decision system. Without the
constraint of attacked watermarked image, the optimal solution
is at the state of (i, j) = (5, 11) for Lena image which is equivalent
to 28.444 dB image quality under 100:1 JPEG2000 compression at-
tack with f1 value of 1.215. If the quality of the attacked watermark
image is concerned and we set the acceptable PSNR value at 30 dB
as a threshold, the best selection will be ( i, j) = (6, 9) which will
achieve 32.68 dB under JPEG2000 compression with the compres-
sion ratio of 100:3 attack with f1 value of 1.339. Similar game-the-
oretic design for Lake image (Fig. 4(d)) is also performed and
tabulated the payoff results in Table 5. Without the constraint of
attacked watermarked image, the optimal solution is at the state
of (i, j) = (7, 11) for Lake image which is equivalent to 24.353 dB im-
age quality under 100:1 JPEG2000 compression attack with f1 va-
lue of 1.209. While the acceptable PSNR value at 30 dB is set, the
best selection will be (i, j) = (6, 7) which will achieve 30.591 dB un-
der JPEG2000 compression with the compression ratio of 100:5 at-
tack with f1 value of 1.299.
. (c) Original Lake image. (d) Watermarked Lake image.



Table 1
PSNR(dB) summary in different encoder’s strategies and attacker’s actions.

i Attacker
j

1 2 3 4 5 6 7 8 9 10 11

Encoder 1 57.94 38.38 37.94 37.40 36.83 36.09 35.33 34.25 33.04 31.08 28.29
2 47.00 37.89 37.49 37.03 36.47 35.75 35.02 34.10 32.90 30.88 28.31
3 42.04 36.85 36.65 36.30 35.87 35.33 34.57 33.70 32.58 30.79 28.10
4 38.77 35.51 35.40 35.23 34.94 34.58 33.92 33.24 32.25 30.54 28.07
5 36.39 34.16 34.07 33.92 33.74 33.46 33.11 32.55 31.70 30.31 27.89
6 34.52 32.86 32.72 32.60 32.42 32.19 32.05 31.88 31.20 29.87 27.65
7 32.99 31.75 31.62 31.51 31.32 31.11 31.09 30.95 30.56 29.49 27.41
8 31.69 30.67 30.58 30.42 30.24 30.19 30.15 30.02 29.92 28.97 27.11
9 30.55 29.67 29.57 29.48 29.44 29.32 29.31 29.19 29.21 28.60 26.75

10 29.56 28.78 28.71 28.71 28.69 28.57 28.48 28.47 28.33 28.11 26.36
11 28.66 27.99 27.94 27.97 27.84 27.78 27.74 27.78 27.73 27.61 26.20

Table 2
Correlation summary in different encoder’s strategies and attacker’s actions.

i Attacker
j

1 2 3 4 5 6 7 8 9 10 11

Encoder 1 0.122 0.004 0.005 0.008 0.003 0.005 0.002 0.001 0.000 0.000 0.002
2 0.656 0.195 0.179 0.169 0.160 0.152 0.138 0.112 0.093 0.076 0.053
3 0.685 0.349 0.325 0.301 0.283 0.258 0.240 0.207 0.172 0.132 0.088
4 0.705 0.455 0.430 0.409 0.382 0.352 0.332 0.283 0.243 0.186 0.129
5 0.713 0.528 0.513 0.499 0.478 0.448 0.412 0.365 0.322 0.255 0.167
6 0.717 0.580 0.568 0.551 0.528 0.502 0.475 0.431 0.383 0.301 0.208
7 0.721 0.619 0.602 0.587 0.567 0.543 0.525 0.486 0.442 0.363 0.248
8 0.723 0.640 0.628 0.612 0.590 0.574 0.553 0.520 0.487 0.409 0.292
9 0.725 0.656 0.644 0.634 0.620 0.608 0.585 0.553 0.529 0.453 0.333

10 0.726 0.668 0.660 0.655 0.645 0.626 0.598 0.576 0.541 0.496 0.363
11 0.728 0.673 0.668 0.665 0.655 0.635 0.614 0.598 0.558 0.520 0.399

Table 3
The encoder’s payoffs and the optimal selection.

i Attacker
j

1 2 3 4 5 6 7 8 9 10 11

Encoder 1 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 0.99
2 1.51* 1.24 1.22 1.21 1.20 1.19 1.18 1.16 1.14 1.09 1.13
3 1.39 1.37 1.35 1.33 1.32 1.31 1.29 1.26 1.22 1.17 1.12
4 1.31 1.40* 1.39* 1.38* 1.37 1.37 1.35 1.32 1.28 1.20 1.21
5 1.24 1.38 1.38 1.38 1.39* 1.39* 1.38* 1.35 1.32 1.27* 1.22*
6 1.18 1.33 1.33 1.32 1.32 1.32 1.34 1.35* 1.34* 1.23 1.21
7 1.14 1.28 1.27 1.26 1.25 1.26 1.30 1.30 1.32 1.24 1.19
8 1.10 1.21 1.20 1.18 1.17 1.19 1.22 1.22 1.28 1.18 1.16
9 1.06 1.14 1.13 1.11 1.13 1.14 1.16 1.14 1.23 1.16 1.09

10 1.03 1.07 1.07 1.06 1.08 1.08 1.07 1.07 1.08 1.10 0.99
11 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00 1.00
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Without loss of generality, the experimental results show sim-
ilar behavior which provides the best selection of Nash equilibrium
under different attacks. Current experimental results have demon-
strated that such game-theoretic system security design for visible
watermarking is an effective approach for efficient visual commu-
nication in applications. In summary, the proposed technique can
resolve the issue for watermark encoder to obtain the best water-
marking strategy under attacks.

3.1. Discussions

In this section, we will discuss some possible situations in the
game-theoretic architecture system.
(1) Multiple solutions in the game-theoretic architecture sys-
tem.
Each image has different content or characteristic; the sys-
tem may have multiple solutions after Nash equilibrium.
When the multiple optimal outputs exist, we can assume
robustness watermarking is the best response for encoder
players. Therefore, encoder will choose the strongest param-
eter of embedded energy for the decision maker.

(2) No optimal output in the game-theoretic security system.
Similar to multiple solutions, different images might have
varied results. The original image involves wide range of
characteristics, like complex/simple content or texture and
if the quality of watermarked image is around 30 dB, it is



Table 4
Payoff function value with PSNR metric for Lena image under JPEG2000 attack and the optimal selection of (i, j) is (6, 9) for acceptable image quality threshold 30 dB, (5, 11) with no image quality constraint.

Table 5
Payoff function value with PSNR metric for Lake image under JPEG2000 attack and the optimal selection of (i, j) is (6, 7) for acceptable image quality threshold 30 dB, (7, 11) with no image quality constraint.
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hard to keep the quality of image above the threshold of
acceptable image quality after attacker actions. On the other
hand, it is possible that no solution exists after the game-
theoretic security system. Therefore, attackers can not do
anything in the game-theoretic security system.

(3) New attacked actions.
Along with environment vicissitude, the attacker might have
new behaviors. In advance, we cannot know every action
from attackers to against all attacks. It is the flexibility in
the proposed game-theoretic security system, users can
extend the actions from attackers or encoders to simulate
the actual attacking method and reduce the harm.

4. Conclusions

A need for the best digital watermarking is essential for copy-
righted materials which can protect the copyright ownership. In
this paper, we have outlined the necessary characteristics of a
watermark like robustness to common signal processing opera-
tions, and acceptable image quality.

To meet these requirements, we have proposed a visible water-
marking system which is based on the game-theoretic architecture
that provides an optimum solution for the decision maker by
studying in effect of transmission power on intensity and percep-
tual efficiency. The framework enables us to analyze the actual
competition between encoder player and attacker player. In the
dynamic non-cooperative situations, it also provides the solution
to acquire the optimal selection between transparency and robust-
ness for digital contents in different strategies with complete
information.

We expect the proposed approach can provide players of water-
marking with useful information on determining their optimal
strategy. Based on the results of this paper, one can investigate
to obtain more precise representations as well as more efficient
solution procedure for the problem in the future. In conclusion,
the proposed game-theoretic technique provides a useful decision
methodology for encoder who can make the best selection among
choices. Accordingly, our research could help each player to choose
the optimal transmission power to maximize its utility payoff
based on other constant parameters and resolve security issue of
visual communication.
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