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1 ��
We proposed a blind watermarking scheme us-
ing wavelet tree quantization. With the use
of wavelet trees, each watermark bit is embed-
ded in all frequency bands. The wavelet co-
efficients of the host image are grouped into
wavelet trees and each watermark bit is em-
bedded using two trees. Each watermark bit is
embedded in perceptually important frequency
bands, which renders the mark more resistant to
frequency based attacks. Also, the watermark
is spread throughout large spatial regions. This
yields more robustness against time domain geo-
metric attacks. Examples of various attacks will
be given to demonstrate the robustness of the
proposed technique.

Keywords: wavelet tree, watermark, copyright
protection

2 �����
There has been great interest in applying wa-
termarks to digital multimedia data for copy-
right protection, copy protection, image authen-
tication, proof of ownership, etc. Watermark-
ing techniques apply minor modifications to the

original data in a perceptually invisible or al-
most invisible manner with the modifications
bearing the watermark information. By detect-
ing the existence of these modifications, we can
prove the ownership and even trace an illegal
copy source.

The idea of using spread spectrum for em-
bedding watermarks in the DCT domain is pro-
posed in [3], Cox et al.. The watermark is em-
bedded in the spectrum that is perceptually im-
portant. The watermark can not be destroyed
without damaging the watermarked image. It
is not a blind watermarking scheme as the orig-
inal image is required for watermark extraction.
The spread spectrum method can be generalized
to embed watermarks in wavelet coefficients for
images as well as video [4].

In [5], a method called differential energy wa-
termarking (DEW) is proposed by Langelaar
and Langendijk. A macroblock which composes
of several 8 × 8 DCT blocks is divided into
2 parts to embed a watermark bit. High fre-
quency DCT coefficients in the compressed bit
stream are selectively discarded to produce an
energy difference in the two parts of the same
macroblock. This scheme has three parame-
ters: the number of 8 × 8 DCT blocks in a
macroblock, JPEG quantization stepsize, and a
minimal cutoff index for watermarking. By ad-
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� 2: Block diagram of the proposed decoder.

justing the three factors, appropriate marking
systems are obtained for different applications.
This method performs well in attacks such as
pixel shifting and StirMark [6, 7]. As the em-
bedding process is done in the compressed do-
main, it can also be applied in real-time process-
ing.

We proposed a wavelet based watermarking
scheme for the application of copyright protec-
tion. In the application of copyright protection,
a watermark is embedded in a host image us-
ing a watermark encoder. The watermark can
later be extracted using a watermark decoder
to prove ownership. The watermark decoder
gives a binary decision on the existence of the
watermark by comparing the extracted water-
mark and the owner’s watermark. In addition,
for the watermarking scheme to be useful, the

method should be a blind one, meaning the orig-
inal image is not used in the watermark extrac-
tion process.

We will use the tree marking technique to em-
bed watermark bits in wavelet coefficients based
on their perceptual importance. When the at-
tacked image is so that there are clearly dis-
tortions, there is no need resorting to water-
marks to show ownership. As the tree mark-
ing approach is based on wavelet trees, which
encompass large spatial areas, more robustness
against geometric attacks such as pixel shifting
and image rotation can be expected. We will
investigate the embedding of watermark bits by
quantizing wavelet trees. The trees should be
so quantized that they exhibit a large enough
statistical difference. The resulting difference
between quantized and unquantized trees will

2



allow for watermark extraction at a later time.

3 ���	
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In the proposed tree watermarking scheme, the
host image is transformed into wavelet coef-
ficients using DWT (discrete wavelet trans-
form). The wavelet coefficients are grouped into
wavelet trees. Fig. 1 illustrates the embedding
procedure. The watermark W is a binary PN se-
quence of ±1. The seed of the sequence can be
generated by mapping a meaningful signature
or text through a certified one-way determinis-
tic function [2]. Fig. 2 illustrates the extraction
procedure. After a watermark W ′ is extracted,
it is compared with the owner’s watermark W ,
and a normalized correlation coefficient between
the stored watermark W and the extracted one
W ′ is computed. If the correlation is above a
chosen threshold, we determine that the water-
mark exists. The choice of the threshold de-
pends on the desired false positive probability.
In particular the normalized correlation coeffi-
cient that quantifies the correlation between the
original watermark and the extracted one is,

ρ (W,W ′) =

Nw∑
m=1

wmw′
m

√
Nw∑

m=1

w2
m

∑
m

w′2
m

,

where Nw is the number of watermark bit em-
bedded. The coefficient is bounded by −1 ≤
ρ (W,W ′) ≤ 1. Since the watermark is a binary
sequence of ±1, we have

Nw∑
m=1

w2
m =

Nw∑
m=1

(w′
m)2 = Nw

The normalized correlation coefficient can also
be written as

ρ (W,W ′) =

∑
m

wmw′
m

Nw

(1)

We choose a threshold ρT . The existence de-
cision is “Yes” if ρ (W,W ′) ≥ ρT and “No” if
ρ (W,W ′) < ρT .

Let PE = Prob (wm 6= w′
m). Using this ex-

pression the probability of false positive error
Pfp can be computed by [?],

Pfp =
Nw∑

k=
ρT +1

2
Nw

(
Nw

k

)
PNw−k

E (1− PE)k

The false positive probability depends on PE,
Nw, and ρT . In the case that the underlying im-
age is not a watermarked copy, it is reasonable
to assume PE = 0.5. Let Nw = 768. For ρT =
0.15, 0.20, and 0.25, the corresponding Pfp is re-
spectively 1.61× 10−5, 1.5× 10−8, 2.14× 10−12.
Given a false positive probability, we can choose
an appropriate ρT to meet the requirement.

For the convenience of illustration, we will
use a discrete time wavelet transform of 4 lev-
els (see [9] and the references therein for de-
tails of wavelet transforms). A 512×512 im-
age will be used as an example. With a 4-
level decomposition (Fig. 3(a)), we have 13 fre-
quency bands as shown in Fig. 3(b). We will
use the coefficients in bands labeled as Ci,j in
Fig. 3(b) for watermarking. The coefficients
in high frequency bands are not used as they
often contain little energy. If we place the 13
subband images in their corresponding slots in
Fig. 3(b), we get a 512×512 array of wavelet
coefficients in Fig. 4. We group the coefficients
corresponding to the same spatial location to-
gether (Fig. 4). Fig. 5(a) shows an example of
a group with one coefficient from C4,3, 4 coef-
ficients from C3,3 and 16 coefficients from C2,3.
There are 21 coefficients in each group. Coef-
ficients of the same group correspond to vari-
ous frequency bands of the same spatial loca-
tion. The total number of groups is equal to
the number of coefficients in C4,1, C4,2 and C4,3,
each of which has 322 coefficients. There are a
total of 3 × 322 = 3072 groups. We order the
groups in a pseudo-random manner. A pseudo-

3



( b )

( a )

C4,3

C4,1

C4,2

C3,3 C3,2

C3,1

C2,1

C2,2C2,3

(0,0) p

p

),( pp

LL4

LH4

HL4

HH4LH3

HL3

HH3LH2

HL2

HH2
LH1

HL1

HH1

� 3: (a) A four-level wavelet decomposition
and the resulting 13 subbands; (b) the 13 fre-
quency bands corresponding to the subbands in
(a).

random order of the numbers from 0 to 3071 can
be obtained by repeatedly generating random
numbers and taking modulo 3072. If a number
between 0 and 3071 has appeared already, the
number is discarded. We do this until we have
a set of numbers from 0 to 3071. The random
numbers can be generated using the same seed
in generating the watermark W .

We use two trees to embed the n-th water-
mark bit wn. For this, we find the smallest
quantization index qn such that E2n−1(qn) ≥ E
and E2n(qn) ≥ E , where E is some appropri-
ately chosen quantity called reference error. To

1 512

512

1

� 4: Illustration of grouping wavelet coeffi-
cients that correspond to the same spatial area.

)1(nx )(Lxn)( jxn

3,4C 3,2C3,3C

� 5: (a) A group of wavelet coefficients with
one coefficient from C4,3, 4 coefficients from C3,3

and 16 coefficients from C2,3. (b) A super tree
obtained by combining two groups of wavelet
coefficients.
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maintain the quality of watermarked images,
we can constrain the maximum value of qn to
be a pre-determined value qmax, known to both
the encoder and the decoder. If we can not
find qn ≤ qmax such that E2n−1(qn) ≥ E and
E2n(qn) ≥ E , the index qmax will be used as
the quantization index. If wn = −1, the first
tree is quantized with respect to qn. If wn = 1,
the second tree is quantized with respect to qn.
When all the watermark bits are embedded, we
apply the inverse DTWT on the new wavelet
coefficients. The output of the inverse DTWT
is quantized to have integer values between 0
and 2b − 1, where b is the number of bits per
pixel of the original host image.

Maximum likelihood detection. For the
extraction of watermark bits, we first compute
the wavelet coefficients of the image (possibly
attacked). For the n-th bit to be decoded,
the watermark decoder exams the correspond-
ing two super trees T2n−1 and T2n. It determines
which one is more likely to be a quantized tree
and thus determines the sign of the watermark
bit. There are two hypotheses,

H0 : T2n−1 is a quantized tree,

H1 : T2n is a quantized tree.

Because wn = ±1 with equal probability, the
two hypotheses are equally likely. We will use
maximum likelihood detection.

The decoder quantizes super trees T2n−1 and
T2n, and compute new quantization errors e′n(j).
The new errors of the coefficients that had been
quantized in the embedding process is more
likely to be around 0 and the normalized error
e′n(j)/∆n(j) has more probability mass around
0, i.e., fquantized(ε) > funquantized(ε) for some ε,
where f(y) is the CDF defined in (??). Let
fquantized(ε) = p0 and funquantized(ε) = p1 with
p0 > p1. We have found that a maximum likeli-
hood decision can be easily obtained by inspect-
ing which super tree has more coefficients with
normalized errors bounded between −ε and ε.

The threshold ε be chosen to be a number for
which there is a wider gap between p0 and p1.
In most of our experiments, p0 and p1 are rea-
sonably separated when ε = −0.1. The details
of watermark extraction procedure is give in the
next section. The extraction procedure can be
summarized as followed

1. Generate a seed by mapping a signa-
ture/text through a one-way determinis-
tic function. Obtain a PN sequence W of
length Nw using the seed.

2. Compute wavelet coefficients of a host im-
age of b bits/pixel. Group the coefficients,
and order the groups in a pseudo-random
manner using the seed generated in step 1.
Combine every 2 groups to form super trees
Tk, k = 1, · · · , 2Nw. Set n = 1.

3. Set q′n = 1, E2n−1(1) = 0 and E2n(1) = 0.

4. while ( (E2n−1(q
′
n) < E and E2n(q′n) < E)

and q′n < qmax) Compute E2n−1(q
′
n) and

E2n(q′n). Set q′n = q′n + 1.

5. Compute N2n−1 and N2n. If N2n−1 > N2n,
w′

n = −1; otherwise w′
n = 1.

6. Go to step 2 if n < Nw.

7. Compute normalized correlation coefficient
ρ using equation (1).

8. If ρ is above the threshold ρT , the water-
mark W exists; otherwise, it does not exist.

Examples We will use 3 images for experi-
ments, Lenna, Goldhill, and Peppers. The im-
ages are of size of 512 by 512. We use a 4-
level wavelet decomposition and a watermark
sequence of length 512. The reference error
E is 100 and the largest quantization index
qmax = 336. The three watermarked images
have PSNR respectively 38.2, 38.7, 39.8 dB.
With watermark length Nw = 512, the correla-
tion threshold ρT is chosen to be 0.23 for a false
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�� 1: Correlation coefficient ρ and watermark
existence upon attacks of Median filter (2 × 2,
3×3, 4×4), Gaussian filtering, and sharpening;
(a) Lenna, (b) Goldhill, and (c) Peppers.

positive probability of Pfp=1.03×10−7. We con-
sider common signal processing attacks. These
include linear and nonlinear filtering, for ex-
ample median filters, Gaussian filter, histogram
modification and sharpening. After these at-
tacks, the images are blurred or sharpened on
the edges. The results are given in Table. 1.
We can see from the table that the embedded
watermarks have successfully survived all these
attacks.

��
�
[1] N. Kaewkamnerd, and K. R. Rao,

“Wavelet based image adaptive water-
marking scheme,” IEEE Electronics Let-
ters, vol. 36, pp. 312-313, Feb. 2000.

[2] W. Zeng and B. Liu, “A statistical wa-
termark detection technique without using
original images for resolving rightful own-
erships of digital images,” IEEE Transac-
tions on Image Processing, vol. 8, pp. 1534-
1548, Nov. 1999.

[3] I. J. Cox, J. Kilian, F. T. Leighton,
and T. Shamoon, “Secure spread spec-
trum watermarking for multimedia,” IEEE
Transactions on Image Processing, vol. 6,
pp. 1673-1687, Jan. 1997.

[4] W. Zhu, Z. Xiong, and Y.-Q. Zhang, “Mul-
tiresolution watermarking for images and
video,” IEEE Transactions on Circuit and
System, vol. 9, pp. 545-550, 1999.

[5] Gerrit C. Langelaar and Reginnald L.
Langendijk, “Optimal differential energy
watermarking of DCT encoded images
and video,” IEEE Transactions on Image
Processing, vol. 10, pp. 148-158, Jan. 2001.

[6] F. A. P. Petitcolas, R. J. Anderson and
M. G. Kuhn, “Attacks on copyright mark-
ing systems,” 2nd workshop on information
hiding, vol. 1525 of lecture Notes in Com-
puter Science, April 1998.

[7] F. A. P. Petitcolas, “Weakness of existing
watermark scheme,” Oct. 1997.

[8] C. I. Podilchuk, and W. Zeng,“Image-
adaptive watermarking using visual mod-
els,” IEEE Journal on Selected Areas in
Comm., vol. 12, pp. 525-539, May 1998.

[9] M. Vetterli and J. Kovacevic, Wavelets and
subband coding, Prentice Hall 1995.

[10] W. B. Pennebaker, and J.L. Mitchell,
JPEG: Still image data compression stan-
drad,” New Yrok: Van Nostrand Reinhold,
1993.

[11] A. Said and W. A. Pearlman, “A new,
fast, and efficient image codec based on set
partitioning in hierarchical trees,” IEEE
Trans. Circuits and Systems for Video
Technology, vol. 6, pp. 243-250, June 1996.

6


