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In opposition to conventional proprietary architectures, the standardizing open architectures
have been adopted in network industry for reducing the time and cost of development of carrier
grade equipments and systems. Open architecture is the new trend of communication industry
that integrates ATCA (Advanced Telecom Computing Architecture), Carrier Grade Linux, and
Open Specifications for Service Availability. Some service providers such as NTT DoCoMo
Japan and KT Corp. South Korea, have used ATCA systems as common platforms for networking
and services provision. Sofeware venders like MontaVista, RedHat, WindRiver and so forth, are
engaged in development of Carrier Grade Linux. In addition, the SAF (Service Availability
Forum) defines Open Specifications for Service Availability that are interfaces to high available
hardware platforms in underlayer and application services including management in upper layer.

The Taiwaness communication vendors usually focus on hardware and are weak relatively
for development of software and high reliable products with high add-on value. It is a obvious
opportunity to enter the high level product markets for vedors in Taiwan by the open platform
technologies. For following the recent tendency towarding open architectures, this project
introduces the CGOA (Carrier Grade Open Architecture) technologies by gathering industrial,
academic, and research teams. It builds EPON (Ethernet Passive Optical Network) system on an
ATCA-based Chassis open architecture platform including Carrier-Grade Linux and
SAF-compliant High Availability middleware. This system offers high reliable EPON trial
environment on the hardware platform and software framework that was supplied by industry
team and developed with technogies by academic team. It is looking forwarding to fruitful
execution results that foster the carrier grade telecom system development with high reliability
and quality, and encourage the evolution of new network technologies and services.
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B+ = ~ EPON System Switch Blade Protection
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% 3 & ~ Fast recovery mechanisms of routing paths for HA middleware
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Eoridiz PR H3h g 3T Tk N
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»  Pause xx msuc per polling
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rAERCF T2 A B L - #r7 o9 Novel K-U bridge schemes for HA middleware
%3t #4* HA Middleware Generic Fuctionality ¥ 3 "Checkpoint" service API
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return &
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Calling Data

Return Data

return & output data | API
function
call

to called function

B = - Novel K-U bridge schemes for HA middleware 2_ i i¥ 3¢
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Node 1 Node 2 Node 3
AP Process AP Process AP Process
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Checkpoint
Data
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epli epli epli
HA Middleware HA Middleware HA Middleware
Daemon Daemon Daemon

B+ ~ ~ Checkpoint-Based Benchmarking |3 7+ . ]

FI* checkpoint 5 & #-7 4L 14 reliable @£ 3 £ Cluster Nodes- 12 & jp|H #7715 %
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B+ 1 -~ Kernel-Space vs. User-Space Benchmarking

Throughput

10

ol

° User Space Benchmarking

! Kernel Space Benchmarking
06l ===_continue polling
% 5| —— pause 10ms per 10k polling
= al — pause 10ms per 1k polling

3 === pause 1-10ms per polling

ol pause 20ms per polling

1L

O 5k 10Kk 15K 20K 25K 30K 3K 40K 45K 50K

Bytes/MSG

Bl= -+ ~ Novel K-U bridge schemes for HA middleware >z s iP]3#& — Throughput for 2
Nodes

AN THMERERTEIGINEE o Bl L ArT o
» PC : 2nodes

» CPU : x86 platform, Celeron 2.6G

» Network : 100Mbits/s, private LAN

A A5y S ¢ e User-Space 2 »xacdf iE 0 FAL B B ¥ 1T wire-speed 5 &
Kernel-Space f& * |z # > 2 Continue Polling 2 Pause 10ms per 10k polling & = f&
= ;% e Kernel-User Bridge »x st #id ; Kernel-Space 2. »z iy $iz User-Space 2 7 "% 4 »
% % User-Space 2. 60% = + - #7112 & Novel K-U bridge schemes for HA middleware
SRR 32 o 0 #F 4 & Carrier-Grade 2 F & -

3.3.2 Fast recovery mechanisms of routing paths for HA middleware 7 435 3+ &2 »ic & 1

¥ 8¢ Router ® ¥7PR7%> — 4z €41 * Redundant Router k& 3+ %2 1 %o
% 4_OSPF RI41* Graceful Restart = Vg it d T £ A7 8 > 4ol = -+ - #7712 OSPF
0 B¢ ATy BLd & ERY L 3% Graceful Restart > F]2t § Router 3 & ;2 % JR 7% > B| Router
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RG> T ¥ 8 i orouter i FipAI L h
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Ao 4oBlZ Low Ar o ARl 2N 2 N T H 420 AP ek 7 OSPF_SGL iz - i Service
Group 14 2 OSPF_PG1 iz-— & Protection Group » OpenAlS ¢ 1345t = T & R -2 78— B
2 §_Active & §_Standby k& {7 % # -

- i router il it {7 4f &

Active ¢ < ¥y i¥ heartbeat ¥ standby > standby ¥ 12245 heartbeat {¥ - active IR &7 &
JR#% > % standby iZ § 4%&4< 3| heartbeat 2_ {4 if #vsg active ¥ #7pR7% > ot pF standby 7 red £
Ja & active it e iz 1 iF > ¢ gt pF standby Rk fi - € % = active o

A F A BT & AP 2 ¢ iclhalnit()* %k 4~ 4~ AMF 12 2 Checkpoint
i B 3k 2> iclhaGetState() ™ 14 AAg 3¢ ¢ Poig P17 4 58 end 4 e active 2 &_standby > 12 2
i{ 2K 24P B AR5V S A7 iclhaWrite() 2 2 iclhaRead() #_* * #F checkpoint i& 7 B » 12 2 3f B~en
T, p- L API VU F AP AR FOFGEL 3 FEF

21



HA-OSPF router

Moduler 1: Moduler 2:

OSPF daemon OSPF daemon

HA middleware HA middleware
(OpenAlS) (OpenAlS)
Linux Operating Linux Operating
System System

OSPF Router A

OSPF Router B
OSPF Router D

Fl= + = : HA-OSPF router system design
Module 1 (N1) Module 2 (N2)
Service Group
Service Unit SUI (OSPF_SG1) Service Unit SU2
OSPF daemon | [Protection Group y/ OSPF daemon
1 (OSPF_PG1) (€2)
Component Service Instance ' —fr————————— ——»| Component Service Instance
(OSPF_CSI) active standby (OSPE_CSI)

B = + = : HA-OSPF router with SAF 2N Model

Bl- -+ 7 &_Active ¥ Standby 4 7 pF 5 pseudo code » § router #- i end o 5 Standby

PEiE - €4 checkpomt 3 1 routing table £ #-routing table # # & » & % » F router
fsyﬂ &_Active mpé% A s 245750 B Aw gk i A ostandby > B A ERdE L 10T a’L’ru A
JE A (7 ospf Eed A2 50 Jl v * %4 % Hello 12 2 Link State Request 3t 4, % neighbor router:
TR )Jt*w\ﬁﬂ ;L»-routlng table & » checkpoint & standby :& {7 # # & iF

void callback()

{
iclhaGetState();

if(haState is Active) {
if(previous haState is Standby) { //takeover occurred
start the OSPF routring procedure;
send the OSPF Hello and Link State Request message;

}
else {

write the routing information to the checkpoint;
}

}
if(haState is Standby) {

read the routing information from the checkpoint;
update the information to its routing table
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Fl= - 7 : Callback function pseudo code

el AT 0 Bk S AR Y RRAFET € F “Lr“’%‘i » #] 5 standby fdx £ 2w
Bl TR ¢ § R CRE P T L0 T AL o TR E W 5 A A
3 D AER R &h’ﬂwAWﬁmﬂowF%@V@ﬁﬁ%%%i%rg%@m@g?
G
Active Standby
heckpoint N >

Hearth
Heartb: I

Topology Changed

Failure
Takeover
OSPF
Re-established
complete
[€-cccccccccccccccccccacaad ‘Checkpoint N+l:ecccccccccccccccccccccce

®l = + = : Topology changed between checkpoints
4Bz L = 5 OSPF jk fn # 4% [B] > 2% 0 -4 Pk AL # 3% ch)n 42 0 3R router &
~ Full it > (8% 40T
1. % router Hred £ 1 172 18 > — B4k i 5 Down o router #-= %] :% 1) Hello 2t 4 & #-5 fn 3%

Lo i

2= 5 Init
2. Az i ExStart 5 fs 3K router ® 4&:& ~ Exchange ki 0 # # % 4% link state £ &
3. % Exchange j it router #-¢ ¥ ) link state request 3t & > = H & — i neighbor router & & 7

s d B oo T F B Full s o At R ET 0 £ 45 A w B (F e link state 33 R AF BATD

routing information > ¢ B¥ router i § & AT R IRE ELd T3
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®l= -+ = : The state diagram of the proposed mechanism
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N ~N 192.168.4.253
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2l
192.168.1.100 En2 ICRd
AMF (heartheat)
Eth2:10.0.0.2 R3
S1 Eth0: Eth1:
192.168.2.254 192.168.2.253
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DRk e
34 2% BtHh
%Eﬁﬁé’i—ﬁ'&}i"ﬁi'% OSPF & & g 2Pl » ikbm,,‘y hEE f“ﬂ.rf’ hER
N VRl a5 #ﬁ%ﬁm%#* 3¢tk A Bl R G PR dod - Hm
Pod R 2 A TR e R PR > APERI Y 10 I RRESE SRS
1 o
% — : Takeover latency (sec)
No Scenario 1 Scenario 2 Scenario 3
1 13.369 10.001 3.253
2 13.357 8.880 3.240
3 13.927 8.988 3.252
4 13.369 4.008 2.496
5 18.361 8.988 3.240
6 13.356 14.989 2.577
7 12.964 8.989 3.240
8 13.357 8.996 3.241
9 13.344 8.989 3.232
10 13.357 8.988 3.240
Average 13.876 9.182 3.101

W= A AR o e SRR 2 8 U R B L] W R T (Scenario 1)
K«ifﬁFﬁ 9 % 13.876 ) » & 428 d K7 2 (Scenario 2) 7 & H)‘ M AR P R
K5 9182 F) 0 @ ik sk gk s 2 R d B/ (Scenario 3) s AR FF X 5 3.101 F)

T E o

Takeover Latency

MH /

1300 4
1200 +
1100 +
1000 +

Sequence Number

1 36 4B 60 72 B4 98 108 120 137 144 156 168 180

Time (second)
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(a) Scenario 1

Takeover Latency

Sequence Number

3% 7992 1698
00 12 24 36 4B 60 74 B4 96 0B 120 132 144 156 167 180

Time (second)

(b) Scenario 2

Takeover Latency

Sequence Number

GEL
48 6.0 7.2 B84 9.6 111 120 132 144 156 171 18.0

Time (second)

(c) Scenario 3
W= -+ 4 : Trace of packets received at Log Server
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% 4 & TCP takeover designs in HA middleware

A& 3 % 11 Multiple TCP connections takeover in HA middleware £ 7778 3% 3+
PHoe B4 HA Middleware Enhanced Functionality 7HA-Compliant L3/L4 Service 1
FHATRB A AP AREOPN F A B T

41@{%£1¢$§a
A #3

%%%ﬁmﬁﬁ’Aw P A e o AR RAR PRIE T e R F TR R PRAR o F] o R
PRARH B & JF & 5 3 B8 7 % (4 (high availability) erpR 75 (5] 40 » 99.999% et §F & (T )
mﬁi@“%m%ﬁo%a’&ﬁ?i%ﬁ%ii’$ﬂ“H¥%€%¥wﬁ%@%H
(continuity) ° & PRF* JF 38 (7 % 45 45 i (failover)pF > B4F Rz FiE R £ FH g * &
ﬁ%u& IVE _a T Ay R ML S ,e,»/ff‘:;ﬁ%ﬁ

mopg “)" PR IR Y F S { A F R TCPMR A DR
B B ézrtelnet world wide web (www) ~ ftp ~ MOD -~ email % - %]t > 4o
1 :3 failover chfiin™ » g p f5 g Tk TCP @ A&~ B & & i3 o

PARA BT AR - EHRT T Ak AR R P A B ERT BAF T F
B TCP A o« AP EEIF T — £ 7 & giﬁﬁéﬁﬂfﬁg.‘% 2% 7 oNS2 R iR k(T
ey TG o ¥ ek AL % 7 TCPCP2 r2 2 OpenAlS k:iE (79 %ozl ch g k=i H

BLRL ©

JI
% e
® A ’13‘_

B. ARM AT &k 2R
B.1. TCPCP/TCPCP2 ¥ OpenAlS

@E*Rﬁﬂﬁﬁﬁﬁiﬁﬁﬁﬁiﬁ%%’éﬁﬁﬁﬁﬁ%%?ﬁﬁﬁ’ﬂmymg
Wen A D T - A o kb T F R T A A A

L " 3R EEBB I ATOAW - B BIRET e gMF o PO g
hihE Y izl % o
2. FERFAR ARAOITE fL BE T FT00 o
3. ATEPA ARG A Zi A .
4iE & TCP j%’ﬂr’ﬁ@;%; e ;‘; ¢ g g & B oclient 332 server s * & * nfl 7 4o
Mosix[1] % MIGSOCK[Z] P2 % & client #5013 2 > 4o TCPCP /TCPCP2[3][4] - »#
T £ 22 F i & client v“f”‘/t 3 AR B reFRT o F A TCP i S ehdg #5 o F) 0 3%
* TCPCP/TCPCP2 ¥4 2 & MM h1 & o 11T i A H AL KF v o
TCPCP/TCPCP2 7 & iz :xi®# x kL@ ¢ TCP v socket § iT o Ji& * #2358 ¥ 14 ;ﬁ d ATk s
1 APl & 73 B~ TCP g s <1 kernel state (TCPCP # 2 % Internal Connection Information -
ICI : TCPCP2 ¢ f£2 5 Socket Information » ST = p4F 2 St 5 ICI) o 2+ ICI ¥ Jpd H s 4%
FIBEFELY - S REZIWEEICI X w2 H kernel » T =7 TCP & 5 i
# o TCPCP/TCPCP2 1B % % A = JE[5][6] > # B frk - B S R B * /258 F 7 % IR
BB e Bl THS - BPRRDIwEARLSE o

27



Empty receive buffer (4) Copy kernd state o ICI (3)

v Isolate cI:onneciion {2)
=
§" A Qutororge
5 %
Get ICI (1) Send/Retransmit
" -
- r’ f// Switch network traffic (8) Router, switch, ...
Vars | Send/Retr] OUtOfOrder |- Intenal Connection Information -—>-----> [ —————.

s Set ICI (7) Network path t
c Bind port (6
=] - | _Receive =— QutOfOrder |
" tep [k
:E I \ Send/Retransmit —
B /
8 _ \ {Re)transmit, or send ACK (10)

/ applicata \_ -
k Activate connection (9)

Send application state and ICI to new host (5)

— Data flow in network stack — Data transfer — Command
Bl= -+ ~tcpep 4 - B M mS LS

OpenAlS & - 1 #- SA Forum #r+| z_¢7 Application Interface Specification (AIS) & & F
Foch Linux @ 4 g8 (middleware) o &[7]7 » ¥ 45 i 7 4ofe §* AIS ¢ 1 Application
Management Framwork ( AMF) % Checkpoint Service % B % 3 ¥ {F £ * 425¢ o

B.2. x ikt

TCPCP/TCPCP2 X% # it ICI @31 H s A 4] » A end (¥ 2 .8
TCPCP/TCPCP2 £ OpenAlS # 1 AMF ¥ Checkpoint Service ki = p & o A & e 4 HK
& pRFRehserver (fL % active server) P enTCP R i e o) e A 3 ¥ — & # 45 % < server

(# % standby server) - % active server zxlip » standby serve e Bem Rz MRS o A
Bl= -+ - 57 o

3

uliha v

Transfer data within
TCP session timeout

Active host \ / Standby host

TCP
Session data
—_—

IP address
TN S
> e
cliet =
7Y
1 Session can
———————————— continue without
%@ client awareness.

Bl= - - ~ Active-standby servers 7 £ - TCP i RiFE -5

A% Ac B = L 2 A o
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_—_———————————— —- Cluster - ————————— — — — -

|, Active node Standby node ‘i
| = T |
I ||Terer2 i e :
i Operating System Operating System i
A D Y

[client] [client}
Bl=-t- v B* XK Liﬁ#

B AR ¥ AF (TPF o active server H-i * A7k fi 7 TCP p 3R Ak L id dp e B3 3
# @ standby server - 7§ active server szl - AMF ¢ R3] 1 2 35 T 5 - standby server =
% active server o iz B #7e0 actlve server ¥ 1 4 * #.317— =t 7 checkpoint £ &k 4R & * 42
R 2 TCP @&yl i » @ B M3 R IRGE o AT Y AT AR e B e R A
active server e IP & # % /”Lra»B’»n”v & z_enstandby server o A [5][8]¢ ¥ 14k iE - w2 o

42 PEL P %
Cl. d FIN #7518 cnTCP i & @ %7

% TCPCP g iTiifz ¥ 47 & ¥ ¢ ¥rpF > 3% {74271 * h descriptor 374§ AL B B

i 173% 7424 1% FIN 3| client = j\..‘l R A o - & client 33.5% L4 > standby i &7 £ 1%

B o ¥ ot B iy standby £x* R active 0 IP 223k % ICI I kernel iz &8 fF > client 7

e i 4 standby (4eBl= - = ) ptprs €518 FIN eni@ix o 242 72 % failover 3 2

Fﬁféﬁ“ filtering #8+] > & ¥ FIN &% 3% 3| client =5 » »* pFig ¥ "8 4R client & standby

e e IR T %ﬁd FARA I OF P BTRE > BT iTE ke ) ehsignal o ¥ 4 signal
handler 22z & filter e384

cllent Active Standby
L x L
' * .
-"’—Client can send service data i
i until active host releases !
i service IP address. i
i 1
| Traneier IP deta i
H [ o procececEAB | i
L process i
Release service
IP address
IF ralsase nolfioadlon
Activate service
IP address
'f' 1 WQ‘,
H e
| Caume ok gpen |
| Clent can send servica dain FIN flag Set ICI data i
| afier standby host aclivales H
i the service IP address. i
| Restore process status | |
o

s client 3 4t ¢ &% ¥ standby pF#751 % FIN ehid i {53
C2. active £ standby 2. ¥ TCP i & i chifFR
4 »* HA Middleware Generic Functionality ¥ = checkpoint &_fF ¥4 3+ i& i ¥ failover 0
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AR RAEA W AR e ST E R checkpoint e [ 2L 1) failover 48 4 copF P 82 />
¥y g ¢ # TCP msend/recelve buffer AL TCP i &K i 7 - 3R 'thF“ %g o ILTF R-gHEF
server 4z % p client = 7 4L e » 123 server @i 3 client =5 3L eh A
T S 2l AR TR PP S é’ﬂﬁ’*;#"z ;" o pL %} r%; — BB AT T Ay (B o

® server ¥z p client shF L

de@l= L v S 0 b = checkpoint I failover =n#p B > client # & @ 58 H send buffer
¥ oA FR sserver Foay @ 5w 7 acks i Az 3 enF ok ~ @ Foserver application ¥ a @ 5
J€H receive buffer g2~ 41 7 L o gt pF > § standby server ¥ &4 * + — = & checkpoint 3

ALk AR PRIZPF > client & send buffer ptpre @2 L €3 F 2 wenFR T (F 5 @ 54k
acknowledged 7 ) -

dient server
6|5|4 - last checipoint ]| | 3|2 | 1
R - - = WP -
8] [

W=+ - 3§ failover 3 2 { checkpoint 2 [ p¥#7 § & fLenf® 4L

LR R AR R PRIET LV U Lo Lvl]-lir' SSH/Telnet ~ SIP & H ¥ 33 24 T g |4 e
;o i:f,’ﬂ' PV ERT L E R FP T UEH oo gt \Emjﬁ_ﬁﬁzz-ﬁ%ﬁd standby
server 2_ {5 > R ZE 41 * % p client éhdt e > ﬁ%usequence number & TCP i SR enF 3 { AT # o

AR R TR - RIEAPRFE > NP F ¥ 0 ue B server =5 ack hiBix > E R
= checkpoint hpFiz > 4 @y p + = checkpoint 3] #* = checkpoint & yc 3| 73 42 e ack > ‘g
PL3E client % ﬁ‘ég £ x;i;r} active server 3 24 45 3%m F & HF L o (2 gL 3 E T R € i 2 i D
L & ER R R D B0 o BldeE Vi & client i 3% congestion window = /] e L
Z_a o 3R 7 checkpoint » ¥ w & ack % client s § client 4z 3] ack {8 » 37 #&F 4 B 370
oo ;ﬁ— pUEFF client (R ixig B oo gt fh > 48 3E server 3y ack chigiE ¢ i = client #¢
round-trip time s3] » & Z % ;}zﬂf 0

B

ﬁ \““\ﬂ

® server i FHL 1 client

% active server ¥ # 4% 3%@ M4-JR7x3 45 3| standby server #& - standby server ¢ £ A7 @ i%
B R F AT T A g sequence number £ client £t i fz eRT 3 4L e sequence number g
Fooom BETOREIEATR > 24 ;fryl’{ o A5 4E 5 sequence number wrapped e

Lok g AR A - i AL u.zﬁ FE iR = checkpoint «npE ¥ 2 [ > 7 ¢ B3
47 i 4% sequence number — X < ] AFHLE 7 2%Mhytes o ¥ % % server i 4 i¥ 41 sequence
number 0~2% (% 2%+1 bytes)shF 4L 14 » 17 & 4 zm checkpoint » #* p % 4 failover 57 » o 3¢
client g 8 #& % 1‘~~'rﬂ sequence number & % § % 2%41~2%.1 1z 0 (& 231bytes) ;
standby server :¥ % } =t checkpoint - & #7i% % ¢ i# 1% i ¢9 sequence number % 0 m"g:;*‘qw )
B R ErA client éi—é.ufa FTEAL A %-H Fqc > 13 & sequence number wrapped o & FL R =
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checkpoint s FF b 7 i 1% 421§ 27 bytes ST AL R o rUR RS AL -

% - 87 2 R E_ig * Protect Against Wrapped Sequence number(PAWS)# 41 » » 38 %
packet ¥ 4¢ ~ timestamp - client “f T OFE AT E R e sequence number 2 45 12 b > iR R R R RT
7R e timestamp v f F AL e timestamp AT € E-H e o ;‘gﬁb ¥ 4. sequence number
wrapped (7R Lo ] * gt S % 350 B A = checkpoint ehp BF B ez § 3 (7 1 ¥ 4718 2% bytesr
AL g ;‘%‘gb ¥ 123z % checkpoint ik #p > "% 4 server - 3% 7 checkpoint F 0§
Peolw g i * gt 4] P JF K- active server &2 standby server pF R e 95 4 {7 12 & standby
server £ @ 3L pF > 4r ¥ timestamp 7% b o H 5k client FE-E T AL E S ATE AR &
AT S ETHRE R -

C3. active &7 standby 2. & I 3 T &

TCP i % < send/receive buffer» it 7 active 27 standby 2. B¥ i& 5 i b g < 300 o
- 3~ £ saserver ® {7 checkpoint pF -~ £ e TCP s &tk ik 741 2 send/receive
buffer & 341 E ke 42 I 9 3| standby server o % ¥ & & i #cerg 40 > checkpoint 34 {7 ¥
WA s AXE o ZrT L Honi > PR A A A o HI T B KT - R
W40 4o SSH/Telnet ~ SIP & H v 3323 T T cid 41 > 7 7 & 7edf27 o 4 B send/receive
buffer erF 4l o § L AFRATE LGB T A ER S TIOE BARGT 2EZ FH DT
£ o o 3 7 checkpoint #7 % chf £ - f BB S v @M ¥ b o AT A K TCP
buffersize > 1 % B 3B { 5 3R FEF » 4eBl= L 7 #77 o

C4. i s %% ¥ +4] (congestion control)

B TCPCP %> A:d s # 5 #r & ¥ congestion control e 6 » B3 & &= i
B E T Ll A {8 73R P~ e congestion control #8 & 4 slow-start B 4

Bzt %7 % @MEH D standoy =3 FF#7¥ it % B~ congestion control state o %
standby server = = >vig AR F e oIk B Y 0 B4 active #2 standby A - B LAN ¢ 5 B
¥ o4E h i AR 5 w0 congestion control state ; B 2- 0 4o % server 2 23h i A A A oenTk B
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=17 i ¢ Bt iR e E
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Active Standby

Characteristice are identical, Characteristics may differ,
e.g. high speed LAN b > | eg. WAN
->Reuse congestion control state ->Go to slow start

Peer
Bl= = ~ congestion control * connection parsing 7:d 4 i v%

43 HAEREE

D1. Server =% = Delaying Ack

A -NS2 W B TR e ki kR e D2 ¢ frdp it ehaE B ack 0 2 o AdpiE e AP
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link rate = 1Mbps
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A nS2 Hogw B iE (7 R S| MR4R i A PF > congestion window #3K g0 ]
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B opredict = £ ¢ o A g 0T p[9]ArATR S eha 5

Congestion Window Size ¢ =1.22/(RTT *sqrt(Loss))
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Abstract. It has become one of the basic requirements for the service providers
to deliver highly available services to meet the customers’ critical needs.
However, a highly available service does not guarantee that the service is
delivered continuously from the user’s point of view. In this paper, we share the
experience of developing high-availability and continuous TCP using open
source OpenAlS and TCPCP/TCPCP2. We describe the main system design for
building such systems. We specifically discuss two of the problems that need to
be overcome under this kind of design model. For each problem and its
corresponding resolution, we show a simulation using ns2 simulator, which
provides a deeper insight into the problems for further studies. We also develop
a simple application which uses OpenAlS and TCPCP2 to achieve its high
availability and service continuity. The results indicate that a high availability
and service continuity service can be obtained with minor degradation in
performance.

Keywords: High availability, service continuity, TCP, OpenAlS, TCPCP (TCP
connection passing).

1 Introduction

As technologies advances, users are getting more and more dependent on network
services in their daily lives. Therefore, it is very important that the services delivered
to the users are highly reliable and meet the customers’ expectation. To achieve high
availability, a system usually contains redundant components so that when the main
server fails, it can be replaced immediately by another. However, a service with high-
availability, e.g., 99.999% uptime, does not guarantee that the service is delivered
continuously from the users’ point of view. In case where the service has to be
transferred from one host to another, e.g. failover and switchover, maintaining service
continuity means that the service is transferred with minimal degradation in
performance, and without users being aware of it. The properties of possessing high
availability and service continuity are referred to as service availability [1].



In this paper, we focus on the failover of TCP connections from one host to another
since lots of important network applications are built on top of TCP such as HTTP,
FTP, SMTP, SSH, etc. It is hard to make these applications continuous unless the
underlying TCP can be made continuous in case of failover. The major challenge is
that TCP is a connection-oriented protocol and many of the connection parameters
such as sequence number, TCP flags, send/receive buffers, etc., which are kept in the
kernel of the active node, have to be synchronized with other standby nodes.

In this paper, we share the experience of developing high availability and
continuous TCP using the open source OpenAlS [2] and TCPCP/TCPCP2 [3][4]. We
describe how OpenAlS and TCPCP/TCPCP2 can be used to develop services with
improved service availability. Then, we elaborate on two problems that occur under
this design model. In the case where TCP data flows from the client to the server and
a failure occurs within the interval between two checkpoints, one problem arises when
the standby server tries to resume the service using the last checkpoint information.
Since data that have already been acknowledged have been deleted from the client’s
TCP send buffer, it is not possible for the client to retransmit those data to the server.
One solution is to synchronize TCP acknowledges from servers with checkpoint
interval. That is, the acks will only be sent from server every checkpoint interval.
However, delaying sending acks from server side would have impact on the TCP
throughput. In this paper, the numerical results demonstrate that acks should not be
delayed more than 10~40ms depending on the link rates.

The other is about what TCP congestion control status should be set to the standby
server when the active server fails, since after all it is the last checkpoint information
that we use to resume the TCP connections. However, the congestion window size
recorded in the last checkpoint may no longer reflect the current network condition.
Therefore, we develop a window size prediction method to observe how the
performance is affected when a simple mechanism is added to support service
availability. The simulation results are shown using ns2 [5] simulator. We also reports
the results of a simple application that we developed to observe how the performance
is affected when extra overhead is added to support service availability.

The rest of the paper is organized as follows. Section 2 describes how TCP
connection passing tools TCPCP/TCPCP2 can be used with OpenAlS to develop
service availability services. In Section 3, we describe the problems mentioned above
in detail and the respective solutions. The simulation results are shown using ns2
simulator. In Section 4, we show the performance of our simple service availability
application. The paper concludes in Section 5.

2  Background and Design Model

2.1  OpenAlS and TCPCP/TCPCP2

OpenAlS is the Linux middleware implementation of the SA Forum’s Application
Interface Specification (AIS) [6]. SA Forum AIS standardizes the interfaces between
SA Forum compliant high availability middleware and service applications so that
service availability application software can be developed independent of the



underlying platform. Authors in [7] describe the use of Application Management
Framework (AMF) and Checkpoint Service in SA Forum AIS to implement high
availability services, where AMF [8] supervises redundant resources within the server
cluster to deliver the service with no single point of failure and Checkpoint Service [9]
is used to record checkpoint data, which can be retrieved to resume the service after
the failure.

TCPCP is the implementation of the mechanism that provides APIs for
applications to pass the ownership of TCP connection endpoints from one host to
another. TCPCP2 is another form of TCPCP, and is created based on TCPCP. The
two are similar in principle and both require the kernel modification in the servers.
However, the major advantage over other TCP connection passing methods such as
MIGSOCK [10] is that the client side does not have to be modified. Since TCPCP and
TCPCP2 are quite similar in nature, for the rest of the paper, the description is based
on TCPCP2.

TCPCP2 provides a set of APIs to be used by the application to allow the TCP
socket information (SI) (including source/destination IPs and ports, TCP flags,
sequence number, send/receive buffer, etc.) to be retrieved/set back from/to the kernel.
Therefore, the service process on host A can use TCPCP2 to retrieve Sl, and by any
means, which is mentioned in Section 2.2, send the retrieved Sl to host B. Host B can
then set the received Sl back to its kernel. Sample procedures to take over the TCP
connections can be found in [11]. The APIs provided by TCPCP2 includes:

e tcpcp_stop( ). Stop the connected TCP socket form sending and receiving
packets.

e tcpcp_get(). Retrieve the TCP socket information.

tcpep_set_si( ). Set the Sl into TCP socket.

e tcpcp_start( ). Allow the TCP socket to resume sending and receiving
packets.

SA Forum AIS and TCP session takeover are currently included in the OSDL
Carrier Grade Linux Requirements and Roadmap [12], respectively.

2.2 Achieving Service Availability

Neither TCPCP nor TCPCP2 describe when to pass the TCP connections or how to
transfer the retrieved Sl to other hosts. Our approach is to combine the ability of
TCPCP2, and the AMF and Checkpoint Service in OpenAlS to achieve our goal. An
overview of the design model is shown in Fig. 1.

During normal operation, the application status and TCP Sl (retrieved by
tcpep_get( ) of the active server are periodically transferred to the standby nodes in
the cluster using the Checkpoint service. When the active fails, the error is detected
by the AMF, which then dictate one of the standby nodes to become active. The
newly active node can now use the last checkpoint data received from the failed
active node to restore the application and TCP status so that it can continue to serve
its connected clients. Notice that the ways of redirecting the IP packets which were
originally intended for the failed node to the standby node are beyond the scope of
this paper. Some references can be found in [13] and [14].
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Fig. 1. Design model of a service availability application.

3  Problems to Overcome

Despite the simple system design described above, TCP itself is a complicated
protocol and was originally not designed for such usage. Projects of TCPCP and
TCPCP2 are still advancing and some problems still leave to be solved [13][15]. In
this section, we describe two of them and their corresponding solution, and show the
simulation results using ns2 simulator.

3.1 Delaying Acks on Server Side

Consider the situation that the data only flows from the client to the server. Assume
that the fail occurs between the last checkpoint and the next checkpoint, as shown in
Fig. 2. During the last checkpoint and the fail, the client’s TCP may have sent some
data with sequence number 4, 5 and 6 out of its send buffer to the server, and the
server’s TCP may have acknowledged the data in its receive buffer. Therefore, the
client will clean the data with sequence number 4, 5 and 6 in its send buffer. The
problem arises when the standby server tries to resume the service using the last
checkpoint data with sequence number 1, 2 and 3 during a failure, since the client’s
TCP send buffer contains no data with sequence number 4, 5 and 6. The client is
unable to retransmit the data with sequence number 4, 5 and 6 to the server.

A possible solution is to delay the server from sending acks to the client until the
server application has retrieved the received data and reached the next checkpoint.
That is, the acks will only be sent from server every checkpoint interval. By this it is
ensured that even the server fails between checkpoints and the standby server is
resumed to the last status, the client’s TCP send buffer still contains the data that need
to be retransmitted. The drawback of such solution is that the estimation of round trip



time (RTT) at the client would be affected, which may lead to a TCP throughput
degradation.

client server

Fig. 2. lllustration for the checkpoint problem when server fails between checkpoints.

We simulate the delay acks by modifying ns2 simulator to support this mechanism.
A client node and a server node are setup, and between them is a router that forwards
the packets from the client to the server. The client keeps sending ftp data to the
server. The throughput is measured under different delay intervals. The results are
shown in Fig. 3(a)~3(c), where the link rates are set to 0.5, 1 and 2Mbs, respectively,
and the legend on the upper-right corner in each figure is sorted in the sequence of the
curves from top to bottom. It is interesting to observe that the throughput does not
decrease sharply unless the delay interval is increased to a certain value, and such
intense decrease is at least half the throughput of the best curve (i.e., no checkpoint).
The results show that the delay acks mechanism degrades the TCP performance
significantly when the acks are postponed more than 40ms, 15ms and 10ms for the
link rates 0.5, 1 and 2Mbps respectively. Therefore, the checkpoint interval would
have to be bounded within a very small range if delay acks solution is to be applied.
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Fig. 3. The throughput when different checkpoint intervals are used. The network link rates are

set to 0.5, 1 and 2 Mbps. (a) Link rate = 0.5 Mbps. (b) Link rate = 1 Mbps. (c) Link rate = 2
Mbps.

3.2.  Congestion Window Prediction

If the failover should happen, the checkpoint data used to resume the service is, after
all, not so fresh. More specifically, the congestion control data recorded in the SI may
no longer reflect the current network condition. Consequently, an improvement may
be considered by allowing different strategies to be applied to the congestion control
status of the resumed TCP connections.

We conduct the simulation using ns2 and compare the performance when the
following strategies are used to set the congestion window size of the resumed TCP
connection.



e slow-start. Set the congestion window to one.
e reuse. Use the congestion window size recorded in the last checkpoint.
e predict. Set the congestion window to the well-predicted size.

In this paper, we propose to use the predicted congestion window size by
Congestion Window Sizeyegiced = 1.22/(RTT*sqrt(L0ss)), 1)

which can be simply derived from [16].
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Fig. 4. The growth of sequence vs. time when different congestion window is set to the
resumed TCP connection. (a) Delay box loss rate = 0~0.01. (b) Delay box loss rate = 0~0.09.

To simulate the network condition, we put a delay box between the server and the
client. The link bandwidth is 2Mbps. The server sends ftp traffic to the client for 40
seconds. At the time 10, 20 and 30 secs, the traffic is interrupted and resumed again.
The reuse strategy described above uses the congestion window size retrieved 0.5 sec
before the interruption to resume the connection. Figure 4(a) and 4(b) show the



comparison results when the loss rate of the delay box is set to 0 ~ 0.01 and 0 ~ 0.09,
respectively (in the simulation, a sequence number represents a sent packet). It can be
observed that when the loss rate is low (Fig. 4(a)), the slow-start strategy obviously
has the slowest growth of sequence number. On the contrary, when the loss rate is
high (Fig. 4(b)), the gap between slow-start and the other two is reduced. It can also
be observed, although not obvious, that the predict strategy seems to outperform the
reuse strategy when the loss rate is high. This is because the higher loss rate also
means that the network condition is more unstable. Therefore, a well-predicted
congestion window may lead to better performance than reusing the old one.

4 A Simple Service Availability Application

It can be anticipated that tradeoff exits between the degree of service availability and
the service performance. The more frequent checkpoint synchronization between
active and standby nodes, the less processor time is spent on the original service.

We develop two versions of a simple file transfer program in order to observe the
difference in performance, one with the service availability using OpenAlS and
TCPCP2, and the other without. The program starts to send a file to the client once
the connection is established, and terminates after the completion of the transfer.
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Fig. 5. Comparison of transfer time needed for different file sizes when the program is with and
without service availability. The checkpoint interval is set to 0.5 sec.

Figure 5 compares the time needed to transfer files of different sizes to the client,
with the checkpoint interval of the service availability version set to 0.5 sec. The
result shows that on average, the service availability version takes 6.3% more time
than the ordinary version to transfer a file. Figure 6 shows the time needed to transfer
an 8Mbytes file to the client, with different checkpoint interval settings. It can be
observed that the major decrease in transfer time is when the checkpoint interval is set
from 0.1 to 0.2 sec, and the decrease attenuates as the checkpoint interval increases.
Figure 7 depicts the growth of sequence number when there are no checkpointing,
checkpoint interval = 0.5 sec and checkpoint interval = 0.3 sec, respectively. For the
case with checkpoint interval = 0.5 sec (red cross curve), the growth of sequence
number is suspended for a tiny moment at 0.5+ sec because the program is retrieving



and setting TCP SI. This can also be observed for the case with checkpoint interval =
0.3 sec at 0.6+ sec (green dot curve).
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Fig. 6. The time needed to transfer an 8 MBytes file when checkpoint interval is 0.1 ~ 0.5 sec.
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5 Conclusion and Future Works

In this paper, we share our experience in developing high availability and continuous
TCP using open source OpenAlS and TCPCP/TCPCP2. We show that by delaying
sending acks from the server to the client until after the server application has
retrieved the received data and finished checkpointing, the data in the client’s send
buffer can be prevented from being cleared, and thus making TCP recoverable using
the last checkpoint. However, the delay can not be too long otherwise the throughput
would be severely impaired. We also show that when TCP connections are resumed



from the checkpoint data, the congestion window could be well-predicted and set, to
improve or preserve the original performance. Even though our simple congestion
window prediction function shows minor performance improvement, a more
complicated predication function will be invested in the future for further
performance improvement. Finally, we display the performance result of a simple file
transfer application that uses OpenAlS and TCPCP2 to achieve its service availability.
The numerical results show that on average it uses 6.3% more times than the ordinary
version to transfer a file when checkpoint is performed every 0.5 second.

The numerical results and the practical implementation presented in this paper
provide only a partial inspection on the practicability of service availability TCP-
based services. We will further our research on how to strengthen the weaknesses
mentioned in [13] and [15], to facilitate the development of robust service availability
TCP-based services.
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