NSC94-2416-H-009-017-
94 08 01 95

95

07

31

10

26




FREATFELIR R HFL T~ 5F

P!
[

- BAHERAHF G RRDOEILE T B
A Proxy-Signature Scheme for Mobile Ad-Hoc Networks

T E e
M504 E 8
LA R

3
F H 25 A ﬁ

2

2,

¥ &%

M

CE LT R
IR

EAH R L -
?j{ i% 2 ELE g RN 1T A

RPER T REZ
m%v#%’ﬂ”A—rz
BB R X H B BRI
‘aéws;z!uf]&:,\ﬁxa;%
’#’i? kN ‘,‘\;g_]l(pé ~NF lrﬁ&{
d._gpi‘f%\ % ofed AT E
BB

T o=k

<k

.
{w

ENNE RS
Se e
o Ry S F_w. (g\ﬂ

gq- fk SN N

1?3 b \-F‘JBW’? |
SN -

E L R LHE DS

[=i

ATA% A 53 3 ‘LIFL? ) l%
‘”’"“’37@’**&“%% e > R R g
%ﬂ}@ﬁxim%ﬂ}kﬁxlﬁif“i & A AT o
I-L_F_;ﬁx_l‘;P&E* F ﬂ‘m%,‘_t,,

h%ﬁ’%ﬁﬁﬂ&ihﬁ
P3N B m R ATt R D
AT AT L 22
BREAAH TR
ﬁ?”Tﬁﬂﬂ'ﬁO”TﬁA 5340
-gﬁ'&pﬁsrﬂq;ﬂ/z*iﬁﬁjrﬁiﬁ’
'F",”&fﬁ T - REARFERGFTER D
ﬁéf’rruﬁ’*?*iﬁﬂﬁzf“"%‘f— °
Borrattrg o AF RN - B
é/”\%{i\‘ﬁrp“/:—?-ﬁ-ﬁ&# °‘“‘L+)§'FF

);- )J_

W ':

2k

ToORBPEFFT NI LE R DRER
uﬁ%,x@_é—g—_—-ﬁﬁaw 2 4FA5 0 ¥k 4
T e B ﬁaﬁyﬂuﬁnPdféﬁ’
A ROEPHERIORRE T E 2 %S
ﬁ dogt o TR e A AT B R B

x*ﬁ{%i;ﬁﬁmv FHE R E A TR
W] R AR B R AT o B (S
Fd X DEAATE RS AT 0 WP AR Y
TRAERL X 2 PAET R
BT @ B AHGFTE R &
AR EAEER

9 N\

BEF A

1

%—
}7// wp

NSC 94 —2416—H—009—017—

95&7”315
2R AFFRE R
% B F M T

pa

A

P
27 ) 1

-~

EEE

Abstract

A mobile ad-hoc network, MANET, is a
kind of communication network, and is
composed of wireless devices. In this
network, the mobile nodes, such as PDA,
notebook, mobile phone, etc., can construct
communication network and provide routing
ability by self-organized without the help of
access point in wireless network. Hence, it is
more suitable in emergency, battle network,
and conference environment. However, the
security issues are the big problems in these
networks because of its dynamic topology
and weak link in wireless network. Security
services, like authentication, data
encryption/decryption, digital signature, etc..

According to the above conception, we
will propose a new proxy signature scheme,
called distributed nominative proxy signature
in MANET. In our scheme, we can prevent
proxy signer from the proxy key misuse. In
addition, we will introduce threshold scheme
into our system to provide multi-proxy
signers and multi-verifiers. Therefore, the
flexibility and the ability of distributed
processing will be guaranteed in this network.
We make proxy signature scheme more
efficient and secure under the restriction of
the dynamic topology, infrastructureless and
wireless network constraints in the MANET
environment. Finally, security analysis and
complexity analysis present the scheme we
proposed is more secure and efficient than
the others.

Keywords: Mobile Ad Hoc Network, Proxy
Signature, distributed nominative proxy
signature
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