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Oblivious transfer (OT) is an important
cryptographic primitive. Many cryptographic
applications, such as private information
retrieval, can be achieved by basing on the OT
protocol. The OT protocol is complete in the
sense that every multi-party secure computation
of a polynomial-time computable function can
be realized by using the OT protocol only. In
this project, we study the related issues about
OT.
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Abstract. In this paper we propose efficient two-round k-out-of-n obliv-
ious transfer schemes, in which R sends O(k) messages to S, and S sends
O(n) messages back to R. The computation cost of R and S is reasonable.
The choices of R are unconditionally secure. For the basic scheme, the se-
crecy of unchosen messages is guaranteed if the Decisional Diffie-Hellman
problem is hard. When k = 1, our basic scheme is as efficient as the most
efficient 1-out-of-n oblivious transfer scheme. Our schemes have the nice
property of universal parameters, that is each pair of R and S need nei-
ther hold any secret key nor perform any prior setup (initialization). The
system parameters can be used by all senders and receivers without any
trapdoor specification. Our k-out-of-n oblivious transfer schemes are the
most efficient ones in terms of the communication cost, in both rounds
and the number of messages.

Moreover, one of our schemes can be extended in a straightforward way
to an adaptive k-out-of-n oblivious transfer scheme, which allows the re-
ceiver R to choose the messages one by one adaptively. In our adaptive-
query scheme, S sends O(n) messages to R in one round in the commit-
ment phase. For each query of R, only O(1) messages are exchanged and
O(1) operations are performed. In fact, the number &k of queries need
not be pre-fixed or known beforehand. This makes our scheme highly
flexible.

Keywords: k-out-of-n Oblivious Transfer, Adaptive Oblivious Transfer

1 Introduction

Oblivious transfer (OT) is an important primitive used in many cryptographic
protocols [GV87,Kil88]. An oblivious transfer protocol involves two parties, the
sender S and the receiver R. S has some messages and R wants to obtain some
of them via interaction with S. The security requirement is that S wants R to
obtain the message of his choice only and R does not want S to know what
he chooses. The original OT was proposed by Rabin [Rab81], in which S sends
a message to R, and R gets the message with probability 0.5. On the other
hand, S does not know whether R gets the message or not. Even, et al. [EGL85)
suggested a more general scheme, called 1-out-of-2 OT (OT}). In this scheme, S

S. Vaudenay (Ed.): PKC 2005, LNCS 3386, pp. 172-183, 2005.
© International Association for Cryptologic Research 2005
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has two messages m; and mo, and would like R to obtain exactly one of them.
In addition, S remains oblivious to R’s choice. Brassard, et al. [BCR86] further
extended OT3 to 1-out-of-n OT (OT}) for the case of n messages.

Oblivious transfer has been studied extensively and in many flavors. Most
of them consider the case that R chooses one message. In this paper we are
concerned about the case that R chooses many messages at the same time. A
k-out-of-n OT (OT¥) scheme is an OT scheme in which R chooses k messages at
the same time, where k < n. A straightforward solution for OT¥ is to run OT}
k times independently. However, this needs k times the cost of OTY.. The com-
munication cost is two-round, O(k) messages from R to S, and O(kn) messages
from S to R even using the most efficient OT) schemes [NP01,Tze02].

Oblivious transfer with adaptive queries (Adpt-OT) allows R to query the
messages one by one adaptively [NP99al]. For the setting, S first commits the
messages to R in the commitment phase. Then, in the transfer phase, R makes
queries of the messages one by one. The cost is considered for the commitment
and transfer phases, respectively. It seems that the adaptive case implies the
non-adaptive case. But, the non-adaptive one converted from an adaptive one
usually needs more rounds (combining the commitment and transfer phases), for
example, the scheme in [OKO02]. Since our scheme needs no trapdoors, there is
no entailed cost due to conversion. Adaptive OT¥ is natural and has many appli-
cations, such as oblivious search, oblivious database queries, private information
retrieval, etc.

In this paper we propose efficient two-round OT¥ schemes, in which R sends
O(k) messages to S, and S sends O(n) messages back to R. The computation cost
of R and S is reasonable. The choices of R are unconditionally secure. For the
basic scheme, the secrecy of unchosen messages is guaranteed if the Decisional
Diffie-Hellman (DDH) problem is hard. When k = 1, our scheme is as efficient as
the one in [Tze02]. Our schemes have the nice property of universal parameters,
that is, each pair of R and S need neither hold any secret key nor perform any
prior setup (initialization). The system parameters can be used by all senders
and receivers without any trapdoor specification. Our OT¥ schemes are the most
efficient one in terms of the communication cost, either in rounds or the number
of messages.

Moreover, one of our schemes can be extended in a straightforward way to
an Adpt-OTE scheme. In our adaptive-query scheme, S sends O(n) messages
to R in one round in the commitment phase. For each query of R, only O(1)
messages are exchanged and O(1) operations are performed. In fact, the number
k of queries need not be fixed or known beforehand. This makes our scheme
highly flexible.

1.1 Previous Work and Comparison

Rabin [Rab81] introduced the notion of OT and presented an implementation to
obliviously transfer one-bit message, based on quadratic roots modulo a compos-
ite. Even, Goldreich and Lempel [EGL85] proposed an extension of bit-OT%, in
which my and my are only one-bit. Brassard, Crépeau and Robert [BCRS6]
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proposed OT} soon after in the name “all-or-nothing disclosure of secrets”
(ANDOS). After that, OT. has become an important research topic in cryp-
tographic protocol design. Some OT} schemes are built by invoking basis OT3
several times [BCR87,BCS96,NP99b|, and the others are constructed directly
from basic cryptographic techniques [SS90,NR94,Ste98,NP01,Tze02]. Some OT}
schemes derived from computational private information retrieval (CPIR) have
polylogarithmic communication cost [Lip04]. Nevertheless, the privacy of the
receiver’s choice is computationally secure. Besides, there are various oblivious
transfer schemes developed in different models and applications, such as OT
in the bounded storage model [CCM98,Din01], distributed OT [NP00,BDSS02],
Quantum OT [BBCS91,CZ03], and so on. Lipmaa [Lip] provided a good collec-
tion of these works.

For OTE, Bellare and Micali [BM89] proposed an OT"~! scheme. Naor and
Pinkas [NP99b] proposed a non-trivial OTX scheme. The scheme invokes a ba-
sis OT} scheme O(wklogn) times, where w > log§/log(k*/\/n) and § is the
probability that R can obtain more than k messages. The scheme works only
for k < n'/4. After then, they also took notice of adaptive queries and provided
some Adpt-OT¥ schemes [NP99a]. In one scheme (the two-dimensional one), each
query needs invoke the basis OT{/ﬁ scheme twice, in which each invocation of

OT}/E needs O(y/n) initialization work. In another scheme, each adaptive query

of messages need invoke the basis OT? protocol logn times. Mu, Zhang, and
Varadharajan [MZV02] presented some efficient OT schemes!. These schemes
are designed from cryptographic functions directly. The most efficient one is
a non-interactive one. To be compared fairly, the setup phase of establishing
shared key pairs of a public-key cryptosystem should be included. Thus, the
scheme is two-round and R and S send each other O(n) messages. However, the
choices of R cannot be made adaptive since R’s choices are sent to S first and
the message commitments are dependent on the choices. Recently, Ogata and
Kurosawa [OK02] proposed an efficient adaptive OT scheme based on the RSA
cryptosystem. Each S needs a trapdoor (the RSA modulus) specific to him. The
scheme is as efficient as our Adpt-OT¥ scheme. But, if the adaptive OT scheme
is converted to a non-adaptive one, it needs 3 rounds (In the first round, S sends
the modulus N to R).

Ishai, Kilian, Nissim and Petrank [IKNP03] proposed some efficient protocols
for extending a small number of OT’s to a large number of OT’s. Chen and Zhu
[CZ03] provided an OT¥ in the quantum computation model. We won’t compare
these schemes with ours since they are in different categories.

In Table 1 we summarize the comparison of our, Mu, Zheng, and Varad-
harajan’s, and Naor and Pinkas’s OT* schemes. In Table 2 we summarize the
comparison of our and Naor and Pinkas’s Adpt-OT* schemes.

! Yao, Bao, and Deng [YBDO3] pointed out some security issues in [MZV02].
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Table 1. Comparison of OT¥ schemes in communication cost.
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|Ours (this paper)[Mu, et al. [MZV02]|Naor, et al. [NP99b]]

rounds 2 2 O(wklogn)
messages (R — 5) O(k) O(n) O(wklogn))
messages (S — R) O(n) O(n) O(n + wklogn)
universal parameters Yes Yes No (need setup)
made to adaptiveness|| Yes (OTE-II) No Yes

Table 2. Comparison of Adpt-OT¥ schemes in communication cost.

Ours
(this paper)

2-dimensional one,
Naor, et al. [NP99a]

OTj},
Ogata, et al.[OK02]

commitment| rounds 1 1 1
phase  |messages O(n) O(n) O(n)

transfer | rounds 2 3* 2
phase  [messages o(1) O(/n)** 0O(1)

* Two invocations of OTi/,,—L in parallel.
** Use the most round-efficient OTi/,,—L scheme as the basis.

2 Preliminaries

Involved Parties. The involved parties of an OT scheme is the sender and
receiver. Both are polynomial-time-bounded probabilistic Turing machines
(PPTM). A party is semi-honest (or passive) if it does not deviate from the steps
defined in the protocol, but tries to compute extra information from received
messages. A party is malicious (or active) if it can deviate from the specified
steps in any way in order to get extra information.

A malicious sender may cheat in order or content of his possessed messages.
To prevent the cheat, we can require the sender to commit the messages in a
bulletin board. When the sender sends the encrypted messages to the receiver
during execution of an OT scheme, he need tag a zero-knowledge proof of show-
ing equality of committed messages and encrypted messages. However, in most
applications, the sender just follows the protocol faithfully. Therefore, we con-
sider the semi-honest sender only and the semi-honest/malicious receiver.

Indistinguishability. Two probability ensembles {X;} and {Y;}, indexed by 4, are
(computationally) indistinguishable if for any PPTM D, polynomial p(n) and
sufficiently large ¢, it holds that

| Pr[D(X;) = 1] = Pr[D(Y;) = 1]| < 1/p(2).

Correctness of a Protocol. An OT scheme is correct if the receiver obtains the
messages of his choices when the sender with the messages and the receiver with
the choices follow the steps of the scheme.
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Security Model. Assume that S holds n messages mqy,mo,...,m, and R’s k
choices are g1,09,...,0k. Note that only semi-honest sender is considered. We
say that two sets C' and C' are different if there is  in C, but not in C’, or vice
versa. An OT¥ scheme with security against a semi-honest receiver should meet
following requirements:

1. Receiver’s privacy — indistinguishability: for any two different sets of choices
C ={o1,09,...,01} and C" = {0}, 0%,...,0}}, the transcripts, correspond-
ing to C and C’, received by the sender are indistinguishable. If the received
messages of S for C' and C are identically distributed, the choices of R are
unconditionally secure.

2. Sender’s security — indistinguishability: for any choice set C={01,02,...,0%},
the unchosen messages should be indistinguishable from the random ones.

An OT% scheme with security against a malicious receiver should meet fol-
lowing requirements:

1. Receiver’s privacy — indistinguishability: the same as the case of the semi-
honest receiver.

2. Sender’s security — compared with the Ideal model: in the Ideal model, the
sender sends all messages and the receiver sends his choices to the trusted
third party (TTP). TTP then sends the chosen messages to the receiver. This
is the securest way to implement the OT¥ scheme. The receiver R cannot
obtain extra information from the sender S in the Ideal model. We say that
the sender’s security is achieved if for any receiver R in the real OT¥ scheme,
there is another PPTM R’ (called simulator) in the Ideal model such that
the outputs of R and R’ are indistinguishable.

Computational Model. Let G, be a subgroup of Z7 with prime order ¢, and p =
2g+11is also prime. Let g be a generator of G;. We usually denote g* mod p as g%,
where z € Z;. Let x €g X denote that z is chosen uniformly and independently
from the set X.

Security Assumptions. For our OTF schemes against semi-honest and malicious
receiver, we assume the hardness of Decisional Diffie-Hellman (DDH) problem
and Chosen-Target Computational Diffie-Hellman (CT-CDH) problem, respec-
tively.

Assumption 1 (Decisional Diffie-Hellman (DDH)). Let p = 2q+ 1 where
p,q are two primes, and Gy be the subgroup of Z; with order q. The following
two distribution ensembles are computationally indistinguishable:

-Y = {(g,gavgb,g“b)}cq, where g is a generator of G4, and a,b €r Z,.
- Y= {(g7ga,gb,gc)}gq, where g is a generator of G4, and a,b,c €Er Z,.

For the scheme against malicious receiver, we use the assumption introduced
by Boldyreva [Bol03], which is analogous to the chosen-target RSA inversion
assumption defined by Bellare, et al. [BNPS01].
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— System parameters: (g, h, Gq);
— S has messages: mi,ma, ..., My;
— R’s choices: 01,02, ...,0%k;

1. R chooses two polynomials f(z) = ao + a1z +--- + ar_12" "' + 2" and fi(z) =
bo+biz+ -+ br_12° " + 2* where ao,ai,...,ag—1 €R Zg and bo +brx +-- -+
b1z +2* = (z —01)(x — 02) - (x — 0%) mod q.

2. R— S: Ay = gaohbo,Al = g“lhbl,...7Ak,1 = g“kflhbkfl.

3. S computes ¢; = (gki,miBfi) where k; €r Z; and B; = gf@)hf/(”
AgAl ... }f:ll (gh)i]C mod p, fori =1,2,...,n.

4. S — R: c1,¢2,...,Cp.

5. Let ¢; = (Ui, Vi), R computes my, = Vo,i/U({fU'i) mod p for each o;.

Fig. 1. OTX-I: k-out-of-n OT against semi-honest receiver.

Assumption 2 (Chosen-Target Computational Diffie-Hellman (CT-
CDH)). Let G, be a group of prime order q, g be a generator of Gq, x €g Z; .
Let Hy : {0,1}* — G4 be a cryptographic hash function. The adversary A is given
input (q,9,9%, H1) and two oracles: target oracle T() that returns a random
element w; € Gy at the i-th query and helper oracle Hg () that returns (-)*. Let
qr and qg be the number of queries A made to the target oracle and helper oracle
respectively. The probability that A outputs k pairs ((v1,j1), (V2,52)s -« - (Vk, Jk))s
where v; = (wy,)® fori € {1,2,....k}, qu <k < qr, is negligible.

3 k-Out-of-n OT Schemes

We first present a basic OTX scheme for the semi-honest receiver in the standard
model. Then, we modify the scheme to be secure against the malicious receiver
in the random oracle model. Due to the random oracle model, the second scheme
is more efficient in computation.

3.1 k-Out-of-n OT Against Semi-honest Receiver

The sender S has n secret messages mi,ms, ..., my,. Without loss of generality,
we assume that the message space is Gy, that is, all messages are in G,. The
semi-honest receiver R wants to get My, , Mg, - - -, My, - The protocol OTX-T with

security against the semi-honest receiver is depicted in Figure 1.

For system parameters, let g, h be two generators of G, where log, h is un-
known to all, and G be the group with some descriptions. These parameters
can be used repeatedly by all possible senders and receivers as long as the value
log, h is not revealed. Therefore, (g, h, G,) are universal parameters.

The receiver R first constructs a k-degree polynomial f’(z) such that f'(i) =
0 if and only if ¢ € {o1,...,01}. Then R chooses another random k-degree
polynomial f(x) to mask the chosen polynomial f’(z). The masked choices
Ag, Ay, ..., Ap_1 are sent to the sender S.
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When S receives these querles he first computes B; = ¢/C @) by com-
puting AgAj - Ak 1 (gh) mod p. Because of the random polynomial f(z), S
does not know which f/(7) is equal to zero, for ¢ = 1,2,...,n. Then S treats B;
as the public key and encrypts each message m; by the ElGamal cryptosystem.
The encrypted messages ¢y, co, ..., c, are sent to R.

For each ¢;,i € {01,09,...,01}, since B; = gfOpS" () = gf@Op0 — 4f@) R
can get these messages by the decryption of ElGamal cryptosystem with secret
key f(i). If i ¢ {01,009, ...,0k}, since R can not compute (g @nS D)k with the
knowledge of g and f(i), f/(i) only, the message m; is unknown to R.

Correctness. Let ¢; = (U;,V;), we can check that the chosen messages my,,,
1=1,2,...,k, are computed as

Vo—/Uf(UL) =My, * ( f(ol)hf UL ) o /gk? f o'l)
=My, - (gf(oi) . ) o4 /g""‘aif("z)

Security Analysis. We now prove the security of OTk-I

Theorem 1. For scheme OTE-I, R’s choices are unconditionally secure.

Proof. For every tuple (bp,b,...,bj._,) representing the choices o1, 0%,...,0y,
there is a tuple (af, aj, ..., a) ;) that satisfies A; = g%hbi fori =0,1,...,k—1.
Thus, the receiver R’s choices are unconditionally secure. O

Theorem 2. Scheme OTE -I meets the sender’s security requirement. That is, by
the DDH assumption, if R is semi-honest, he gets no information about messages

m;, 7 §§ {01702,...7Jk}.

Proof. We show that for all i ¢ {o1,09,...,01}, ¢’s look random if the DDH
assumption holds. First, we define the random variable for the unchosen messages

C'=(g,h, (g%, ma, (g7 ORI COYh ) - (ghinr g, (g7 )RS Crmidy Ry,

where ki, , ki,, ..., ki,_, €r Z. Since the polynomial f(z) and f’(x) are chosen

by the receiver, and f'(i1),..., f'(in_k) # 0, we can simplify C as
Cl = (97 h7 (gkil 5 hkil ), ey (gkin*k , hkin—k ))

Since the indistinguishability is preserved under multiple samples, we just need
to show that if the following two distributions

- C= (9,h,g",h"), where h # 1,7 €r Z;
- X = (g, h,x1,22), where h # 1, 21,22 €r G,
are distinguishable by a polynomial-time distinguisher D, we can construct an-

other polynomial-time machine D’, which takes D as a sub-routine, to solve the
DDH problem:
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— System parameters: (g, Hi, Ha, Gq);
— S has messages: mi,ma, ..., My;
— R’s choices: 01,02, ...,0%k;

1. R computes wy,; = Hi(o;) and Aj = w,;g", where a; €r Z5 and j = 1,2,... k.

2. R— S: A1, As, ... Ay.

3. S computes y = g%, D; = (A;)%, wi = Hi(i), and ¢; = m; & Ha(wy), where
T E€R Zy,1=1,2,...,n,and j =1,2,... k.

4. S — R: Y, Dl,DQ,...,Dk, C1,C2,...,Cn

5. R computes K; = D;/y® and gets m,; = co; ® H2(Kj;) for j =1,2,... k.

Fig. 2. OTE-II: k-out-of-n OT against malicious receiver.

Machine D’

Input: (g, u,v,w) (either from Y7 or Y3 in DDH)
Output: D(g, u, v, w)

If D distinguishes C' and X with non-negligible advantage ¢ (Should be e(n, t), we
omit the security parameter n and ¢ here for simplicity, where ¢ is the security
parameter.), D’ distinguishes Y7,Ys in the DDH problem with at least non-
negligible advantage ¢ — 2/¢q, where dist(C,Y;) = 1/q and dist(X,Ys) = 1/q.

O

Complexity. The scheme uses two rounds (steps 2 and 4), the first round sends
k + 1 messages and the second round sends 2n messages. For computation, R
computes 3k + 2 and S computes (k + 2)n modular exponentiations.

3.2 k-Out-of-n OT Against Malicious Receiver

A malicious player may not follow the protocol dutifully. For example, in scheme
OT%-1, a malicious R might send some special form of A;’s in step 2 such that he
is able to get extra information, such as the linear combination of two messages
(even though we don’t know how to do such attack). So, we present another
scheme OTX-II that is provable secure against the malicious R. The scheme is
depicted in Figure 2.

Let G4 be the subgroup of Z with prime order ¢, g be a generator of Gy,
and p = 2¢ + 1 is also prime. Let H; : {0,1}* — G, Hy : G4 — {0,1}! be two
collision-resistant hash functions. Let messages be of [-bit length. Assume that
CT-CDH is hard under G,.

Correctness. We can check that the chosen messages mo,, j = 1,2,...,k, are
computed as
Co; ® Ha(Kj) = mo, & Ha(wg,) & Ha(wy))

=M,

Security Analysis. We need the random oracle model in this security analysis.
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Theorem 3. In OTE-II, R’s choice meets the receiver’s privacy.

Proof. For any A; = w;g% and wy, | # j, there is an a; that satisfies A; = wlgaz.
For S, A; can be a masked value of any index. Thus, the receiver’s choices are
unconditionally secure. |

Theorem 4. Even if R is malicious, the scheme OTF-II meets the requirement
for the sender’s security assuming hardness of the CT-CDH problem the random
oracle model.

Proof. Since we treat Hy as a random oracle, the malicious R has to know
K; = w? in order to query the hash oracle to get Hao(w}). For each possible
malicious R, we construct a simulator R* in the Ideal model such that the
outputs of R and R* are indistinguishable.

R* works as follows:

1. R* simulates R to obtain A}, A3,..., A}. When R queries H; on index ¢, we
return a random w; (consistent with the previous queries.)

2. R* simulates S (externally without knowing m;’s) on inputs A}, A3,..., A
to obtain z*, y*, DY, D3, ..., Dj.

3. R* randomly chooses cj,c5,...,c.

4. R* simulates R on input (y*, DY, D3, ..., D}, ¢}, cé‘,*. .., %) and monitors the

queries closely. If R queries H> on some v; = (w;‘)”” , R* sends j to the TTP
T' to obtain m; and returns c; &m; as the hash value HQ((w;‘)I ), otherwise,

returns a random value (consistent with previous queries).
5. Output (A}, A45,..., A, y*, DY, D5, ...,D;,ci,¢5....ch).

If R obtains k + 1 decryption keys, R* does not know which % indices are
really chosen by R. The simulation would fail. Therefore we show that R can
obtain at most k£ decryption keys by assuming the hardness of chosen-target CDH
problem: In the above simulation, if R queries Hy, we return a random value
output by the target oracle. When R* simulates S on input Ay, A3,..., A}, we
forward these queries to the helper oracle, and return the corresponding outputs.
Finally, if R queries H> on legal v;, for all 1 <7 < k + 1, we can output k£ + 1
pairs (vj,, i), which contradicts to the CT-CDH assumption. Thus, R obtains
at most k decryption keys.

Let o1, 02,...,0k be the k choices of R. For the queried legal v,,’s, ¢,
is consistent with the returned hash values, for 57 = 1,2,..., k. Since no other
(wl")””7 l # 01,09,...,0k, can be queried to the Hy hash oracle, ¢; has the right
distribution (due to the random oracle model). Thus, the output distribution is
indistinguishable from that of R. O

Complexity. OTE-II has two rounds. The first round sends k& messages and the
second round sends n + k + 1 messages. For computation, R computes 2k, and
S computes n + k + 1 modular exponentiations.
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— System parameters: (g, Hi, Ha, Gq);
— S has messages: mi,ma, ..., My;
— R’s choices: 01,02, ...,0%k;

Commitment Phase

1. S computes ¢; = m; @ Ho(wy) for i = 1,2,...,n, and y = g where w; = H1(i),
and xz €r Z.
2. S— R:y,c1,c2,...,Cn.

Transfer Phase
For each 0, 7 =1,2,...,k, R and S execute the following steps:

R chooses a random a; € Z; and computes wo; = Hi (o), A; = We; 9%
R e S : Aj.

S — R: Dj = (Aj)x

R computes K; = D;/y® and gets mo; = co; ® Ha(Kj).

=W

Fig. 3. Adpt-OTE: Adaptive OTE.

4 Ek-Out-of-n OT with Adaptive Queries

The queries of R in our schemes can be adaptive. In our schemes, the commit-
ments ¢;’s of the messages m;’s of S to R are independent of the key masking.
Therefore, our scheme is adaptive in nature. Our Adpt-OT* scheme, which re-
phrases the OT%-II scheme, is depicted in Figure 3.

The protocol consists of two phases: the commitment phase and the transfer
phase. The sender S first commits the messages in the commitment phase. In
the transfer phase, for each query, R sends the query A; to S and obtains the
corresponding key to decrypt the commitment c;.

Correctness of the scheme follows that of OT%-II.

Security Analysis. The security proofs are almost the same as those for OTk-II.
We omit them here.

Complezity. In the commitment phase, S needs n + 1 modular exponentiations
for computing the commitments ¢;’s and y. In the transfer phase, R needs 2
modular exponentiations for computing the query and the chosen message. S
needs one modular exponentiation for answering each R’s query. The commit-
ment phase is one-round and the transfer phase is two-round for each adaptive

query.

5 Conclusion

We have presented two very efficient OTX schemes against semi-honest receivers
in the standard model and malicious receivers in the random oracle model. Our
schemes possess other interesting features, such as, it can be non-interactive and
needs no prior setup or trapdoor. We also proposed an efficient Adpt-OT¥ for
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adaptive queries. The essential feature allowing this is the reversal of the orders of
key commitment and message commitment. In most previous schemes (including
OTE-1), the key commitments (for encrypting the chosen messages) are sent
to S first. The message commitments are dependent on the key commitments.
Nevertheless, in our scheme OT%-II the message commitments are independent
of the key commitment. Thus, the message commitments can be sent to R first.
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ABSTRACT

We consider the security problem for retrieving data from a
web site (or a large database system) via Internet. Consider
the situation that a user visits a web site to get informa-
tion. He wants to retain anonymity of his identity, while the
web site would like to authenticate the user’s identity. We
proposed an anonymous authentication scheme to provide
a solution for these two seemingly conflicting requirements.
Our anonymous authentication scheme is based on crypto-
graphic techniques. Together with a novel time-dependent
hierarchical key assignment scheme, we proposed a data ac-
cess system that has the following distinct features simulta-
neously: (1) anonymous authentication, (2) cryptographic
access control, (3) saving on-line encryption time, and (4) a
flexible subscription system.

Keywords
anonymous authentication, entity security, hierarchical keys,
trapdoor time-sharable sequence, world wide web security

1. INTRODUCTION

The world wide web (WWW) (or Internet-accessible database
system) is a revolution for obtaining information. We can

get information at an unprecedented speed. Nevertheless,

we should be aware of its security problems as well. World

wide web security issues are very broad. In this paper we

are interested in the security problems with balanced views

from web sites and users. That is, a web site wants only

authorized users to access information and a user wants to

protect his individual privacy.

It is a common practice that a web site (server) W requires
a user U register his personal information, such as, name,
email, affiliation, etc. When U wants to retrieve data from
W, he sends his identity (user name) to W. W then authen-
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ticates U’s identity and authorizes his access right. There-
fore, W can gather U’s visiting pattern (frequency, inter-
ested data, etc.) and uses it for other purposes. We have
seen such intrusion to individual privacy occur in the credit
card and telecommunication industries. In the era of In-
ternet, users would like to enjoy convenience of the world
wide web and to have protection against identity tracking,
behavior analysis, etc. On the other hand, the web site,
in particular, with subscription fee, would like to protect
its rights by allowing only authorized users to access its in-
formation. These two requirements seem conflicting in the
sense that the user would like his identity to be anonymous
and the web site would like to know the user’s identity for
authentication and authorization.

To resolve this conflict, we propose an anonymous authenti-
cation scheme for data access, which provides balanced secu-
rity mechanisms for both users and web sites, that is, a web
site can authenticate a user’s identity without knowing his
identity. Our scheme is based on cryptographic techniques,
such as witness-indistinguishable proof systems.

We also propose a new time-dependent hierarchical key as-
signment scheme in which a set of time-dependent class keys
can be computed from a constant-sized key trapdoor. We
combine the anonymous authentication and time-dependent
hierarchical key assignment schemes to form a secure system
for retrieving data from web sites. The system not only pro-
vides user anonymity and authentication, but also ensures
communication security without doing on-line encryption.
The distinct features of our system are summarized as fol-
lows.

1. Anonymous authentication: anonymity of users and
authentication right of web sites are guaranteed simul-
taneously.

2. Cryptographic access control: since data are encrypted,
web sites and their mirror sites can use a weaker access
control system without jeopardizing security of infor-
mation in the databases.

3. Saving the computation cost of on-line encryption: since
stored data are encrypted, it is not necessary to do on-
line encryption for secure communication.

4. A flexible subscription system: with the time-dependent
hierarchical key assignment scheme, web sites can es-



tablish a flexible subscription system, in which users
pay different premiums for different access rights.

1.1 Related work

Hierarchical key assignment schemes for access control are
first studied by Akl and Taylor [1]. Many researchers fol-
lowed to propose improvements [3, 9, 16]. Tzeng [22] pro-
posed a time-dependent hierarchical key assignment scheme,
which is an extension of them with an additional dimension
on time periods. The scheme has some interesting appli-
cations, for example, secure broadcasting and key backup.
The scheme cannot withstand the collusion attack.! In this
paper we propose a new time-dependent hierarchical key as-
signment scheme that is secure against the collusion attack
of multiple adversaries.

Entity authentication has been studied extensively (see [8,
18, 20]). ISO/IEC has a series of standards for entity au-
thentication [10, 11, 12, 13, 14]. But most work assumes
that the user’s identity is not anonymous.

Kilian and Petrank [15] proposed a user identification scheme
in which the system can authenticate a user’s identity with-
out knowing his identity. Their scheme has a third party
to generate a certificate for a user so that the user can use
the certificate to authenticate himself without revealing his
identity. In their scheme, it is hard to revoke a user’s cer-
tificate (membership). Thus, we need to employ another
delicate and time-consuming cryptographic scheme to ver-
ify the status of a certificate. The whole system becomes
very complicated.

Chaum [4] introduced the pseudonym system, in which a
user has a different pseudonym for each organization. The
goal is to prevent organizations from inferring the user’s
information by combining their data of the user’s visiting
patterns. Chaum and Evertse [5] proposed a RSA-based
pseudonym system that is secure against cooperation of all
organizations. Lysanysanskaya, etc., proposed a pseudonym
system that discourages a user from sharing his master key
with other users. The master key is used to derive cer-
tificates for organizations. We can see that the goal of
pseudonym systems is different from ours.

2. ENTITY SECURITY AND ANONYMOUS
AUTHENTICATION

In the entity security model [18], user identification, authen-
tication and authorization are three steps by which a sys-
tem provides services to a user. For user identification, the
user sends his identity to the system and the system checks
whether the identity is legal for the system. For user au-
thentication, the system authenticates the user’s identity by
verifying whether the user possesses some secret informa-
tion (password, secret key, etc.) about the identity whom
the user claims to be. After authenticating the user’s iden-
tity, the system checks whether the user’s request is within
his access right. This is user authorization. After checking
authorization, the system processes the user’s legal requests.

In the paper [22], the scheme is only proven to be secure
against the attacks from a single adversary. It is neither
claimed nor proven to be secure against the collusion attack
of multiple adversaries.

We can see that in the entity security model user identifi-
cation is the main step that the system identifies who the
user is. The system uses the user’s identity to retrieve the
user’s authentication and authorization data. Then, the sys-
tem uses the data to authenticate the user and authorizes
the user’s access right to resources. In some applications,
such as data retrieval from web sites, there may be only
one authorization level, that is, all users are allowed to use
all resources (files) of the system. In some other applica-
tions, there are multiple authorization levels. For example,
in a subscribed database system, each user may pay some
premium for accessing data of a specific category, such as
sports, business, etc. The system assigns the user to the
authorization level of the category which he pays for.

A straightforward solution for anonymous authentication is
to have a third party R to help. A user U registers his
identity « to R and gets a pseudo identity (pseudonym)
@ [17]. R gives U’s pseudo information to the system W
and hides U’s real identity from W. Every time U visits the
system, he uses his pseudo identity @ for authentication.
By this information, W authorizes U to access data in its
database. For the system to function properly, R need be
trusted by both the system and users. To implement an
appropriate R is not an easy task. Even though R is used,
the visiting pattern of & is exactly that of a. It can still be
used in some way. For example, it is possible to infer the
real identity a from the visiting pattern.

We solve the anonymous authentication problem by the cryp-
tographic techniques of public-key certificates and witness-
indistinguishable proof systems, which are shown in Sec-
tion 5.

3. PRELIMINARIES

Efficient computation. By efficient computation we mean
that the computing time is a polynomial function of the
input size. Note that the size of a number x is its bit length
|log, x| + 1. Modular multiplication and exponentiation are
efficiently computable.

Modular exponentiation over a composite number. Let p’ =
2p +1 and ¢ = 2¢ + 1 be two large primes, typically 512-
bit long, the composite number N = p’q’ and the Euler’s
totient function ¢(N) = (p’ — 1)(¢' — 1) = 4pq. We consider
the order-pg subgroup Gpq = {a* mod n|a € Z3} of Z;. We
say that g is a generator for Gpq if {g*|0 < i < pg — 1} =
Gpq- The modular exponentiation over N is to compute
z® mod N for given z, a and N. We can compute z* mod
N by the square-multiply method, which takes 1.5|log, a|
modular multiplications in average. A modern computer
can easily afford this computation.

Common modulus property. The common modulus prop-
erty is that given a, b, 2% mod N and z® mod N, we can
compute z8°1(*?) mod N as follows. We first use the ex-
tended Euclidean algorithm to find integers @’ and b’ such
that a’a + b'b = ged (a, b) and then compute

(z* mod N)a,(mb mod N)b’ mod N
=27 mod N

= 224D nod N,



Computing the eth roots modulo a composite. The problem
of computing the eth roots modulo a composite is, for given
e, y and N, to compute x such that ¢ =y (mod N). Solv-
ing this problem is equivalent to breaking the famous RSA
public-key cryptosystem [19]. We assume that it is compu-
tationally infeasible to compute the eth roots modulo N for
any given e, 2 < e < ¢(N) — 1.

Computing the discrete logarithm modulo a prime. The prob-
lem of computing discrete logarithm modulo a prime p is,
for given a generator g and an integer y, to compute integer
2 such that y = g (mod p). Solving this problem efficiently
is considered very hard.

Partially ordered hierarchy. A partially ordered hierarchy
is a directed graph G = (V, F) without cycles. We call the
nodes without out-edges as the base nodes and the others
as the super nodes. A path from node v; to node v; is a
sequence (Vrq, Ury, - - -, Vr, ) of nodes with v,y = vs, vy, = vj,
and (vry,,Vry,,) € Eforallk, 1 <k <I-1. Anodev; is an
immediate descendant of another node v; if (i,j) € E. See
Figure 1 for a 8-node partially ordered hierarchy.

Hierarchical key assignment. Let C;, 1 <7 < m, be classes
(nodes) that form a partially ordered hierarchy. Let C; < C;
denote that Cj is lower than Cj, that is, there is a path from
C; to Cj. Let C; < C; denote that C; < C; or C; = C;. A
hierarchical key assignment scheme is to assign each class C;
a (cryptographic) class key K; so that given K; and public
parameters, we can compute the class key Kj; if and only
if C; < (5, 1 < j < m. The security requirement is that
for any set S of classes, we cannot use their class keys to
compute the key of the class that is not lower than any class
in S. The challenge is to design such a scheme such that
the size of each class key is independent of the number of
classes in the hierarchy.

Time-dependent hierarchical key assignment. It is like hier-
archical key assignment except that a class key also depends
on the factor of time ¢. A class key of C; at time ¢ is denoted
as K; . A time-dependent hierarchical key assignment is to
assign key trapdoors K[; i, ¢,) such that we can use K[; ¢, t,]
to compute K¢ if and only if C; < C; and ¢ € {t1,...,t2}.

Witness-indistinguishable proof system. Assume that there
are n public keys pk;, 1 < i < n, which each has a corre-
sponding private key sk;. A witness-indistinguishable proof
system for the public keys is that the prover convinces the
verifier that it knows one of the private keys, but does not
reveal which one.

Notation. Let x €r X denote that x is chosen from the set
X uniformly and independently.

4. TIME DEPENDENT HIERARCHICAL
KEY ASSIGNMENT SCHEME

Our time-dependent hierarchical key assignment scheme is
based on hardness of computing the eth roots modulo a com-
posite and the common-modulus property of modular expo-
nentiations. We first present the basic concepts and then
adapt it to the structure of the time-dependent hierarchical
key assignment scheme.

Figure 1: A hierarchical key assignment.

4.1 Hierarchical key assignment scheme
For a partially ordered hierarchy of m classes C;, 1 < i < m,
we associate each class C; a cover set of classes

Ei={jlC; <Ci,1<j<m}

The cover set of the base class C; (with no out-edges) is {i}
and the cover set of a super class C; can be computed as
{i}UE;, UE;, U---UE;, recursively, where C;,,Ci,,...,C;,
are immediate descendants of C;. We can see that if C; <
Ci, then E]' g Ei.

The hierarchical key assignment scheme of Akl and Tay-
lor [1]is as follows.

1. System setup.

(a) Let N and Gpq be the ones defined in Section 3.

(b) Let e1,e2,...,em be the first m primes and 0 =
€e1€eg - em.2

(c) Choose a generator  €r Gpq.

2. Public parameters. (N,ei,ea,...,em). These pa-
rameters are publicly known. We let the method of
computing e;’s be known so that the entire e;’s need
not be stored.

3. Class key. The class key of C; with cover set F; =
{i1,i2,... it} is

K; = z%/(i1ia¢i) mod N.

4. Key derivation. Given the class key K; and the
public parameters, we can compute the class key K;
of C; for any C; < C; as follows. Let E; — E; = {du,
da, ..., ds} and, then,

-e

€dy €dy ""Cds
K;=K,""" " mod N.

Let us see an example in Figure 1 for this construction.
The partially ordered hierarchy has 8 classes. Classes C1,

2ey’s are not necessarily prime. We only require them to be
pariwisely relatively prime.



Cy, ..., C4 are base classes and the others are super classes.
The cover sets are E1 = {1}, E2={2}, Es = {3}, Ex+ = {4},
E5:{1, 2, 5}, Ee = {1,3,6}, E7 = {273,4, 7}7 and Eg = {1,
2,3,4,5,6,7,8}. The class keys are

Ky = p©2e364€5°6€7¢8 110q N, Ky = g®1e3649567¢8 116 N,
K3 — ‘,L.61628455€Ge768 mod ]\]7 K4 — x61€26365868768 mod ]\f7
K5 = £°%°4%6°7°8 mod N, K¢ = 2°24°*“7°® mod N,

K7 = z°'°5°¢° mod N, Ks = x.

We see how to use K7 to derive K3. Since Er—Es = {2,4,7},
we have

Ky = K$2°47 mod N = g°1¢2°4¢56°7¢8 164 N,

Security. Given any set S of class keys, one cannot compute
the unauthorized class keys unless one can compute the eth
root modular a composite.

THEOREM 4.1. [1] Given a set of class keys K;,, Ki,, ...,
K, , one cannot compute the class key K; of class C; that is
not a descendent of any C;,;, 1 <1 <t, unless one can solve
the problem of computing the eth root modulo a composite
for some e > 2.

4.2 New time-dependent hierarchical key as-

signment scheme

Let C;, 1 <1i < m, be the classes that are partially ordered.
Let time be divided into time periods 1,2,...,z, where z
is the maximum time period. This maximum time period
should not be considered as limitation of the system. For
example, if each time period represents a week, z = 5200
denotes roughly 100 years. For a time-dependent hierarchi-
cal key assignment scheme, class C; at time period t has
time-dependent class key K. We require that, given the
key trapdoor KJ;;, +,], one can compute Kj . if and only if
C; < Cj and t; <t < ta. Furthermore, the size of K[; ¢, 1,]
should be independent of the number of classes in the hier-
archy and the length of time periods.

Our construction revolutionizes the idea of Akl and Taylor’s
construction. We put all original classes of the hierarchy as
base classes C, and add super classes C’[’i], 1 <i<m. Each

C[’i] covers the base class set
{Cjle; <1< j <m).

Then, we assign class keys K to C;, 1 < j < m, and trap-
doors Kp; to C['l-] such that we can use trapdoor K[; to
compute all class keys Kj; if and only if C; < ;. Now, the
security requirement of our scheme is different from that of
Akl and Taylor’'s. We only require that given any set of
key trapdoors K[, ri s1]y Klig,ro,s0]> - K[ij,r,s,]> ON€ can-
not compute the class key Kj; with C; £ C;,, t < ri or
t>spforallk, 1 <k<lI.

Based on the above idea, our time-dependent hierarchical
key assignment scheme has mz base classes C7,,1 < j <
m,1 <t <z, and mz(z + 1)/2 super classes C[; ;, ,,;, 1 <
i <z, 1<t <ty <z The base class C’J'-’t denote the class
C; at time period ¢t. Though we have total mz(z+1)/2+mz

classes, we use only mz exponents (e’s) for the scheme. The

key trapdoor K, ¢, corresponds to the time-dependent
class key of the super class C['i’t 1,t,] that covers the base
classes C’J/v,t, for any C; < C; and t1 <t < ta. We associate

each super class C[’i t1,t5] & cover set of base classes
b1,

Efi,tl,tz] = { (.77 t) ‘Cgl',tycj <Cit1 <t < t2}~

The formal description is as follows.

1. System setup.

(a) Let N and Gpq be the ones defined in Section 3.
(b) Let e, 1 < j <m,1<t< z be the first mz

primes and
0= H €j,t-

1<j<m,1<t<z
(c) Choose a generator © €r Gpq.

2. Public parameters. (N,e1,1,...,€m,.), Again, e;+’s
need not be stored.

3. Time-dependent class key. The time-dependent
class key Kj,; of the base class C7, is

K+ =a"%"*" mod N.

4. Time-dependent key trapdoor. The key trapdoor
K{i 1, 15) of the super class Cf; ,, ., 1 <@ <m, 1 <
tl S tz S z, is

Kiity t] = 20/ (€1r1 €22 ) od N,
where Ej; ;o) = {(J1,71), (42, 72), - -, (G, ) }-

5. Time-dependent key derivation. Given K[; ¢,
of the super class C[/i,tl,tzl and the public parameters,
we can compute K, of the base class Cj, if C; < Cj
and t1 <t <ty as

e e e
K= (K[i,tl,tg]) d1,d1%42,d2""Cis.ds mod N,

where E[; ;1 —E[; , g={(1,d1), (j2, d2), ..., (s, ds)}-

Security analysis. The security of this scheme is equiva-
lent to computing the eth roots modulo a composite.

THEOREM 4.2. Given any set of key trapdoors K{i; ry 1],
Kliy ry,s0] -+ Kliy,ry,s1], 0ne cannot compute the class key
Kj: with C; £ Ci, t <1 ort > s, forallk, 1 <k <,
unless one can solve the problem of computing the eth roots
modulo a composite for some e > 2.

PrOOF. Let
/ ! ! !
E =Ej 510 Y Elig ey 500 U U By s

Since Cj,; cannot be computed from any Cpi, rp 50y 1 <
k < I, we have (j,t) ¢ E’. The key trapdoor K[, r. s.]
has the form z"#%* mod N for some v,. By the common
modulus property, one can compute z%-t8d(V1:v) mod
N. However, the class key K has the form z® mod N for
some b with ged(b,ej:) = 1. To compute K;; from the
given key trapdoors, one has to remove the power of e;,



from Kii, vy 5115 Kliv,ra,sals -+ o Klig,r,s,)- This is equivalent
to computing the eth roots modulus a composite as follows.

Let (y,e, N) be given. Set e;; = e and z = y*/%* mod N.
It does not matter that we don’t know x. We selects e; 4/,
1<i<m, 1<t #1t< zsuch that they are relatively
prime. Then,

Kj,t — xnlgiﬁwn,lgt’¢t§z €i.t" mod N
and

Ky rypsp] = ¥ mod N, 1 < k <.

Tk

Assume that one can compute Kj ¢ from Ki;, . s, 1 <k <
[. We can compute x by the common modulus property of
y =z%* mod N and Kj . since

ged(ej e, Ili<icm,1<e <z €50) = 1.

This is a contradiction. Thus, our time-dependent hierar-
chical key assignment scheme is secure against any collusion
attack from multiple adversaries. [

S. ANONYMOUS AUTHENTICATION
SCHEME

Our anonymous authentication scheme is based on certifi-
cates and witness-indistinguishable proof systems. The idea
is to let each user possess a certificate (secret). When the
user requests services, he engages a witness-indistinguishable
proof system with the system server W using his certificate.
If the user does not own a valid certificate, he cannot pass
the test from W. Since the certificate that the user uses
for authentication cannot be distinguished by W, the user’s
identity is anonymous. Therefore, W can authenticate the
user without knowing its identity. We first describe system
setup, system parameters and the user registration proce-
dure.

1. System setup.

(a) W chooses a large prime p = 2p’ + 1 and a gener-
ator g for Z, where p’ is also prime. Typically,
p is 1024-bit long.

(b) W maintains an authentication list L, which con-
sists of the public authentication keys of its mem-
bers. L is empty initially.

2. System parameters. (g,p, L).

3. User registration. When U registers to W for the
first time, W gives an identity o to U. U selects a
value s €r Zp—1 with ged(s,p — 1) = 1 and gives
(o, g° mod p) to W. W adds U’s authentication key

(ar,v) = (e, g° mod p)
to L. U keeps its certificate (o, v, s).

4. User revocation. W simply removes U’s authenti-
cation key (o, v) from L.

Assume that L = {(a1,v1), (a2, v2), ..., (@m,vm)} and U’s
certificate is (aj,vj,s;) for some 1 < j < m. Our anony-
mous authentication scheme is as follows.

1. U selects w1, wa,..., Wm, C1, €C2,...; Cj—1, Cj41,. -
¢m €R Zp-1 and computes a; = g“’ivfi mod p for
1 <i#j<manda; = ¢“’ modp. Then, U sends
(a1,a2,...,am) to W.

2. W selects c €r Zp—1 and sends it to U.
3. U computes
cj =c—(c1itce+--Fcj—1+cjp1+-+em) modp — 1

and sets r; = w; for 1 <4 # j < m and r; = w; —
¢js; mod p — 1. Then, U sends (¢, 7i), 1 <i < m, to
w.

4. W verifies whether a; = ¢"*v{" mod p for all 1 < i <
m. If it is so, W accepts U as a legal member; other-
wise, W rejects U as a legal member.

In the scheme, U commits his certificate (o, v;,s;) on a; =
g7 mod p, which he can answer any challenge ¢; from W
correctly with his certificate. The other a; = g"v{* mod
p,i # j, are simulated by selecting the challenge ¢; first.
For W’s challenge ¢, U has to fix the challenges c;,i # j
first. Otherwise, he cannot give a correct response r;. Then,
¢; = (¢— 32,4, ¢) mod p—1is fixed. With his certificate,
U gives a correct response r; = w; — ¢;s; mod p — 1.

Correctness. If U has (o ,v;,s;) with v; = ¢°/ mod p, he
can compute r; = w; — ¢;5; mod p — 1 such that

Cj cj8j 8;Cj . wj .
%7 ¢°7% mod p = g7 mod p = aj;.

9" v;’ mod p=g"~

For other i # j, we have ¢g"v;* mod p = ¢g"v;’ mod p = a;.

5.1 Security analysis

For the above scheme, we show two things. The first is that
a non-member cannot pass the anonymous authentication
scheme except with a negligible probability.> And, the sec-
ond is that the system W cannot know the identity of U
even with an unlimited computing power.

THEOREM 5.1  (UNFORGABILITY). A non-member can-
not pass authentication by the anonymous authentication
scheme with a non-negligible probability unless he can solve
the discrete logarithm modulo a prime with an overwhelming
probability.

ProOF. If a non-member A can pass the authentication
scheme with a non-negligible probability ¢, by the triangular
inequality there is j, 1 < j < n, such that A can imperson-
ate as U; with probability €/n, which is non-negligible also.
For a fixed selection 7, the scheme is a zero-knowledge proof
of knowledge of the discrete logarithm log, v;. Since the
success probability of impersonation is non-negligible ¢/n,
by the standard argument in the cryptographic field one
can compute s; = log, v; with an overwhelming probability
using A as a subroutine. Thus, one can solve the discrete
logarithm modulo a prime with an overwhelming probabil-
ity. [

3A probability is negligible if it is bounded by a negligi-
ble function €(k), which is smaller than any 1/Q(k) asymp-
totically, where Q(k) is a polynomial and k is the security
parameter.



THEOREM 5.2  (ANONYMITY). The system server W can
not know U’s identity even if its computing power is unlim-
ited.

PROOF. Assume that U; has the certificate (aj,v;,s;)
and Uj;s has the certificate (a7, v;7, s;7). We show that the
distribution of the exchanged messages between U; and W
is the same as that between U;s and W, j' # j.

For the distribution of the exchanged message between Uj
and W, since w;, 1 < ¢ < n, are randomly chosen over
Zp—-1, a;’s are totally independent and each is uniformly
distributed over Z;. The values ¢;’s are of (n — 1)-degree
freedom under the constraint ¢ = ¢c1+c2+---+c¢, mod p — 1,
where c is selected randomly by W. The value r; is totally
dependent on a; and ¢;, 1 < ¢ < n. This argument is the
same for the distribution of the exchanged messages between
U; and W. Since the two distributions are the same, W
cannot distinguish whom interacts with it. Therefore, user’s
identity is unknown to W even if W’s computing power is
unlimited. [

6. DATA ACCESS SYSTEM

Figure 2 shows a conventional model for data retrieval from
a web site with authentication, authorization and commu-
nication security. U first sends his identity a to W. W
gets the authentication data of o and authenticates a by an
authentication protocol. If U passes the authentication, W
and U execute a key-exchange protocol to establish a com-
munication session key k. U then sends his data retrieval
command w to W. W checks whether w is authorized. If it
is so, W retrieves data D from its database system, encrypts
D with k as C = E(k, D), and sends the encrypted data C
to U, where E is a symmetric encryption method, such as
DES. Finally, U uses k to decrypt C to get D. Since W
knows «, U is not anonymous to W.

For secure communication, W has to encrypt data D on-line.
If there are requests for retrieving data in a short period of
time, the on-line computation load of W would be heavy so
that the system performance is lowered.

Figure 3 shows our proposed model for data retrieval from
a web site. The data in the database of the web site is
encrypted with the class keys of the time-dependent hier-
archical key assignment scheme. The system authenticates
a user’s identity anonymously by an anonymous authenti-
cation scheme. The authorization is controlled by the key
trapdoor that a user possesses. In this model, on-line en-
cryption of communication is not necessary.

6.1 The system
W sets a partially ordered hierarchy with classes C;,1 < i <
m, and assigns time-dependent class keys C; ¢, as described
in Section 4.2. W also chooses an anonymous authentica-
tion scheme, as described in Section 5. W can perform the
following operations.

1. Storing new data. When W decides to assign the
new data D to class C; at time ¢, it uses the time-
dependent class key K;: to encrypt D as E(K;+, D)
and put it into the database of the web site.

2. User registration. When a new user U registers to
the system, W verifies its identity and then issues a
certificate (o, v,s) to U. W adds U’s authentication
key (a,v) into the authentication list L. Then, W
decides which class U should be in, say C;, and what
data are authorized to U, say between time periods t;
and ta. W issues the key trapdoor Ki; , +,) to U.

3. Membership revocation. When W need revoke U’s
membership, it simply removes U’s authentication key
from its authentication list L. Thus, U can no longer
pass anonymous authentication with W.

4. Anonymous authentication. When U need retrieve
data from the system, W performs anonymous authen-
tication with U. If U passes the anonymous authenti-
cation, W starts to process the command.

5. Command processing. After passing anonymous
authentication, U sends a data retrieval command w
to W. W simply sends the command to the database
system for processing. Suppose that the database sys-
tem returns data D;; = E(Kj, D). W sends Dj; to
U. If U has the appropriate key trapdoor Kp;, ¢,
he can decrypt Dj,; to obtain D. Otherwise, U is not
authorized to obtain D.

6.2 The user

After registering to W, U has two private parameters. One is
the certificate (o, v, s) for anonymous authentication and the
other is the key trapdoor KJ; 4, +,] for decrypting authorized
data. A user U can perform the following operations.

1. Anonymous authentication. When U need retrieve
data from the system, he uses his certificate («, v, s)
to execute the anonymous authentication scheme with
W. If U passes the authentication, he sends his request
command to W.

2. Data decryption. Assume that D;, is returned by
W. If the requested data is authorized, that is, C; <
Ciand t1 <t < t2, U uses his key trapdoor Kj; 1, +,) to
derive the time-dependent class key Kj;. U decrypts
D; ¢ with key Kj; to obtain D.

6.3 A subscription system

W can establish a flexible subscription system by the time-
dependent hierarchical key assignment scheme. W classifies
data into classes by various criteria, such as, categories, sen-
sitivity, etc. We assume that the higher the class is, the more
valuable the data in the class is. Each data is also tagged
with time ¢. For example, a news is tagged with the time
period it was reported. Then, the data D classified into class
C; of time period t is encrypted with key K;: and stored
into the database.

W places a price tag for class C; and time periods [t1, t2]. If
a user U pays for the data in class C; between time periods
t1 and t2, W gives him the key trapdoor K|; ¢, +,] so that he
can decrypt the authorized data.

The above subscription system has some distinct features.
Firstly, W can put its database on mirror sites for better
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services, such as faster access. Since mirror sites are less
trusted, W does not want to put valuable information on
them. By our system, W need not give user information to
the mirror sites. The mirror sites cannot obtain the infor-
mation in the database since the data are encrypted. Sec-
ondly, U need not rush to get all purchased information out
of W. For conventional subscription systems, a user who
pays for the data is allowed to access the database for a
period of time. After the expiration date, the user can no
longer access the database. Therefore, the user may want
to get all data out of the database before his membership
expires, no matter whether the data is useful to him or not.
This sometimes causes severe traffic and system load. By
our subscription system, the user can access the database as
long as W does not revoke his membership. On the other
hand, he can get only the data that he paid for.

6.4 Efficiency analysis

There are two efficiency problems in anonymous authenti-
cation. The first is that on-line computation for modular
exponentiation is indeed necessary. Nevertheless, authen-
tication is executed once for each visit, the computation
load should not be a big problem for modern computers.
The second one is that if the system has a large number
of members, anonymous authentication is not efficient. For
this case, we can sacrifice a little anonymity for efficiency
by grouping members. Each group consists of a reasonable
number of members. Each member belongs to a group. The
system has group authentication lists L1, L2, ..., L,. When
a member visits the system, he first provides its group name
to W. W then uses the group authentication list to authen-
ticate the user anonymously. Although the system knows
which group the user is in, it cannot know who the user is.

6.5 Discussion

A system may discard anonymous authentication and leaves
access control to time-dependent class keys entirely. This
shall save computation cost of anonymous authentication.
We have discussed that the system’s database may be put
into mirror sites for faster access. Since mirror sites are
less trusted, user authentication may not achieve its goal.
Without authenticating users, the mirror sites can provide
faster access and entail no serious security problems.

Most web site systems use only one-level hierarchy for data.
In those systems, the access control depends solely on time
periods. This reduces cost for computing class keys.

It is possible that two users team up to cheat as follows. An
authorized user downloads data for another one who is not
authorized to get. This is the problem for all systems that
provide content information. It should be resolved by the
legal system.

7. CONCLUSIONS

We have proposed a secure system for data access. The sys-
tem provides an authentication mechanism so that the user’s
identity is anonymous. The system uses the time-dependent
hierarchial key assignment scheme to control authorization.
The system provides an integrated view for authentication,
authorization and communication security. It would be in-
teresting to have an implementation to check its feasibility
and practicability.
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Abstract. We introduce a new notion of conditional oblivious cast
(COC), which involves three parties: a sender S and two receivers A
and B. Receivers A and B own their secrets = and y, respectively, and
the sender S holds the message m. In a COC scheme for the predicate
Q@ (Q-COC), A and B send z and y in a masked form to S, and then S
sends m to A and B such that they get m if and only if Q(z,y) = 1. Be-
sides, the secrets x and y can not be revealed to another receiver nor the
sender. We also extend COC to 1-out-of-2 COC (COC3) in which S holds
two messages mo and m1, and A and B get mq if Q(z,y) = 1 and mo
otherwise. We give the definitions for COC and COC3, and propose sev-
eral COC and COC} schemes for “equality”, “inequality”, and “greater
than” predicates. These are fundamental schemes that are useful in con-
structing more complex secure interactive protocols. Our schemes are
efficiently constructed via homomorphic encryption schemes and proved
secure under the security of these encryption schemes.

Keywords: oblivious cast, conditional oblivious transfer, secure
computation.

1 Introduction

Oblivious transfer (OT) is an important cryptographic primitive proposed by
Rabin [I8]. It involves two parties: the sender S and the receiver R, where S
sends a bit of which R gets it with probability % After Rabin’s work, OT was
developed in several types, such as 1-out-of-2 OT [I1], 1-out-of-n OT [516,21],
k-out-of-n OT [8,[14L[15], conditional OT (COT) [3L10], etc. In @-COT, S owns
a secret x and a message m, and R owns a secret y such that R gets m from §
if and only if the condition Q(z,y) is evaluated as true.

Oblivious cast (OC) [12] is a generalization of OT to the three-party case:
one sender S and two receivers A and B. The bit is received by exactly one of A
and B, each with probability é We generalize OC and introduce a new notion
of conditional oblivious cast (COC), where A and B own their secrets z and
y, respectively, and the sender S holds the message m. In a COC scheme for
the predicate @ (Q-COC), A and B send z and y in a masked form to S, and

* Research supported in part by National Science Council grants NSC-94-2213-E-009-
116, Taiwan, ROC.

M. Yung et al. (Eds.): PKC 2006, LNCS 3958, pp. 443-F57] 2006.
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then S sends m to A and B such that they get m if and only if Q(z,y) = 1.
Furthermore, the secrets x and y can not be revealed to another receiver nor the
sender. We also extend COC to 1-out-of-2 COC (COCY) in which S holds two
messages mg and my, and A and B get my if Q(z,y) = 1 and mg otherwise.

There are two cases for the message receiving: A and B both get m, or only
one of them gets m. The schemes we propose in this paper are all designed for
the first case. However, in some applications only one receiver, determined by
the condition, is allowed to get the message, and S can not know who gets the
message. We have a general transformation of our COCJ schemes to suit this
kind of model (Section A.3]).

In this paper, we give the definitions for COC and COCJ, and propose sev-
eral COC and COC3 schemes for “equality”, “inequality”, and “greater than”
predicates. These are fundamental schemes that are useful in constructing more
complex secure interactive protocols. Our schemes are efficiently constructed via
homomorphic encryption schemes and proved secure.

COC not only covers all functionalities of COT, but also broadens the range
of its applications. We provide three examples:

— Priced oblivious transfer: Aiello et al. [I] introduced the notion of “priced
oblivious transfer”, which protects the privacy of a customer’s purchase from
a vendor. In their setting, the buyer needs to deposit an amount in each ven-
dor. This is not very practical if a buyer wants to purchase various goods
from many vendors. By using our COC schemes, we can construct a gener-
alized priced OT such that the buyer can deposit the money in one bank
only. When the buyer wants to buy an item from a vendor, he sends the
corresponding price and the bank sends the buyer’s current balance in the
encryption form to the vendor. The vendor then sends the item such that
the buyer can get it if the price does not exceed his balance.

— Oblivious two-bidder system: A party S has a secret for selling, and A and
B are two bidders. The winner can obtain the secret from S directly. At the
end, S has no idea who the winner is. This system can be constructed from
COC for the “greater than” predicate (in the second message-receiving case)
immediately.

— Oblivious authenticated information retrieval: A can get some information
from S if he passes the authentication procedure provided by B. For instance,
consider a mobile news subscription service provided by an independent
agent. We assume that a mobile phone has no extra memory to store the
subscription information but only an IMSI (International Mobile Subscriber
Identity) in the SIM card. Users can pay the subscription fee to their mobile
phone company, and the company provides an encrypted subscription list of
IMSIs to the news provider. When a user wants to read news on the bus,
his mobile phone sends the encrypted IMSI to the news provider. The news
provider then sends news to the user if the IMSI is in the subscription list.
In this case, the user’s identity (IMSI) is anonymous to the news provider.
The scheme can be constructed by COC for the “membership” predicate
discussed in Section
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Related works. COT was first proposed by Di Crescenzo et al. [I0]. In their
definition of COT, the focus is to provide “all-or-nothing” transfer of the message
from S to R by the condition. Blake et al. [3] strengthened COT to strong
COT (SCOT), which provides “l-out-of-2” message transfer from S to R by the
condition and adds more security requirements for S.

The notion of our COC is to separate the role of the secret holder from S.
The main difference in design techniques is that, in COT and SCOT, the secure
computation is done by S with a masked input and a plain input, whereas
the secure computation in our COC and COC} is done by S with two masked
inputs. A COC scheme that meets the requirements of our definitions can be
easily transferred to a COT or SCOT scheme.

2 Definitions and Preliminaries

In this section we give formal definitions for COC and COC} and introduce
useful tools and notations.

2.1 Conditional Oblivious Cast

Informally speaking, a COC scheme for predicate @ (Q-COC) has the following
three properties:

— Correctness: both of A and B get m from S if Q(z,y) = 1.

— Sender’s security: A and B cannot get any information about m if Q(z,y) = 0.

— Receiver’s security: after running the protocol, = is kept secret from B and
S, and y is kept secret from A and S.

The definition for Q-COC is as follows:

Definition 1 (Q-COCQC). Let k be the security parameter, and A, B and S be all
polynomial-time probabilistic Turing machines (PPTMs). Let (A, B, S)(-) denote
the communication transcript. We say that a three-party interactive system Il =
(4, B, S) is a secure Q-COC scheme if it satisfies the following requirements for
some constant c:

1. Correctness: For any x,y,m € {0,1}*" with Q(x,y) =1,
Pr(p {0, 1}* s tr — (A(x), B(y), S(m)) () :
“A(, p,tr) =m” A “B(y, p,tr) = m”] = 1.
2. Sender’s security: For any PPTM A', B' and any x,y,m,m’ € {0,1}*" with
Q(z,y) =0, A" and B’ cannot distinguish the following probability ensembles
with non-negligible advantage, respectively:
VI = (o {01 b (A(@), B'(y), S(m) (1),
- RX’B’ = (xu o= {07 1}k T <A/($)a B/(y)v S(m/»(ﬂ)))
and
- VEIBT’A/ = (y7 B {07 1}1907 2 <A/($)7 B/(y)a S(m >(N)
- Rg'A’ = (y7ﬂ’ - {07 1}k atT — <A/(.I‘), B/(y)7 S(m/»
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3. Receiver’s security:
(a) For any PPTM A', B',S" and any x, ', y,y',m € {0,1}*" with Q(x,y) =
Q(z,y') = Q(2',y), S" cannot distinguish the following probability en-
sembles with non-negligible advantage:
— VL = (s — (0,1} tr — (A'(2), B(y), S'(m)(n),
= W= e 010 (GBS ) 0),
an
VTl = (my— {0, 1) tr — (A(@), B(y), $'(m)) (),
— 88 = (o — (0,11 tr — (A(2"), B'(0), 8'm) 1)

(b) For any PPTM A’, B', S’ and any z, 2, y,y',m € {0, 1}*" with Q(z,y) =
Qx,y") =Q(2',y), A’ and B’ cannot distinguish the following probabil-
ity ensembles with non-negligible advantage, respectively:

Vg = (o, — {0, 1) tr — (A'(2), B(y), $'(m)) (1),

= g = e O (A GBS ) 0),

an

= VE = (= {0,134t — (A(). B (), 8/ (m) (1)
— e = (o (0,11t — (A(), B/ (), S'(m) ().

2.2 1-Out-of-2 Conditional Oblivious Cast

In COC}, the message sender S holds two messages mg and m;. A Q-COC}
scheme must satisfy the following three properties:

— Correctness: both of A and B get m; from S if Q(z,y) = 1, and my if
Q(x7 y) = 0.

— Sender’s security: A and B get exactly one message from S.

— Receiver’s security: after running the protocol, z is kept secret from B and
S, and y is kept secret from A and S.

The definition for Q-COC} is as follows.

Definition 2 (Q-COC3). Let k be the security parameter, and A, B and S be
all PPTMs. Let (A, B, S)(-) denote the communication transcript. We say that
a three-party interactive system I = (A, B, S) is a secure Q-COCY scheme if it
satisfies the following requirements for some constant c:

1. Correctness:
(a) For any x,y,mo, my € {0,1}* with Q(x,y) =0,
Prip — {0, 1}*; tr — (A(x), B(y), S(mo, m1))(u) :
“A(x, p,tr) = mo” A “B(y, p, tr) = mo”] = 1.
(b) For any x,y,mg,m; € {0,1}* with Q(z,y) =1,
Prip — {0, 1}*;tr — (A(x), B(y), S(mo, m1))(u) :
“A(x, p,tr) = my” A “B(y, p, tr) = mq”] = 1.

2. Sender’s security: For any PPTM A', B' and any x,y, mo, m1, m} € {0,1}%
with Q(z,y) =0, A" and B’ cannot distinguish the following probability en-
sembles with non-negligible advantage, respectively:

= Vg = ({0, 1}*  tr — (A'(2), B'(y), S (mo, m1)) (1)),
- RX’B’ = (xu;u' — {07 1}k T = <A/($)7B/(y)vs(m07m/1)>(1u'))7
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and
- V]%’A' = (y,n = {0, 3% tr — (A'(x), B'(y), S(mo,m1)) (1))
~ R\ = (y.u— {0, Lt (A (), B' (y), S(mo, m7)) (1))
The similar requirements is met Qz,y) =1.
3. Receiver’s security:

(a) For any PPTM A',B'.S’ and any z,2',y,y',mo,m1 € {0,1}*" with
Q(z,y) = Qx,y') = Q(m y), S’ cannot distinguish the following proba-
bility ensembles with non- neglzgzble advantage:

= VAL = (o, — (0,1 o (A'(0),

y),S"(mo,m1))(n)
— S = (mo,my, p— {0, 1}* tr — (A'(z), B(y'
B

) (1)),
), 8 (mo, m1)) (1)),
- VS’B’ = (mo, my, p {0, 1}* tr — (A(z 2 y), 8" (mo,m1)) (1)),

— S = (mo,mq, p — {0,1}*, tT<—§ (z"), B'(y), S (mo,mlzl( @)
(b) For any PPTM A’',B',S" and any z,2’',y,y ,mo,m1 € {0,1}* with

Q(z,y) = Qx,y') = Q( ,y), A" and B’ cannot distinguish the following
pmbabzlzty ensembles wzth non-negligible advantage respectively:
- VA lsr = (2, p = {0, 13" tr  (A'(x), B(y), " (mo, m1)) (1))

_dSA'S’ = (z,p = {0, 1}¥, tr — (A'(2), B(y'), §' (mo, m1)) (),

= Vilg = (y,n — {0, 1}* tr — (A(x), B'(y), S'(mo, m1)) (1))

= Shs = (y,n = {0, 13 tr — (A(2"), B (y), S’ (mo, m1)) (1))
Remark. For clarity and simplicity, we will first assume that all parties in our
COC and COCJ schemes are semi-honest (honest-but-curious), that is, they
follow the procedure step by step, but try to get extra information about the
secrets or messages by extra computation. We also assume that A, B and §
operates independently. No two parties will collude against the third one. Then
we provide some techniques to transform the schemes into ones that are secure
against malicious parties and their collusion in Section Bl

and
i

B(
(v
v

2.3 Homomorphic Encryption Schemes
Multiplicatively homomorphic encryption scheme. An encryption scheme (G, E,
D) is multiplicatively homomorphic if for any mg and my, D(E(mo)® E(m1)) =
D(E(mg - m1)), where ® is an operation defined on the image of E.
The ElGamal encryption scheme as follows is multiplicatively homomorphic.
- G(1*) = (p,q,9,,3), where p is a k-bit prime, and ¢ = pgl is also a
prime, G is the subgroup of Z7 with order ¢, g is a generator of G,, and
B = g*modp for « € G4. Let PK = (p,q,9,8),SK = (p,q,9,c). All
relevant computations are under group Gy.
— E(m) = (g",mp"), where m € Gy, r €gr Z,.
— D(c) = ca/cf, where ¢ = (c1, o).
For E(mg) = (g™, mof™) and E(m1) = (¢, m18™), the operation E(mg) x
E(m1) = (g™ - g™, moB™ - m1 ™) is multiplicatively homomorphic since

D(E(mo) x E(m1)) = D(g"™ - g™, mof™ - m13™)
= D(gro+rl7mom1ﬂm+h)
= D(E(mgp - my)).

We can compute E(m¢) from E(m) via repeated multiplication for a constant c.
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Additively homomorphic encryption scheme. An encryption scheme (G, E, D)
is additively homomorphic if for any mg and my, D(E(mo) ® E(my)) = D(E
(mg 4+ m1)), where @ is an operation defined on the image of E.

The Paillier encryption scheme [17] as follows is additively homomorphic.

- G(1¥) = (p,q,N,a,g), where N = pq is a k-bit number, p and ¢ are two
large primes, g is an integer of order N mod N? for some integer «. Let
PK =(g,N),SK = A(N)=lem(p—1,9—1).

— E(m) = g™ mod N?, where m € Zy,r €r Zn.

C>\(N) mo 2 _

— D(c) = i((ng) moj %Zx; mod N, where L(u, N) = "Nl.

For E(mg) = g™rd mod N2 E(m;) = g™ r) mod N2, the operation E(my) -
E(my) = (g™rd) - (g™ rY) is additively homomorphic since

D(E(mo) - E(m1)) = D((g"r( ) - (g™ 1))
= D((gmot™ (ror1)N))
= D(E(mg + mq)).

We can compute E(cm) from E(m) via repeated addition for a constant c.

Note that ElGamal and Paillier encryption schemes are proved semantically
secure if and only if the Decisional Diffie-Hellman and the Computational Com-
posite Residuosity assumptions hold, respectively [20,17].

2.4 0-Encoding and 1-Encoding

In our COC scheme for “greater than” predicate, we use two types of encoding
to reduce the “greater than” problem to the set intersection problem [I3]. Let
8= 8p8n—1...81 € {0,1}™ be a binary string of length n. The 0-encoding of s is

89 = {snSn-1...5i411|s; = 0,1 < i < n}.
and 1-coding of s is
St ={spsp_1...silsi =1,1 <i<n}.

For two binary strings z, y of the same length, we have that x > y if and only if
there is exact one common element in S} and Sg .

If we compare strings in S and 38 one against one, it would be quite inefficient

since we need O(n?) comparisons. Because each element in S? (or S!) has a
different length, we compare the elements of the same length in the two sets
only. We define the ordered sets for b € {0,1},1 < i <mn:

b

r; otherwise,

o . Gb | = -
SVfi] = {zl if 3z, € Sy and |z;)| = i;

where S°[i] denotes the i-th element in S%, and 7¥ is an arbitrary binary string
with length i+1+b. Therefore, because of different lengths, r? must not be equal
to the string S17°[i]. Thus we just need to test if S}[i] = SQ[i] for each i €
{1,2,...,n}.
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2.5 Setup and Notations

In the setup phase of our schemes for semi-honest adversary, A and B need
to agree on a public/secret key pair (PK, SK) of the homomorphic encryption
scheme privately. There are several ways to accomplish this work. For example, if
A and B have their own public/secret key pairs, one party generates (PK, SK)
first, and securely sends it to the other party. This common key pair allows S to
compute the predicate on their secrets by the homomorphic encryption scheme.
Also, S need choose a key pair (PKg, SKg) (for any semantically secure public
key encryption scheme) such that A and B can send their secrets to S privately
(against the other party).

Let G4 be the group of the multiplicatively homomorphic encryption scheme
and Zy be the group of the additively homomorphic encryption scheme. For
key pair (PK,SK), Epk and Dgy represent encryption and decryption for the
underlying encryption scheme.

We use z; to denote the i-th bit of the value = zpx,_1 - - - 1. Let X[i] denote
the i-th element of the ordered set X. Let x €z X mean that x is chosen from
X uniformly and independently. Let |z| be the length (in bits) of z. To encrypt
a vector v = (v1,v,...,0,), we write E(v) = (E(v1), E(va),. .., E(v,)).

In some schemes, A and B need to “identify” the correct message from a set
of decrypted ciphertexts. This can be achieved by some padding technique (e.g.
OAEP [2]) such that receivers can check the integrity of a message. If a decryp-
tion contains the valid padding, it is the correct message with overwhelming
probability.

3 Conditional Oblivious Cast

We provide COC schemes for three basic predicates: “equality”, “inequality”,
and “greater than”.

3.1 COC for “Equality” Predicate

To determine if z = y, we compute x/y via the multiplicatively homomorphic
encryption scheme. If /y = 1, A and B get the message m; otherwise, they get
nothing. The scheme EQ-COC is described in Figure [Tl

Theorem 1. The EQ-COC scheme has the correctness property, unconditional
sender’s security, and computational receiver’s security if the underlying homo-
morphic encryption scheme has semantic security.

Proof. For correctness, if = y, A and B compute m by

Dsk(e) = Dsk(Epk(m) ® (Epk(z) ® Epk(y)™1)")
= Dsk(Epk(m) @ (Epk(1)"))
= Dsk (Epk(m))

=m.
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— System parameters: (p,q,g).

— Message sender S has a message m and a key pair (PKgs, SKg).
Receiver A has a secret x, and receiver B has a secret y, where z,y € Gq.
Receiver A and B have a common key pair (PK, SK)

1. A and B send Epkg(Epk(x)) and Epkg(Epk(y)) to S respectively.
2. S decrypts the received messages to get Epk(z) and Epk(y). S computes

e = EPK(m) ® (EPK(ZL‘) ® EPK(y)il)T

and sends it to A and B, where r €g Zq4.
3. A and B compute 7 = Dgk(e) and identify whether i is valid.

Fig. 1. COC scheme for “Equality” predicate: EQ-COC

For sender’s security, we show that if z # y, m is unconditionally secure to A
and B. Since ¢ = Epg(m) ® (Epk () ® Epk(y)~1)") = Epx(m - (z/y)"),r €r
Z,, for any possible m/, there is another ' € Z, such that e = Epg(m/-(x/y)").
As long as = # y, e can be decrypted to any possible message in G,. This ensures
unconditional security of S’s message m.

For receiver’s security, it is easy to see that S gets no information about x
and y due to semantic security of the encryption scheme. Since A and B are
symmetric, we only prove the security of B against A. We construct a simulator
S for A’s real view

VvA(P.K'7 SK, PKS7$) = (PK, SK, PKs,x,EPKS (EPK(m)),EPKS (EPK(y))76).

The simulator S4 on input (PK,SK, PKg,x,m) is as follows, where /m (may
be a valid message or a random value) is the output of a real execution:

1. Choose a random value y* € G,.
2. Compute e* = Epg ().
3. Output (P.K'7 SK, PKSv-TvEPKS(EPK(-T))7EPKS(EPK(?J*));e*)-

By semantic security of the encryption scheme, A cannot distinguish the cipher-
texts Epkq(Epk (y*)) and Epky(Epk(y)). Furthermore, since e* is identically
distributed as e, the output of S, is indistinguishable from V4. Therefore, A
gets no information about y except those computed from x and m. O

In the scheme, we assume z,y € G4. If the length of x (or y) is longer than |p|,
A and B compare h(z) and h(y), where h is a collision-resistant hash function.
This technique is applied to later schemes whenever necessary.

3.2 COC for “Inequality” Predicate

COC for the “inequality” predicate is more complicated than that for the “equal-
ity” predicate. A and B need to send the ciphertexts of their secrets bit by bit.
We use additively homomorphic encryption schemes in this scheme, which is
depicted in Figure
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— System parameters: n.

— Message sender S has a message m and a key pair (PKg, SKg).

— Receiver A has a secret x, and receiver B has a secret y, where |z| = |y| = n.
— Receiver A and B have a common key pair (PK, SK), where PK = (g, N).

1. Aand Bsend Epks(Epk(x:)) and Epkxg(Epk(ys)) to S respectively, 1 <i < n.
2. For each i € {1,2,...,n}, S decrypts the received messages to get Epx(x;) and
Epx(y:), and computes the following values via homomorphic encryption:
(a) dizxi—yi, d;::ri—f—yi—l.
(b) e; = 261'4,_1 + di, where Entl = 0.
(c) ¢ =m+ri(e; —d; +dj), where r; €r Zn

3. S sends Epk(c) in a random order to A and B, where ¢ = {c1,¢2,...,Cn).
4. A and B decrypt the received messages and identify the correct message if exis-
tent.

Fig. 2. COC scheme for “Inequality” predicate: INE-COC

In the scheme, d; = z; —y; and d;, = x; — §; are 0, L or -1. If &, = y;, d; = 0;
otherwise, d; = 0. Let [ be the leftmost different bit between x and y, i.e. the
largest ¢ such that d; £ 0. We have e; =01if i > [, ¢; 0 if i < [, and e; = d; if
i=1

If x # y, the message m is embedded into the index ¢ at which z; and y;
are distinct. However, we have to avoid leaking information of the number of
distinct bits. So S masks m with random values on all indices except the index [.
It leaves only one copy of m in ¢;’s:

— For i =1, since ¢ = d; and d] = 2; — 4 = 0, (e; — d; + dj) = 0. Therefore,
cp = m.

— For 1 <i < I, ¢; would be a random value because e; —d; +d; = 2e;11+d} # 0
and r; ER ZN.

— For I < i < mn, ¢ is also a random value because ¢; = d; = 0, d; # 0 and
ri ER LN

Theorem 2. The INE-COC scheme has the correctness property, unconditional
sender’s security, and computational receiver’s security if the underlying homo-
morphic encryption scheme has semantic security.

Proof. (sketch) Let [ be the index of the first different bit of  and y (from the
most significant bit). We see that d; = e¢; = x;—y; = 1 or —1, and d; =x;—y; =
0. Therefore, ¢; = m + (e, —d; +dj) = m~+r; -0 =m. Thus, A and B get m
from the permutation of the encryptions.

For sender’s security, we see that if x = y, all d;’s and e;’s are 0, and all d;’s are
not 0 (in fact, +1 or —1). Thus, for each index i, ¢; = m~+r;(0+1) = m=£r;. Since
for any possible m, there exists an 7; such that ¢; = m +7;, m is unconditionally
secure to A and B.

For receiver’s security, S gets no information about = and y by the semantic
security of the encryption scheme. As in the proof of EQ-COC, for each of A
and B, we can construct a simulator such that the adversary cannot distinguish
the real view and the simulated view. Therefore the receiver’s security holds. O
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— System parameters: (p,q,g).
— Message sender S has a message m and a key pair (PKgs, SKg).
Receiver A has a secret x, and receiver B has a secret y, where z,y € Ggq, |z| =

ly| = n.
— Receiver A and B have a common key pair (PK, SK)

1. A encodes z as S2, and sends Epxg(Epx(Ss[i])) to S, 1 <i < n.
2. B encodes y as SY, and sends Epxs(Epk(Sy[i])) to S, 1 <i <n.
3. S decrypts the received messages and computes

e; = Epx(m) ® (EPK(Salc[i]) ® EPK(Sg[i])_l)”7

where r; €Er G4, 1 <i <n. S sends e;’s to A and B in a random order.
4. A and B search ; = Dsk(e;), 1 <i < n, to identify the correct m if existent.

Fig. 3. COC scheme for “Greater Than” predicate: GT-COC

3.3 COC for “Greater Than” Predicate

For the “greater than” predicate, we use the encoding methods mentioned in
Section Z4l A encodes x via l-encoding and B encodes y via 0-encoding. The
problem is then reduced to the “equality” problem immediately. When S receives
encrypted S! and Sg , he checks equality for corresponding strings. The scheme
is presented in Figure 3l The security argument is the same as the proof of the
EQ-COC scheme. This method is more efficient than the GT-COC3 scheme (in
the next section, by setting mg as a random number).

4 1-Out-of-2 Conditional Oblivious Cast

In this section, we present COC} schemes for the “equality” (“inequality”) and
“greater than” predicates.

4.1 COC% for “Equality” Predicate

Our COCY scheme for the equality predicate is naturally extended from the EQ-
COC and INE-COC schemes. Intuitively, if x = y, A and B get m; by the EQ-
COC scheme and, otherwise, they get mg by the INE-COC scheme. For better
integration, we modify the EQ-COC scheme to use additively homomorphic
encryption schemes. The scheme is shown in Figure @ It is almost the same as
the INE-COC scheme except that S sends an extra ciphertext c.y to A and B.

Theorem 3. The EQ-COCS scheme has the correctness property, unconditional
sender’s security, and computational receiver’s security if the underlying homo-
morphic encryption scheme has semantic security.

Proof. (sketch) We see that if © = y, all d;’s are equal to 0, and ¢, is equal to
my. The opposite case holds by the same arguments in the proof of Theorem 2l
This ensures the correctness property.
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— System parameters: n.

Message sender S has messages: (mo,m1) and a key pair (PKg, SKg).
Receiver A has a secret x, and receiver B has a secret y, where |z| = |y| = n.
Receiver A and B have a common key pair (PK,SK), where PK = (g, N).

1. Aand Bsend Epks(Epk(x:)) and Epkxg(Epr(ys)) to S respectively, 1 <i < n.
2. For each i € {1,2,...,n}, S decrypts the received messages to get Epx(x;) and
Epx(y:), and computes the following values via homomorphic encryption:
(a) d; = x; —yi,dg =z, +y; — 1.
(b) e; = 261'4,_1 + di, where Entl = 0.
(€) Ceq =ma1+ > rids, ¢; = mo +ri(e; — d;i + dj), where ri,7; €r ZN
3. S sends Epk(ceq), Epr(c’) to A and B in a random order, where ¢ =
(ch,chy . ycn).
4. A and B decrypt the received messages and identify the correct message

Fig. 4. 1-out-of-2 COC scheme for “Equality” predicate: EQ-COC3

For sender’s security, let r = Z:-L:l r;d;. Since r; € Zn, if x # y, there is
a d; # 0 such that r is uniformly distributed, and thus m; is unconditionally
secure to A and B. If x = y, by the proof of Theorem [2] mq is unconditionally
secure to A and B.

For receiver’s security, S gets no information about = and y by the seman-
tic security of the encryption scheme. For each of A and B, we can construct
a simulator such that the adversary cannot distinguish the real view and the
simulated view. The receiver’s security holds. m|

4.2 COC% for “Greater Than” Predicate

It is obvious that we can apply the GT-COC scheme twice to achieve a GT-COC3
scheme. One invocation is for testing > y and the other one is for testing x < y.
But, this approach costs twice as much as the GT-COC scheme. Our scheme for
GT-COC} in Figure[Hlis more efficient. It costs an extra ciphertext (for the case
x =y) from S to A and B only.

Let [ be the leftmost different bit between x and y. For i < [l and ¢ > [, e; and

el would be random values in Zy, respectively. When ¢ = [, we have e¢; = d; and

e, = 0. Therefore, f; is a random value when i #l and f;=d;. fz >y, fi =1
and thus ¢ = my; if x <y, fi = —1 and thus ¢; = my. For the case z = y, we

use an extra value c., to embed mg like scheme EQ-COCS.

Theorem 4. The GT-COC scheme has the correctness property, unconditional
sender’s security, and computational receiver’s security if the underlying homo-
morphic encryption scheme has semantic security.

Proof. (sketch) For correctness, consider the following three cases:

— 2 > y: let I be the index of the first different bit of z and y (from the most
significant bit), we have ¢; = d; = 1,¢} = dj = 0, and thus f; = ¢; + ¢} = 1.
Therefore ¢; = " ,™° - 1 + ml-gmo = my.
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— System parameters: n.

— Message sender S has messages: (mo, m1) and a key pair (PKgs, SKs).

— Receiver A has a secret x, and receiver B has a secret y, where |z| = |y| = n.
— Receiver A and B have a common key pair (PK, SK), where PK = (g, N).

1. Aand Bsend Epks(Epk(x:)) and Epkxg(Epr(ys)) to S respectively, 1 <i < n.
2. For each i € {1,2,...,n}, S decrypts the received messages to get Epx(x;) and
Epx(y:), and computes the following values via homomorphic encryption:
(a) di = xi — yi, d;::ri—l—yi—l
) ei = rieiy1 + d;, 6; = T;d;, where e,4+1 =0, 7“1',7’; €r Zn
(©) fi=ei+el
) ci= "1 fi 4 T eeg = mo + 305, 7 ds, where v}’ €r Zn.
3. S sends FEpk(c),Epk(ceq) in a random order to A and B, where ¢ =
(c1,c2,...,¢n).
4. A and B decrypt the received messages and identify the correct message.

Fig. 5. 1-out-of-2 COC scheme for “Greater Than” predicate: GT-COC3

— x < y: similarly, since f; = ¢, = d; = —1 in this case, we have ¢; =
(=1) + ™k =

— x = y: by the same argument in the proof of Theorem [3, A and B get mg
from ceq.

mi—mg |
2

For sender’s security, we see that if & # y, then for all ¢ # [, f; is uniformly
distributed in Zy. That is, all ¢;’s except ¢; are uniformly distributed in Zy.
For index [, according to the above argument, ¢; = mg if ¢ < y and ¢ = my
if z > y. Moreover, by the proof of Theorem [8 ceq = mo if z = y, and ceq is
uniformly distributed if x # y. Therefore, mg is unconditionally secure to A and
B if x > y, and m is unconditionally secure to A and B if x < y.

For receiver’s security, S gets no information about x and y by the seman-
tic security of the encryption scheme. As in the previous proofs, for each of
A and B, we can construct a simulator such that the adversary cannot distin-
guish the real view and the simulated view. Therefore, the receiver’s security
holds. a

4.3 A General Transformation

We provide a general transformation from COC} to the second case mentioned in
Section [l for COC. We use the GT-COC} scheme as an example. The alternative
model for COC is that when z > y, only A gets the message m and when
r < y, only B gets the message. We modify our GT-COC} scheme to meet
this requirement. In the beginning, A and B choose their own public/secret key
pairs, namely, (PK4,SK4) and (PKp,SKg). Then S lets m1 = Epgk, (m) and
mo = Epk,(m), and performs the scheme as usual. We see that if z > y, both
A and B get mqy = Epg,(m). But, only A can decrypt it to get the message m.
Similarly, if < y, only B gets the message.
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5 Extensions

In this section we introduce how to modify our COC schemes against malicious
parties and collusion. We also discuss the construction of other predicates. The
details of these modifications and extensions are left to the full version of this

paper.
5.1 Schemes Secure Against Malicious Parties and Collusion

We can make our COC schemes secure against malicious parties and their col-
lusion by using the threshold version of homomorphic cryptosystems. At the
initial stage, each party gets a secret key share (from a dealer or a distributed
key generation protocol). If the number of collusive parties does not exceed the
threshold, they get nothing about the message. Since all parties (including the
sender) exchange messages in encrypted form, all computation can be publicly
verified. After the final result in encrypted form is obtained, all parties perform
the threshold decryption for the result.

We need some non-interactive zero-knowledge proof systems for verification
in the corresponding schemes (assuming PK is the common public key):

— Proof of plaintext knowledge. The prover proves that he knows the plaintext
z for the encryption Epg () he created.

— Proof of one-bit plaintext. The prover proves that x is 0 or 1 for the encryption
Epk () he created.

— Proof of correct exponentiation. Given (multiplicatively homomorphic)
Epk(x), the prover outputs Epk (a) and Epg (2%), and proves that Epg (x%)
is indeed the encryption of z.

— Proof of correct multiplication. Given (additively homomorphic) Epg (z), the
prover outputs Epg(a) and Epk(ax), and proves that Fpk(az) is indeed
the encryption of ax.

We can find such proof systems for the ElGamal and Paillier homomorphic
encryption schemes [7,[19,6,9]. For the schemes INE-COC, EQ-COC} and GT-
COCY, the receivers need to prove that the encrypted messages they send are
indeed the encryptions of 0 or 1. Boneh et al. [4] provide a verification gadget
for this type of checking. Thus we can avoid using the proof system of one-bit
plaintext.

5.2 Other Predicates

In addition to the basic predicates, we can design COC (COC3) schemes for
many other interesting predicates. For these predicates, the sender may need per-
form multiplication on two messages encrypted by an additively homomorphic
encryption scheme. However, there is no known encryption scheme with both
additive and multiplicative homomorphism properties. Fortunately, Boneh et
al. [4] introduced an additively homomorphic encryption scheme which can per-
form multiplication on two ciphertexts one time. In the setting of using threshold
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cryptosystem, the sender can even perform multiplication on two ciphertexts ar-
bitrary times via some interactions [9].

In fact, our COC can be designed for any predicate based on the evaluation
of bivariable polynomial f(x,y). For example, to compute a public polynomial
f(z,y) = az2®y? + a12%y + agy, the receivers send the encryptions of z,2? and
y,y% to the sender respectively. The sender then computes the polynomial by
the following steps.

1. Perform the multiplication on the encrypted messages [4] such that z, = x2y?
and z; = z2y.

2. Perform the constant multiplication: asz2, a1z1 and agpy.

3. Perform f(x,y) = a222 + a121 + aoy.

After computing f(z,y), the sender can embed messages into the result.

Alternatively, we can assume that one receiver holds the polynomial f and
the other holds the secret x, and the sender embeds messages into the result of
f(z). For example, for the “membership” predicate, one receiver first encodes
his set of secrets as a k-degree polynomial such that f(z) = 0 iff « belongs to the
set, and the other receiver computes z,z2,...,z" for his secret z. The sender
then sends the message to the receivers such that they get it iff f(x) = 0. This
“membership” predicate can be used in our oblivious authenticated information
retrieval application described in Section 1.

6 Conclusion

We introduce a new notion of conditional oblivious cast, which extends condi-
tional oblivious transfer to the three-party case. The definitions of this notion
are given. We also provide some implementations for some basic predicates such
as “equality”, “inequality”, and “greater than” predicates. We believe this new
notion will be an useful primitive of cryptographic protocols.
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