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In the system-on-a-chip (SOC) era, designers tend to integrate a large number of IP (Intellectual
Property) components into a system. To increase the reusability of the IPs and facilitate the
integration, IPs are usually compliant with certain interface protocol, then they can concordantly
communicate with each other within the system. For high speed and flexibility considerations, the
specification of interface protocol gets more complex today. Therefore, to verify if the IPs can

work correctly after integrating into a system becomes a big issue in SOC verification.

The interface specifications are often written in natural language or timing-diagram. The first
problem of functional verification is how to translate the specification into a more precise
description. We can model the behavior of interface protocol with a well-defined description, and
then use it to detect errors and debug. We develop a description style which is suitable for
interface specification and automatically synthesis a protocol checker to detect any protocol error

violating the specification.

Keywords: Design Verification; Protocol Checker
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In modern system-on-a-chip (SoC) designs, certain number of building blocks should be
reusable intellectual property (IP) cores to accelerate the design process. To achieve an even
higher level of reusability, the platform-based design methodology, in which all IP cores are
pre-verified, is usually adopted [1]. An IP core is wrapped with the appropriate interface (I/F)
logic that complies with certain I/F protocol (usually an on-chip bus protocol) so that it can
concordantly communicate with other IP cores within the system. When the IP core is desired
in another platform utilizing a different I/F protocol, all one has to do is simply changing the I/F
logic wrapper without altering the core function logic. Thus, by separating the core function
logic from the I/F logic, the IP core can be easily and quickly integrated into different system
platforms utilizing different I/F protocols [2]. In addition, even under a given I/F protocol, the
I/F logic can still vary in a big dynamic range due to numerous valid configurations and options.

Therefore, the interface compliance must be verified thoroughly during SoC integration.

There are two major categories in the field of interface compliance verification:
simulation-based (dynamic) methods and formal (static) ones.  The simulation-based
verification approach is age-old but popular. Several studies are based on this approach. In [3],
the properties of a protocol specification are represented in HDL monitors. These HDL
monitors are simulated along with the design under verification (DUV) to determine its
correctness. In [4][5][6][7], methods of automatically generating monitor circuits, coverage
metrics, or verification patterns from high-level specification styles are proposed. In [8], a
commercial tool ACT is developed to facilitate the AMBA [9] compliance verification. In general,

all simulation-based approaches suffer from this common false positive problem.

Formal verification can avoid such false positive problem. Model checking [10] techniques
are used for I/F protocol compliance verification in [11][12][13]. In these works, properties of
the I/F protocol are specified in the CTL language. Then the model checker verifies the DUV
against these properties. Once the model checker reports a success, the design is guaranteed to be
100% compliant with these properties. However, properties in CTL are not easily thorough and
the process of extracting properties from a specification document written by natural languages is
generally complicated and painful. It is very likely that some properties are actually implied by
the specification but accidentally not extracted and thus ignored during the formal verification.
Moreover, memory explosion and excessively long runtime may be further serious problems
while the design size increases. All these issues potentially prevent model checking techniques

from being effectively and efficiently applied on interface compliance verification.

Recently, the assertion-based verification (ABV) methodology is getting popular and several
property specification languages (such as PSL [14], OVL [15], OVA [16], and SVA [17]) are
developed to provide alternative ways to specify properties in additional to CTL. These

emerging languages are relatively more easily understood than CTL at the semantic and syntactic



level. However, no matter which emerging property specification language is used, either the
(simulation-based) dynamic ABV or (formal) static ABV inherently suffers from the same

problems described earlier.

Our approach intends to verify whether the I/F logic is compliant with the I/F protocol at the
FSM level. The properties of the I/F protocol are specified as a specification FSM. We believe
that the FSM style is relatively more readable and systematic than other specification styles
proposed in [3][4][5][14][15][16][17][18][19] and thus enables complete property extraction.
The golden specification FSM is only created once for a specific I/F protocol and then can be

used to verify all designs claimed to be compliant.
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Figure 1. Notations of bus signals.
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Typical I/0 signals of a bus interface logic are shown in Figure 1.

Tbus the set of input signals from bus to I/F
Ows  the set of output signals from I/F to bus
Ieore  the set of input signals from core to I/F
Ocore  the set of output signals from I/F to core
Text the set of external input signals to core

Ocxt  the set of external output signals of core

In addition,

| ) Ier1 < 1us, the subset of bus inputs that directly controls the bus behavior from the
protocol perspective

Octri Octt < Ouus, the subset of bus outputs that directly controls the bus behavior from the

protocol perspective

We use the AMBA AHB slave interface as an example,
Ivus = { HSEL, HREADYin, HADDR, HWRITE, HTRANS, HSIZE, HBURST, HWDATA,



HMASTER, HMASTERLOCK }
Opus = { HREADY, HRESP, HRDATA, HSPLIT }
I = { HSEL, HREADYin, HTRANS }
O = { HREADY, HRESP, HSPLIT }

el HSEL+HREADTin
e2:HSEL-HREADYin-
(HTRANS=NSEQ)
e3:HSEL-HREADYine
(HTRANS=SEQ)
e4d: HSEL*HREADYin*
(HTRANS=IDLE||BUSY)
e5:HSEL(HTRANS=IDLE|BUSY)*
HREADY+«(HRESP=0OKAY)
e6:HSEL+* (HTRANS=SEQ||NSEQ)*
HREADY+«(HRESP=0KAY)
e7-HSEL*HREADY*(HRESP=0KAY)
eS:HREADY*(HRESP=0OKAY)
e HREADT+H(HRESP=OKAY)
el0:HREADY+(HRESP=0OKAT)

Figure 2. The spec FSM of a simplified AMBA AHB slave protocol.
It is not uncommon that just a small portion of bus I/F signals are classified into I¢y and Ogg.

For example, what value the address/data bus exactly carries does not affect the bus behavior at

the protocol level.  Also note that I¢ore, Ocore, lext, and Oext may differ from design to design.

An FSM is a quintuple M=(Q, Z, A, c, q0) where

Q the set of symbols denoting states
)y the set of symbols denoting inputs
A the set of symbols denoting outputs
o: QxBy - QxB,y the transition function

q0 q0 € Q, the initial state

In our approach, the protocol specification is represented in a specification FSM, or spec FSM.
It specifies whether the output response of a specific implementation (DUV) is legal or not under
a given input sequence. In other words, the spec FSM actually acts as a functional monitor of
the DUV. The possible DUV behaviors are:

1. don’t-care: The behavior is not defined since the input sequence is not supposed to appear.

2. legal: The output sequence is allowed by the protocol under a valid input sequence.

3. illegal: The output sequence is prohibited by the protocol under a valid input sequence.

Hence, in every spec FSM, two special states are defined: vio and dc. The spec FSM moves
to the state dc if a don’t-care input sequence is applied to the DUV. If the DUV behaves
illegally under a valid input sequence, the spec FSM moves to the state vio. If the DUV behaves
legally under a valid input sequence, the spec FSM moves among other normal states excluding
dc and vio. Accordingly, the spec FSM is an FSM M=( Q, X, A, &, q0) whose behavior is a
monitor of certain I/F logic where Q contains all normal states along with two extra special states
vio and dc, 2= I¢ U Oy, and A = ¢. Note that, unlike typical functional monitor designs, the

output set A of a spec FSM is empty since there is no need for extra outputs to indicate whether



the DUV behavior is legal, illegal, or don’t-care.

The spec FSM of a simplified AMBA AHB slave protocol is given in Figure 2 as an example.
In the state idle/busy, if HREADY is not asserted or HRESP is not set to OKAY, the spec FSM
moves to the state vio (e9). This implies that a slave cannot respond anything but OKAY to an
IDLE or BUSY transfer, which is explicitly defined in the AMBA specification. In addition, in
the state orig, if a transfer is initiated by asserting HSEL and HREADYin as well as setting
HTRANS to SEQ, the spec FSM moves to the state dc (e3). This infers that the master should
never set HTRANS to SEQ for the first transfer, which is an input constraint to the slave. These

inputs can be treated as don’t-cares since they are not supposed to appear.

To translate an I/F protocol from a document into a spec FSM is relatively systematic than into
rule-based properties (in CTL or emerging property languages). While building the spec FSM,
all possible combinations of Iy and Oy are considered for each normal state, which means all
possible transitions of each normal state are fully specified. For property-based methods,

however, it is really hard to determine whether all properties are completely identified or not.

By introducing the spec FSM, a DUV is compliant with the specification if and only if there
exists no valid input sequence (of any arbitrary length) along with the corresponding DUV output
sequence that can drive the spec FSM into its state vio. In this project, we propose a practical
approach for I/F compliance verification which is developed by modifying the monitor-based
methodology. Figure 3 shows the block diagram of our approach. It consists of four parts: a DUV,
a bus master, a FSM model, and a bus monitor. In this case, the DUV is the bus slave which we
want to verify. The bus master is used to initiate the transfers to the DUV. The FSM model is used
to describe the specification of an interface protocol. The bus monitor is a checker that catches
the values of the bus signals between the bus master and the DUV, and then compares them with
the FSM model to determine whether the DUV passes this test or not.

DUV (slave)

IP

core
Interface Wrapper

Master

{Sl:bEhg,J 1 Monitor ) Report

Figure 3. The block diagram of our approach

Our approach is performed in a simulation environment in which the IP component is



exercised. By controlling the bus master, we can use it to deliver the appropriate bus transfers to
the DUV. As a result, we can conveniently verify the DUV’s compliance to the specification of
the I/F protocol. Since the aim of our approach is to verify the bus interface, we assume that the
IP core in the DUV operates correctly during the simulation; that is, the original IP without

connecting the bus interface must be error-free.

Now we describe our verification flow. First, we model the specification of I/F protocol as a
FSM, which specifies the interactive behavior among the bus system, especially for the bus
master and the bus slave. Then, we simulate the whole system, including the bus master, the bus
monitor, and the DUV. According to the observation of the monitor, we obtain the actual
interactive behavior. Next, we compare the interaction with the FSM. If any conflict occurs, the
violations will be recorded in the error report. Otherwise, a coverage analysis of this simulation

will be executed and then the coverage percentage will be shown in the coverage report.

Table 1 Design information
Design Eroiaecl # primary # primary Supporting
inputs outputs responses
AC97 controller WISHBONE 11 9 Normal (wait)
SPI WISHBONE 9 7 Normal, Error
PWM/Timer/Counter] WISHBONE 10 6 Normal, Error
RGB2YCrChb AMBA AHB 8 3 Normal
Convolution AMBA AHB 8 3 Normal (wait)
MAC AMBA AHB 8 3 Normal, Error
Table 2 Experimental results for the erroneous designs
Design Inserted error Result
PWM/Timer/Counter|ACK and ERR are Test fails in the Normal state:
(WISHBONE) asserted simultaneously |ERR!=0
MAC The ERROR response is |Test fails in the ERROR state:
(AMBA AHB) given with a single cycle |[ERROR response needs two cycles
Provide a wait state to  |Test fails in the “Normal with IDLE/BUSY”
Convolution IDLE transfer state:
(AMBA AHB) HREADY!=1
Test fails in the “WAIT from Master” state:
HREADY!=1

In this project, we implant a compiler which can translate the spec FSM into a synthesizable
protocol checker in Verilog. We also perform some experiments to support our approach. These
experiments are conducted over six real designs. The circuit information about these designs is

given in Table 1. The first column is the name of design. The second column indicates the



protocol type of the design. The numbers of primary inputs and outputs are shown in the third and
fourth columns respectively. The last column indicates the supporting responses of the design.
The design AC97 controller is a simple AC97 controller IP core that supports one AC97 codec
with 6 output and 3 input channels. The design SPI is the serial peripheral interface IP core. The
design PWM/Timer/Counter is a multi-function IP core, which provides the user-programmable
PWM, timer, and counter controller. The design RGB2YCrCb is a RGB-to-YCrCb translator. The
design Convolution is a convolution calculator for discrete wavelet transfer. The design MAC is a

multiplier accumulator.

The experimental results demonstrate that all DUVs can be verified effectively and achieve
100% quickly. Besides, we also detect an error of the design SPI, which is claimed compliance to
WISHBONE specification by other compliance verification. After being modified, this design is
correct and can achieve 100% coverage in 19 clock cycles.

Furthermore, we also try to inject some errors into the correct designs and then conduct some
experiments for these erroneous designs. The results are shown in Table 2. We inject some errors
into three correct designs, PWM/Timer/Counter, MAC, and Convolution. The errors that we
inject to the designs are indicated in the column “inserted error”. The column “result” shows the
error report of the compliance verification. The experimental results for the erroneous designs
demonstrate that our approach can indeed detect the errors and indicate the states in which the

errors occur. This can help designers to shorten the debugging process.
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In the first year, we propose a monitor-based approach for interface compliant verification, in
which a bus monitor is used to observe the bus signals among the bus system and to check if they
conform to the interface protocol specification. This methodology can help designers to verify the
interactive behavior of an Interface protocol more efficiently. In order to systematically extract
the properties from an informal Interface specification, we propose a spec FSM model. Based on

this model, we can extract the necessary properties and avoid obtaining the redundant properties.
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In the first year of this project, we first study some popular interface protocols for SOC designs

and previous specification methods. Then, we develop a FSM-based specification style to model



interface protocol systematically. Furthermore, we also implement a compiler to produce protocol
checkers from the spec FSM automatically. This protocol checker can be used in the proposed
monitor-based simulation environment.

Besides, we also publish 2 international conference papers and submit 1 journal paper about
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Very Large Scale Integration Systems (Submitted).

These research and publication results indeed fit our expect goal in the first year.



