NSC89-2416-H009-015

88 8 1

8 7 31

> mjtsai@cc.nctu.edu.tw

(iEQI, Interactive
EDI over Internet)

Abstract

The purpose of this project will investigate the
interactive property for real time response to support
the format of Interactive Electronic Data Interchange
over Internet (iEOI) for the enterprise electronic
commerce in the Internet, also the ownership
authentication and copyright protection for the digital
business multimedia information. The research scope
will cover the integration of interchange standard and
communication network, the mechanism of data
security, the encapsulation of business multimedia, and
related topics. For example, adding the imperceptible
digital label, such as watermarking, into the digital
multimedia data could secure the trust for both
transaction parties. The signature could offer the
reference evidence, verify the ownership, protect the
legal usage and higher security for the electronic
commerce. We expect this study will create concrete
results and provide the opportunity to explore the
potential topics for associated researches.
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ABSTRACT

Electronic Data Interchange (EDI) has long been regarded as an
efficient way to reduce the paper work with fast business
information communication in the Vaue Added Network (VAN)
environment. However, EDI are basically designed for the
description of the text type data and does not support the
multimediainformation. With the booming of the Internet, VAN
is apparently with much less popularity and limited accessibility
and business globalization isin an inevitable trend. To reach the
potential customers easier and faster through the wide accessible
Internet, making business on the Internet has much lower cost
than on the VAN. As long as the security issue could be well
guarded with reliable connection, e-commerce will become
main business model in the near future. To achieve this goal, an
approach by using widely existing e-mail system in the business
environment is developed. In this paper, we propose a complete
business EDIINT (electronic data interchange over Internet)
through e-mail system by supporting UN/EDIFACT and MIME
formats and prove its feasibility and flexibility. In addition,
multimedia service and applications are also provided.

Keywords: EDI over Internet (EDIINT), MIME Encapsulation,
SMTP, Business Multimedia, Information Security.

1. INTRODUCTION

Electronic Data Interchange (EDI) is the basic document
communication format for the Electronic Commerce (EC). The
degree of the standardization and popularity of EDI could be
regarded as the strong index of EC for Business-to-Business
(B2B) and Businessto-Customer (B2C). By definition,
Electronic Data Interchange (EDI) is the computer-to-computer
exchange of business data in the standard formats. For EDI,
information is organized according to a specified format set by
both parties, alowing a “hands off” computer transaction that
requires no human intervention or rekeying at either side [1-5].

Theideaof EDI could betraced back to the 40's but the practical
implementation appeared till late 70's, i.e. Electronic Funds
Transfer (EFT) [6-7]. In 80's, persona computer and
workstation systems has been widely used in the business daily
practice and EDI based on the VAN environment also grows
popular within the business or between the business. The EDI
format could be different from business to business before the
standardization [3,4] in early 90's. Currently, there are two
widely used formats of EDI. Oneis ANSI ASC X.12 from ANSI
[3] and the other one is UN/EDIFACT (Electronic Data

Interchange for Administration, Commerce and Transport) of
United Nation's 1SO. ASC X.12 is developed earlier and
UN/EDIFACT has much broad coverage for business
applications. No matter which format, standard is accepted, a
common business communication format is inevitable and EDI
is the key component in business reengineering and competitive
advantage.

With the boom of the Internet, the request for the EDI over
Internet (EDIINT or EOI) instead of VAN has been formulated
through the format standardization and communication
openness. In addition, multimedia data along with text data are
common in daily usage of business applications which should be
considered as the important data formats for interchange.
Therefore, EDIINT must support the multimediadatato enhance
itsflexibility in order to benefit the business globalization.

2. INTERNET ELECTRONIC DATA INTERCHANGE

Transmission M ethods of Internet EDI

There are several communication methods on the Internet [8]:

1 FTP (File Transfer Protocol): A protocol for transmitting
text and binary files with speedy reliability. Suitable for
large document communication [9].

1 HTTP (Hypertext Transfer Protocol): A protocol for
WWW and widely used on the Internet. Suitable for
multimedia applications [10].

1 IRC (Internet Relay Chat Protocol): A protocol designed
for interactive discussion environment. Suitable for instant
interactive data and information transmission [11].

1 NNTP (News Network Transfer Protocol): A protocol of
Internet discussion environment. Suitable for the
packaging and transmission of distributed discussion and
newsfiles[12].

I SMTP (Simple Mail Transfer Protocol): A protocol for
transmitting electronic mail. Combining with proper
interface and encapsulation mechanism, it can be used for
most of the data format file transmission [13].

I Socket Transmission: A host-to-host direct packaging
transmission protocol.

Most of the protocols are pretty mature with certain degree of

popularity in various applications. So, it is very optimistic that

EDIINT can be widely accepted and implemented through

above mentioned protocolsin business utilization.

Among above protocols, using SM TP transmission protocol has
the highest benefit vs. cost ratio by considering the restriction of
the system installment expense and bandwidth limitation. The



EDIINT working group of the Internet Engineering Task Force
(IETF) suggests that using Multipurpose Internet Mail
Extensions (MIME) to envel ope or encapsulate EDI objectsthen
proceeding the SMTP transmission. The peer-to-peer property
of SMTP could transmit multiple datato many business partners.
SMTP daemon could quickly notice the host unreachable
condition for further response.

In the past, e-mail or netnews needs to use uuencode/uudecode
programs to package/unpackage multimedia information and
non 7-bit ASCIl language text information. This restriction
makes the communication not convenient due to multiple data
conversions. By using the characteristics of multi-party entity
and content-transfer-encode of MM E to encapsul ate the objects,
it makes the communication fluently.

EDIINT'SBASIC STRUCTURE

Rik Drummond et al. [14] of IFTF's EDIINT working group
have suggested EDIINT's basic structure in Fig. 1(8). There are
four parts: company's internal information systems, EDI
trandator, communications interface and Internet or direct
TCP/IP connection. These four steps form the EDIINT basic
data flow and the implementation can be varied. A prototype
structure of the proposed systemin our study isdisplayed at Fig.
1(b) and the dash lines between Fig. 1(a) and 1(b) show the
correspondence relationship. For example, company's internal
business data like purchase order converts to the recognizable
data for EDI translator. EDI trandator then converts the data
into EDI strings. RFC 822/RFC 1767 [15,16] makes the e-mail
MIME encapsulation. Through SMTP and Internet transmission
protocol, the e-mail envelop containing business data can be
sent to the business partner and the reverse procedures at the
receiver end will retrieve the original data to complete the data
interchange action.

As mentioned before, entrepreneur must select an open standard
as the EDI reference. In this study, UN/EDIFACT standard has
been adopted since the format is widely used in Taiwan and its
business partners. UN/EDIFACT hierarchical structureisshown
in Fig. 2. Detailed description and definition could be found in
[4]. Basically, as long as the sender and the receiver have the
same or compatible EDI trandator and MIME supported mail
agent, the data interchange action can be easily achieved across
the existing platforms. This concept can be utilized into WWW
browser as well if suitable plug-in is provided. So, using the
existing system and server could simplify the integration
problem and reduce the installation cost.

SUPPORTING MIME'SAGENT

The information packaging protocols of the communication
network includes RFC 821 & 822 (SMTP, Simple Mail Transfer
Protocol & Standard for the format of ARPA Internet Text
Message). They basically include the mechanism definition at
the application level and the information exchange standard. In
addition, RFC 2045/2046/2047 [17,18,19] define the MIME
content, encoding definition and RFC 1767 [16] explains the
MIME encapsulation. Selecting a suitable mail agent which
supports those protocols is very cost effective and can quickly
leverage the existing system functionality to adopt the EDI
capability. Popularly used mail agents like mutt, eudora and
browser's mailbox can be used in our proposed system design.

M ultimedia Encapsulation

EDI standard (i.e. UN/EDIFACT) basically addresses the issues
regarding the business text data. Due to the increasing computer
speed and reduced cost of multimedia creation in digital format,
multimedia information has been widely used in the Internet for
commercial use. Therefore, EDIINT should be able to support
the multimedia format to enhance its flexibility. Even the
multi-part and content-transfer-encode properties of MIME
could easily encode and encapsul ate the textural and multimedia
data, the relationship of the attached document does not reflect
the correspondence in the EDIFACT strings. Thisisto say that
even the mail header like Text Message Attachment and
Content-Description Header declare the attached information
but EDIFACT strings doesn't contain any description about the
multimedia content. To compensate the insufficiency, we usethe
free text tag of the segment definition to link the multimediain
the EDI strings. An example is following:
FTX+MULTIMEDIA_RELATION_EXTENSION+2+IMAGE:
00001:JPEG:DESK 0008.JPG:DESK_0008_NEW_CATA
LOG+VIDEQO:00002:MPEG:HELLO.MPG:HELLO_TO_
PARTNERS _MESSAGE’
Thisis a product directory information and FTX indicates
the segment of this free text. There are two files attached:
DESK0008.JPG and HELLO.MPG with some description
about the multimedia content. By comparing EDI
information with the Headers of the e-mail, the EDI and
multimedia files could be linked seamlessly.

3. IMPLEMENTATION AND EXPERIMENTS

An implementation flowchart of the EDIINT proposed systemis
shown in Fig. 3. This flowchart shows the consistent functions
suggested in Fig. 1(a). The testing platform is Sun SPARC 10
with Sun OS4.1.4. Mail agent is mutt and the adopted EDI
standard/message type is EDIFACT 98B/PAYEXT. There are
eight steps (Fig. 2 9]- ¥2) to complete an EDI data interchange
with multimedia capability. Step 91 performs the conversion
from the business internal datainto the flat file and multimedia
format. Flat fileistheinput of the EDIFACT standard translator
instep - and EDI string is then generated. In the mean time,
security control format could be inserted as well. Referring to
the mail agent's MIME capabilities in step _, emall is
encoded/encrypted aong with the attached multimedia data for
the EDI data. Associated information is included in the mail
header for necessary reference. SMTP server transmits the e
mail messagein step X from the sender to the dedicated receiver.
Corresponding decoding procedures are performed at the
receiver side to recover the origina information. Mail agent
unpacks the encapsulated mail message in step <. |If
multimedia data is attached, multimedia application program is
recaled to display the multimedia information in step .

Standard translator of step ¥4 at the decoder isutilized to convert
the EDI strings back to the flat file. Flat file is then further
transformed to the business internad data referring to the
business partner's datain step ¥2. After this, acomplete sender to
receiver e-mail transmission and data interchange is completed.

A financia payment instruction as the EDI example is shownin
Fig. 4. It follows Fig. 3's procedures to complete the
transmission. The business data in the payment instruction are
the payer T.H. Wu (1.D. 11027686) intended to transfer three
checks to payee M.J. Tsai (1.D. 11027687). The amounts of the
checks are $250,000.00, $100,000.00 and $150,000.00
respectively. Payer's bank is IIM Bank (Bank |.D. 1116) and
account is 00010061072156. The Payee's bank is NCTU Bank
(Bank 1.D. 11126) and the account is 00076154100786. The



transferring date is 1998/10/03 9:30AM and the auditer is
J.Stanton of the K. department.

In the beginning, the business data is converted into the EDI
strings in step 9]. By using mutt as the mail agent to do the
MIME encapsulation, PGVv2 encryptsthe EDIFACT string and
ascanned_original_doc.jpg multimediafileisattachedinstep - .
By using SMTP in step _, EDI's email has been transmitted
from T.H. Wu to M.J. Tsai. After the decryption and de-
encapsulation in step 1, EDI string has been converted into the
internal business data at step ©. The original information is kept
intact at the receiver end. The whole function goes smoothly and
very efficient.

As mentioned before, the proposed system using SMTP protocol
isbased on the availability of the existing system in the business.
For those professions which have devoted a lot of resources in
VAN-EDI, it is possible to build an EDI gateway to make the
link between VAN-EDI and EDIINT to reach the inter-operable
condition. Thisextension for the old system can extend the VAN
accessibility to the Internet with the lowest expense.

Thereisno doubt that the security issues are the most concerned
question for many businesses who plan to reach the
globalization by the Internet. PGP/MIME or SIMIME are
popular for MIME mail system with public key encryption
system and certificate authentication (CA) management
available. However, itsencryption durability is still under debate
and further stronger encryption system with better security
control is needed. Other protocols like SSHTTP (HTTP over
SSL) for EDIINT is aso feasible and Java Applet and Plug-ins
could load the business data and EDI from remote server during
the downloading which can make the whole action on the fly.
However, the similar situation for the security issue remained is
the encryption restriction by the U.S. government for the export
congtraint. We are optimistic to expect the ban lifted and the
web-based EDI environment is possible soon.

4. CONCLUSION

In this study, we propose acomplete business EDIINT approach
through mail system by combining existing UN/EDIFACT and
MIME format and prove its feasibility. In addition, there are
increasing need for business multimedia applications such as
digital watermarking image, video and audio data. To provide
the interrelationship between the EDI standard and the
multimedia information, our system supports the business
multimedia service and confirms its capability of integration. To
achieve the secure communication, we specifically encapsulate
the security control mechanism for the EDIINT. The technology
completes the actua implementation for the safe Internet
business el ectronic datainterchange and transmission. Our study
showsthat it is easy to integrate the EDI translator with the mail
agent for SMTP service, transfer EDI strings and business
multimedia under the reliable PGP/MIME protocol.

Due to the speedy commercialization of the Internet and the fast
prosperity of the E-commerce, we expect that our integrated
technology study could behave as the reference for the
development and the applications in the associated fields and
further benefits the business globalization
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Payment Instruction
S.N.#00001, 1998/10/03, K-
Dept

FROM:

Eer THWU, PRID:
11027

PR-Bank: IIM BANK(1116)

PRBID:00010061072156
TO:

Pagce: MITSAL, PEID:
11027687

PE-Bank: NCTU
BANK(1126)

PEBID: 00076154100786
AMOUNT:

#00001: CHK#00001,

GA2100000
AMT:$250,
000.00
#00002: CHK#00002,
GI3100000
AMT:$100,
000.00
#00003: CHK#OOO[B
GB1234567
AMT:$150,
000.00

Total 3 CHKs,
AMT:$500,000.00
NOTE:

K-Dept, Jack Stanton

Receiver

Fig. 4. An EDIINT implementation:
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A complete example from sender to receiver
+ At the sender side, business internal data converted into EDI strings
(% Using mutt mail agent to make MIME encapsulation and PGP encryption

(® E-mail sent to the receiver

+ca

From: Wu Tai-Hong
<thwu(@iimserv.iim.nctu.edu.tw>
To: Min-Jen Tsai
<mijtsai@ee.netu.edu.tw>
Ce:
Bec:
Subject: PAYMENT Instruction
Test
Reply-To:
Fec:
PGP: Sign, Encrypt
sign as: <default>
MIC algorithm: pgp-md5

Attach 5

- 1 [text/plain, 8bit, 0.2K]
ftmp/mutt-iimserv-10760-5 <no
descriptio

2 [applica/x-edifact, Thit, 0.6K]
result.edifact <no description>

3 [image/jpeg, base64, 55K]
scanned_original_doc.jpg <no
description>

From: Wu Tai-Hong

<thwu@iimserv.iim.nctu.edu.tw>

To: Min-Jen Tsai

<mjtsai@ee.nctu.edu.

Su ject: PAYMENT Insn'ucnon Test
Mailer: Mutt 0.91i

-- PGP Uutgut follows (cun‘ent time: Sat
ct 323:00:07 1998) -]

Good signature from uscr "Wu Tai-Hong
<thwu@iim.nctu.edu.tw:

Signature made 199!!10,’03 14:03 GMT
using 768-bit key, key ID DFASESDD
[~ End of PGP output -]

[-- The following data is PGP/MIME
encrypted --

-- Attachment #1 --]E i
- Ty texv’plam ncoding: quoted-
pnnm e, Size: 0.2K ]

-- Attachment #2: result.edifact ]
yg;e a p]lcalmnfx—edlfacl Encoding:
blt, ize; 0.6K -]

e § oppeted
[ Attachment #3:
scanned_original_doc.jpg -]

[ Type: image/jpeg, Encoding: base64,
Size: 74K -]

[- image/jpeg is unsupported (use 'v' to

view this
[-- End of PG fMlME encrypted data --]

 Decryption and de-encapsulation of the e-mail with the corresponding EDI definition in Taiwan
(@ At the receiver side, information converted back to the internal business data.
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ABSTRACT

A general watermarking scheme which adopts the multiresolution
wavel et packet transform and content based watermarking scheme
has been developed for digital image in this paper. The systematic
approach of the watermarking includes the selection of the image
content, the wavel et packet transform and the implementation of
toral automorphism asthe spatial transform for the watermark. To
efficiently embed the watermark within the images and provide
the robustness for the watermark detection under attacks, a
modular based element classification and adjustment of the
wavelet transformed coefficients has been utilized in this
research. Instead of using the random number generator to create
the watermark, the meaningful and recognizable seal image has
been used as the watermark which provides immediately strong
authentication information. In addition, the parameter settings of
the choices among the transforms serve as the key information in
decipher an watermarked image without referring to the original
image. Compared with other watermarking methods, our
technique provides a generalized approach for watermarking with
robustness.

1. INTRODUCTION

Doing business on the Internet has become an important business
model at present time. The Internet advances to an indispensable
data and communication channel around the world. Since every
transmitted data is digitized and can be easily duplicated, the
problem of the copyright protection for commercial or sensitive
data grows to an unavoidable situation for many businesses.
Recently, we have seen the strong demands for digital watermark
studies of audio, image or video multimedia data due to its
ownership authentication mechanism. Even we focus our research
on digital image watermarking in this paper, the method could be
modified for other applications as well.

Watermarking schemes can be categorized into frequency domain
[1,2] and spatiad domain [3] based approaches. The basic
requirement in watermarking is to make the embedded watermark
invisible or difficult to notice for digital images. Generally
speaking, frequency domain based approaches has better image
fidelity preservation and robustness under attacks than spatial
domain based techniques. The pioneering work from Cox et al [1]
has shown the discrete cosine transform (DCT) based embedding
scheme which uses random number as the watermark. Similar
approach can be applied to other transform like the discrete

"This work was partially supported by the National Science
Council in Taiwan, Republic of China, under Grant NSC 88-
2416-H009-021, NSC89-2416-H009-015 and Ministry of
Economic Affairs, under contract number 89-EC-2-A-17-0208..

wavelet transform (DWT) [4][5]. The drawback of this approach
is that it is necessary to refer to the original image in order to
extract the watermark which makes the authentication process
difficult. This problem has been pointed out in [6] where authors
developed a statistical detection scheme to resolve the problem.
Even spatial domain based watermarking is not comparatively
effective, the simplicity of the algorithm is usualy its
characteristic. How to leverage its usage in real application isalso
important.

To achieve a convincing ownership identification, a meaningful
and recognizable watermark has been adopted in this research.
Since the watermark has undeniable object content after the
extraction procedure, the rightful authentication purpose can be
more easily established. This paper is organized as following: in
Section 2, we explan the genera approach in the
multidimensional wavelet based digital image watermarking in
details. In Section 3, we summarize the experiment results and
outline its characteristics with comparison. Finally, we conclude
our integrated work with summary.

2. THE ALGORITHM

To start a wavelet transform based watermarking scheme, two
things need to decide: whereto insert the watermark and what kind
of wavelet decomposition with embedding scheme to perform.
The illustration of the consideration is shown in Fig. 1. Generally
speaking, it will make attacks or forgery hard if the watermark is
spread across the whole image. Since the content protection of the
imageis crucia, it isalso often to insert the watermark within the
major object or scene of the image to avoid the ateration of the
background. Here, we use the spatial masks to decide the complex
section of the image for watermark embedding. The criterion is
based on the operation of the matrixes (1) [- 10 ]] , (2 e
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either horizontal, vertical or both direction. The average
individua or summation value after the spatial masking provides
an index factor to decide where to embed the watermark.

On the other hand, the hierarchical decomposition structure of the
wavelet transform is the most often used in image compression
and other image processing researches [7]. The more general
wavelet packet decomposition can be utilized and worked as
another key parameter during the transform. An exampleis shown
in Fig. 1 (B). To further facilitate the operation, many good bases
of wavelets with better image fidelity preservation [7,8] can be
selected. In this study, the most common referred filters from [8]



Location of the watermark ( i.e. whole
image or part of the image, example
shown theinsertion areais the lower right
corner of the Barbaraimage)

structure with embedding scheme
( i.e. wavelet packet in random
structure, example shown the Barbara
in wavelet packet decomposition )

\ (
Input (A)
Image
Decision
p—>
The transform
watermark / \(B)

Figure 1. The decision procedure for watermarking an image.
(A) The selection of the watermark location in the original image (B) The selection of the wavel et decomposition

decomposition

are implemented but the scheme can be used for other wavelet
bases.

We developed a watermark embedding scheme in [9] which
adopts the toral automorphisms [10] as chaotic two dimensional
integer vector generators to select the location for the watermark
embedding. A simple demonstration is shown in Fig. 2 where
author's seal in Chinese character has been used as the watermark
and Barbaraimage is the original image. A simple introduction of
the algorithmisasfollowing: It startsto transform the nxmdigital
watermark into an Ak matrix. The formulais as following:
ANK) ng:gl ! Eg“}(mod N)
& & k+1E

Where kisacontrolling parameter, Nisthematrix size, (x, y) and
(X, y) is the pixel location before and after the transform. If the
formula Ax(K) hasthe period T ( which is generaly quiteirregular
due to the integer arithmetic) , (x, ) can return to the original

Setting S=16 S=32 S=48
original 56.27 dB 50.55 dB 47.08 dB
JPEG ;]rESQGe Error I‘Jgsgi Error ;]rESQGe Error
quality PSNR points PSNR points PSNR points

100 54.22 0 49.89 0 46.75 0
90 40.05 5 39.77 0 39.35
80 36.77 28 36.65 0 36.43
1
8

70 34.89 106 | 3481 34.67
60 33.52 162 | 33.46 33.36
50 32.50 257 | 3245 23 32.36
40 31.46 333 | 3142 80 31.35
30 30.15 390 | 30.13 | 149 | 30.07 46
20 28.26 428 | 2825 | 304 | 2821 | 126
10 25.39 438 | 2538 | 398 | 2537 | 319
0 17.15 465 | 17.14 | 417 | 17.15 | 399

Table 1. Tabulated value for S selection under JPEG
compression attacks. The parameters are n = 16, k
=12, (p1, p2)=(64,0), block size m=32, N=64, T, =
S/4 and T, = S/4*3.

U= |O(0O|0|O

location after Ttimes of A(K) operation. Therefore, if the point (/,
/) has ntimes of A\(K) operation (n < T), it needsextra T - n
operation of Ap(K) to make (/, j) back to the origina location.
From the encryption point of view, given k, nisthekey to encipher
the data, T - nwill be another key to decipher the scrambled data
back to the original order. An examplein Fig. 2(B) has shown that
the author's seal in Chinese character at the size 32x32 has been
transformed into the image size at 64x64.

In order to embed the transformed watermark into the selected
wavelet coefficients, an area of image size of AN at location (o,
) has been chosen from the wavel et transformed image as shown
in Fig. 2(A). The NN area could be any place within the
transformed image but it is often within certain subband. A
modular based threshold scheme has been developed in [9] to
embed the watermark. The rules are as following:
1. Definition:

set A - the chaotic transformed AN matrix,

set U - the collection of relocated watermark in A,

set B - the wavelet transformed coefficients,

S - modular value,

set C - for each (/) which belongsto set B and U,

o (i) - for each (i,j) within C, & (i,j) = C(i,j) mod S
2. For al points (/, /) in the intersection of set U and A:

If A(/ij)=1and B(ij) 0, then C(i,j)=C(i,j)) -0 (i) + Ty;

If A(ij) =0and B(ij) O, then C(i,))=C(i,j)) = (i) + Ta;

If A(/i,j) =1 and B(i) <0, then C(i,j)= C(ij) +0 (i,)) —Ty;

If A(ij) = 0and B(i,f) <0, then C(i.j)= C(i)) +& (ij) —To;

Where T, and T, are thresholds as the differentiation values for

watermark embedding.
In Table 1, we listed the impact of selection of Swhich is directly

related to the image quality of the watermarked image. The rules
for watermark extraction are as following:

1.  Fromthe embedding procedures, thereare n, k, py, po, m N,
S T1, T, key parameterswhich will be used in the detection

steps.
2. Déefinition:
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Original 512x512 Barbaraimage

(B) [ELEFE
EPsE

IDWT

» ' 4
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Figure 2. Embedding procedures for the digital watermark
(A) Forward and Inverse wavel et transform of the image
(B) Two dimensional toral transform of the digital watermark

set Y - Using the information of (py, py) to extract the AKN
block area from the wavelet transform domain.
e(iy) -foreach (ij) withinY, &) =Y(ij) mod S
set D - a Ak matrix.
3. For dll points (i,j) within'Y,
Ifle()| (Ti+T)/2,thenD(i))="0;
Ifle(if)|< (Ti+Ty)/2,thenD(ij) =‘1';

4. Usen, k to perform T - ntimes of Ap(K) operations for D.
The watermark will be located at the upper left corner of the
reordered D set with size mxm.

The illustration of extraction procedure is just reverse the

embedding processes as shown in Fig. 2 and some experiment

results can refer to [9].

3. DISCUSSION

As mentioned earlier, we use the spatial mask to decide where to
insert the watermark. The Barbara image is split into four parts
with equivalent size. Table 2 shows the operation results where
numbers are the average absolute values of the spatia difference
in vertical, horizontal or both directions. Apparently, section four
has the highest value as the complex content in the image from
every spatial mask. Fig 3(a) and (b) illustrate the comparison of
embedding the watermark only in the lower right corner and the
whole image with different modular value under JPEG [11]
attacks. Basically, both plots are very comparable with small
variation. Even there is no significant differencein the PSNR and
number of error points measure, it suggests that watermark
embedding in fraction of the image could be as robust as the full
frame embedding. Similar approach has been applied in Lena and

Quadrant 1 2 3 4
Mask (1) 19.40 10.33 14.27 31.27
Mask (2) 53.61 54.06 48.33 59.89
Mask (3) 29.72 24.34 19.97 32.66
Sum of 88.73 102.73 82.57 123.82
Mask(1)(2)(3)

Table 2: Average vaue after the spatia mask (1), (2), (3)
operations (the matrixes are expressed in section 2.)
applied to the Barbara image which is split as four
guadrant from the center.

several other images. For Lena image, the performance is not
significant since the values from spatia masking could not
uniquely indicate the complex content location. This meansthat if
thereisno particul ar representative content indication, embedding
watermark in the whol e image frame achieves the most robustness
to preserve the image fidelity. However, the location of the
embedding could be still akey during the watermarking.

It is also possible to change the embedding area of the watermark
in the subband as shown in Fig. 2(A) where the modular values N
of thetoral automorphism are 50 and 64 respectively. Fig 3 (c) and
(d) illustrate that the behavior of the robustness and the
performance are comparable for both embedding parameters.
Further tests for wavelet packet decomposition achieve similar
results which demonstrates that the packet decomposition
structure could be another key during the watermark embedding.

4. CONCLUSION

In this paper, we introduce a general approach which
incorporates the applications of wavelet packet and adaptive
gpatial transform for watermark where toral automorphism
with the modular based threshold scheme for watermark
embedding and extraction is adopted. The selection of the
image embedding area, the wavel et packet transform and the
implementation of toral automorphism can be used as the
key information for the watermarking. In addition, the
operations of spatial masking provides as acontent indicator
to decide the location for watermark embedding. The
experiments have shown that the robustness under attack
like image compression from fraction image embedding has
comparable performance to the full frame embedding. In
addition, the meaningful watermark provides strong
ownership authentication capability. Compared with other
watermarking methods, our technique is a generalized
approach for watermarking with flexibility.
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