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1. SET Secure Electronic Transaction

Vi sa Mastercard IBM Microsoft Netscape Verisign

SET Secure Electronic
Transaction

a.
b . SET
a. Confidentiality
(DES key)
RSA 1 0 hitg DES key

Non-SET Triple DES
(Digital Envelope)

b. Integrity
SHA-1

Private key Digital Signature

C . Authentication



Java Card

javacard
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key GSM Ki
Challenge

Non-Repudiation

SIM

IC uP
GSM SIM Card

Challenge-Response
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3. uC/OSI

HC/OSHI uCoSs 1992
HUC/OS-1I timedlice
pC/OSHI
CPU
pHC/OS
fixed-sized memory
manager user definable callouts on task creation task
deletion task switching) system tick TCB
extensions stack checking
a. Open Source
b. Portable
C. ROMable
d. Scalable
e. Preemptive
f. Deterministic
HC/OSH|

HC/OS-1



4. JNI

Jini java technology
middleware sockets
remote method invocation network plug
and work federation

a. network plug and work
b. erase hardware software distinction
C. enable spontaneous networking
d. promote service-based architecture
e. simplicity
Jini Jini
Jini pure javalanguage
java native code
methods Jini
middleware layer Jini
a infrastructure
i. distributed system integrated into
remote method invocation
ii. discovery protocol join protocol
iii. look up services
b. programming model
i. leasing interface
ii. event and notification interface
iii. transaction interface
C. services

i printing service
ii. java-spaces service
iii. transaction manager



Infrastructure | Programming Model Services

Java VM Java APIs JNDI

Base -

Java RMI JavaBeans Enterprise Beans
Java Security JTS
Discovery/Join Leasing Printing

ava Distributed

+ 1S “. ue Transactions Transaction Manager

Jini Security

Lookup Events JavaSpaces Service
Jini Architecture Segmentation
Jini
principal access control list
Jini

Secret Key

Hellman 19 7 6

Public Key
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Plaintext

Ciphertext

a.
b .
c.

Ri vest Shamir Adl|l eman 1978
RS A RS A

RS A
RS A
a p q
b n = p x g
C e e

GCD(e, Y(n)) =1 U Eulery ¢= (p-1)xqg-1)



d. Extended Eucl ean

d =e* modg(n)
e. p q d
f. n e
C
C =M *¢(modn)
g. C d
C =M ?(modn)
RSA
C

RSA 1024 bits

AES
a . AES
b . AES
C . AES
256 AES
Collision-Resistant
d. AES
256
e. AES
AES
a . AES
b . AES

c . AES

Al gorithm

M
e M
d
(AES key)
AES
AES
Functi omMash
128 32

key

192

AES
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DES AES —DES
DES 1490000 AES AES
RSA
a . (one-time password)
b . (two-factor authentication)
(token)

(two-factor authentication)

RSA token code (PI' N) .

RSA ACE/ Server ) RS
ACE/ Server

RSA
RSA 60
Pl N
RSA ACE/ Server RSA

6 4 (seed value)



60
ACE/ Server

b .
Token 60
Token
Token
Token
SET
Transaction Java card HC/OSHI
middleware
Javacard
Javacard

('system on a chip architecture)
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RSA

Tokencode

Token

Secure Electronic

Jini

AES
(RSA)



RSA LC/OS
JAVA CARD

RSA uC/0S

JINI AES

JAVA CARN JINI AES

( )

CPU AES RSA HC/OSHI
AES RSA
HC/OSHI
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( Certificate Authority, CA) CA

( ) CA
CA
CA
RSA AES
Jini SET
a . FPGA RSA AES
b.
C. AES
d.
e .
[1] ) ] ] " "1 ] 92'

[2]W. Stallings, " Cryptography and Network Security: Principles and Practices”,
Prentice-Hall,third Edition,2003

[3] Mastercard and Visa, Secure Electronic Transaction SET  Specification Book1
Business Description, Version1.0, May 31, 1997.

14



[4] Mastercard and Visa, Secure Electronic Transaction SET  Specification Book2
Programmer's Guide, Versionl1.0, May 31, 1997.

[5] Mastercard and Visa, Secure Electronic Transaction SET Specification Book3 Formal
Protocol Definition, Versionl1.0, May 31, 1997.

[6] 1 1 1 " "1
pp4-2~4-5, 2000.

[7] N. Bannow, "Java-processor for SmartCards and small embedded system’”, ( in German)
Diploma thesis, Institute of Applied microelectronics and computer engineering, University
of Rostock, Dec. 2000.

[8] M, Constantinos, "Java Card Technical and Security”, Information Security Technical
Report, vol.3, no.2, 1998, pp.82-89.

[9] " Java Card
, June 2001.

[10] Scott Oaks , "Java Security', 2nd Edition, May 1, 2001
[11] Jan Newmarch, " A Programmer’s Guide to Jini Technology',November, 2000
[12] , 2002 ,2002

[13] Jean J. Labrosse, " MicroC/OS-11 . the real-time kernel',CMP Books

15



