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In randomized algorithms, it is an important subject how we could generate a random
number and de-randomize randomized algorithm with random numbers. An extractor is an
algorithm that is able to extract randomness from weak random source. It is now the major
method on de-randomizing a randomized algorithm. We could make extractors from
pseudorandom generators, and these pseudorandom generators are based on some very hard
predicate. And one aspect of our research is to explore the relation between extractors and some
well-known open hard problems, and the way to use pseudorandom generators more efficiently.

Pseudorandom sequence generators are essential components in many cryptographic
algorithms including stream-cipher algorithms, block-cipher algorithms and pseudorandom
number generators. The security of many cryptographic systems depends upon the
unpredictability of the numbers generated. Therefore, constructing a good pseudorandom
sequence generator becomes important. The theory of keystream generators in stream cipher has
been developed for many decades. Most modern constructions of stream ciphers are based on
linear feedback shift registers (LFSR) due to their simple structures. In addition, a lot of
mathematical tools and theory are developed to help analyze the randomness and unpredictability
of the numbers generated. In stream cipher, a keystream generator should be able to defend all
possible attacks which are caused by the weakness of designed Boolean functions. The designed
factors of a Boolean function include balance, correlation immunity, propagation characteristics
and nonlinearity.

In this project we have investigated three kinds of LFSR-based pseudorandom number
generators: filter generators, combining generators and clock-control generators and study those
characteristics of related Boolean functions for us. In 1967, Golomb was the first to establish
some criteria for pseudorandom sequences. To follow Golomb’s criteria we finally use five
statistical tests to justify the goodness of our proposed pseudorandom sequences.

There are two directions to construct functions of high nonlinearity and correlation
immunity. One is to find a high nonlinear combination function under the constraint of fixed
correlation immunity. The other is based on high nonlinear bent functions to produce high
correlation immune Boolean functions. In this project we use genetic algorithm approach and
adopt the first direction. The resulting Boolean functions work well.

Keywords: randomized algorithm, extractor, pseudorandom generator, keystream generator,
linear feedback shift register, correlation immunity, nonlinearity, Golomb’s criteria,
genetic algorithm.
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P AMEFRAAEATTL A PT U E L SkE A F R R RIS N
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52RAFFEZEGA
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Holland 2 H P& ~# 4 4 1075 1 2 B 1) kcr[26] » H 2 B P chke™ © — ~ U B A £ & i
PEZ@RFRAY TRRAB - QFL G, DR ER - REFR ATIFR D
EEBFPIT R R PR TR T M E R MR RS P AT B AT
s AT 5 GA @ AL R BATE R Lt > B & @ siyss (pattern recognition) [1] -
1T EAER Y e A% ¥ 4] (mechanism learning )[1] 2 % #F & i i A° 41 ( optimal problem )
[18,41]% > GA # & i 7 — f&7 2002 fLen 4 4550 o

CALigAmdfechlatigg, SAHA WRAPRET GH25 > 2@ Hilix
hd it ER o E2 - BRG ARSI AT ED R UERCEEL S R
venifAr o H R CAE - AR T AR P F2ERFALEBL SRR
PRGN I ARERE gk N RSP B R R R AT o B R AR T At
1 (evolution) % &% (selection) [42] - o f2; K e gbalz. - & 8 GA 8% AR
o p AN AR OYEIAFATHOA T S 0 @ B2 % (coding) &=
AR S TR 0% ¢ 1 (chromosome ) @ 4 i TR % § Rt & e A fE2 & A Tl
£ 48 (population ); ¥ #b > w53 i v T E g d GA ¢ oh= BiF E #4148 @ (reproduction ) ~
2 fir (crossover) &2 % % (mutation) X 3 iF T2 4 3704 > A GEP I - BIFL K
dr®s e (fitness function) 2 245 H 2 % kB > 73 P EE U B EHE R RS HfEp R
R EF R S St i LK o GA hifBE At - AR
PR AT A P APEOTE IR E 2 o GA G R B F € Far RINEEfEY 5 A GA ik
BLRI AT R PR o e ft A B d A0 R QBT E A B SUPR T o
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(initial population P(Q) ) » %% 12 34 S0 il (7 &3 0 2. (8 i i o 1 Bl KT B E fE o
Procedure GA {
g=0;
initial population P(g);
fitness P(Q);
while(g < termination criterion) {
g++;

select P(g) from P(g-1);
crossover P(Q);
mutate P(g);
fitness P(g);
} //end of while
} //end of procedure GA
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BRI T g GA ¢ pow B E ] (selection) ~ A FE Y
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4 14.4%
30.9%

5.5%
49.2%

F5-3 % ¢ M2 il &4+

BeA 2 BTV LER ot bP F AP AL 03100 2 Fehiz L7 B a0t R 43
PO 144 TN o B 1A RIAREY > F 2 144 D] 636 AR 25044 48
WAE P 0 F 420 633 7] 69.1 B 3BLM 4 WALE Y o 4-% £.69.1 7 100 PIE A 45 M
dOBEEEL Y o AR L3RS Sy o BARE D OB AR o A B A RS
4 FeRAp o

S sl I T ;k‘;ufq\;izk A AR AL R A S fedtens N EIRA N R
P NEFA LI NP e B AR L AR ISR GERBE DA FEBLET - K
MERART LG N F PP AREE I RFDVLLET AEBAT LY @
TR S AR B o RSP BA TR R A REGREEL - &
BAAT] LAFFEML §F BF AR EfEY DR B AP D FRHA T MDD
fe™ 34395 5 4F[18,26] - T WRREF Lz F - |4

12
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AR i AP AN SR i A - BEL I W ATFREARDIHAR
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FRP 2 LFSR cndig I A 72§ Ap ML o 2RA o v RgFptendofs > APy Pk E
FEAT NI EE o PSR EF RS N EFS - BARMRF RS ETL s
Solfce Flt 0 0 J B EARMITEE ARG P HTEE FH - BE AR AR 2L
PU S LRI SO

Pt @B R BT M AR S RARIDPEFAB e Y 0 B 2 ARTH
S APM L ABIFEDIEET > FH - BRERPARF OEE S V- AR £ A

BALAR 2 Bent Sl B 5B ABIHEE S S0 B ENEF M LR ik
R R A -8 S R f&&ﬁ Sz Ap B AL gk FA B i 12
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P fic2. Sodgest i 600 232 5.1[43] ¢ sz g sV A 4 o
I 50: - B(mMnCl 3# Bl f(x)7~F - B @{t,n)Cl S#Hc > 1<t<m o

AL I G Gl S WO TS i g ']%ﬁ%] FHcX, (1<i<n) Bz (independent) e
Ft=m-1pF > d @Fnf T3 > ¥ I AviE
Pr(f(x) =1 X, =a,,.. X; =2a,,)
= Pr(Xim =1)Pr(f(x)=1| Xi1 =a,,.. Xim,l :amfl,Xim =1)
+Pr(X; =0)Pr(f(x)=1| X, =a,,.., X;  =a,,,X; =0)
d 3 f(x) 2= @ (m,n)Cl & e > F]
Pr(f () =1 X =a;,... X,  =a,4)
=Pr(X,, =1 -Pr(f(x)=1) +Pr(X, =0)-Pr(f(x)=1)
Bl Pr(f(x) =11 X, =a,,.. X, =a,,)=Pr(f(x)=1) » &M 7 f(x) &L~
(m-1,n)Cl 3% -
Ft=m-2pF > FfRend 5l N FIL > VLA
Pr(f(x) =1 X, =a,,.. X;  =2a,,)
=Pr(X, , =DPr(f(x)=1| X, =a,,.. X; , =a,,,X; =1
+Pr(X;  =0)Pr(f(x)=1| X, =a,,.. X; , =a,,,X; =0)
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d 3t f(x) - B (m,n)Cl e » F]pt
Pr(f (x)=1] X; =ay,.. X, , =4, ,)

=Pr(X,, ;=1 -Pr(f(x) =1 +Pr(X,, = O)~Pr(f (x) =1)

L PH(f () =11 X, =8y X, =8,,) =PH(f(0=0) » E@M 1 f(X) L- @

(M-2,n)Cl Siffce r2 840 7 F P 430975 £ 1<t<m-1> f(x) 55 _(t,n)Cl
S o

|

LRS5L: % i A (mn)Cl e 2 P(f,=1) =P(f, =1)=p - Ain+1%Hi- ~ ok

FOXL Xy, X)) = Xy BLOXL X X))+ (XK +D) - £, (X, Xy, X))
B (mn+1) Cl e > ® P[F(X,, X, X,)=1]=

zﬁ}.p’; . TF):C\;L: Zl= f:]_()(]_,)(2,"',)(n)—,";i‘7 22 = f2(X1,X2,---,Xn) ’ %gd;y; z"?‘_‘i’ﬁzl N 22—,"’2" xn+1 ]’fL..“fb’é‘L
A RIETE R X Xy, Xy B Xy B T
P(Z; =1 Xy =X, Xy =X, Xy = Xy X1 = Xnua)
= P(Zl :1| Xl :Xl,XZ :XZ,"',Xm :Xm)

=P(z, =), i=12 (2)
FNL= f(Xl,Xz,--',Xn,XM) Zeom o AP T R E(LDF uAeE 0§ X, =1
= f(X1’X2"”’Xn’Xn+1): fl(X11X2"“’Xn):Zl 3)
iil; n+l = OBi‘
Z=1(X, Xg, X Xpg) = B2 (X, X000 X)) = 2, (4)

A~ d(2e03) 47 aiET \i ;
P(Z=1| X, =X, X, =Xy, -+, X, =Xy, X1y =1)
=P(Z, =1 X, =%, X, =X+, X = Xy X g
P(Z=1| X, =X, X, =X,,++, X, =xm,X . =0)
=P(Z, =1| X =X, X, =Xy, X, =X, X,y =0)=P(Z, =1)
m P(Z,=1)=P(Z,=0)=p » 7]t ¥ i da
P(Z=1| X=X, X, =X, X, =X, Xy = X)) =P(Z =D =p

=1)=P(Z, =1)

= PZ =1 X, =%, X, =X, X; =%, Xy =Xp)=P(Z=1)=

d %2 50 foif

:>P(Z :1|X :X’Xlzlez”xlm:Xh-n):P(Z :1):p

* I«LL lgvif(xlyxz’ ’ xn7xn+1) {ﬂ} (m'n+1)C| ‘Zx'g{ .
E R RILY o PR R - BADM A St o 0T B B e bl

#6024 (27)Cl Sk
HA- G i)
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f(xl’ XZ’X31X4) = Xl + X2 + x3
f,(Xp, X, Xg, X)) =X, + X, + X,

Ha=
fL(Xy0m 0 Xs) = Xs - F(X) + (X5 +1) - F,(X)
=Xy + X, + X+ X5 X5+ X, X5
i3k i B efapt 7 (permutation) 3 1-55,253,352,451,54
A F (X Xg) = X+ X+ X+ X, X, + X, X,
2=

fi (X1 Xg) = Xg - £(X) +(Xg +1) - f,(X)
=X, 4+ X+ X+ X X, 4+ X, X, + X, X+ X X+ X, X+ X X
+ X X, X + X, X, X+ XX X + X, X X,
BREPROEI5153,254,355,456,5-51,6>20]
f,(Xp s Xg) = X+ X, 4+ X+ X X+ X, ++(Xg +1) - £,(X)
=X X+ KKK, XX+ X X + XK+ XK, K + XX
+ X X X+ X, X, X+ XX X + X, X X

N

EHMPMEE S o AL T K AoT !
(1) %45 (coding) :

AR dERE L SolicE (FA TR E A TR A }1 L g BN AR
SHPH 2 A WO AR BEREIT o d SG e b) ¢ T ougm o 8
w#ﬁlj?’c@:%‘i BARR L Slco @ T wPF| S Niari o A - BARR A Solice FM
WM AR SRS GE DRB AT - B RT o W ‘i%f}df’fgﬁ,pg ,
7NCl Snfgeend ¢ W47 5 ¢

2 3 4 5 1]
{[34561 2]}

AP o35[2,3,4,5,1] % 7 A0 M Ak S lic? B X, X, B X, 1 X Bk X, X,
Bt X, X Bt o B X B A X s Bt o AR E b AP g kR A

k'
%

& ﬂ}#%ﬁ;ﬁ.@é’ ,g%‘y M 75'7,\)‘1 )T”J%’\ L’J‘J#E;ljj\z\ﬂ- ’ &p‘,# Lbjfé-g g j\ L%&#E F&g é’b ‘:},& er]-
@m4‘3 'ﬁé’?v‘ ka*jr‘?vl » e bl’i&rd]/ﬁ-rf/z m%’—kj\ﬁ‘uﬂl’] #&ﬁa y ]Z;.;J:EE’* S AU m;?;’%ﬂ .

LR REEERLS -

(2) 4 # (reproduction) :



HAEREP 20 B (612)Cl it i % 0 AT A chifd M- & BRI MLT G D

A58 FoT

[2 6 5 1 7 38 9 4 3
[6 10 2 3 4 85 9 7 1 =\,
[4 7 1053 16 9 2 11 8]| |z,

B o oy~ E s 2 B0 5 910,11 gt e

;Ipev 4'-“,41

- B34 S#k (fitness function) » p Snficd & et ip F3|jE - BT e s S
By R o RPEIEA Sdc® 0 452 (weighted roulette wheel ) 3 N RSP E L 4
i~ 4 72 (mating pooling) #is R FRiEE 2% o A v @ AR GBSl T(X) #rdk )

E S B g A R R AT
a3k fitness(F) = Max—max‘S(f)(W)‘+§ » 0 =(Max—Min)/4

H ¢ max‘S

i f(X) el & 5 Maxss Min s w] (% & JL T2 o 2 489 ot wm
S R R S B A ] R RS g o
fitness( f;
& S i Pri: S ( |)
> fitness( ;)
i=1

(3) % iz (crossover) :

AT A0 g d A - maPsgs N kAT o LS M fe s BT
HEL S R IFHFL I A LI REFLIETPERY > pHEFY —r%gﬁi%#k?d
Mo gt o FIPt > AP IR V- BRAFh N S EEBLI Y PSR EEE
77 2 feiE

b

BisA4md N kAL - B WEPAT o BRERS BL I
f

(612)Cl s f, foie 72 e f,f, & 7407 ¢
[2 56 48 3 91 7]
f,=/[6 51 4 3 2 9 8 7 10] :
1 3 21 46 957 8 10]
[4 6 1 27 9 8 3 5
[l 3 526 47 10 8 9]
[l 10 8 7 2 5 4 11 6 3 9]

FAMA S MY AR B A A A - s B ORE B A RS 2 B rlhR R e

%ﬁwmc&%¢¢3§%’&%%ﬂ%ﬁa&»;ﬂ@maaﬂ’ﬁwamz’m&&

LI 1§=3-333 R A BBl 30 ¢ B R s10-3%2=4 - §

B 4o
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[ 5 1
1 3 5

AAF RS TERTfe 0 S PE Y Rl T kg o FAKA BG4
B23 > PR3 EO6IH > KAE 254 BRI ET I o WHEBRP 40T

[6 5 1|4 3 2 9|8 7 10]
[1 3 5|2 6 4 7|10 8 9]
[ 5 1|2 2 4 9 |8 7 10]
[1 3 5 |4 88 2 7 |10 8 2]
[Z 5 1 ‘2 s 4 9 |8 7 10]
[1 & 5 |4 3 2 7 1o 8 9]
[Z 5 1 4 68 2 9 |8 7 10]
[1 & 5 |2 3 4 7 1o 8 9]
[Z2 5 1|4 6 2 7lg @ 10]
[1 & 5|2 2 4 9|10 8 7]
B 5-10 © % feid B 3 b

L %ﬁ_’»‘i ]ﬁa—% 7 I;’f"%,ﬂéf{_"v"? 'I'/‘EET%L‘"{‘JF s EY B 4 0 R g&g% T iER- BRI

el 0 i 2 e e
(4) % % (mutation) :

ko ¥ SR RS s - BACLHREFT (00001) HHE B AT L
| B REY B BRSNS, AT B (E 0 0, 0 5 S E B e e o B Bde

TUREKR j=2,n=41,=7 > R

[2 56 48 391 7]
6 51 43 29 8 7 10] —
M1 321 46 957 8 10]
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[2 56 48 391 7]
6 51 9 3 2 48 7 10] .
M1 321 46 957 8 10]

Wit s LEGRAFREZ2BELF > AP 7 VEDAES KR F RS BOR ol
o AP (6,12)Cl Sl (T e Rae TR sk o F AMEIIER 8 BAPM LA S HKITE N
0 AT A d AR > PEFR BB L5 BLIMaFE 7 IELP I L

80 45— f B4eT & 52577 o AR 1 10 &1 4t
= B Fo(w) | 324 Sl B At
£ | -1025 65 8.3%
£0 1023 67 8.5%
£0 -769 321 41%
£ 0 1025 65 8.3%
10 | -1025 65 8.3%
£0 1023 67 8.5%
£.0 1023 67 8.5%
0 | -1025 65 8.3%

%520 % O AT R¥E =0 JHEE PF A6 EL

= B Fe(w) | 34 SndiciE A
f,040 769 65 4.2%
fz(lo) 769 65 4.2%
fs(lo) -769 65 4.2%
f4(10) 767 67 4.3%
40 -513 321 20.7%
f6(10) -513 321 20.7%
f.40) -513 321 20.7%
f .10 -513 321 20.7%

253 510 AT N E A EEEBFLAGTEE
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n 1 ] 1 ] 1 ] 1
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Bl 5-11 © 3 B 1t S A2

A2 R FE AR AT & 53495« Aird B 5117 0 d A b LA S e Fy (W) @
g% 08 51102%096 log * 7 ARE G 52 A H A Sl
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Sl B AP P s T Silica B N § R A Rk E > T AR R 0 S

TARBE Raugit o HiEmap oL g oo

E PR 1 g 513

22




[1]

[2]

[3]

[4]

[5]

[6]

[7]

[8]

[9]
[10]

[11]

[12]

[13]

[14]

[15]

[16]

\\\?{Ir

T R

C. A. Ankenbrandt, B,P Buckles and F.E. Petry, “Scene recognition Using genetic
algorithm with sematic nets”, Pattern Recognition Letters, VVol. 11, 1990, pp. 285-293.

E. Biham and O. Dunkelman, “Cryptanalysis of the A5/1 GSM stream cipher,” in Progress
in Cryptology — INDOCRYPT 2000, vol. 1977 of Lecture Notes in Computer Science, pp.
43-51, Springer-Verlag, 2000.

A. Biryukov, A. Shamir, and D. Wagner, “Real time cryptanalysis of A5 on a PC,” in
Procedding Fast Softeare Encryption 2000, New York:Springer-Verlag, 2000, Vol. 1978,
pp.1-18.

S. Babbage, C. D. Canniére, J. Lano, B. Preneel, and J. Vandewalle, “Cryptanalysis of
SOBER-t32,” Fast Software Encryption 2003, to be published in LNCS.

J. Bernasconi and C. G. Gunther, “Analysis of a nonlinear feedforward logic for binary
sequence generators,” BBC Tech. Rep., 1985

T. Beth and F. Piper, “The stop-and-go generator,” in Lecture Notes in Computer Science
209; Advances in Cryptology: Porc. Eurocrypt *84, T. Beth, N. Cot, and I. Ingemarsson,
Eds., Paris, France, April 9-11, 1984, pp. 88-92. Berlin: Springer-Verlag, 1985.

M. Briceno, I. Goldberg, and D. Wagner, “A pedagogical implementation of A5/1,”
Technical report, 1999. web publication, http://www.scard.org/gsm/body.html.

L. Brynielsson, “On the linear complexity of combined shift register sequences,” in Lecture
Notes in Computer Science 219; Advances in Cryptology: Proc. Eurocrypt 85, F. Pichler,
Ed., Linz, Austria, April 1985, pp. 156-166. Berlin: Springer-Verlag, 1986.

B. P. Buckles, F. E. Petry, and R. L. Kuester, “Schema survival rates and heuristic search in
genetic algorithm”, IEEE Trans, Sys, Man, and Cybernetics, 1990.

W. G. Chambers and S. M. Jennings, “Linear equivalence of certain BRM shift-register
sequences,” Electron. Lett., vol. 20, Nov. 1984.

A. H. Chan and R. A. Games, “On the linear span of binary sequences obtained form finite
geometries,” in Lecture Notes in Computer Science 263; Advances in Cryptology: Proc.
Crypto 86, A. M. Odlyzko, Ed., Santo Barbara, CA, Aug. 11-15, 1986, pp. 405-417. Berlin:
Springer-Verlag, 1987.

A. H. Chan, M. Goresky, and A. Klapper, “Correlation functions of geometric sequences,”
Proc. Eurocypt *90, I. Damgrad, Ed., Springer-Verlag (in press).

J. H. Cheon, “Nonlinear Vector Resilient Functions.” In Adances in Cryptology, CRYPT
2001, Springer-Verlag, pp. 458-469, 2001.

P. Ekdahl and T. Hohansson, “SNOW-a new stream cipher,” in Proceedings of First Open
NESSIE Workshop, KU-Leuven, 2000.

P. Ekdahl and T. Johansson, “Some results on correlations in the bluetoouth stream
generator,” in 10th Joint conference on communications and coding, pp. 210-224, 2000.

P. Ekdahl and T. Johnsson, “Distinguishing attacks on SOBER-t16 and SOBER-t32,” in
Fast Software Encryption 2002, LNCS 2365, J. Daemen, V. Rijmen, Eds., Springer-Verlag,

23


http://www.scard.org/gsm/body.html

pp. 210-224, 2002.

[17] P. Ekdahl and T. Johansson, “Another attack on A5,” in Proceedings of 2001 IEEE
International Symposium on Information Theory, 2001, pp. 160-167.

[18] D. E. Goldberg, “Genetic algorithm in search, optimization, and machine learing”, Addison
Wesley, Reading, MA, 1989.

[19] J. D. Golic, V. Bagini, and G. Morgari, “Linear cryptanalysis of bluetoouth stream cipher,”
Advances in Cryptology — EUROCRYPT 2002, vol. 2332 of Lecture Notes in Computer
Science, pp. 238-255, Springer-Verlag, 2002.

[20] J. Golic and M. V. Zivkovic, “On the linear complexity of nonuniformly decimated
pn-sequences,” IEEE Trans. Inform. Theory, vol. 34, pp. 1077-1079, Sept. 1988.

[21] J. D. Golic, “On the linear complexity of functions of periodic GF(q)-sequences,” IEEE
Trans. Inform. Theory, vol. I1T-35, pp. 69-75, Jan. 1989.

[22] D. Gollman and W. G. Chambers, “clock-controlled shift-registers: A review,” IEEE J.
Selected Areas Commun., vol. 7, pp. 525-533, May 1989.

[23] C. G. Gunther, “Alternating step generators controlled by de Bruijn sequences,” in Lecture
Notes in Computer Science 304; Advances in Cryptology: Proc. Eurocrypt *87, D. Chaum
and W. L. Price, Eds., Amsterdam, The Netherlands, April 13-15, 1987, pp. 5-14.
Berlin:Springer-Verlag, 1988.

[24] P. Hawkes and G. Rose. “Primitive specification and supporting documentation for
SOBER-t16 submission to NESSIE.” In Proceedings of the First Open NESSIE Workshop,
13-14 November 2000, Heverlee, Belgium.

[25] P. Hawkes and G. Rose. “Primitive specification and supporting documentation for
SOBER-t32 submission to NESSIE.” In Proceedings of the First Open NESSIE Workshop,
13-14 November 2000, Heverlee, Belgium.

[26] C. L. Karr, etal., “Control of an exothermic chemical reaction suing fuzzy logic and genetic
algorithms”, Proc. International Fuzzy System and Intellignet Control Conference, 1992, pp.
246-254.

[27] E. L. Key, “An analysis of the structure and complexity of nonlinear binary sequence
generators,” IEEE Trans. Inform. Theory, vol. IT-22, no. 6, pp. 732-763, Nov. 1976.

[28] M. Krause, “Bdd-based cryptanalysis of keystream generators,” Advances in Cryptology —
EUROCRYPT 2002, vol. 2332 of Lecture Notes in Computer Science, pp. 222-237
Springer-Verlag, 2002.

[29] P. V. Kumar and R. A. Scholtz, “Bounds on the linear span of bent sequences,” IEEE Trans.
Inform. Theory, vol. IT-29, pp. 854-862, Nov. 1983.

[30] J. L. Massy, “Cryptography and system theory,” Proceeding 24th Allerton Conference
Communication , Control, Comput., Oct. 1-3, 1986.

[31] R. L. McFarland, “A family difference sets in non-cyclic groups,” J. Combinatorial Theory,
Ser. A 15, pp. 1-10, 1973.

[32] P. Nyffeler, Binare Automaten und ihre linearen Rekursionen, Ph. D. thesis, University of
Berne, 1975.

24



[33] S. Petrovi and A. Fster-Sabater, “Cryptanalysis of the A5/2 algorithm,” Cryptology ePrint
Archive, Report 2000/052, 2000. Available on http://eprint.iacr.org/.

[34] G. Rose, “A stream cipher based on linear feedback over GF(28),” In C. Boyd and E.
Dawson, Editors, ACISP*98, Australian Conference on Information Security and Privacy,
Springer-Verlag, July 1998, Vol. 1438.

[35] G. Rose, “SOBER: a stream cipher based on linear feedback over GF(28),” Preprint, 1999.

[36] G. Rose, “S16&S32:Fast stream ciphers based on linear feedback over GF(2n),” Preprint,
2000.

[37] G. Rose and P. Hawkes, “The t-class of SOBER stream ciphers.” Available on
http://www.home.aone.net.au/qualcomm.

[38] R. A. Rueppel, Analysis and Design of Stream Ciphers, Berlin: Springer-Verlag, 1986.

[39] R. A. Rueppel and O. Staffelbach, “Products of sequences with maximum linear
complexity,” IEEE Trans. Inform. Theory, vol. IT-33, no. 1, pp. 124-131, Jan. 1987.

[40] J. A. Serret, “Cours d’algebre superisure,” Tome I, p. 154, Gauthier-Villars, Paris, 1886.

[41] J. D. Schaffer, et al., “A study of control parameters affecting online performance of genetic
algorithms for function optimization”, Proc. Third Int. Conf. On Genetic Algorithms,
Fairfax, VA, June 1989, pp. 51-60.

[42] C. E. Shannon, “Communications theory of secrecy sustems”, Bell Sys. Tech. Jornal, Vol.
28, pp.656-715, 1949.

[43] T. Siegenthaler, “Correlation immunity of non-linear combining functions for cryptographic
applications”, IEEE Trans. On Inform. Theory, 1T-30, pp. 776-780, 1984.

[44] B. Smeets, “A note on sequences generated by clock-controlled shift registers,” in Lecture
Notes in Computer Science 219; Advances in Cryptology: Proc. Eurocrypt 85, F. Pichler,
Ed., Linz, Austria, April 1985, pp. 40-42. Berlin: Springer-Verlag, 1986.

[45] R. Vogel, “On the linear complexity of cascaded sequences,” in Lecture Notes in Computer
Science 209; Advances in Cryptology: Proc. Eurocrypt 84, T. Beth, N. Cot, and I.
Ingemarsson, Eds., Paris, France, April 9-11, 1984, pp. 99-109. Berlin: Springer-Verlag,
1985.

25


http://www.home.aone.net.au/qualcomm

=1 N 2 =
RS R

AR BERITRAEIES cF O AR RORRRFH S Py @I R D
SE o APEFEEPA AL Feopie AR fhadio {1% A TR E 2 5 R B g
MRFNEF RABF DTSR S d TIHEI N AT FHF AP L a2 o

TR g e kTR A

i o

A+ 39FF L2572

Journal Paper Published

1. J.-S. Hwu, R.-J. Chen, and Y.-B. Lin, “An Efficient Identity-based Cryptosystem for
End-to-end Mobile Security”, to appear in IEEE Transactions on Wireless
Communications.

2. J.-S. Hwu, S.-F. Hsu, Y.-B. Lin, and R.-J. Chen, “End-to-End Security Mechanisms for
SMS?”, to appear in International Journal of Security and Networks.

3. Jyh-Shyan Lin, Jen-Chun Chang, and Rong-Jaye Chen, "New Simple Constructions of
Distance-Increasing Mappings from Binary Vectors to Permutations,”, to appear in
Information Processing Letters.

Conference Paper

1. Han-Chang Liang, Jen-Chun Chang, Rong-Jaye Chen, "New Efficient Constructions of
Binary Asymmetric Error-Correcting Codes,” International Computer Symposium, Dec
2004.

2. Kai-Chiun Huang, Jen-Chun Chang, Rong-Jaye Chen, "A new construction of resilient
functions over GF(p) with good cryptographic properties,” International Computer
Symposium, Dec 2004.

3. J.-S. Hwu, R.-J. Chen, H.-S. Lue, and J.-S. Lin, “Efficient Computation of the Weil
Pairing in ID-based Cryptosystems”, International Computer Symposium, 2004, pp.
1297-1301.

4. J.-S. Hwu, R.-J. Chen, and Y.-B. Lin, “Authenticated Public-Key Distribution over
WLAN/Cellular Dual Networks”, International Conference on Information Technology:
Research and Education, 2005.

26



5. W.-T. Liu, Cheng-Kai Chen, and Rong-Jaye Chen, "Experimental Linear Attacks on
Substitution-Permutation Networks,” Proceedings of the 15th National Conference on
Information Security, Kaoshiung, Taiwan, 2005.

6. Han-Chang Liang, and Rong-Jaye Chen, "A Trichotomy Reaction Attack on McEliece
Public-Key Cryptosystem,” Proceedings of the 15th National Conference on Information
Security, Kaoshiung, Taiwan, 2005.

27



