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In this thesis, we propose that ubiquitously and popularly portable agent nowadays include
function of data cryptographic process. When vendor that provides portable agent would support
more information to user that owns the portable agent, the information can be encrypted in
advance and located on Internet. User who owns portable agent downloads the encrypted-data
and recovery the information with embedded key corresponding the portable agent.  In addition,
user can also locally process data cryptography by user-defined key from external input. Except
users who own the device within embedded key, end-user wouldn’'t decrypt ciphertext from
plaintext.

In hardware implementation, we take common components and combine them to become
device that has basic functions of storage, displaying, communication, and cryptographic process.

The device will simulate our applied assumption and basic functions that portable agent include.
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Internet is ubiquitous and popular nowadays. Much information can be easily acquired.
Here, we can image the normal situation that a consumer via unprotected channel, ie: Internet, to
update or acquire important information that vendors provide. We think the model that vendors
published should contains function of cryptography. In addition, the device also consists of
embedded key which vendor supports. If vendors use embedded key to encrypt information, the

consumer who owns the corresponding key can download and decrypt the encrypted- information



from Internet. Any end-user without key corresponding the device would not observe the
plaintext. We aso can take user-defined key for data cryptographic. Therefore, the selection
on key can be external from user-defined to local data cryptography or embedded key to decrypt
ciphertext that vendor provides via Internet.

The electronic portable agent such as PDA, cellular phone etc. is more and more popular.
Indeed, most of them are not used for cryptographic information. The digital context, ie E-book
[1], does not hope to be read by other end-users except consumers of vendor. The application of

protected-context istrend of future study.

We combine the techniques of mobile communication, network security and cryptography to
design a secure environment for mobile agent. Therefore, we design protect the safe
communication in mobile environment.

Cryptographic agorithms implemented by hardware are more physically secure, as
hardware cannot easily be read or modified by an outside peeper [2][3] and we need not to
memorize context of key. All we have to do is just use the key for cryptographic algorithms
without recording the context of key [4]. The safety of key context may be enhanced by some

procedures of key generation that vendor maybe supports.

Basing on the hardware with cryptographic data, we construct the architecture, as
Figure 1, that included basic functions of implementing the device we considered.
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Figure 1 Designs Overview



The components of Figure 1 are describe as following:
® UART: the communication interface between receiver, device, and host-pc.

DES?: the process of cryptographic algorithm.

RAM: used for storing datafrom UART or cryptographic process.
Display: exhibits datathat are stored in RAM.

Controller: balance communication among components.

There are two ways to watch the plaintext: (1) the plaintext can be showed on computer via
communication between device and computer. And (2) after the ciphertext is decrypted to
plaintext and stored at storing component, the plaintext which read from storing device can be

showed on display component in device.

The system architecture is showing as following:
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Figure 2 System Architecture

The function of device is decided by signal ‘Mode sel’. The decode states, (1), (2), (3),
and (4) in Figure 2.2 would make function corresponding component act. The decode states, (5),
(6), and (7) controls communication among components.
The function in device included as following

1. UART Sdf testing

2. Display self testing

3. DataDES’® process and store

4. UART receiver dataand store



5. Reading data from storage and showing
6. Reading datafrom storage and transmitting to host-end
7. Loading key from user-defined

We constructed the device that is implemented by FPGA to verify that the entire component
can work together and correctly. Here, we use EDA-tool and chip as:

Table 1 EDA tool
FPGA COMPLIER AND ANALYSIS SYNPLIFY PRO 7.0
FPGA download for verify work AlteraMaxplus|l 10.2
ALTERA FAMILY FLEX10K

The Altera Maxplus |1 is used for downloading program into chip FLEX10K and verifying
the device function, while Synplify Pro is used for producing netlist and feed into Maxplus 1.

Table 2 Performance(Unit: MHZz)

Element UART Displaying Storage Triple DES
Speed 46.94 25.83 35.46 12.85
Speed
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Figure 3 Performance Comparison

Table 3 Are Used (Unit: Logic Cells)

Element UART Displaying Storage Triple DES
Area 207 248 207 2,475
Area
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Figure 4 Area Comparison

As area view, we can see that Triple DES occupies most area than other function. Because



many look-up Table, ie: P-box, S-box, E-box, FP, IP, would be implemented in single round
Triple DES, we know that cost many logic cell since those look-up Tables are crated by pure
flip-flop without RAM or ROM usage. The max stable transmitted-rate depends on
transmitted-rate that transmitter setup.

Table 4 Throughput (Unit: BPS)

Element UART Displaying Storage Triple DES
Throughput 230,400y 24,390 3,125,000 1,803,013
Throughput
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Figure 5 Throughput Comparison

The throughput is calculated by pure component alone, and thus not considered the
condition of communication mechanism among component. Because of the characteristic of
component, we know that device display has processed data for longer time and low throughput.
The throughput in UART depends on the host-end BaudRate. As characteristic of storage
component, the response time for processing data is much faster than other component. We can
see the implementation result is the same as we predict before implementing.
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We propose that ubiquitously and popularly portable agent
nowadays include function of data cryptographic process. When
vendor that provides portable agent would support more information to
user that owns the portable agent, the information can be encrypted in
advance and located on Internet. User who owns portable agent
downloads the encrypted-data and recovery the information with
embedded key corresponding the portable agent. In addition, user can
also locally process data cryptography by user-defined key from
external inputting.

Portable Agent such as PDA

(portable agent) ,
PDA, notebook, cellular phone




