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This work proposes a 10-in-1 content-aware security and QoS
gateway for centralized management of content security problems,
such as virus mail and spam. The gateway is derived from our
previous achievement, 7-in-1 security and QoS gateway, which
won the MOE project competition. Additionally, the 10-in-1
gateway owns three new content-aware functions, anti-virus,
anti-spam, and content filter/keyword. In the gateway, the 4-in-1
proxy architecture unifies the packet processing flows of 4 proxies:
(1) anti-virus ClamAV, (2) anti-spam SpamAssiassian, (3)
content-filter Dansguardian, and (4) IDS Snort. The unified packet
flow not only doubles the throughput but also enables the Short to
prevent, not just detect, intrusions. Also, the dependence of (1-3) on
mail server and web cache Squid are removed. Besides the 4-in-1
proxy, the gateway increases the accuracy of filtering Eastern Web
pages by selecting Eastern keywords with the N-gram algorithm.
Finaly, the novel early decision agorithm blocks illegal browses
early and thus shortens the user latency by four times.
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