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An Universal VLS| Architecturefor Bit-Parallel Computation in GF(2™)
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While digital data are transmitted over a channel

or a storage medium, error control coding

the lowest redundancy means with the same
error correct capability, RS code needs fewest overhead
parity bytes.
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techniques are usually utilized to mitigate the
errors introduced during manufacturing or by
user damage. Among the most well-known
error-control codes, the Reed-Solomon(RS)
codes are undoubtedly the most widely used
block codes in storage and communications
systems due to its excellent short burst error

correcting capability.

In order to discuss the decoding strategy of
Reed-Solomon decoders, an universal VLSI
architecture for GF(2™) computation is presented.
Based on Montgomery multiplication algorithm,
the proposed architecture is suitable for multiple
class of GF(2™) with arbitrary field degree m.
After implemented by 0.18um 1P6M process,
our universal architecture can work successfully
at 125MHz clock rate. For the finite field
multiplier, the total gate count is 1.4K for GF(2™)
with any field degree m<8, whereas the inverse
operation can be achieved by the control unit
with little gate count of 0.3K.

According to the universal GF(Q2™)
multipliers, a special definition of DSP processor
can be proposed for communication systems. Not
only Reed-Solomon codes can be decoded, but
also the AES Advanced Encryption System  or
ECC Elliptic Curve Cryptography defined for

security can also be decoded in our approach.



Irreducible Polynomial p(x)

Cryptosystem AES system for GF(29),
p(x) = xE+x+x3+x+1
Flash (520,512) RS code for GF(219),
p(x)= xOx+x+1
Annex B (128,122) RS code for GF(27),
p(x) = X"+x3+1
ITU .83 Annex (204,188) RS code for GF(29),
AC p(x) = xE+x+x3+x2+1
Annex D (207,187) RS code for GF(29),
p(x) = xB+x+x3+x2+1
Lbe (248,216) RS code for GF(29),
p(x) = xE+x+x3+x2+1
Blu-ray BIS (62,30) RS code for GF(25),
Disc p(x) = xE+x+x3+x2+1
ADIP (15,9) RS code for GF(2%),
p(x) = x*+x+1
mod
modular
mod

irreducible polynomial

m

m-1 )
AX) =) ax =a, x"" +a, X"+  +ax+a,
i=0

3 OGF()

irreducible
polynomial mod A B
u(x) irreducible
polynomial
C(X) = AX)B(X) mod #(X) (2)
C()
mod
C()
C(x) = AX)B(X)R(X) mod 1(x) (3)
R ()
RXR (xX)=1 mod u(X) RX)=x"
RX)  u(x) (3)
Q(x) = AX)B(X)4" () mod R(x) “4)

C(0) = [AX)B(X) +Q)u(X]/RX)  (5)
u'(x) u(X)u’ (xX)=1 mod R(X)

3 , mod
irreducible polynomial u(x) R(X) mod
R(X)=x"

@ ) A
C(%) =[a,,B(¥) +[..[a,B(X) +[a,B(x)x ™ mod £(x)]]x”"
mod £(X)]...]x™ mod £(x)

Montgomery multiplication algorithm (MM)
S(X) =0;
for(i =0;i <myi++){
£,.(X) =[(§(X¥) +aB(x) 4 (X)]mod x;
S () =[S +aB(x) + 0, (X)UX)]/ X,

}
C(X) = S, (X);

u(x) irreducible polynomial u(X)



u GF(2™)

u(x)
u (x) X
u'(x)
aB(x)

polynomial u(x)

p(x) S(X)

4

x4 d m

R 4(x) mod u(x)
R ()
R a(¥)Ry(X) = 1 mod u(x)

m

Modified MM algorithm
MM (A(x), B(x), t(x)){

S (x)=0;
for(i = 0;i <d;i ++){
if i =m) a =0;

T(X) =S (X) +aB(x);
S (¥) =[TO) +Lu(X)]/ %

}
C(x) = S, (%);
}
to T(x)
m
A m
K(x)

C(x)=A(x)B(x)
K(x) = x** mod ()
C(X) = MM (A(x), B(X), (X))
C(x) = MM (C(x), K(x), 4(x))
K(X) MM

irreducible
1

) R(x)

R a(X)

K(x)
A €
B(X) @‘ C(¥)
M ()
[ ] GF(2™)
Fermat
Fermat algorithm
ﬁ_l — ﬁZm—2
— [3;2+22+__,_+2’"’I
:,82(1+2(1+"“»
=(B..(BB*B))..)
m:
m-1=3
MMA
MMA MMB
MMB MMA MMB
m-2
K’ (x) = X% mod pu(x),
K’ (X) irreducible

polynomial



A T
H (X)
B(x)
ST - aaty
Regi ster ClockCycle
0 1~m-3 m-2

Reg A A(X) Outof MMB  OutofMMB

RegB A(X) Outof MMB  OutofMMB

Reg K A(X) A(x) K(x)

Reg S 0 0 Out of MM B
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