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Abstract
In current TCP/IP based computer Gnutella  Freenet
networks, the IP addresses of the
communicating parties are still visible to
outside observers. This creates a potential M Routi
weakness of the network and facilitates (Message Routing
attacks. We propose a mechanism for Path) Gnutella  Freenet
anonymous communication on peer-to-peer
systems, caled EAS. In EAS, we used (Node)
severa advanced algorithms to make .
communications more efficient. We also (Connection)
discovered potential conflicts between
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self-organization of peer-to-peer systems.
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function PassiveNeighborUpdate() {
// Assume this function is running on node S
// NBRQ : the set of neighbors of node S,
// RECID : the set of current and past neighbors, NBR(Q) CRECID

for eatd node N in RECID {
find node K such that KeENBRQ) and distance(K,N)<=distance(P,N)
for any PERECID:
inform nodes N and K to recognize each other;

¥
};
PNU node
(join) Ordered, Threaded K-ary
Tree A
Tree B

PNU AVDS C A C C A

AVIS PNU D A

AVIS Tree
node k  neighbors



node
(Recognition)

O(log k N)

EAS

Proxy
Proxy (MDP)
Forwarding ID Table (FIT)

Private/Public Key

X
D X
Forwarding Pointer (
Neighbor
() FID(X) (2 X
key (3)D IP Address
FID(X) FX1 H

Request M

X

Message Delivery

MDP

FID(X))

public

M

X

(FX1,9) FIT S
forward M H
Z M1
X Z
M2 X Z X public key
D IPAddress
FX1
Z M2 MDP
W X M2
D IPAddress
M2a D D M2a
FIT
forwarding
Forwarding Pointer
M2b
Forwarding X X
M2b Private Key
Routing Path
Routing Path
( ID IP
)
D Y M2a M2b
Neighbor
M2a M2b
HOPS



TP - the addoess of node X
DX : she dermicason of noede X
PRED) - thee prabiee Joey of ol X
FIX=FXI

FIZ=FZI

MO =T

M = <IN, FX1IPUW, FZU, PRIZL scryp BODY 2 PROXH
WMIa = <FXL, IIWL FZ1, FK(Z), eserppaBODY T PR

Wil = <TBTWY, FZL, FRIT), moryp BODE T, FEOC)

MDEX =1
NI =-<IPYL FXL, PRI, BODY 1=

receiver

:absoulte privacy beyond
suspicion probableinnocence possible
innocence exposed provably exposed

sender
Reiter and Rubin

receiver
(locd

:sender
EAS
eavesdropper)

(collaborator of malicious nodes)

ani-ta-all {brosdest ) it Rp=chnie | ey |
attackes sapnler recelver sefuler e ver
disiel |.==-."|::ﬂ:|.n:|]:-l:u-r |.~:|:[.r|:m|u| |!|-le:1l.'|.|r.||:| Suspicim 1'_t|.14.bu::-:|. I'JI.':.'I:I.IHI SUSPACion
collaborating msdes | beyond suspicion | beyond suspickm || absolute privicy | absolute privecy
sequler | N/A NSA M/A | ahsolute privacy
FRCRVET absolute privacy MIA aksnlute privacy MN/A
seqder. MDF bevomd suspicion N/A bevond suspicion | absolube privacy
reveiver AP M/A MNA atbsnlute privivcy | beyvoml suspacion
(Distance) MDP
MDP 1000
MDP ( ) RECID
RECID
RECID




Ratio

0.8

0.8

04

AVIS

A 1000—node system

y = size(S)/size(RECID),
S={N | distance(N localhost)<=x}

current neighbors

{ﬂ-F I I I I

10 100 1000 10000 100000 le+O6 1e+07 1e+08 1le+09 1e+10

RECID  60%

10MN7 42%
Neighbor 40%
10MN7 10M9
RECID
MDP
MDP

Node Distance

1000 |-

A

i

400 F

00

1 1 1
ANTS without anooymity
AVIS with anomymity

AVLS

i1r
Av Ly Wit

EAS
PNU
1000
PNU (
Anonymity) PNU
AVIS AVDS
AVDS
100
- 100
—Hm

I 1
0 400 il

Mumber of Modes

PNU



AVIS NCC

(Recognition) PNU
AVDS PNU
AVDS PNU Neighbor A
( AVDS Neighbor S A
) Neighbor H S
P P A

PNU + Random Recognition )] S H

PNU

Neighbor

Clustaring Coefficient Characreristic Pathlengrh (HOPS)

é
14}

1.2 F

L 1
200 200 600 BOG 1000
Mumiber of MNodes

P AVIS

PNU + Random Recognition
NCC P
CO (Clustering Coefficient) 0.4
0.6 Characteristic Pathlength
4 5

PNU + Random Recognition (10

Random Recognition AVDS

AVIS Random ” ! ! . . .
o 200 400 600 200 1000

ReCOgni tion AVDS Mumber of Modes
AVIS

0.005 AVIS



Fumber of MNodes

EAS

O(LogN)  Neighbor CO
CP

( DSE )
Proxy MDP

HOPS

RECID
MDP
RECID

MDP

[ 1 Karl Aberer, Magdalena Punceva,
Manfred Hauswirth and Roman Schmidit.
Improving Data Accessin P2P. IEEE
Internet Computing, 6(1), 2002.

[ 2 Andy Oram. Peer-to-Peer Harnessing the

Power of Distributed Technologies.
O'Reilly 2001.

[ 3 PDuncan J. Watts and Steven H. Strogatz.
Collective dynamics of “small-world'
networks. Nature, vol. 363, pp. 202-204.

[ 4 Sylvia Rathasamy, Scott Shenker and lon
Stoica. Routing Algorithms for DHTSs:
Some Open Questions. First International
Workshop on Peer-to-Peer Systems
(IPTPS), 2002.

[ 5 Matel Ripeanu, lan Foster and Adriana
lamnitchi. Mapping the Gnutella Network:
Properties of Large-Scal e Peer-to-Peer
Systems and Implications for System
Design. |IEEE Internet Computing Journal,
6(1), 2002.

[ 6 1an Clarke, Oskar Sandberg, Brandon
Wiley and Theodore W. Hong. Freenet: A
Distributed Anonymous Information
Storage and Retrieval System. Lecture
Notes in Computer Science, vol. 2009, pp.
46+ ,2001.

[ 7 1on Stoica, Robert Morris, David Karger,
M. Frans Kaashoek, Hari Balakrishnan.
Chord: A Scalable Peertopeer Lookup
Service for Internet Applications.
Technical Report TR-819, MIT, March
2001.

[ 8 Kunwadee Sripanidkulchai. The
popularity of Gnutellaqueries and its
implications on scalability. The O'Rellly
Peer-to-Peer and Web Services
Conference, September 2001.

[ 9 Andy Oram. Peer-to-Peer Harnessing the
Power of Distributed Technologies.
O'Reilly 2001. pp. 94-122.

[ 1 oRroceedings of Designing Privacy
Enhancing Technologies: Workshop on



Design Issues in Anonymity and
Unobservability, July 2000.

[ 1 1The Free Network Project.
http://freenetproject.org/

[ 1 2The free haven project.
http://freehaven.net/.

[ 1 sReferencesH. Zhang, A. Godl, R.
Govindan, Using the Small-World Model
to Improve Freenet Performance,
Proceedings of IEEE Infocom, 2002. 14.

11



