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Abstract

As the development of the Internet, the propagation of the information and the
communication is much more boundless, make our life more convenient. But it also has its
drawback; for example, a person who has a mind to do something in bad intension can cause
damage to the Internet or steal something useful from the Internet. It happens al the time
presently. These dangers maybe arise from the faults of the architecture of the Internet,
communication protocol, or routing protocol in itself, or the software implementation bug and the
administrator’s carelessness. It, therefore, facilitates the attackers' action. As the protocol, TCF/IP,
maybe suffer from the DDOS attack when it implements the three-way handshaking at the
moment of constructing the connection, many other protocols and the network and computers
themselves are suffered from many kinds of DDoS threat. Our research topics focused on
attacking behaviors on the internet, technologies and analysis of intrusion detection, and
constructing a DDoS test-bed which can detect the DDoS attack and recover the victim's status.
We developed a closed test-bed environment and a network-based intrusion prevention system
(NIPS).

Keywords: internet, intrusion, Distributed Denia of Service (DDoS)
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