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ABACS: An Attribute-Based Access Control
System for Emergency Services over Vehicular
Ad Hoc Networks

Lo-Yao Yeh, Yen-Cheng Chen, and Jiun-Long Huang

Abstract—1In this paper, we propose an Attribute-Based Access
Control System (ABACS) for emergency services with security
assurance over Vehicular Ad Hoc Networks (VANETSs). ABACS
aims to improve the efficiency of rescues mobilized via emergency
communications over VANETSs. By adopting fuzzy identity-based
encryption, ABACS can select the emergency vehicles that can
most appropriately deal with an emergency and securely delegate
the authority to control traffic facilities to the assigned emergency
vehicles. Using novel cryptographic preliminaries, ABACS real-
izes confidentiality of messages, prevention of collusion attacks,
and fine-grained access control. As compared to the current PKI
scheme, the computational delay and transmission overhead can
be reduced by exploiting the advantages afforded by message
broadcasting, which is heavily used in ABACS. The performance
evaluation demonstrates that ABACS is a suitable candidate for
realizing emergency services via VANETS.

Index Terms— Attribute-based encryption, access control,
emergency management, VANETSs

I. INTRODUCTION

ITH THE advancements in wireless communications,
Wit is anticipated that all vehicles will be equipped with
a wireless communication device, called an On-Board Unit
(OBU), and there will be a number of stationary communica-
tion units, called roadside units (RSUs). Both OBUs and RSUs
can communicate with each other to enhance road safety. Such
a network that is composed of RSUs and OBUs is called a
Vehicular Ad Hoc Network (VANET). VANETSs are regarded
as an important development that may serve to improve
road safety and satisfy emerging service demands. In addi-
tion, VANETS are expected to provide various entertainment-
related services, including Internet connection, local informa-
tion acquisition (e.g., maps and travel guide information), and
electronic advertisements [1]. Recently, many communities,
including academic, institutions, industries, and governments,
have begun researching various aspects of VANETs. IEEE
802.11p, a revised version of 802.11 that is referred to as Wire-
less Access for the Vehicular Environment (WAVE), has been
developed to support Intelligent Transportation System (ITS)
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applications. 802.11p can be used as the underlying communi-
cation protocol in the Dedicated Short Range Communications
(DSRC) standard [2] for wireless communications between
RSUs and vehicles in VANETs.

Communications in VANETs can be classified into
roadside-to-vehicle communication (RVC) and intervehicle
communication (IVC). DSRC recommends that each vehi-
cle should periodically broadcast traffic-related messages, in-
cluding position information, current time, vehicle direction,
speed, and acceleration/deceleration status. Furthermore, a
vehicle will immediately transmit emergency messages when
it witnesses a traffic accident. Thus, traffic jams or serious
accidents can possibly be prevented if these traffic and emer-
gency messages can be shared among vehicles. Essentially,
the traffic-related messages are one-hop broadcasts without
message relay, whereas emergency messages are transmitted
in a multi-hop fashion to efficiently disseminate information
about the occurrence of an emergency event.

Although many possible advantages of VANETS are known,
some problems need to be overcome before VANETSs can
be employed widely. Recently, many studies [1], [3], [4],
[51, [6], [7], [8], [9], [10] have addressed potential security
and privacy issues in VANETSs. Without security assurance in
VANETS, any adversary can easily jeopardize a transportation
system utilizing VANETSs by disseminating bogus messages.
Furthermore, vehicles involved in VANET communications
may require privacy protection such that they cannot be
tracked from the transmitted messages. Indeed, many solutions
[1]1, [3], [5], [11], [7], [12] have been proposed to ensure
the security and privacy of VANETs. However, most of these
solutions focus on designing efficient and secure message au-
thentication schemes for traffic-related messages. Some papers
[13], [14], [15] address secure dissemination of emergency
messages in the MAC layer. Only a few studies [4] have
considered the security issues of emergency messages.

In this paper, we discuss the secure utilization of VANETS
to improve the rescue efficiency when an emergency event
occurs. Because the introduction of VANETS is mainly driven
by the need to enhance road safety, there is considerable
demand for an effective communication process for dealing
with a traffic emergency event. Instead of proposing an inde-
pendent communication scheme for disseminating emergency
messages, this paper considers the entire rescue process for an
emergency event as an emergency service. A typical scenario
of an emergency service is illustrated in Figure 1. In this
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Fig. 1.
an emergency event. (b) TTA assigns appropriate emergency vehicles to deal
with the emergency event and delegates the right to control traffic signals.

Emergency Event Processes; (a) Vehicle detects the occurrence of

emergency scenario, after an emergency event occurs at a
road intersection, a witness vehicle immediately reports the
emergency event to Trusted Traffic Authority (TTA) through
an adjacent RSU. TTA is responsible for assigning the most
appropriate emergency vehicles (EVs), such as police vehicles
and ambulances, to deal with the emergency event. Moreover,
TTA may delegate the authority of controlling traffic facilities,
e.g., traffic signals in the neighborhood, to the assigned
EV's for better rescue efficiency. During the emergency re-
sponse, the communications between TTA and E'V's should be
well protected to ensure the security of message exchanges.
The current IEEE Trial-Use standard [16] for VANET secu-
rity adopts a traditional public-key-based signature scheme,
ECDSA, for message authentications. The emergency service
may involve many message encryptions and authentications,
especially when TTA has to disseminate messages to many
EVs with distinct public keys. As a result, the communications
during the rescue process will be inefficient because several
public-key-based encryptions are required for different E'V's.

The EVs involved in an emergency service are usually
those of certain types within a certain area, e.g., police
vehicles in the neighborhood. Therefore, the abovementioned
communications between TTA and EVs may be context-based.
That is, TTA may broadcast a query message via the VANET
to indicate the context of the emergency event, e.g., location,
event type, or rescue requirements. Only EV's within the con-
text will be notified to get involved in the emergency service.
This paper will make use of the context-based characteristic
to develop a secure and efficient communication system.
We introduce an Attribute-Based Access Control System for
emergency services, named ABACS, over VANETS. To effi-
ciently broadcast rescue-related messages to all E'V's, ABACS
exploits a novel fuzzy identity-based encryption [17] to realize
secure one-to-many broadcast communications. In ABACS,
each emergency vehicle is associated with a set of attributes,
e.g., State, County, District, Department, EV_type, and ELP
(Electronic License Plate)[6], where the ELP is used as the
identification attribute of a vehicle. TTA will include a list
of attribute values in a broadcast message based on the

context of an emergency event. On receiving the broadcast
message sent by TTA, each E'V looks up the attributes and
determines whether it is one of the E'V's that the message is
destined to. Moreover, only the E'V's specified by the attributes
can successfully decrypt the message. Accordingly, the most
appropriate EV's will be selected to get involved in the rescue
process. Therefore, the proposed ABACS affords the following
advantages.

1) Rescue efficiency: According to the context of an emer-
gency event, ABACS can effectively find the most ap-
propriate ZV's to handle the emergency event. For better
rescue efficiency, these E'V's also gain the authority to
control traffic facilities from ABACS.

2) Scalability: Irrespective of the number of E'V's selected,
only one message will be broadcast by TTA. Further-
more, due to the nature of broadcasting, the message
delivery does not require dynamic routing support in
the VANET. Thus, ABACS achieves scalability in terms
of the number of E'Vs.

3) Fine-grained access control: Using well-defined at-
tributes, ABACS can enforce fine-grained access control
among various types of EV's. When TTA broadcasts
a rescue-related message' along with certain attributes,
only those E'V's that possess the selected attributes can
access the rescue-related message.

4) Security properties: Message confidentiality and entity
authentication can be realized in ABACS. With fuzzy
identity-based encryption, rescue-related messages are
well protected. Moreover, each assigned E'V is implic-
itly authenticated by the attributes.

To the best of our knowledge, this paper is the first study
that addresses both the security and efficiency issues of emer-
gency services in VANETSs based on a provable cryptographic
approach.

II. SYSTEM MODEL AND CRYPTOGRAPHIC PRELIMINARIES
A. System Model

A vehicular communication network for emergency services
consists of two conceptual layers, as shown in Figure 1.
The upper layer is composed of Trusted Traffic Authority
(TTA) and RSUs. Connected with each RSU through a secure
channel, e.g., the transport layer security (TLS) protocol, TTA
is responsible for managing the overall traffic environment.
Assume that, at critical intersections, RSUs are installed to
serve as gateways to the lower layer. Some RSUs may be
installed on traffic signal poles. The traffic signals can be
controlled via these RSUs. The lower layer is composed of
regular vehicles and emergency vehicles (£V's), such as police
vehicles, fire engines, and ambulances. In general, if there are
EVs standby in emergency report centers (ERCs), these EV's
can be easily notified to join a rescue mission via the fixed
wired/wireless networks in ERCs. On the other hand, there
are other EVs on patrol. ABACS can be used to effectively
find patrolling EVs in the neighborhood and assign a rescue
mission to near EVs for accelerating the rescue efficiency.

In this paper, the rescue-related messages include the Rescure Query
Message (RQ M), Rescure Response Message(RRM ), and Mission Assign
Messge(M AM) introduced in Section III.
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According to DSRC, the communication range of an RSU
is typically larger than that of vehicles. We assume that TTA
and RSUs trust each other and cannot be compromised by
adversaries®. Moreover, TTA takes charge of public parameter
settings and private value configurations for each EV.

B. Requirements

This paper aims to develop a secure and efficient rescue
process over VANETSs. The functional requirements in terms
of security and efficiency are presented as follows.

1) When receiving an emergency event report, TTA can
secretly assign appropriate EVs to avert eavesdropping
by malicious individuals or groups. Moreover, TTA can
issue a traffic facility credential to the assigned E'V's to
control traffic facilities, such as traffic signals.

2) There are several kinds of emergency events whose
rescues require EVs of different types. An efficient way
to find desired EVs is essential to accelerate a rescue
process.

3) It is possible that some EVs may be compromised by
adversaries. The adversaries cannot benefit from the
information held by the compromised EVs.

4) After an emergency event occurs, it is essential that
a rescue mission could be enforced immediately and
the rescue process be executed efficiently. An effective
emergency service should make use of VANET commu-
nications to achieve better rescue efficiency.

C. Design objectives

To meet the above requirements, ABACS is proposed to
achieve the following objectives.

1) Rescue-related message confidentiality. All rescue-
related messages exchanged between TTA and EVs
should be confidential without revealing any rescue-
related information.

2) Fine-grained access control. Through fine-grained ac-
cess control, only the desired EVs will be selected and
authorized to join a rescue mission. Therefore, EVs can
be recruited efficiently via VANETs.

3) Prevention of collusion attacks. If some EV's are com-
promised by an adversary, the adversary cannot combine
parameters/attributes held by the compromised EV's to
decrypt the rescue-related messages sent by TTA.

4) Rescue efficiency. TTA can communicate with EVs
of certain types via a single encrypted rescue-related
message sent over VANETSs. The message can only be
decrypted by specific EVs. As a result, the proposed
scheme can efficiently find the most appropriate EVs
and delegate the authority to control traffic facilities to
them.

D. Cryptographic Preliminaries
1) Bilinear Pairing: Recently, bilinear pairing has been
widely adopted to develop various security schemes [3],

2Some schemes [1], [11] can be applied to implicitly authenticate RSUs to
prevent the bogus RSU attack.

[51, [17], [18], [19] because of its smaller computational
cost and transmission overhead, as compared to traditional
cryptographic algorithms, such as RSA or ElGamal [3]. The
proposed scheme adopts bilinear pairing in the underlying
cryptosystem. We briefly introduce bilinear pairing as follows.
Definition 1: (Admissible Bilinear Map [20]): Let G and
Gy be two cyclic additive groups, and Gt be a cyclic
multiplicative group of the same prime order q. Let P and P,
be two generators of G and G, respectively. An admissible
bilinear map is a map é: GxG1—Gp with the following
properties.
1) Bilinearity: V(R,Q) € G x Gy, and Va,b € Z;
é(aR,bQ) = é(R,bQ)* = é(aR, Q)" = (R, Q).
2) Non-degeneracy: é(P, Py) # 1a,.
3) Computability: There exists a polynomial algorithm to
compute é(R, Q), for all (R, Q) € GxG.

Definition 2: (Bilinear Parameter Generator [20]): A bilin-
ear parameter generator G is a probabilistic algorithm that
takes a security parameter k as an input and outputs (¢, P, P1,
G, G1, G, é) satisfying that g is a prime with 2% < ¢ < 2F+1,
IGI=IG11=IGrl=q, and é: GxGy — Grp . There exists an
isomorphism ¢: G; — G with ¢(P;) = P. Therefore, the
generator G(k) generates (¢, P, G, Gr, é) for simplicity,
where é: GXG—GTr.

The following underlying assumptions [17] exist with the
respect to the security foundations of the proposed protocol.

1) Elliptic Curve Decisional Bilinear Diffie-Hellman
(ECBDH): Suppose a challenger chooses a, b, ¢, d
€Zy at random. The Decisional ECBDH assumption
is that no polynomial-time adversary is to be able to
distinguish the tuple (A = aP, B = bP, C = cP,
Z = e(P, P)®°) from the tuple (A = aP, B = bP,
C = cP, Z = e(P, P)?) with more than a negligible
advantage.

2) Elliptic Curve Decisional Modified Bilinear Diffie-
Hellman (ECMBDH): Suppose a challenger chooses
a, b, ¢, d €Z, at random. The Decisional ECMBDH
assumption is that no polynomial-time adversary is to
be able to distinguish the tuple (A = aP, B = bP,
C = cP, Z = e(P,P)) from the tuple (A = aP,
B =bP, C = c¢P, Z = e(P, P)*) with more than a
negligible advantage.

2) Secret Sharing Scheme: The concept of secret sharing
was introduced by Shamir [21]. In a secret sharing scheme, a
dealer distributes a secret s among a set of n players, P =
{Pi,..., P,}. Each player P; holds a piece s; of the secret
s. In order to recover the secret s, it is necessary to collect
several or all pieces s; of the secret s. A (¢, n)-threshold secret
sharing scheme is a particular case in which at least ¢ pieces of
s; are required to retrieve the secret s. A typical secret sharing
example is Shamir’s threshold secret sharing scheme based on
Lagrange polynomial interpolation [21], as described below.

Let Z, be a finite field with ¢ > n, and s € Z; be the
main secret to be shared. First, the dealer chooses a random
polynomial f(xz) with degree ¢t — 1 such that f(0) = s. The

polynomial can be written as f(z) = ag+ajx+...+a; 12t~ *
t—1 .

=ao+ »_ a;x’ where ap = s and a; €g Z,. Next, the dealer
i=1
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TABLE I
NOTATIONS
Notation  Descriptions
EV Emergency vehicle
RSU Roadside unit
TTA Trusted traffic authority
UA Universe attributes
DA Dummy attributes
D EV Identity of an emergency vehicle
D M Identity of message M
ROM Rescue query message
RRM Rescue response message
MAM Mission assignment message
TFC Traffic facility credential
G Cyclic additive group
Gr Cyclic multiplicative group
P Generator of the cyclic group G
q Order of the group G and G
é Bilinear map: G X G — G

d Minimal number of overlapped attributes

fx) Polynomial with d-1 degrees

DN s Lagrange coefficient of a set S

ti,y Master keys of TTA, where i = 1,...,[UA| +d — 1
LV, r Random numbers

o Credential signature

Tezpire  Expired time for credential signature

h(.) Collision-free one-way hash function such as SHA-1

I Message concatenation operation

assigns a known value w; € Z, to each player P;, and privately
delivers the share s; = f(w;) to P;, for i = 1,...,n. As a result,
a set of £ C P with |£I>t is able to obtain the secret s = f(0)
by interpolating the set of shares s; held by each P; € L as
follows.

i— ]

s= f(0)= Zsi)\f = ZSZ(

pPel Pel

I

Pie(L\FP;),

where parameters \- are called the Lagrange coefficients. It
has been proven that it is impossible to retrieve the secret s
with less than ¢ players [21].

III. ATTRIBUTE-BASED ACCESS CONTROL SYSTEM
(ABACS) FOR EMERGENCY SERVICES

In this section, we introduce the attribute-based access
control system (ABACS) for emergency services in detail.
Figure 2 illustrates the rescue process flow in the emergency
scenario. A rescue process comprises an emergency event
report phase, emergency vehicle recruiting phase, and rescue
mission dispatch phase. In general, ABACS works as follows.

o Emergency event report phase: When an emergency event
occurs, the witness vehicle sends an emergency event
report message [4], which contains emergency event type
and location, to an adjacent RSU. The RSU first confirms
the validity of the emergency event report message.® If
the emergency event report message is invalid, the RSU
drops this message; otherwise, the RSU informs TTA of
the emergency event.

o Emergency vehicle recruiting phase: After receiving the
emergency event report from the RSU, TTA issues a

3Emergency event report messages can be verified by the current standard
ECDSA method [16] or other schemes [4].

EV RSU TTA
I/
Emergency Emergency
Event Report event report .l
-
Rescue Query Rescue Query

Message (ROM) e Message (ROM)

Emergency =

vehicle
recruiting Rescue Response Rescue Response
Message (RRM) - Message (RRM)
Rlesclue Mission Assign Mission Assign
mission
Message (MAM) Message (MA
dispatch ™ ge T ge (MAM)
Fig. 2. Rescue process flow for an emergency event

rescue query message (RQM) to search the most ap-
propriate E'V's to deal with the emergency event. While
obtaining an RQM, if an EV is available, the £V will
send a rescue response message (RRM) back to TTA to
confirm that it can tackle the emergency event.
¢ Rescue mission dispatch phase: Based on RRMs ob-
tained from available E'V's, TTA can determine which
ones are most suitable for the rescue mission. Finally,
TTA sends a mission assignment message (M AM),
containing a traffic facility credential (T'F'C'), to the
assigned E'Vs. The TFC can be used to control the
traffic facilities with the aid of RSUs for better rescue
efficiency.
In ABACS, we focus on the design of the emergency vehicle
recruiting phase and rescue mission dispatch phase, because
the emergency event report phase can adopt the current
standard ECDSA scheme or related works [4]. Note that the
rescue-related messages, including RQM, RRM and M AM,
should be well protected without leakage of information. For
ease of reference, Table I lists the notations used throughout
the following description of the proposed system.

A. System Initiation

There exist various emergency vehicles. In ABACS, each
EV can be described by a set of attributes. Let d be the
minimal number of attributes required for selecting EVs by
TTA to select E'Vs. In the following parameter setup phase,
TTA will associate a random d-1 degree polynomial f(x) with
each 'V with the restriction that the value of point O in each
polynomial is the same, as denoted by f(0) = y.

1) Parameter Setup: Initially, TTA sets up the public pa-
rameters as follows. Let G be a cyclic additive group generated
by P, and G be a cyclic multiplicative group. G and G have
the same prime order ¢ such that IGl = |Gl = g. A security
parameter k£ determines the size of the groups. There exists
an admissible bilinear map é: G x G — G that satisfies the
following properties.

1) Bilinearity: VV, Q, R € G, and Va,b € Z7, é(Q,V+R)
é(Q,V)-é(Q, R). In particular, é(aP, bP) = é(aP, P)"
é(P, P)™ = ¢(P,aP)® = ¢(bP,aP).



634 IEEE JOURNAL ON SELECTED AREAS IN COMMUNICATIONS, VOL. 29, NO. 3, MARCH 2011

2) Non-degenerate: If V, R € G then é: (V, R) # 1,
3) Computability: There exists an efficient algorithm to
compute é(V, R) for VV, R € G.

The identity of each EV will be a subset of the universe
attributes U/ A. For instance, an EV can be identified by
the following attributes {Statg,\ County, District, Department,
EV_type, ELP} as identity I Dgy. In the list of attributes,
EV_type is used to indicate the type of an EV, for instance,
a police car or an ambulance. The ELP (Electronic License
Plate)[6], i.e., car license number, can be independently used
to uniquely identify an EV. When receiving a rescue-related
message with identity /D)y, an EV can check whether
IDgy (Y IDa > d. If yes, the EV can successfully decrypt
the rescue-related message; otherwise, the rescue-related mes-
sage is not meant for the EV and can be discarded.
According to the requirements of an emergency service,
TTA first defines the universe attributes /4. For simplic-
ity, we assume 1,.., W/ Al-1 (mod ¢) are the indices used
to represent all the possible universe attributes except for
ELP. We use W Algy, to indicate the ELP attribute of
each EV. Moreover, TTA also chooses d-1 dummy at-
tributes D.A, which are used in mission assignments. Sim-
ilarly, we assume (UAl + 1),.., (UAl + d - 1) as the
indices required to represent all dummy attributes. Next,
TTA chooses tl, "'t\Z/l.A\fla t‘Z/I-AIEVi y t\Z/lA|+la veey t\Z/lA\erfl
uniformly at random from Z,, and selects y uniformly at
random from Z,. Finally, TTA publishes the following public

parameters*:

Ty =4P, ..., Tiya-—1 = tpa—1 P Tiya+1, =
tual+1 P o Tyaivra—1 = tuajra— P Y = é(P, P)Y.
The master key is:

by LA =1 YA gy, > LUA|+15 - LAl +d—15 Y-

For ease of presentation, we define the Lagrange coefficient
A;,g fori € Z, and a set S of attributes in Z:

I

JES\i

z—j
i

Nis(x) = (1)

2) Key Generation: TTA is responsible for generating the
private key values for each E'V'. First, it determines the proper
attributes for describing an EV as its identity IDpgy C
UA, and randomly chooses a polynomial f(i) with d — 1
degree such that f(0) = y. Moreover, each EV also defines
d - 1 dummy attributes DA. The private key values for
the EV are (D;);.1p,. upar Where D; = %l)P for each
i € ID gv U DA. These private key values are preloaded
to the EV in the manufacture phase or via a secure channel
outside the VANETS.

B. Emergency Vehicle Recruiting Phase

When receiving an emergency event report forwarded by
any RSU, TTA will generate a rescue query message (RQM)
and then broadcast it over the VANETs. RQ)M broadcasting
is used to find appropriate EV's. If any E'V is able to join

“Note that the parameter TiA| gy, is only used for the ELP of an
individual E'V. It is not necessary to make the parameter public. However,
the parameter could be queried from TTA while it is required in some cases.

Event Event Expired
Type Location Time
8 octets B octets 4 octets

Fig. 3. Rescue Query Message Format

the rescue mission, the £’V will reply with a rescue response
message (RRM). Both RQM and RRM should be transmitted
securely. The proposed encryption scheme for RQM and
RRM is described as follows.

1) Rescue Query Message (RQM)

a) RQM Generation: TTA generates an RQM to
query available EVs. The RQM includes the
emergency event type, location, and expired time
as illustrated in Figure 3.

b) RQM Identity Selection: Before sending the
RQM, TTA determines the identity /Dgrqoas of
the RQ)M based on the context of the emergency
event. [ Dggn is composed of a set of attribute
values that describe the E'V's required to join the
rescue mission. For instance, TTA may require
EV's of certain types within a specific district or
administrated by a certain department.

¢) RQM Encryption: After generating RQM€e Gr
and selecting the proper identity IDgrgar, TTA
chooses a random value z € Z_ that makes
ABACS a probabilistic encryption scheme. Then,
the encrypted ROM is published as

E=(IDgom,E' = RQM - Y* {E; =

E is then broadcast over the VANETs.
d) RQM Decryption: When an EV receives
an encrypted RQM, it determines whether

the RQM _can be decrypted by checking
IIDEV ﬂIDRQMI>d If not, the encrypted
message is discarded. If yes, the EV extracts
the RQM by computing

E'/ T (e(Dy, )%= = RQM

€S

where the attribute set S = (I/b ev) ID RQM)-
The decryption can be verified as follows.

E /H (D, E;))2is©

€S
=RQM - &(P,P)™ /T ] (e( (P))2is©
i€S
=RQM - é(P, P Zy/H (P, P zf(z) i,5(0)
i€S
2 f@)- T1 =5
:RQM . é(P’ P)zy/(é(P P) i€S jES\i )
=RQM - ¢(P, P)*/(¢(P, P)*W))
=RQM

2) Rescue Response Message (RRM)

a) RRM Generation: The fields of an RRM are vehi-
cle identity, vehicle type, vehicle location, vehicle
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Vehicle Vehicle | Vehicle | Vehicle
ELP Location | Direction | Velocity
4octets 8 octets 4 octets 4 octets

Fig. 4. Rescue Response Message Format

direction, and vehicle velocity, as illustrated in
Figure 4.

b) RRM Encryption: To ensure the confidentiality, the
EV chooses a random number v € Z7 and en-
crypts the RRM based on Elliptic Curve ElGamal
encryption as follows.

C = (C" = RRM + vT1,V = vP)
C is then sent to TTA by a unicast over the
VANETS.
¢) RRM Decryption: While obtaining the ciphertext
C, TTA extracts RRM by computing

1

cC -tV
=RRM + 1} —t,V
=RRM +v-t1P —t1 - vP
=RRM

C. Rescue Mission Dispatch Phase

After receiving RRMs in a predefined short time period,
TTA will dispatch the most appropriate EV's to deal with
the emergency event. TTA generates a mission assignment
message (M AM) for the assigned E'V's. For better rescue
efficiency, the M AM contains a traffic facility credential
(TFC) that is used to delegate the authority to control traffic
facilities. Using the T'F'C, the assigned E'V's can control
traffic signals or other facilities around the area where an
emergency event has occurred.

1) Mission Assignment Message (M AM)

a) MAM Generation: An M AM contains the traffic
facility credential (T'F'C) and the credential sig-
nature (o), as illustrated in Figure 5. Note that
the TFC contains the ELPs’ of the delegated
EVs and Tiypc for enabling the selected EV's
to control traffic facilities before the time specified
by Tezpire. Note that if secure communications be-
tween the selected E'V's are required, the optional
field can be used for assigning a session key. To
guarantee the validity of TFC , TTA also creates
a credential signature o as follows.

= hWTFC||Tewpire) - yP

a) MAM Identity Selection: TTA may assign multiple
EV's to cooperatively tackle a serious emergency
event. Therefore, TTA takes advantage of dummy
attributes DA to ensure that only the assigned E'V's
can decrypt the encrypted M AM. TTA selects

SIn general, we assume that four E'V's are assigned to handle an emergency
event. In addition, the field of the assigned vehicle E L Ps is extensible.

Traffic Facility Credential
Credential
Assigned -
Vehicle ‘Explredl(Optlonal) Signature
ELPs |
16 octets 4 octets (16 octets) 20 octets

Fig. 5. Mission Assignment Message Format

all the d-1 dummy attributes DA as well as the
ELP attributes of the assigned EV's as the identity
IDpsan. Therefore, an assigned E'V' can decrypt
the encrypted M AM based on its own ELP
attribute as well as the d-1 dummy attributes.

b) MAM Encryption: In a manner similar to RQM
encryption, TTA randomly selects » € Z and
generates the ciphertext £ as follows.
E=(IDyan,E = MAM - Y™ {E; =
TTi}iEI/[\)MAM )

To avoid redundant transmissions, TTA only sends
E by multicasting to those RSUs where the as-
signed E'V's are converging.

¢) MAM Decryption: While obtaining the ciphertext
E, each EV examines whether
|(IDEV UD.A)HIDMAM| > d. If not, the EV
drops the M AM; otherwise, the E'V realizes that
it has been assigned to go on the rescue mission,
and then obtains the TFC and o from MAM by
calculating

E' /] (e(Di, E)»s©
ies
=MAM
where the attribute set

S = (bev UDA)N fbMAM. The verification
of M AM decryption is shown as follows.

E’/H(é(Di,Ei)A'ivS(o)

€S
=MAM -é(P, P)" /T (é( 10 p rt; P)>s(0)
€S
=MAM -é(P,P)"/T] (¢ PP””)) s(0)
€S
r(Sfe) T1 2=4)
=MAM - &(P,P)™Y/(e(P,P) €5 ses\i’ )

=MAM - &(P,P)" /(&(P,P)"™)
—MAM

2) Traffic Facility Credential Verification

As a rescue mission proceeds, an assigned K’V may send
TFC and credential signature o to ask RSUs to control
traffic facilities. When an RSU receives the TF'C' and cre-
dential signature o, the RSU believes the TF'C' is valid if

The credential signature o can be used to ensure the integrity of TFC
and to implicily confirm that the M AM is sent by TTA.
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é(o, P) = YMTEClTeapire) a5 verified below.

é(o, P)
:é(h(TFC| |Tempire)ypa P)
:é(P, P)h(TFC‘ |Texpire)y
—yMTFC||Tewpire)

If the verification is valid, the EV gains the authority to
control the traffic signals/facilities governed by the RSU.
After the E'V applies the authority to control the traffic
signal/facilities, the RSU will send a control acknowledgement
to TTA to confirm that the £’V has accepted the mission.

D. Discussion

1) Computational Delay: To further investigate the res-
cue efficiency, we first evaluate the computational delay of
ABACS. In a manner similar to previous analyses [4], [5],
[12], we mainly focus on the cost of point multiplication
in elliptic curve and pairing computations, which require the
most computation time. Let 7},,; denote the time required
to perform one point multiplication in an elliptic curve, and
Tpair be the time required to execute a pairing operation.
We adopt the experiment in [22] in which the processing
time (in milliseconds) was observed for a super-singular curve
of embedding degree & = 6 over 3o and executed it on
an Athlon XP 2 GHz machine. The following results were
obtained: T, = 0.78 ms and T4 = 2.82 ms. Based on
the computational delay of cryptographic operations, we can
calculate the total computational delay of a complete round,
denoted as Ty _¢otal, in ABACS for an E'V as follows.

TV,total — (dTpair + ]-Tmul) + (2Tmul) + (dTmul + ]-Tmul)
= 2dTpai7‘ + 4T‘mul
=2d x2.82+4x0.78 ms

That is, the decryption of RQM or M AM requires d Tpqir
for the product of sum and 17,,,,; for point multiplication with
Lagrange coefficient A; g. The encryption of RRM requires
2 T based on Elliptic Curve ElGamal cryptography.

2) Receiving Ratio Analysis : In the rescue mission dis-
patch phase of ABACS, TTA delivers an M AM to the
assigned E'V's. To minimize bandwidth consumptions, TTA
only delivers the M AM by means of multicasting to the
RSUs whose signal coverage includes the assigned E'V's. That
is, the M AM is sent back to the same RSUs where the
previous RRMs came from. However, EVs may move away
from the RSUs during the emergency vehicle recruiting phase.
Therefore, TTA has to generate the M AM within a stringent
time limit. Moreover, to find the most appropriate EV's to
deal with the emergency event, TTA needs to wait for a
short time period £ in order to receive more RRMs from
different £'V's. Therefore, we analyze the relationship between
the vehicle movement speed v and the short waiting period &.
The following assumptions are made to simulate a practical
scenario:

o The average speed of emergency vehicles (denoted as v)
ranges from 20 m/s ~ 50 m/s (or 72 km/hr ~ 180 km/hr).

The valid coverage range of an RSU (denoted as C'rsyr)
is 300 m [7], [12].

o The number of attributes required for selecting an EV
is 4 (d = 4) and 10 (d = 10). Therefore, the total
computation delay Ty o1 18 (2 X 4) X 2.82 + 4 X
0.78 = 25.68 ms and (2 x 10) x 2.82 + 4 x 0.78 =
59.52 ms, respectively.

To evaluate the receiving ratio of an E'V, we first estimate
the required coverage range (denoted by C'..4) over which an
RSU successfully transmits the M AM to the assigned E'V.
The minimal required coverage range of an RSU is

Oreq =vX TV_total

Then, we further discuss the receiving ratio, denoted as
Ryatio, by considering the coverage range C'rsy of an RSU
and the short waiting period £. The following formula can be
used to estimate the receiving ratio R,q¢io-

Crsu Crsu
Oreq X 6 v X TV_totoal X f

Rratio =

where Crsy > Cleq. Finally, R,4ti, can be measured as

if Crsu 1 > q.
R _ 1 ’lf TV_total 'UXE - 1’
ratio — Crsu 1 .
Tt SE otherwise.

Figure 6, with d = 4 and T'y_¢otq; = 25.68 ms, shows the
receiving ratio with respect to velocity v, 20 < v < 50,
and waiting period &, 0 < ¢ < 300. It is observed that an
EV can successfully receive the M AM when 20 < v < 39
and 1 < ¢ < 233. Therefore, the proposed ABACS works
well in most cases when d = 4. In the case of d = 10 and
Tv_totar = 59.52 ms, the receiving ratio is shown in Figure
7. The receiving ratio is 100% only when 1 < ¢ < 100. The
analysis indicates that the receiving ratio decreases due to the
greater computational delay that is caused by the use of a
larger d. To cope with this problem, in the next subsection,
a predictive transmission method is proposed to increase the
receiving ratio.

3) Predictive Transmission: In this subsection, we propose
a predictive transmission method to increase the receiving
ratio for delivering M AMs. The following assumptions are
required for the predictive transmission.

o TTA has the location information of each RSU, denoted
as L RSU-

o The transmission ranges of neighboring RSUs are partly
overlapped.

The scenario of the predictive transmission is shown in Figure
8. In the emergency scenario, an E'V has received an RQM
via RSU1, and TTA performs predictive transmission for the
neighboring RSU, i.e., RSU2, based on the probability that the
EV enters the area covered by RSU2. Assume Crsy is the
transmission range of an RSU, Dir is the direction of the £V,
and / is the distance between E'V and RSU2. Moreover, we
assume that the locations of E'V's are randomly distributed
according to a uniform distribution, which has been widely
assumed in previous literatures [7], [23], [24]. According to
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2)

[7], the probability density function of the distance between
the EV and reference RSU2 is measured as

1

16 = v-(E+Tc_r74a)

0<t<v-(&E+Tc_rra) (2)

where v is the velocity of the EV, £ is the short waiting period,

and To_r74 represents the delay caused by TTA in assigning

the appropriate £V and generating the corresponding M AM. 3)
Based on the analysis of previous studies [7], [25], the
velocity of an EV is assumed to follow a truncated Gaussian
distribution with parameter (7, o2). Therefore, the probability
(denoted as Py ter) that the EV enters the transmission range

of RSU2 in the (£ +T¢_774) time interval can be measured

as

Penter = P(f - CRSU <wv- (5 + TC_TTA)|U)

"To

3)

As a result, TTA can predict the entering probability P, e,
to determine whether neighboring RSUs can help to deliver
the M AM to the EVs.

IV. SECURITY ANALYSIS

The security of the proposed ABACS is analyzed as follows.

Rescue-related message confidentiality: Based on Ellip-
tic Curve Decisional Bilinear Diffie-Hellman (ECBDH)
and Modified Bilinear Diffie-Hellman (ECMBDH) as-
sumptions [17], the confidentiality of the rescue-related
message is guaranteed. The security of the adopted fuzzy
identity-based encryption has been proven in [17]. In
[17], a fuzzy selective-ID model is used to show that
the probability of the overall advantage of an adversary
is only %e for each bit. That is, an adversary cannot
gain a advantage greater than guessing a bit without
any information.

Fine-grained access control: In ABACS, each emergency
vehicle (E'V) possesses a set of attributes as its identity.
Through the set of attributes, TTA can decide which
types of E'Vs are able to decrypt the rescue-related
messages to achieve fine-grained access control.” Be-
cause each E'V holds a unique ELP and corresponding
private key values, TTA can customize an identity for
a multicast message intended to the desired E'V's. Not
only the computational delay but also the transmission
overhead can be reduced by ABACS.

Prevention of collusion attacks: To prevent collusion at-
tacks, ABACS randomly chooses different polynomials
for distinct E'V's. Therefore, each E'V will keep different
private key values generated with different polynomials.
As a result, even if some EV's are compromised, an
attacker cannot combine their private key values to
derive the master private key values [17].

provide further fine-grained access control, the key-policy attribute-

which can be expressed as follows. based encryption (KP-ABE) [26] can be adopted.
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4) Rescue efficiency and security: One of the advantages
of ABACS is the efficient communications between
TTA and E'V's, which are achieved by attributed-based
multicast. Moreover, the assigned EV's can rapidly join
a rescue mission with the aid of the received TFC for
controlling traffic signals and facilities. As compared
to the current VANET security standard [16], ABACS
can secretly and efficiently deliver the rescue-related
messages to E'Vs without requiring additional key-
establishment phases [1].

V. PERFORMANCE EVALUATION

In this section, we evaluate the performance of ABACS in
terms of computational delay and transmission overhead. To
the best of our knowledge, there is no similar security scheme
for emergency services. Therefore, we compared ABACS
with the ECDSA scheme, which is adopted by the current
IEEE1609.2 standard [16] as a security scheme for VANETSs.

A. Computational Delay

As described in Section III-D1, the total computational
delay (denoted as Tv._totq;) for an EV in ABACS is 2d X
Tpair + 4 X Ty ms. Here, we focus on the computational
delay for TTA, because TTA is designed to handle all rescue-
related messages sent from a number of EVs. Table II
shows the computational delay of the dominant cryptographic
operations, including point multiplication 75,,; and bilinear
pairing T4, for TTA in ABACS and ECDSA schemes in
communications with a single EV or multiple EVs. Since
ECDSA does not provide message confidentiality, we assume
that the Elliptic Curve ElGamal encryption is adopted in
ECDSA. Thus, it costs 2 T, for an encryption operation
and 1 7}, for a decryption operation. According to [5], [27],
the time required to perform ECDSA signature and certificate
verification is 4 T,,;, and the time required to sign an ECDSA
message is 1 T},,;. Therefore, an encryption in ECDSA costs
3 Tonw (EC ElGamal encryption + ECDSA signing) and a
decryption in ECDSA costs 5 T;,.,; (ECDSA verification +
EC ElGamal decryption). An RQM encryption in ABACS
requires 1 T}, for £ and i T}, for E;, where i is the total
number of selected attributes (z > d). For ease of evaluation,
we set ¢ = d + 2 in the following performance evaluation.
A decryption in ABACS requires 1 T},,; for EC ElGamal
decryption. The computational delay for an M AM encryption
is (a+d—1)T},u1, in which aT},,,; is for the E'L Ps attributes of
the assigned EV's and (d—1)T};,,,; is for the dummy attributes.

Referring to [22], the computational delay for 7;,,; and
Tpair 1s 0.78 ms and 2.82 ms, respectively. Figure 9 (a) shows
the relationship between the computational delay and the
number of queried emergency vehicles (n), if the number of
assigned E'V's involved in a rescue is 5 (a = 5). It is observed
that ABACS can greatly reduce the computational delays for
different values of d. Moreover, Figure 9 (b) shows the ratio
of the computational delay of ABACS to that of ECDSA. In a
general rescue mission with only a few assigned EV's, ABACS
is more than 80% faster than ECDSA when the number of
queried E'V's is greater than 40. Moreover, we investigate the
computational delay for an disaster event requiring different

numbers of assigned EVs. As shown in Figure 10 (a), when
100 EV's are queried, i.e., n = 100, ABACS achieves smaller
computational delays than ECDSA for different numbers of
assigned EVs. In fact, ABACS generates only an MAM
for all the assigned EV's, whereas ECDSA has to produce
distinct M AMs to individual EVs. This also explains why
the computational delays in ABACS moderately increases by
at most 163.8 ms (d = 4) and 173.16 ms (d = 10), as the
number of assigned EVs increases. On the other hand, the
computational delay in ECDSA also increases as more EVs
are assigned; however, all are greater than 626.34 ms due to
the computations in RQM and RRM. The computational delay
ratios, illustrated in 10 (b), show that the computational delay
of ABACS is only at most only 19% and 20.1% of that of
ECDSA when d = 4 and d = 10, respectively.

B. Transmission Overhead

In this section, we compare the transmission overhead of the
two schemes. The transmission overhead mostly arises from
the communications between TTA and the RSUs. The fol-
lowing evaluation focuses on the transmission overhead intro-
duced by the signature, certificate, and encryption/decryption
parameters, while the message itself is not considered. Accord-
ing to [16], the format of a signed message contains a 56-byte
ECDSA signature and a 125-byte certificate. In ABACS, the
transmitted parameters of RQM include 4%i bytes® for the
identity and 20*i bytes for the decryption parameters, where
i is the total number of selected attributes (i > d). As in
Section V-A, we set ¢ = d + 2 in the following performance
evaluation. As for RRM, the parameters consist of 4 bytes
for the identity, and 20 bytes for the decryption parameters.
With regard to M AM, the parameters consist of 4 * (a + d
- 1) for the identity, 20 bytes for the encrypted credentials,
and 20 * (a + d - 1) for the decryption parameters. According
to DSRC [2], the bandwidth of a wireless data channel in
VANETSs is 10 MHz, corresponding to a channel data rate
within the range of 3-27 Mb/s [28]. A typical data rate of 6
Mb/s is usually assumed for VANETSs. Under the assumption
of d = 10 and ¢ = 12, the length of RQM will be 4*12
+ 20 + 20*12 = 308 bytes. According to [5], there can be
180 vehicles within the communication range of an RSU. In
a extreme case that all 180 vehicles are EVs, the demanded
throughput for RQM is at most 0.42 Mb/s (180X1x308x8
Mb/s). Similarly, the throughput for RRM and MAM is
0.05 Mb/s and 0.45 Mb/s, respectively. Therefore, the maximal
demanded throughput of ABACS is much smaller than 6 Mb/s.

Suppose that Nrprgr is the total number of RSUs and
Nagrsu is the number of RSUs where the assigned EV's
are visiting. Because the RQM is disseminated by broad-
casting over Nyrsy RSUs, the transmission overhead of the
RQM delivery can be estimated by (4i + 209)Nrrsy. The
transmission overhead of M AM is (24a + 24d - )N arsuv,
because the MAM is only multicast to Narsy RSUs. Table
IIT summarizes the transmission overhead in ABACS and
ECDSA schemes. From Figure 11 (a), it can be seen that
the transmission overhead of ECDSA is significantly higher
than that of ABACS for d =4 and d = 10. Because of the use

8We assume each attribute is of 4 bytes.
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TABLE II
COMPARISONS OF COMPUTATIONAL DELAY FOR TTA (MS)

Communication with a single emergency vehicle

Communication with n emergency vehicles

ABACS ECDSA ABACS ECDSA

RQM Encryption (1 + )T 3Tl [ 3nT ol

RRM Decryption 1T STl NIl SNl

M AM Encryption (a+d— 1T 3Tl (a+d— 1T 3aTmul
Total (a4+d+i+ DT T (a+d+i+n)Thu Ba + 8n) Tl

1: Total number of selected attributes (¢ > d), d: Minimal number of overlapped attributes; a: Number of the assigned E'V's.

TABLE III
COMPARISONS OF TRANSMISSION OVERHEAD (BYTES)

639

Communication with a single emergency vehicle

Communication with n emergency vehicles

ABACS ECDSA ABACS ECDSA
RQM 4i + 207 181 (47 + 200)NrRrsu 18InX Nrrsu
RRM 4+ 20 181 (4 +20)n 181n
MAM #a+d-D+20+20@+d-1) 181 (24a + 24d - HNagnsv 181a X Narsu
Total 24(a+d+i)+ 20 543 (49 + 200))Nrrsu + (24a + 24d - )Nagrsu + 24n 181(n X Nrrsu + a X Narsu +n )

Nrrsu : Total number of RSUs; Narsy : Number of RSUs where the assigned E'V's are visiting.
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Fig. 9. Computation delay evaluation in regular emergency events

of broadcasting and multicasting, the transmission overhead
incurred by ABACS moderately increases as the number of
queried E'V's increases. Figure 11 (b) shows the ratio of
the transmission overhead of ABACS to that of ECDSA is
shown. It can be seen that the more the number of EV's are
queried, the lower is the transmission overhead ratio that can
be achieved. More precisely, when the number of queried EV's
is greater than 61, the transmission overhead of ABACS for
d =4 and d = 10 is only 1.4% and 2.6% that of ECDSA,
respectively.

C. Simulation

In addition to the theoretical analysis of computational delay
in Section V-A, we further evaluate the average processing
delay and message loss ratio via a simulation on ns-2 [29].
In the simulation, we consider an area of 1x1 km? in urban
areas. The simulation parameters are given in Table IV. We
also adopt the TraNS [30] tool in the simulation for a better
mobility model for vehicles. It is assumed that the maximum
vehicle speed is 70 km/h. Predictive transmission is also
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(b) Computational delay ratio vs. number of queried emergency vehicles

TABLE IV
SIMULATION PARAMETERS

City simulation area

1000m x 1000m

RSU Communication range 400 m
Simulation time 100 s
Wireless Protocol 802.11a
Wireless channel bandwidth 6 Mbs
Wired channel bandwidth 100 Mbs
Packet size for ECDSA message 181 bytes
Packet size for RQM message (d = 4 or 10) 164 or 308 bytes
Packet size for RRM message (d = 4 or 10) 40 bytes

Packet size for MAM message (d = 4 or 10)

184 or 328 bytes

implemented in the simulation. The Medium Access Control
(MAC) protocol follows the IEEE 802.11a standard, which is

the basis of DSRC [27], [30].

The average processing delay (denoted as avgD) is defined

as
N, Ngv . .
MAM,
avgD = =3 x> (Theey
=1

y Recv
J=1

Ngv

i, RQM,j
Send )’

where N, is the number of emergency event reports, and

7i-RQNLj

Ngy is the number of EVs. Tg,

is the time when the

application layer of TTA sends the rescue query message
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(RQM) of the i-th emergency event report to the j-th EV.
T};’é\gf M3 is the time when the application layer of the j—th
EV receives the mission assignment message (M AM) of the

i-th emergency event report sent from TTA.

Figure 12 shows the average processing delay versus the
number of queried EVs in regular emergency events. Note
that the short waiting period (£) is not included in the average
processing delay. As in Section V-A, we assume the number
of assigned EVs is 5 (a = 5). The simulation result shows that
the average processing delay of ABACS (d = 4) is close to that
of ABACS (d = 10), and ECDSA consumes more processing
delay than the others. It is also seen that the more EVs are
queried, the more advantages of ABACS can be achieved.
This result is basically the same as the analysis shown in
Figure 9(a). The simulation result for disaster emergency
events is shown in Figure 13. In general, there are only slight
variations of processing delay in ABACS with respect to the
number of assigned EVs. However, the processing delay of
ECDSA increases as more EV's are involved. This result also
corresponds with the analysis shown in Figure 10(a).
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The average loss ratio, denoted as avgLR, is defined as

NEV Mz JRQM, _7+M_7 RRM, 1+Mz MADM,;j
avgLR =

where N, is the number of emergency event reports.
Mé’gﬁM’J is the number of RQMs sent to the j-th EV for
the i-th emergency event report’, M é’jf;M’i is the number of
RRM:s sent by the j-th EV for the i-th emergency event report,
and Mgel\:{d M7 s the number of MAMs sent to the j-th

EV for the i-th emergency event report. M EZ%M’J represents
the number of RQM:s recelved by the j-th EV for the i-th
emergency event report, MR freen " represents the number of
RRM:s received by TTA for the i-th emergency event report,
and MM AMT represents the number of M AMs received by
the j-th EV for the i-th emergency event report.

Figure 14 shows the relationship between the average loss
ratio and the number of queried EVs in regular emergency
events. The loss ratio of ECDSA is up to about 40% when

the number of queried EVs is more than 50, while ABACS

Note that messages sent via broadcasting should be counted multiple times
as many as the number of receivers.
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attains the same loss ratio when the number of queried EVs is
more than 100. Furthermore, we also investigate the loss ratio
in disaster events, shown in Figure 15. It can be seen that
the loss ratio of ECDSA rapidly increases as the number of
assigned EVs grows. The reason is that in ECDSA there needs
a dedicated M AM message for each assigned EV. Each
MAM message is encrypted using the public key of the E'V,
and is sent separately over the VANET. On the other hand, the
loss ratio of ABACS only gradually rises no more than 40%
as the number of assigned EVs increases, because in ABACS
only one encrypted M AM message is required. It can be
observed that the average loss ratio of the two ABACS-based
schemes is only slightly affected by the number of assigned
EVs. Some studies [13], [14] in the MAC layer can be used
to further improve the packet loss problem.

VI. RELATED WORK

In the past decade, several security related schemes [4], [5],
[6], [7], [12], [27], [31], [32] have been proposed for VANETS.
The main security issues addressed in these schemes includes
message authentications, entity authentication, and privacy
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preservation. Some previous studies adopted the Public Key
Infrastructure (PKI) as a solution to deal with abovementioned
security issues. In [6], Raya et al. first proposed a security
scheme to ensure message authentication and resolve privacy
issues. In their approach, each vehicle has to pre-load many
anonymous public/private key pairs that are then used to sign
traffic-related messages. For better privacy protection, each
vehicle will frequently change its public/private key pair. This
approach incurs considerable overhead to maintain many key
pairs. To realize better efficiency, a timed efficient and secure
vehicular communications (TSVC) [7] scheme was proposed.
Based on the TESLA scheme [33], the computational cost
and transmission overhead can be significantly reduced by
exploiting the advantage afforded by the hash-based message
authentication code (MAC). In [5], a batch verification method
is proposed to further improve the efficiency. Since each RSU
has to verify hundreds of messages, batch verification can be
used to accelerate the verification process. To realize better
scalability, Lu et al. [12] proposed an Efficient Conditional
Privacy Preservation (ECPP) protocol in which RSUs are
responsible for issuing a temporary anonymous certificate
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without the aid of Trusted Authority (TA). Thus, anonymous
certificates can be issued in a distributed manner. Recently,
Wasef et al. [27] proposed an Efficient Distributed Certificate
Service Scheme (DCS) for Vehicular Networks. Vehicles can
update their certificates in a timely fashion. Therefore, CA will
not become a bottleneck when many certificate update requests
arrive. Moreover, a robust signature scheme using binary
authentication tree (BAT) [32] was proposed for Vehicle-to-
Infrastructure communications in VANETSs. Using BAT, the
bogus signatures in a batch signature verification scheme
can be detected. To withstand internal attackers, Daza et
al. [31] proposed a priori measure to ensure the validity of
vehicle-generated announcements. Privacy issues, including
anonymity and unlinkability, were also taken into consider-
ation. They proposed protocols for dense and sparse VANETSs
respectively. In [11], the authors adopted group signatures
to reduce the burden of the trust authority. RSUs take the
responsibility to generate an on-the-fly group signature. For
V2V communications, each vehicle can sign a message by a
group signature with privacy. To check whether an anonymous
sender was revoked, each vehicle can locally examine the
revocation list without the aid of the remote centralized
authority.

All of the above security schemes for VANETSs focused on
enhancing the efficiency, scalability, and security of message
verification performed by RSUs or vehicles. To the best
of our knowledge, no security scheme has been designed
for improving the efficiency of the rescue mission after an
emergency event is reported. With Regard to emergency
management, only Zhu et al. [4] discussed how to improve the
efficiency of emergency message authentication. In contrast to
the abovementioned security schemes, we propose an attribute-
based emergency service system to improve the overall rescue
efficiency. ABACS realizes better efficiency by selecting the
most appropriate emergency vehicles via multicasting and
securely delegating the authority to control traffic facilities
to the assigned emergency vehicles.

VII. CONCLUSIONS

Recently, emergency management in intelligent transporta-
tion systems (ITSs) has attracted considerable attention. Cur-
rent security schemes over VANETSs will thus become can-
didates for use in future ITSs. Most of these approaches
focus on the security and privacy of message verification.
In this paper, we have analyzed the steps involved in a
rescue process after an emergency event is reported, and
addressed the security and performance issues involved in
initiating the rescue process over VANETSs. By considering
the rescue process as an emergency service, we have pro-
posed an Attribute-Based Access Control System (ABACS) for
emergency services over VANETSs. The attributed-based secure
multicast scheme adopted in ABACS can efficiently find and
select emergency vehicles over VANETS. Our analysis shows
that both security and better efficiency can be realized using
ABACS. In ABACS, we have defined several messages for use
in an emergency service. With regard to an emergency service
in the real world, it is noted that different definitions of data
fields in these messages may be required. Nevertheless, our
theoretical approach can be regarded as the very first attempt

to define a secure framework for providing emergency services
over VANETSs. Our future work will be on the investigation
of more emergency scenarios, e.g., rescues for mass disasters,
optimal mission assignment for multiple emergency events,
and emergency services for different VANET configurations.
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