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UE T8

AHENEIREBNRAEARERCRNEBRB MNP EL LG -4
Preagis(Interne) ) B RGO EFRF I HAM LBEATRTH S
BA Bt &M AB FAEATART R —BIE 28 d3] R
S AR~ FERR 0 v IEik A 4Z(Intrusion) ~ 4828 ¥ (Attack) ~ E
A 7% ¥ (Computer virus) ¥ % - 3 F R & R ¥R 1E 4 L RAKE RATH
B B A iE 8 R 4R 4 38 0T LA E B {5 BF A {73 (any time, any
where)#f 7T LA1E Fl 4828 B IR 94T R ©

F£802.11b4% & 3¢ 41 1% > B AR T A 11Mbit/sec » & K B 4% A
GE TG Ae R BRLES E R B RAERIRE XA
Hinet © AR BREB EHFSFEFHRE L L RRERERRY
o R BB EL X —BARE  TREMER LT RALE -
Ll B ERBEA L REABOITARRALE REEEANA
GBREHREANRGU—EFHFHRANE -

BEEBRTLREAREBHERI MALCARBNRIKK
REATRE BTN > FTRER - B FRERHHENEE > £
Pk e IE - AREB T A —ERNEN RS EHE e BT
HE 0 A K L E MR FA2E (Wired Equivalent Privacy, WEP)
b A802.11bMER R AR E -

AN EYAFTELREL L RNEBGE NP EO02IIDETH
oAk 55 BT AE W 2R A b e B AR o R &R R T IEEER02.1148 B 49
XA 0 3B AR KRIRE P el R ARR -



&R0

%4069 L K438 (Ethernet) & A & & AL AF — AR
i FEAAGAE AR GEREBARE 0 M B L EE (Wireless Network )
Al BERTHMRAREAKE - B4 EHREYE (Wireless LAN;
WLAN) #93 BABC & B+ 45  EHLREEEL R BR R
MABMAER F - 2 EREHRB ESBERLBH TR &
FREEREBHBHAPEX > THLMBARR -
£1971%% > ERRAZAEL T LEKA THHa X, B &£
FEEEENNNTHERZENT HoEE Rk HuEEaef -t
— &4 Tk % HALOHNET » #: A # & 69 2 K 8845 4E » 1B
Wt oA Rt EMEE ERAMFPEAREBNGER  BRERY
EEARARARGERE 19915 AT RBRELKEREBE T SFER
SO R R —ERR > —AE1997F > R EAKIEEER &
780211 BFBEAA A T —EEZREZE  LLET RAURY
HF o BuEBAX—EEME FEL EEQMEBERN S BGHE
By T ¥R ESSE 0 H PR E Z6)R1E & %A HomeRFAIEEE 802.11
(RAEWi-Fi) @ Akikik « P 8021 1B/ Lths S oo %45 - F
% b > IEEE 802.11bZ fr iR B H LK B L ERER TIH E 2 XK
BT A e B SR L e By IR ATER © £199948A > 3Com »
Aironet~ Intersil Lucent~ Nokia$ Symbol £ ] % #2 & 3z WECA( Wireless
Ethernet Compability Alliance ) » 3/ %34 5 $#14& FRFIEEE 802.11b& &
BB ER - e AR E SbAE AR AR 0 3 B AR WIF (Wireless
Fidelity ) Z @42 % -



AR EREBIRELEEEEH AT 5 A& Ad-Hoc LAN(KE &
i# Yfvinfrastructured WLAN (F A 224560 B 42 4938) » ik TF o

« Ad-Hoc WLAN :

BETEFXDE (o £2AE
B§) o RLRA—E/ BBk b B
(peer-to-peer) A X i@ > M A LiEBH
HREGEH B -

o Infrastructured WLAN :

QAR B R BEE T3 (backbone) - 4
R B HFE . uplink (station 2|
backbone ) & downlink (backbone #|
station) ° i#@4% backbone B4 B2 A TF
B 25 (Access Point) » Access Point ¥ A &
FREIHRELEEN KM S (base
station) °
MERR  BRERELZdREARTHER 7732 (access
point)fe i Pom @ F - BRMEHF FHANE LB LAEX T
—ERGEB T ARAAGEERERZEG B2 5 E
FERITUINEA AR ELEBRFREE > REEWLANA @ F4)
FRHEREEGARRNABSH L FFAER X HIFHEEEML-E8
WLAN {2 R F — B G R FREL S ENEKEE  TTAH
Bof5 5 WLAN /& F 69PCIRE R F R > BHEEM LR
ARG AR EMRS > BPCERGER AR BHIEDIER o ®E
A EAALIRIE T > TR EEfHILER -



# Sz 483548 W B

1.1. £ R E R B8 B0

82 B4 (Wireless LAN; WLAN) 88 K 4T A& =
£ ¢
#% (Microwave) : ¥ R AMEMLANG &4 - i3
(Line-of-sight) -

4r5h 48 (Infraredray) : ERA 4R BFEETH > XTHh
FAE © a.dist & (Difused) rébss » —HBIEALEXEEH A
X AELE-—EEHRN > TNHBWBREABRE T A > &
B{EEEAM B ) - b.AH A (Directed) 4z M4 - LA H KA
ARSI TN B PRBIMETRES > BB AKREFE
oo B bR IR IE LB RSB (Line-of-sight) -

/& 38 (Spread Spectrum) : % B A7 & 4 B3R FRE A & &
RS AT 1940 K R RABF > 2ERAERE
fo b AS M E AR A EF @A LG 0 A AB RER

o9 35 $14% B B8 0 S Bp A7 28 J& SR 7 (Spread Spectrum)
1997 % » 42 % % @ [EEE % & 7 802. 11 » A & M kI8 R 48 (
Frequency Hopping Spread Spectrum ; FHSS ) ~ # # A %] & 38 ( Direct
Sequence Spread Spectrum ; DSSS) H4r /b iEE FHATR T 24
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GHz $2% ¥ 1 £ 2Mbps Z #3512 -

R SRF AT X o] 5 B #E - (1) B398 & 48 (Frequency Hopping Spread
Spectrum ; FHSS) - st R {2 Z 5k @M RIF FRES — A FHER &
Bl R d % 2% 8 &k +485% (listens) 381 (channel) - &k
SRV BERE R e AEEEE R £ SR E O aE
Ao AR5 12 g pkiE (hops) 2|5 —fESAE > B pbiEism o B0 18
oo ey BRI A2 0 BLARK % SR WOk oL JR B I )R SRE A T B R
B4 o (2) HEA 5B $A(Direct Sequence Spread Spectrum ; DSSS)
AMAEFRIE - TEARRIE ) AR RIE (i) & HIT > Ao
ANE AR A 0 E L B MHAE A chips" > F— L LA AN E D 1018
chips » 3R R &G HE ~ FIRFEME - LRBEAF ~ LBRF -

PR B SAA B ) B SARAE M 0 P ho AT B AT -

BO —

60

Frequency ——
Shols

20 —

Time

Figure 1.  ®k4A /B 48 (Frequency Hopping Spread Spectrum ; FHSS)



Figure 2. B A % 4R (Direct Sequence Spread Spectrum )
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18 & 19974 [EEES02. 112842 £ B 2 R1% (& &2 Mbits) - st
B KSR 0 ¥ A HWLANY EAssrsh » TR ZICEAMHRARE %
BALR 5 5 #2Mbps#h ik B Fo F BE A 4 & R4 X R A 100Mbps
#)Fast Ethernet » 8 £ A K * EF O E RN EFTL T EHH/ETAARK
918 14 - B #1999 49 A IEEE 802.11 Task Group b#k & T IEEE 802.11b
A H K BSE(XFEDSSS ; Direct Sequence Spread Spectrum)fi &
PN AR R TEEF 1 MegabitstyF A s B > R EHRER
XA R ER °
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1.2.1. IEEE 802

IEEE 802 % ' & # & F T #2 £7 1§ & (Institute of Electrical and
Electronic Engineers * IEEE) | Ait 8y a94% & - sbiZ £ X T & &R AR
4y % — B K 3 & (physical layer) B % — & & #}i& 4 & (data-link
layer) fr4E84 Loy 7 BRI% 4] - f§ B &30 > IEEE8O2AF & £ 942 & >
2 s b B R AF A F ik (Access Method) » £ 4835 & > PRI e AR R
EAAR R AT AR SR ERE o TR BLR EIRIF R IRE -

% R, & IEEE 802 .80/ F &) &-4& .

802.1 —» ZE @ > W AE

802.2 — #E4E & EH| (LLC)

802.3 — CSMA/CD Z X ##(Carrier-Sense Multiple Access with
Collision Detection) 4 #&-

802.4 — AL HE (Token bus) 48 » & H AR B RHEEHE
802.5 — # 43R (Tokenring) #3% - & F AFELIRE ML
802.6 — #R & 43 (MAN > Metropolitan Area Network)

802.7 — RKIAE 4 (Broadband LAN)

802.8 — K4k E k4% (Fiber Optic LAN)

802.9 — %4484 4% # (Multimedia traffic) » 24 & ¥ B4 & #
802.10— #&4%2 (Security)

802.11—> & & s9% (Wireless Network)

802.12— & k4B k7R E 5 48% (100BaseVG-AnyLAN)

H P802.3% & KA &Y A 4 T K495 (Ethernet) » 802.11 71 47, 86
T #1445 0 K 4835 48 7 & 8 4% 49 3% (Wireless Network) e



1.2.2. IEEE802.11 #4932 &

A #1997 5 & 42 & 3% 4935 IEEE 802.11 #8324 B AL A B K
MEBREREEAES 4 A THAURENZE BiLh 1997 £4 &
REREBYFER I EHEDABEREZ - SEAPIHEF

(bluetooth) * HomeRF % % - %% & 4 IEEE 802.11 #4942 & F 47 4 i
gty - IEEE 42 1997 £ 0% TABM &2 - sh 2 A 1W - X%
#ZE/) 6db - 3 LAk3E B SE (Frequency Hopping Spread Spectrum ;
FHSS) -~ A4/ %) /& 48 (Direct Sequence Spread Spectrum ; DSSS)
R RAEH LT RIEE 24GHz 8% F 1 £ 2Mbps = #3512
By AR LT IER S RIER H 2 EE - B EHE - 1999 £ 9 A
IEEE802.11 #4 Task group b 5 ax#] € /& & IEEE 802.11 & # /7| & 48
#47 B %] % IEEE 802.11 HR (High Rate) &4 IEEE 802.11b 12 % + &
#1843k % 9T 3E 11Mbits © § 4% > Task group a 42 % A%, T AN BRI R
$A(FHSS)4% #i7 44 IEEE 802.11a #94% £ - {§ &yig & 7T & 54 54Mbits -
42001 # 11 A IEEE 138 7 IEEE 802.11g % & 42 % » {&#ik £ 47T
i HF) 54Mbits - B {E A 21 802.11b 48 B) &9 3R & TR & 48 2002 F &
# A 2003 47 K @B 802.11g 4 £ -

EARERE Y &@ > 802.11b 42 £ 40 802.11g #9358 % & 2.4GHz » {2

FMR A 2412~2484MHz & 14 184838 > S84 :8 B s SMHz > {2

BESAEE A 22MHz - 2B A AT 1148 > @M A AT 13 18 > ik — 18



A& A B B AR{ER - M SGHz ¢4 802.11a 4£ 5.15~5.35MHz % 8 18

JRi8 0 5.725~5.825 F 4 B4R &

23818 %3 F & » 802.11b% 34Bnon-overlapping » Jt % (°f — £ 3%
ZHRiEL, 6, 1) EeMes A R 5 802.11aey 4738 f] 36 £ 20MHz » {843
X B #A&S5.15~535GHz — B 45 69 48 18 Rl 3B A 30MHz > $15.725~
5.825GHzf%#20MHz % FF R 7] ©

IEEES02.11b&y 1% &3k B 4K A % H X, 4 & IMbps (BPSK ) ~2Mbps

(QPSK) -~ 5.5Mbps$211Mbps (CCK) m#& - 802.11aa9 3% H X &
¥ M OFDM > m802.11g#y 3 % H K » 7T A5 OFDM & PBCC#y 7 K -
o A AR AR A B AR X iR b 6y 3 % 34T — OFDM - 3 28 X A8 5] 4938
a0 AMB02.11 a/gth AL E AR Rt HH AR T LA
rBEE ) o

OFDM-Orthogonal Frequency Division Multiplexing » F A% ©
EXEESESE )  c THPEGRITHRREM RERT 1@
& (Sub-Carrier)#) F % o BAF AR K 1E A 2.4Ghz38 % 2. 802. 1 1gFr{E
e REET X -

» BPSK - 1Mbps, 6Mbps, 9Mbps

+ QPSK - 2Mbps, 12Mbps, 18 Mbps

« CCK - 5.5 Mbps, 11Mbps

» PBCC - 22 Mbps, 33 Mbps

* 16-QAM - 24 Mbps, 36 Mbps

« 64-QAM - 48 Mbps, 54 Mbps
802.11g + & # & £ 18 (Option) ° % — 18 i& 18 PBCC-Packet Binary
Convolutional Coding & #& M 1% B A2 £ o9& iy - M B4 AR ek
BLeh 2 0 802.11gd ik Al 6OFDM R 4 i itt » F — sk R 0648 > B — ik
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BPAEEIR o X F5% Untersilgy 1R F A R > d 09 5 2R A 24Mbps
BIRIER R o BN BB F AR BBEN T L BERE 0 HAILR
Z TEBERK -
LT A5802.11g#M4% » tm i JE FTAEE B -
a. 802.11b&y ez M#& + CCK ~ QPSK ~ BPSK/DSSS -+ FHSS
G AT a9 @15 R E R E A 11Mbps ~ 5.5Mbps ~ 2Mbps -
1Mbps -
b. 802.11g#Y 4 A5 (RF802.11b4) F i 41t) * OFDM 2R 4 43 4if
418 1% 4 £ 3% £ %4 24Mbps ~ 12Mbps ~ 6Mbps ©
c. 802.11geyEBMAE —(Br802.11b#) FZHik bzt 4¢) : PBCCH
% BT 69 18 15 1§ %38 & A 33Mbps ~ 22Mbps -
d. 802.11gay IR M A& — (PP & 4 35802.11aky 48 Bl & K ) °
OFDM 37 % 4% ity 9 18 13 1§ 1% 1% K & 54Mbps ~ 48Mbps »
36Mbps ~ 18Mbps ~ 9Mbps -
MTF A B EERFIRIARES & GRHE G -

e
pEBOD
1ADT wa =] a2 meps

- = gorn [T dntato
) Ao LY . )
Sl WP MAC/C
R TN i A 7
TRy
- ey L s ‘ 0PS¢ I
1FAY49TE L 22k ner k.
RESHR KB R - -
xR RM - 81
HFA3TTG ot HiA3B26 0855 BMAIH

o KBl

Figure 3.  E 3% /F 7| & SA 2245 4 f& B3R 5 30151

10



1.3. CSMA/CAZZB x4

CSMA/CA 7 802.11 & 4% 48 3% & 4% 88 77 B ¥ #] (Media Access
Control) % &, ° 1+ /& & Media Access Control ? Media # & 1% 1% 4 3¢
transmission media * ¥ & 1R A 1+ R 1% £ & 0 4o F A Ethernet#4 3% >
Affkcabledt A media> W R A £ 4T > A £ KL T shmedia - FRAHE Y
Access Control ? 3£ % 4 A FF BT H] 0 thdo iR | T - 5 — 18 AHRE1E
b R SRR — AL E RALS > AT R RE—BAR 0 &
N ILTF s E EMedia Access Control » AR TR UUA » 39 U4
&4t o Ethernet EAR#9IEHIR 7 BRI L R BAA®S » S EM R
F1% > 3 & % F 1FECSMA(Carrier Sense Multiple Access) ° A5 47 &
— B PR 0 18 A 85 %1% 0 % Zcollision » AF BACSMA » carrier sense
oL FE K AA AL > collision detectionF 73R EIMeyeFiz - K
AR BEIR > ARTRE G 4B 48 - B ST EREA M ? £80232 KR#¥%
&) 2 B3 #) A X ZCSMA/CD - Carrier Sense Multiple Access with
Collision Detection ° Z K #8#& & collision & 1+ & ? izaﬁ,ﬁ'ﬂ@ T
Flefde Boktit & o ARAT A 69 ASR T BR8] AR AR B E A 0 X1
1383 B — B E A& » 18 E A B er 3k 2] R B3 3% & collision -
B A80234 %8R LA ¥ % A3 & (packet) L4 LR F] —
RS AT AAREH O —EE BREAPETER T
F#AARGER AR ERHH AR T X BT TS EER
W2 AT FAARES L RT CEH TR - £80232 K#%
STRRRIBI R T4 Acollision > 2R EBKTE  REBHKIERRA
collision 7 & 42 48 3% # 7 187 R ¢4 42 8] (Collision Detection) > % H F ##& &
PrAE » BSL RS RA A E Tk o



802117 ML 64 7 B X A % & 77 BR L2 4% 388 %, (CSMA/CA -
Carrier Sense Multiple Access with Collision Avoidance)- #| f & 3 & 32
MEWCE MR 0 & — R E 4o BAME(ACK) 2R 451 A sk 2 A
cho R RFEME BB ML £ EFM XN IERIKB RN

PR B BERY O BHABENBE - AR T R R ey H
» W — 8] 3% @A TCSMA/CA +ACK | -

sboh 0 B A B4 49% 8 A hidden terminalgy PS8 - A K L@ b
ko RAEFEIB BEFEC: AIA—ZEFF2C TALESELMALAR
—REH R ELEEGEBRAETREELOEN BEGFEEMRK
e 2% P iy R B T 0 MR — 1B /7B E(Access Point 5 3% & 42 Kb
) MAMBFHRERETUARRE MARS CHAFRELTUE
2 BB R E PGS RM B REFZIMTAERATAKEERL
R AE Z i 0 BAEAKUAE A S T B K (hidden terminal) &4 1§
o

(b)

Figure 4.  [&%3% K (Hidden terminal) $g 1]

AHTR OB EHUMANEE FEANTHERABEIURERER
B9 Fo 4T 18 4o LA 88 Focollisiondy) F B o F kA KRB LEE
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1% » i 3 —fERTS-Request To Send EFHHEL A E > BIRAEH
CTS-Clear To Send#y ®) & » — BCTSE H > AFE H 4 BICTSIRIR &)
FEAT IR R R T LA % B R - B o 3% B RTS ¢y Rk B0 AAZ B R FR
MR B AHEE 8 E - AW 0 RTS-CTSe9 & B AT REIR  BAYRA
EERBBRAE > RETURKEE -

Figure 5. CSMA/CA E4F# 4!
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& QB BRI R R

BREBTOAMNRAGEHENE nERH OB &K
(Mobility) - A > I BEREREBEBRETHAEMAHE G T
HAAZRTEHEN ALEHEANEARALAREBROELHE
oA SHTUAR KN EHERN R ERRBEUABRREAARAGE
$o BRAIH AN ESLEIREBRILEHE L WEP (Wired Equivalent

Privacy) °

1.4. WEPZ 2 2

B EKRAE T WL HEIE o 80211042 & ¥ # & 7T M 1E A
WEP(Wired Equivalent Protection)}§ % #} 4o % (Encryption) & 32 » 4448
B AW G BB G KRB WEPK S 4 A A fléo£ER EL
s oy TG LR AL AL IR 6 B AT

WEP Keys are 5 bytes (10 hexadecimal digits}

Already Transmit WEP Key Size
Set? Key 40 128
" WEPKeyl: @ | & C
™ WEPKey2 € | &

I~ WEPKey3 € [ & C
T WEPKep4 O | c
WEP Key Type: -
i € Temporary
. Persistent
oK l Cancel ]

Figure 6. WEP key % & 3517
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— A% B 7 & 32 4 WEP 64bits 2 WEP 128bits3#1# i #1842 b4 kL
o EIHE SbitseyiE4E - WEP 64bits 49 Encryption 75 % IEEE
802.11 w9 4% % M 46 » F ® L & A 40bit & key /v _E 24bit & Initial
Vector(IV) » 242 R mg A 64bits &4 L #44& F (seed) * 1# A RSA X 3] 89RC4
EEE AL S PHABUEARTHUXorEE S FEL E -

S RAE T R24-DUtIVRE AR wE ey > WEPh B R FE4o T HE

WEP Encryption / Decryption
Encryption: (by sender)
[ .. Message - ... ] CRC33 ]

= :

Decryption: (by receiver)

>

Figure 7. WEP & ARCAE H ik hw B F

WEP £ K A% 3% 3% Fodi jios 18 — 1B 4 B 89 70 % 448 (secret key)
AR EEE - BREFH — 183 eL(packet) B 1F %85 > LHAIME

36, B & 32-bit 49 CRC #x & Fo LABEAR 3R 8 89 70 250 o 3 B — 18 24-bit

15



498 1F & IV(Initial Vector;#746 %) &) > % L 40-bit s A 64 bits #)
key( % & L 104-bit 6955 % £48 ik A 128-bit &) Key) & 1E AL 3oy 48
F » #IM RSA 236y RCA FEH kA A& —i2 B ehalE > H F$8A 3
& e £ A 38 2 CRC 4 & 25(32 bits) & B A 1k - Rk deid —EAL#
% i (stream) 1 87 X & 4% CRC % & B xor(Z/f )EH > i 4 4%
Z_ % % X (cipher text) ; RIRILIZ K Ao by IV (24-bit) & 3 E B E X
PHEMAELE -

MEH ORI R 3 4% 0 RER T Aeds 64 24-bit nds@mE(IV) £
A3 b IR E % 8 AT e AL E 48 (Secret key) EAE AL BLAYAETF 0 A
Al RSA a8y RCAEE EA A —2 S H)dl3 eE—EALE B RA
42 IV 14 69 % X xor( B FF )EF  FrAF 4 Rk L R 4R 64 83 X Ao B

X #) CRC # & #5(32 bits) » sboF LT A EH73+F CRC i E#HIL ¥ -

1.5. WEP % 2 &) 53 %5

B TENELB AL A DA RSN EMEEMNA L —
SSID(Service Set Identifier) © =— ~ WEP(Wired Equivalent Privacy)iz &
BAHREIAMTECERPHESERERA LS P REBERTHEHZ

oty FER - 2FFT LA SSIDAALSHETRA—WESH mMALHL
16



B R TR 1R 6 & 4249 F B AP(Access Point ; 38447 8
THEAMSHBREREBEE T FAAAXAETATES Bl
HIEEHBREE MAEZEHFRIDBERZDN  ZHRTELLE
EARARB A FEHERE R FRERZIEE  EHNWEPS 5 £
EMHRERHHAEAERERER AR TREWE B Br4E 44
BERAWEOMGRAAMERZE BEETLE  BHNERMBESY
FEAFTEE 1o RUANREFRLZ 54 > WEPLARH I 12
5 42802.11b42 8 ¢ » WEP#) £ 45 #1SSIDFR/L » & 53 R M 7 4 P
FEREZEREFTRAPE G Y  IRAAL RSS2 BAILE
IR G2kl MAEZEMEHZIMFAENL -

4£ 2001 %4 1 A t4 Mac-Crypto ##3t & b » 2B Ao KE48 % En
#: &4 Nikita Borisov, lan Goldberg, #o David Wagner 43 %] 4t # & 42
EIREB B AW TAZE LB/ WEP R EEE > MmAELRT
—EXEBRZBAIREZRA AL EIVIHREHEA - (2 F
http://www.isaac.cs.berkeley.edu/isaac/wep-draft.pdf)

3% A #7930 B 1% RC4 3 48 & 5 %% #5(Stream ciphen) U5k %A 59
g5 o 540 3% EA v EB 47 & A 5] — 48 Key (IV # LAk % £ 48)1 xor
1538 F X 0 Bl ke EA Fv EB 12 & 1B % U xor » B Key KX %
ARG IR T (B & 74 E) — 18 key i 2k xor) » SLEFAIE R F R
S B BA XA A8 xor £ —AL 0 R BRI iEH F ey —EAX > HZ xor
BTG S —EAX - NIV ARG RAHmEY  Bibid 53F
EBEIEAREEH WEP 8 key L BB ARk fEH al AR 255 4 o

WEP 22 £ 35 BEH o B a2 IV 22 FF LEHN
2 8] (Lucent)#y Orinoco & 4 49% T HE A BREMBATHFAIE
M@ EAEE > R EBEE BRIV En— o BRIF

AERALERBNEAYME® T - FAEFHRERK T KRIE -
89 WA b 335 7T 40 P R B 42 248 B i (keystream) &) E4EE A e

17




keystreamA& &1V & L Ar A sbeF s R b 4 B @ F Mo I E 4R
CTHMMETFARCAEE XA LY AAAR BRI A T R8IV
F R AR 3% ko B SUAY $H R 2 SUARFF AL R 4R & SAPTAR 2] — 18 o 2 30
B0 A RIS A4 RIVE B X & £l S 2 xor B 81 T 40 8 L &
XOrfk 43 H A 69 P & - B ATV A 24 bits » 548 24 6,12 15004x 7T 48
HHE BT 424GBytes 0 IR LARE A TR AR LA

802.11b3¥ 3%k k& &4 T i 1 IMbits » EF kP34 K 4 HF5Mbits »

ISOOBytes 8bl[S Isec lelts
packet lbyte 1 IMbits lOﬁbzts

x 2% packets=18300sec = 5hrs

2% x 1500  bytes = 24 GB

Figure 8. & A2 WEP#T & 8 Fsj #1122 [

4o FBIAFEET M 0 AAEE 0 B U E KA L TR T AL BT A
A TR MIVAN RSB BT Bie A € H# —18 € 4088 X % 12 &9 7
HEMSHMGFREELER TEBEAIERFEERAGRE 24
PR LA R 3 4 th key A& 48bits 3 & 104bitsGETV #£.64 bits#2 128bits) %k & —
oo WRAMBEE ALV RERE S - Ak A AERIE24-bity
IVELA & R 9IV UAEE4F F B30T &) T KRB % A BB AR T &R

47 o

I8



1.6. WEP#: ##

f2 £ Bl Ao K48 % 3R 4 # &y Nikita Borisov, lan Goldberg, #o
David Wagner#Mac-Cryptosf 3t & L4 R B HWEPRZ 2 # F13R B &
S XFZAR > KB e s A T B WEPCrack © € & {£
2001/08/12 /4% #|bugtraq k. > 1& A Perl3d & & 49 o =T LA 4 33 1B 49 k3R
%] . http://sourceforge.net/projects/wepcrack/
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2| 1GBeY BB IR 1% T A A S A48 2 Wik & WEPA R v 49 248
- g ¥ B AT & R IR e g I WEPSy 7 LR RAZ A 43 A5 &Y
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Wireless LAN & IEEE 802.11
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Wi-Fi Introduction

m Wi-Fi ;& Ethernet (802.3){HAEBERHE
= 802.3 A E: CSMA/CD
= 802.11 (Wi-Fi) 53R 5: CSMA/CA
» Wi-FiEfifir{C52 2 1EEE 802.11 - HiAlfiffWireless
g LAN

%

- w SEHEEELE 50 F] 150 AR 2 -
Transmission rate 7] %l 11Mbps (802.11b),
+% 54 Mbps (802.11a /1 802.11g)

v
y 3

Intended Use

B BEfRrBE A AT a6

m Wireless Internet access inside hotel
lobbies, coference rooms, etc.

m Wireless with your
Latte?

g- W| reless home netwo rkl ng 9 AnyPaint Wireless Home Network 4




Wireless Growth

K({! .

“By 2003, 20% of B2B traffic
and 25% of B2C traffic will
be wireless.”

“By 2004 nearly 50% of business
applications will be wireless.”

Meta Group Research

Wi-Fi Standard (802.11)

@y -

= Mission: promote 802.11 interoperability
as the global wireless LAN standard

= Wi-Fi Board members include AMD, Apple,
Cisco, Compagq, Dell, Epson, Ericsson,
Fujistu, Gateway, HP, IBM, Intel, Microsoft,
NEC, Nokia, Nortel, Philips, Samsung,
Sharp, Sony, TDK, Toshiba, ...




" Wireless Ethernet
Compatibility Alliance (WECA >

¢ = Mission statement—WECA’s mission is to
certify interoperability of Wi-Fi™ (IEEE 802.11b)
products and to promote Wi-Fi as the global
wireless LAN standard across all market
segments

. Goal—Provide users with a comfort level
" for interoperability

m Presently over 150 different product certified
and growing

@csie. ncﬁwdu.tw

wwwi@csie.ncha aiu fw

Wireless Standard

Network
Radio
Speed

v IEEE 802.11a/b
. Ratified

1999 2000 2001 2002 2003 8

@y -




Flavors of 802.11x

w 802.11 (2 MbpS) vooog . AN Products
s Older standard

= 802.11b (11 Mbps)
= Current technology

25000

20000 A

m 802.11a (54 Mbps)
s 5 GHz (not 2.4 GHz) 190001
m 802.11g (22~54 Mbps) 5000
= 2001/11 draft standard LTS ——
s HiperLAN/2 (European standard, e g.;’zj”;:;;
54 Mbps in 5 GHz band) Source: Canners In-Stet
%ﬁ 9

L)

Status of IEEE 802.11g

= 2000/3 - Interoperable w/IEEE 802.11b-1999 and
lead to 20+Mbps.

= 2000/9/21 - TGg first meeting. Function Requirement
and Comparison Criteria were adopted.

= 2001/11 - First Draft issued. Data Rates up to

54Mbps in 2.4GHz band.

" w 2001/12/21 — Draft 1.1.

m 2002/1 — Enable balloting on the 802.11g standard.
= 2003/6 — Estimated Final Approval of IEEE 802.11g.

http://grouper.ieee.org/groups/802/11/Reports/tgg update.htm

@y -
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Status of IEEE 802.11i

Bl

m 2002/2 — preparing TGi draft

s WEP2 - Increases |V spaces to 128Bits.
m Kerberos

m 802.1X

m The purpose of Task Group | is to:

Enhance the current 802.11 MAC to
provide improvements in security.

%’ http://grouper.ieee.org/groups/802/11/Reports/tgi_update.htm

11

" |EEE 802 family

«_802.1— Z/E/\H - A

802.2 — gEeEsELE ] (LLC = Logical Link Control )

802.3 — CSMA/CD 7, K g Carer-Sense Mutipie Access with Collision Detection )
802.4 — HERLMETHE (Token bus) #ai% - BUABRCHIHMENTHFHEES
802.5 — HERLER (Token ring) 8% » A ATBECHTERMEES
802.6 — #ieridi% (MAN » Metropolitan Area Network)
802.7 — EifdIE k% (Broadband LAN)

802.8 — Y-l ki E% (Fiber Optic LAN)

802.9 — %R (Multimedia traffic) » #8248 & HgBRS R
802.10— #gE&fr= (Security)

802.11— 4EAEL (Wireless Network)

802.12— =R EH{FHDemand Priority @158 (100BaseVG-AnyLAN)
802.14— R HAY

:} 802.1x— Port Based Network Access Control (AUTITETIICATNOT)
g
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IEEE 802.11 Work Groups

http:/grouper.ieee.org/groups/802/11/QuickGuide_IEEE_802_WG_and_Activities.htm

The Working Group is comprised of all of the

g

www@csie.nctu. editw
"

[

|EEE 802.11 WG
Working Task Groups together
Group
Task Group TG The committee(s) that are tasked by the WG as
the author(s) of the Standard or subsequent
Amendments
MAC Task MAC | develop one common MAC for Wireless Local IEEE Std.
Group Area Networks 802.11-1997
PHY Task PHY | three PHY's for Wireless Local Area Networks |EEE Std.
Group (WLANS) applications, using Infrared (IR), 2.4 802.11-1997
GHz Frequency Hopping Spread Spectrum
(FHSS), and 2.4 GHz Direct Sequence Spread
Spectrum (DSSS)
Task Group a | TGa develop a PHY to operate in the newly allocated | IEEE Std.
é UNII band BOZTTETO0Y
Z4

IEEE 802.11 Work Group(Co

(MAC) to improve and manage Quality of
Service, provide classes of service, and
enhanced security and authentication
mechanisms

Task Group b | TGb | develop a standard for a higher rate PHY inthe | IEEE Std.
2.4GHz band 802.11b-1999
Task Group TGb- | correct deficiencies in the MIB definition of Ongoing
b-cor1 Cor1 |802.11b
Task Group ¢ | TGc | add a subclause under 2.5 Support of the Part of IEEE
Internal Sub-Layer Service by specific MAC 802.1D
Procedures to cover bridge operation with IEEE
802.11 MACs
Task Group d | TGd | define the physical layer requirements Ongoing
Task Group e | TGe | Enhance the 802.11 Medium Access Control Ongoing

@ag

14




fix

By

IEEE 802.11 Work Group(Co

Task Group f

Point Protocol (IAPP) which provides the necessary
capabilities to achieve multi-vendor Access Point
interoperability

develop recommended practices for an Inter-Access

Task Group g | TGg | develop a higher speed(s) PHY extension to the Ongoing
802.11b standard

Task Group h | TGh | Enhance the 802.11 Medium Access Control (MAC) | Ongoing
standard and 802.11a High Speed Physical Layer
(PHY) in the 5GHz Band

Task Group i | TGi Enhance the 802.11 Medium Access Control (MAC) [ Ongoing
to enhance security and authentication mechanisms

Study Group | SG Investigates the interest of placing something in the
Standard

15
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e

IEEE 802.11

(Wireless Ethernet)

Www@csie.nch edu. bw
e

= Why can't we use regular Ethernet for

wireless?

= Ethernet: A sees B, B sees C, > Asees C
= Wireless: Hidden node problem
A sees B, B sees C, yet A does not see C

16




Y

IEEE 802.11

(Wireless Ethernet) vs. Ethernet*

@y

» Why can’t we use regular Ethernet for
wireless?

s Ethernet: B sees C, Csees D - B & C can't

send together

s Wireless: B can send to A while C sends to D

17

WLAN architecture

s Infrastructured wireless LAN

B85S €SS 185S
(Infrastructure Mode) (Ad-Hoc Mode)

s Ad-Hoc LAN

Independent Basic Service Set Network

18




Ad Hoc Wireless Networks

m [EEE 802.11 stations can dynamically form a
group without AP(Access Point; #E5R L ih75)

= Ad Hoc Network: no pre-existing infrastructure

» Applications: "laptop” meeting in conference
room, car, airport; interconnection of
"personal” devices (see bluetooth.com);
battelfield; pervasive computing (smart

spaces) v
» [ETF MANET =RV,
(Mobile Ad hoc NETworks)  xs gl
working group H 3y g

=]

@y -
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Industrial, Scientific and Medical (ISM) Bands

http://www.fcc.gov/Bureaus/Engineering_Technology/Orders/1997/fccO
5.15 to 5.35GHz (1997/01)

(For U-NII

4

UNII: Unlicensed National Information Infrastructure

Y AT
wwwicsie.nchi edu. tw
gy

10



Channel allocation for 802.11FE=%

{ w Ch1: 2.412GHz (2.401GHz ~ 2.423GHz)

m Ch2: 2.406GHz ~ 2.428GHz
m Ch3: 2.411GHz ~ 2.433GHz
2.416GHz - 2.438GHz

. = Ch6: 2.426GHz ~ 2.448GHz

2.442 ., 2447, 2.452., 2457,
m Ch11: 2.462GHz (2.451GHz ~ 2.473GHz)
EXiMl ~ch 18, HA ~ch14

g

21
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Channel Assignment

@ Logout

Information | Statistics Configuration !Uwradel Access Control |

~u Reset
R AP

General [EEES02.11 | Administration | IP Address | WEP |
ESSID: [WLI
Channel : [CH11 2462MHz v
CHOT ZAT2MHz -
RTS Threshold : [CHO2 2417MHz -
CHO3 g%%}}:}gz
. |cHoa z
Frag Threshold : 03 545 ]
CHOG 2437MHz
CHO7 2442MHz
CHOS 2447MH2 hd
Apply ] Default Undo

wwwicsie.nchu. edu. tw

@y -
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- R O Chient Mansger

Eile Actions Advanced Help

www@csie.nctu. edu.tw
“—_

@ Current configuration profile  [EC3
it
& F— Sfal\ls . . P
& Connected to network : WL1
g Radio connection  : Excellent
Access Point name  :Prism 1
Signal Network name : WLI ©
strength e ‘g a
Selection Sits Moattor |Log Settings } AP sames |
SNR_v] FNRGE v] [4F nams ] [Sienal ] [Nese ] MaCadde v] [Channel ¥]
e %9 Prism | GEEmRy ¥ 00G0B31668A3 1
% EC42 E- - T ] 0060B3166364 11
k) Cas amems ¥ O060B3I6688E 7
% 7 Pum | mE ¥ D060B3166899 7
& 27 Pasm I i ¥ 0060B31668A9 7
% 8 Prism | - i 006083166892 4
° 18 Friom T ] ] 0G0BIIBGRSE 1T
Snas® | Ben |
- Cosl | Help
5
%‘ 23
5 ] | ‘ ,
2 —y i ! i ] f ,
ﬁ— \ } \ { ‘k ‘
— ! [ ) ' '
— { 2 | | 1 i
B - . )
P
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IEEE 802.11 Physical Layer:
Spread Spectrum

s Frequency Hopping Spread Spectrum (FHSS)

s The FHSS physical layer has 22 hop patterns to choose
from. The frequency hop physical layer is required to
hop across the 2.4GHz ISM band covering 79 channels.
Each channel occupies 1Mhz of bandwidth and must hop
at the minimum rate specified by the regulatory bodies
of the intended country. A minimum hop rate of 2.5
hops per second is specified for the United States.

m Direct Sequence Spread Spectrum (DSSS)

» The DSSS physical layer uses an 11-bit Barker Sequence
to spread the data before it is transmitted. Each bit
transmitted is modulated by the 11-bit sequence. This
process spreads the RF energy across a wider
bandwidth than would be required to transmit the raw
data. The processing gain of the system is defined as
10x the log of the ratio of spreading rate (also know as
the chip rate) to the data. The receiv
RF input to recover the original data. 25

TR

cin.edu.tw

Frequency Hopping.Sprezd Spectru

e

AMPLITUDE

FREQUENCY

13



 Direct Sequence Spread
Spectrum (DSSS)

SIGNAL SPREAD SIGNAL

g AMPLITUDE AMPLITUDE
2 (dBm) (dBm)
18 12
15 1.0
12 > 038
-
9 0.6
6 0.4
3 0.2
£ 0 0
\ o -5 P
........ cLock 2.43 2.44 2.45 2.46 2.47
DATA ‘1 !ll ’ FREQUENCY (MHz)
BARKER o
cooe TUTHTTLL
SPREAD
DATA
o e e —
H AP96358 211

DSSS in 802.11b

wuw@csie.cmm!w
-

. ow BESRAEB02.11EE T MR MI(FHSS) - B 7 /R4(DSSS) %24
T ~ AL EE 0 (H2AE802. 1Mbr{E{EE £ T HITE
#(DSSS) » iR ILE FF AR 7 H AT R mrIteiE o [5Ra
R H802.11192Mbpsig £ £]11Mbps - {58 FIYHEELE
2.4~2.4835GHz

» [EFRFE T A P AHAFIE802. 11 A E #6191 ~2Mbps {1 s
[RIEE802. 1 1b B | Al LAATEA[E] {3 R -

| {dgs(Mbps] g 5
1 BPSK
2 QPSK
5.5 CCK
11 Complementary Code&™ -
%’ Keying (cck) #RbkJR - IEEE 28




DSSS in 802.11b

Pow SEREDEIRSUT R R =R ¢ dRis (amplitude) -
= (frequency) HIAE(Z (phase) - ;& =i HEREA EFE 7]
& RE SRR - R EIAE 2~ BRI IERLEE _EE
—fE{E -

w FE A U A B DR - BIAL : 802.1 145iHE
MRISEERSAL(PSK)RY " 882 | SERH R T LIPS
(sequence) - FkiE H AR E SRR A (L - DAEER RS

¥ " B HIBPSK(Binary PSK) - QPSK(Quadrature PSK) -

E[JIMESKEZM'aW PSK(MEZFFRREEH - # R 2n >
/\[ =Z2N ¢

» BPSKE eI R - BRI FF55IRRE (symbol
states) ; QPSKIZRRIFATFERAL - BAVUERFIHIREE - M-

PSKIE %[ (multileve) FR{7 SR AL » TRREEHHMIERE

%’ MR S SRR —

" IEEE 802.11 Physical Layer :
Frame format

Immediate Intermediate

Ultimate Sender (AP3)
Destination (E)

Frame Type (RTS,CTS,...)
ToDS
FromDS

RTS: Request-to-Send

CTS: Clear-to-Send

30
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IEEE 802.11 Physical Layer : 8¢

T

Frame format (con’t) .
Frame Duration | Addressing | Addressing | Addressing | Sequence | Addressing | Frame | CRC
control | p 1 2 3 control 4 body
Header : 30Bytes including control

information -~ addressing - sequence

number - duration
Data : 0~2312Bytes,changing with frame

type

Error control : 4Bytes,with CRC32
E" 31

802.11 Collision Resolution

s Two senders might send RTS at the
same time

= Collision will occur corrupting the data
m No CTS will follow

m Senders will time-out waiting for CTS
and retry with exponential backoff

RTS: Request-to-Send

CSMA/CA' CTS: Clear-to-Send

E’ Carrier Sense Multiple Access/Collision Avoidance

32

16
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802.11 transmission Protocol

i m Sender A sends Request-to-Send (RTS)

m Receiver B sends Clear-to-Send (CTS)
s Nodes who hear CTS cannot transmit concurrently with A
(red region)
» Nodes who hear RTS but not CTS can transmit (green
region)

g m Sender A sends data frame
m Receiver B sends ACK
m Nodes who hear the ACK can
now transmit

2]

@rs'ne ncmumm

# sense channel idle for DISF sec (Distributed I -
Frame Space), send RTS
;% TECENET TEturns TTS arter SIFS (Short Inter Frame Space)
i u CTS “freezes” stations within range of receiver (but
possibly hidden from transmitter); this prevents collisions
by hidden station during data
4 transmit data frame (no Collision Detection)
@ receiver returns ACK after SIFS source destination  others
(Short Inter Frame Space) 0fE
4 - if channel sensed busy then
%; binary backoff
# NAV: Network Allocation
Vector (min time of deferral)
(= min packet size in 802.3)
= RTS and CTS are very short:
collisions during data phase
are thus very unlikely (the ,

NAV: defer access

© end result is similar to
34

g Collision Detection)
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802.11b security features

¢ = ESSID
= Network name, not encrypted
= Rudimentary because the ESS ID is broadcast in beacon frames

m Association
s Capability to register a station with a WLAN

s WEP (Wired Equivalent Privacy)
s encrypts data using RC4 with 40 to 128-bit shared keys
= Some vendors do in software, others in hardware

= Symmetric Scheme — Same Key For
Encrypt/Decrypt

= |Intended For:

FEF

o s Access Control (no WEP key, no access)
] s Privacy (encrypt data stream)

35

Wired Equivalent Privacy
| W Wy Wit EquIvateTice Privacy?

» Wireless medium has no packet boundaries
= WEP control access to LAN via authentication

» Wireless is an open medium

s Provides link-level security equivalent to a closed
medium (note: no end-to-end privacy)

; = Two Types of Authentication
» Set on Client/Access Points (Same)

m Open (Default): Clear-Text Authentication
s No WEP key required for access

= Shared-Key: Clear-Text Challenge (by AP)
a Must respond with the correct WEP key, or no access

=

wv.w’@‘csie‘nclw
-

{_;- Broken due to bad use of the cipher
& [Walker, Berkeley Team, Arbaugh, Fluhrer]

36
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WEP (cont.)

i = RSA “Fast-Packet Keying”
» Fix Approved By IEEE Committee (2001)
» Generates Unique Encryption Keys For Data Packets
» Reduces Similarities Between Successive Packets

m Temporal Key Integrity Protocol (TKIP)
s Approved 2002/01/25, Optional 802.11 Standard
» Helps Defeat Passive Packet Snooping

m Dynamic Keys Defeat Capture of Passive Keys (WEP
Hole)

» Some Vendors Starting to Incorporate

B

37

@y -

Auth: Captive portal

! m Synopsis:
» Intercepts first HTTP connection
s Redirect to authentication page using SSL
= Does access control based on login / password
= Products
= NoCatAuth (freeware)
= Vernier Networks (commercial)
m E-Passport, EZone
s Costs:
s Not intrusive nor expensive

v
¢ 38

19



Auth: 802.1X

¢ = Synopsis:
» authentication before giving access to the network
s Requires a PKI certificate on each client
» Requires a central RADIUS server with EAP
= Products:
5 = CISCO Aironet 350 Series
h = Microsoft Windows XP
m Costs:
» Deployment is intrusive
s Maintenance is expensive
) m Can be a corporate wide solution
g 39
Extensible Authentication Protocol 1% &
(EAP I_RFC 2284]) wv.w@csie.nmtw
£ IEEL 802.1X Conversation A port begins in an
B I unauthorized state, which
WR:;;M allows EAP traffic only.
o Once the Authenticator has
B received a Supplicant’s
RADIUS request to connect (an
EAPOL-Start), the
EEg EAP-Response/ldentity " Radius Access-Request Authenticator replies with

EAP-Request
Plohhiihs S

EAP-Response icredi

e ey

EAP-Success
Pratal

Access allowed

e N

@ag -

?adlLIS—ACCCS&CI):«]“C!]E’.C

Radius-Access-Aceept

an EAP Request Identity
message.

The returning Response
Identity message is
delivered to the
Authentication Server.

40
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WEP Wired Equivalent Privacy
—wKistresitaredkey—

m Message + checksum(message) = plaintext

fae g

» B, (PlainText) = CipherText
s D,_(CipherText) = D, (E (PlainText) ) = PlainText

BEERFH

574 # 2L 58
—» E i - gy

| mm=

m:« -

41

WEP crypto function

ke

Generator) from RSA (stream cipher)
m CRC-32 for Integrity algorithm
m |V is renewed for each packet (usually iv++)

= WEP uses RC4 PRNG (Pseudo Random Number

%; = key size = (vendor advertised size — 24) bits

42
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WEP Process

@y -

wm@csie.ncm edu.tw
_

m Integrity Check (IC): checksum of message

» Message + checksum(message) = plaintext
s Encryption
= Using RC4 and Initialization Vector (1V)

s RC4 generates keystream (PseudoRandom string

of bytes as a function of the IV and the key)

= XOR (@) keystream and plaintext = ciphertext

= Send ciphertext and
IV over network

43 |

Integrity Check (IC): CRC-32 checksum "t

@y

= Message Authentication using linear checksum : CRC-32
m WEP protocol uses integrity checksum field to ensure

packets are not modified in transit.

» Implemented as a CRC-32 checksum, and is a part

of the encrypted payload of the packet.

= Very good for detecting random bit errors, but is it as good

for malicious bit errors ?

= Can the WEP checksum protect data integrity — one
of the main goals of the WEP protocol. Lets see ...

R
=

wwwi@csie.nctu. edu. iw

44
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— st;t l @ Logout

5
g Information | Statistics Configuration 'Upgrade | Access Control |
General | IEEE802.11 | Administration | IP Address WEP }

WEP Encryption :

[disable ~]

WEP40
WE‘P 128

Key 1= | A

Key 2: lx»aws:

Key 3: l‘ti%#

E Keyv4: !: Py
Apply Default l Undo ]

@y
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R At fviation Frofile

Sslect Profile

W

[ecs

identify Your Network

Network Ngme:
Use this screen to.

- Activate a wireless profile fro
- Add Edit or Delete a user-de

Set Secunty
. . 1~ [Enabla Dein Secury)
~ Use this screento ide: e .. . -
nework to which you w :
QK Co e
Key ]

<« b—

s | |

ay
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" WEP Encryption / Decrypti

Encryption: (by sender)

s

Decryption: (by receiver)

Xor @

XOor @

@y -
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Problems with WEP

m IC is a 32 bit checksum and is part of the
encrypted payload

m It is possible to compute the bit differences
between the 2 ICs based on the bit
differences of the messages

= An attacker can then flip bits in both to make
a message appear to be valid

@y -

Problems with WEP (2)

" m IV is a 24 bit field sent in the clear text

portion of the message

= 24 bits guarantees eventual reuse of keys
m 224 possibilities (16,777,216)

» Max data

= A busy access point will reuse keys after a
couple of days

@y -
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Problems with WEP (3)

m WEP is a per packet encryption method

» This allows data streams to be
reconstructed from a response to a known
data packet

» For ex. DHCP, ICMP, RTS/CTS

= [n addition to decrypting the streams, this
allows for the attack known as packet
spoofing.

m Serious problem becoz same shared

g key is used by all the mobilé Users.

Problem with RC4

m |f 2 ciphertexts are known, it is possible
to obtain the XOR of the plaintexts

= Knowledge of the XOR can enable
statistical attacks to recover plaintext

= Once one of the two plaintexts is known,
it is simple to recover others

RC4(X) ® X ® Y = RCA(Y)

52
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Attacks against WEP

@z -

53
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ST

How to Read WEP Encrypted Traffic

Ways to accelerate the process:
Send spam into the network: no pattern recognition required!
m Get the victim to send e-mail to you
= The AP creates the plaintext for you!
Decrypt packets from one Station to another via an Access Point
If you know the plaintext on one leg of the journey, you can

recover the key stream immediately on the other

s —Ftc., etc., etc.

http://www.cs.umd.edu/~waa/attack/v3dcmnt.htm

www@csie.nchl. edu.tw

v
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Papers on WLAN Security

fa ey

University of University of Scott Fluhrer, ltsik University of
California, Berkeley Maryland Mantin, and Adi Shamir Maryland
Feb. 2001 April 2001 July 2001 February 20&2
Focuses on authentication; identifies Flawed paper talking about
5 flaws in one vendor’s proprietary scheme Possible problems with 802.1x
Focuses on static WEP; discusses Focuses on inherent weaknesses in RC4;
need for key management describes pragmatic attacks against RC4/WEP

* “In practice, most installations use a single key that is shared between all
mobile stations and access points. More sophisticated key management
techniques can be used to help defend from the attacks we describe...”

- University of California, Berkeley report on WEP security,
» http://www.isaac.cs.berkeley.edu/isaac/wep-faq.html 5 5

Y

e

ww‘w@csie.acm W
o

%Off-the-shelf' hack breaks wireles
encryption

d

RN

hitp://www.cnn.com/2001/TECH/ptech/08/10/wireless.hack/index.html

(CNN) -- A group of researchers from Rice University and AT&T Labs
have used off-the-shelf methods to carry out an attack on a known
wireless encryption flaw -- to prove that it "could work in the real
world."

The researchers from Rice University in Houston, Texas, and AT&T
performed their recent attack after reading a detailed and highly
scientific description of the vulnerability written several weeks ago
by Scott Fluhrer from Cisco Systems, and Itsik Mantin and Adi
Shamir from The Weizmann Institute of Science in Israel.

56
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Hackers poised to land at wireless Air

|
]
£

i http://zdnet.com.com/2102-11-527906.htmi

By Jared Sandberg, The Wall Street Journal Online

T
http://airsnort.shmoo.com/ fae%

AirSnort operates by passively monitoring transmissions, computing the
encryption key when enough packets have been gathered.

http://sourceforge.net/projects/wepcrack
WEPCrack is a tool that cracks 802.11 WEP encryption keys using the latest
discovered weakness of RC4 key scheduling.

57
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wwwi@csie.nctu edu.bw
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AirSnort “Weak 1V’ Attack

Initialization vector (1V) is 24-bit field that changes with
each packet

RC4 Key Scheduling Algorithm creates IV from base key

Flaw in WEP implementation of RC4 allows creation of
“weak” IVs that give insight into base key

More packets = more weak |Vs = better chance to
determine base key

To break key, hacker needs 100,000-1,000,000 packets

Ldest addr ‘ { src addr

58
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Security improvements (2" Gen

s WEP2
m Increases size of IV to 128 bits

n Use of Kerberos for authentication within IEEE

802.1X

» Be device independent => be tied to the user

= Have changing WEP keys

s WEP keys could be generated dynamically upon user

authentication

wwwi@csie.nctn. edu.tw
e

@y -
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