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Study of Theoretical Cryptography and Its Applications
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Recent research on cryptography has been focusing on its theoretical foundation.
This trend shall continue in the near future. Therefore, this project shall research on
the theoretical foundation of cryptography, which consists of computation model,
computational complexity, circuit complexity, one-way function, cryptographic hash
function, Boolean function, coding theory, zero-knowledge interactive proof system
and quantum computation, etc. These topics are closely related. This project shall
study these topics in cooperation with its four sub-projects. We hope that through
close cooperation with each other, we can produce satisfactory results.

This project consists of four sub-projects. (1) Stream cipher: theory and
construction, (2) Pseudorandomness, codes and applications, and (3) Distributed
threshold cryptography. Each sub-project has a specia research topic. This project’s
goal is broader and covers cover the un-covered topics of the sub-projects.

Keywords: theoretical cryptography, zero-knowledge proof system, provable
security, coding.
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