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Abstract

With the blooming of Internet application services, the Internet traffic flow
increases dramatically and the traffic flow from inter-network transmission also
increases rapidly. Not only the basic data transmission but also some multimedia
services (such as: voice, real-time video services) are also carried on the Internet.
Henceforth, to provide the QoS-provisioning services, the larger bandwidth capacity,
effective QoS-provisioning service framework, and traffic control mechanisms are the

primary requirements in the design of the Internet.

For the issue of larger bandwidth capacity, 2 solutions are proposed in this
project: faster routing and virtual routing. For the faster routing, a better routing path
search scheme is proposed to speed up the performance of the router. The virtual
routing technique is to apply the high speed layer-2 switching mechanism on the
router to replace the original layer-3 routing mechanism, such as: IETF’s MPLS
(multi-Protocol Label Switch).

As to the QoS-provisioning services, the DiffServ (differentiated Service)
service model is considered. An IETF Working Group is dedicated to the research of
DiffServ service model. The goal of DiffServ is not to provide QoS-provisioning
services on the pre-flow basis; instead, on the class basis. The DiffServ defines
several service classes and each class has its own QoS requirements. Therefore, when
the DiffServ services are provided on the Internet, the routers must classify all the
input traffic and assign different scheduling priority level. Also, it is necessary to add
the call control mechanism that has been well-developed in the connection-oriented

network.

Broadband Network Lab has devoted to the research of the traffic control
mechanism on the ATM network for a long time and gained some precious
experiences. Based on those experiences, an appropriate call admission control (CAC)
scheme is proposed for the traffic control of the DiffServ. Moreover, the proposed
CAC scheme can also applied to other Internet QoS-provisioning services, such as:
IntServ, DiffServ, MPLS and etc. On the receiving of new connection request, the
CAC will check if there is available system resource for the new request. In such way,
network can provide QoS guarantee for both the existing connections and new
connection. Also, we will study the Internet usage parameter control (UPC)

mechanism that is not clearly defined in the IETF specification. By monitoring the
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traffic flow, the UPC can make the validation of the connection, such that the CAC
will operate properly.

Finally, we will apply the fuzzy logic control and neural network mechanism on
the CAC and UPC schemes. By choosing proper fuzzy logic controller and neural
network architecture, we will propose the corresponding fuzzy and neural network
traffic control rules. To verify the proposed schemes, we will build system simulation

environment and simulate the schemes by software.

Keywords Routing, Multi-Protocol Label Switch (MPLS), DiffServ, Call
Admission Control (CAC), Usage Parameter Control (UPC)

- 111 -



...................................................................... 8
........................................................................ 8

1-1. (Unicast Routing) ... 8
1-2. (Unicast Routing) TCAM-based  ......... 15
1-3. (Multicast Routing) — ...oceeeeeeeeeeeeeeeciinrrnnnnenee. 20

. MPLS VC-Merge @ e 22
. MPLS (Path Recovery)  .......... 27
. DiffServ (Traffic Contioner) ... 34
1P (Packet Classification) — .....ccceeeeciieeeeiinenn, 41
............................................................................................ 46
.................................................................................... 50
.................................................................................................... 53
............................. 53

-1V -



1969 (Internet)

(Flexibility) (Possibility)
Internet
1996 10
Internet2 1997 2
(Clinton) NGI (Next Generation Internet)
(1998-2003) Internet2

(IP Protocol)

(Data)

(QoS guarantee)

(Connectionless)
(Real-time)
IP Protocol
(Link)
(Router) (Routing)
80/20 80%
20%

80/20 20/80

OSI



(Routing)

(Data Structure)
(Algorithm)
(Hardware-oriented)

Gigabit 1 Giga bits
512 bits 500 ns

Routing Table Lookup
Gigabit
(Real-time)
(Multicast Routing)

Unicast
(Multicast Routing)
P
(Connection-oriented) (Switch)
(Connectionless)  IP
IP
(Virtual Routing) IETF
(Multi-Protocol Label Switch, MPLS) MPLS IP
(Router) (Switch)
P (Switch)
P P
(label)
IP Longest Prefix Matching 1P
IP IP
(Switch Router) IP
IP Switch
MPLS ATM (Asynchronous
Transfer Mode) IP  ATM
IP IP

ATM VPI/VCI (Virtual Path



Identifier/Virtual Circuit Identifier) ATM-LSR (Label Switching Router)

ATM-LSR ATM
IP MPLS (Label
Switch Protocol)
MPLS Switch Router
Source IP (SIP), Destination IP (DIP)
(Local)
(Re-usable) (on-line) IP
(on-line) IP MPLS
(Scalability) (Label-merge) Switch Router
IP Route (mapping)
Destination [P
(DIP) IP Route Label
IP Route Data
IP Route Data P
Destination IP
ATM MPLS Label-merge VC-merge
IP Route VPI/VCI VPI/VCI
ATM Cell 1P 1P
ATM Cell VC-merge
ATM cell VPI/VCI VC-merge
VPI/VCI route IP Cell
VPI/VCI (Interleaving)
ATM  cell IP
Label-merge ~ VC-merge
Frame-level Interleaving ATM-LSR Input
(Reassembly Buffer, RB) Ip ATM cell
VC-merge  VPI/VCI (back-to-back)
IP cell IP  cell
IP cell
ATM-LSR (Delay)
VC-merge ATM-LSR VC-merge
ATM-LSR cell blocking
ATM-LSR VC-merge ATM Switch
VC-merge ATM-LSR ATM

ATM
cell blocking



MPLS
MPLS

MPLS (Protection)
(failure) (Path Recovery)
MPLS
MPLS

(throughput)

ns-2

(QoS)
(Best-effort)

IETF(Internet Engineering Task Force)
Working Group

RSVP(Resource Reservation Protocol,

) IntServ(Integrated Service, )[23-26] DiftServ(Differentiated
Service, )[28-33] QoS Routing( )
IntServ per-flow [23]
IntServ Best-effort
Guaranteed Controlled-Load [24-25]

(CAC, Call Admission Control)
RSVP  per-flow

QoS
IntServ (ISA, Integrated Service Architecture)
per-flow flow
IP flow
(on-line) flow flow
flow



per-flow
(Loading) (Scalability)

DiffServ [28] IP Network
DiftServ IntServ
per-flow

(Service Class)

Service Class QoS
per-flow IntServ  per-flow
Scability QoS
DiffServ RFC  Best-effort 5  Service Class [28-33]
Expedited Forwarding (EF) Service [29-30] Assured
Forwarding (AF) Service [31-32]
Expedited Forwarding (EF) QoS
Delay Jitter Loss Assured Forwarding (AF)
Traffic Burst Loss DiffServ QoS
IETF RFC DiffServ
[28] (Packet Classifier)
(Traffic Conditioner) QoS
CAC Scheduling Per-Hop
Behavior IntServ flow
1P flow
flow QoS Packet
Classifier flow IntServ flow
DiffServ Packet Classifier 1 identification
rule-to-1 flow Traffic flow multiple

identification rules-to-1 service class flow
(Classification) Service Class
Packet
Classifier IP Source IP
Destination I[P Transport-layer Port ToS/DSCP



Network Node l

(Edge Router) '

Traffic
--"| Profile
<
;

D R— DS Fleld ..................... >

IPv4: “TOS” octet
IPv6: “Traffic Class” octet
0 1 2i{3 4 5i6 7

AF1
............. . TC
| TC .
AF4 ] AF4
L G))

- \
e ’
= = ’ e

DSCP CuU
[ [ 1

-
.

Traffic Conditioner (TC)

Traffic/packet infg.

A
<
@
—
@
w

(from Classifier)

metering state info.
»

....................

L
s %

A

-
-

Payload Header [

4+ shdper
“ or
Dropper

DS Field

(b)

0: (a) Classifier

Conditioner

DiffServ

Traffic Profile
(Traffi

(Conforming

Packet Dr
Packet Dropping
3
Low
(Yellow)

Dropping
(Green)

Traffic Conditioner (TC)

, (c) DSCP

Service Class

, (b) Traffic

Service Class

DiffServ

0(a) (Packet Classifier)
¢ Conditioner) DiffServ
Traffic Profile
Degree)
Dropping Precedence
opping Packet Dropping
IETF Service Class
Packet Dropping Precedence High Medium
(Red)
0(b) (c)
DSCP Service Class Color



Dropping Precedence DiffServ  Edge

Packet Classifier Service
Class Meter Service Class
Traffic Profile Marker Marker
Meter Traftic Profile
(Decision Rule)
0(c) Service Class Dropping
Precedence

Traffic Profile

micro-flow (Fairness)
DiffServ QoS Service Class
Service Class
micro-flow QoS DiffServ
QoS
micro-flow micro-flow
QoS DiffServ QoS



(Hardware-oriented)

Gigabit
1-1. (Unicast Routing)
(Process)
Trie

IP IP

IP

IP
(Route Prefix)
IP
IP
IP IP
IP
( ) (output port)

IP (Destination IP Address)
IP IP



(LSB) (MSB)

Routing Table | Prefix | Output Port | | (s 01%01 5100 |
1
Destination IP Addr. of ( ) DSS ault Route) > @
incoming IP Header 0 h
AL : 110 3
- ™ U 0 2 Address Decpder
(LSB) ) i _(MSB) = -
[ eeei01i01i100 | 10 9 iL
. b4
! ! MPB)O © ©O O K K -
o ® whe R E38R6ER
. oool] 2Ny 2| 2[1[N,|3]3
! ! Compare
H H (MSB)  (LSB)
i i o g !.—- O O B —
(if necessary) S B o~ S, o~
H [ 44N, 5 117]11)1
! Compare _’|—|— g
; o o =
! S kP o~
""" Sompare [5]5]s]5]
| |I | | | | | Data Structure of the
Corresponding Memory Usage
0.0.0.0 Full Expansion of IP(v4) Address 2828282
0: Trie-based
Trie
1P 1P
— P N-bit (1<N<16)
(Trie) IP 1P
(Prefix) 140.113/16 —
(Route Prefix)
1P N’-bits Trie (1<N<16)
0
IP (Segment)

IP Address)

IP (Destination




Trie IP 1P

N-bit (1=N<16) (Trie) 0
IP N-bit
IP
(Segment) (output port)
Pointer -
Routing
N-bit
N

Routing Table

Routing Table

Routing
Table

Subnet

-10 -



number of prefixes
= h
o ] n

—

o
o

5 10 15 20 25 30
prefix length

0: Routing Table
MaceEast 2000/07/18 [4]

Routing Table

0 Routing Table
16
bits 24 bits
IP
IP 24 bits
1 15 bit
16 bits
0
Unicast Routing ~ 32-bit [Pv4 IP

16-1-7-1-7

- 11 -



T T T T T T
1 1 1 1 1 1
1 1 1 1
[ 1 1 1 1
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
1 1 1 1 1
1 1 1 1
1 1
||||| [Ep——
||||..|I.|_ ||||| rTT T T [ r T T A 7]
+— I 1 1 1
9N D 1 1 1
&W_ 1 1 1
T T 1 1 1
L D! 1 1 1
M @©I 1 1 1
1 1 1 1
MM_ 1 1 1
1 1 1 1 1 1
© X_ 1 1 1 1 1
= = = = = = = =
= = = = ' = = =
o s} [l e} Lo =TI o [}

(sa14g ) 9z1S s|qel

v'v ‘2’997
S'€C'99T
9'c'C'9'91
L'TC29'0T
v'v '€ 's'9T
S'e'e’'s'9T
9'c'e's'oT
L'T'e'g'9T
v'v'v'voT
S'€'v V9T
9'Cv'v'9T
L'TY'v'ot
v'v's'e9T
S'e's'e'oT
9'z'g'e'oT
L'T's'e'aT
v'v 9291
S'€'9°29T
9'c'9'2'91T
L'T9C'9T
v'v'L'T9T
S'e'L'T'9T
9'z'L'T'9T
L'TL'T'9T

Partition Methods

(32-bit IPv4)

IP

Routing Table

ISP/NSP

(Compression Bit Map,

(Bit Map)

CBM)

(Pipeline)

IP

Routing

Throughput

IP

IP

-12 -



Paralkel
adder

16

Therd lavial

17
12

Faurih leval

Fith level
0:
0
[3]
Pipeline

Table Update

P 4dd

Owrtput

Fort

Wary Focl Cudpul Salkaoior

—

IPv4 Unicast
400 Kbytes

-13-

Routing

IPv6



nlumoe o | eS| S e
with (16, 1,7, 1, 7)

'\éﬁ%"ﬁ 388 464

'\("31‘*3";’8? 350 438

(?(f%; 337 431

JS;‘ " 270 357
0:

(Pipeline)

(Throughput) (Gigabit Ethernet)

Compression Bit Map

IPv6

(System on Chip, SoC)
Routing Table

(Unicast Routing)
(Multicast Routing)
(Packet Classifier)

-14 -

24



1-2. (Unicast Routing) TCAM-based

TCAM (Ternary Content Addressable
Memory) TCAM
(Direct TCAM Match)

TCAM
[2, 3, 6]
1P Destination IP
IP
(Indirect Lookup)
Content Addressable Memory, CAM
CAM
TCAM (Ternary CAM) CAM
don’t care
()
IP Routing Table
IP P
IP IP
IP Longest Prefix Match
IP
IP TCAM

IP

-15-



TCAM IP

IP
Routing Table
TCAM
TCAM
— TCAM
TCAM
Priority
2
i b (Router) pi
TCAM
0 l;
24 pi TCAM l;
24 pi
IP
Indirect Lookup Selector
IP
Selector Longest Prefix Match
Direct TCAM Lookup IP
Segment Table IP 16
IP Segment Pointer
(Logic Process Unit) Segment Table Pointer
ADH (Associated Default Hop)
NHA (Next
Hop Array) Ist 2nd 3rd 4th TCAM 4 TCAMs
Routing Table 25 26 bits 27 28 bits 29
30bits 31 32 bits Priority
Resolve Unit Filter Ist 2nd 3rd 4th TCAM

TCAM

-16 -



TCAM

Priority Resolve Unit

Associated Memory TCAM 24 bits
Priority Resolve Unit
Priority Resolve Unit
Associated Memory
:' " Compact IP-Routing Lookup :
| ~# ADHSs (64K) | |
"' Segment o !
[
t| Table o i
i — PFME.'I'E- |
{hd K »
; entries) valt . :
I - I
: | —»|  NHA :
b _—————_ [
= e e e e ———— e ——— — — — 1 Selector —e-
1 Priority TCAM I
! I
|| 15t TCAM = :
| !
: Ind TCAM == Priority Associated J'
| f— Resolve — M ) i
| 3rd TCAM =1 Unit eIy :
]
| | d4th TCAM |- !
|
b e 1
0: Priority TCAM IP
pi(X,y) pi X y 0 IP segment 192.168
192.168 IP segment I, 32 bits
Huang’s scheme [3] 192.168 IP segment
2(216) NHA entry
0 l; 24 bits Pi,
TCAM I 24 bits i,
~(23-16)
I; 24 bits pi I; 23 bits NHA
entry NHA entry
IP 2

-17 -
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Unicast  Routing entry
IP @
©) Unicast Routing
Multicast
Multicast Routing
Multicast ~ Destination IP
Source IP Multicast Routing
(Exactly Match)
CAM TCAM
CAM
(Exactly Match)

=20 -



Multicast Routing
Compression Bit Map (CBM)

(Multicast Routing)

CAM CBM
Multicast Routing
(Memory Accesses
(Pipeline)
(Source Address)
(Destination Address) (Output
Port Numbers)
(Multicast IP Address)
(Multicast Group)

Group G1: Sources H1, H4, H6, H7, HS.
Group G2: Sources H3.
Group G3: Sources H2, HS, HS.

Gx Hx
(Routing Protocol)
Multicast Group ~ Multicast IP

(Multicast
Group), (Membership Source)
0(a)
1 0 0(b)
Bit Map
Multicast Group, Membership Source Next
Hop Bit Map Stream Next Hop Bit Map Stream

1 0 0(c) Entry

Multicast Group, Membership Source Next Hop
Bit Map Stream 0(c) Next Hop Bit Map Stream Array

-21 -



H1

1L
o~

Ha4

¢

Gz — | Straarm Array

1001010010
0000100, ... 000
1100000, .. 000

¢ oo
— -

HS
1
|
G3 — + T
=}
g
2.0 Bit Map Stream l

1 0 0 1 0
0 0 1 0 0
o 1 0 0 1

1-0 Bif Map Stream
100101 110010000001001001
{2}

0000000, ... 011
+—— 16 bits ——

0 90O =
=0 =
—s Oy —

(e}

0: (a) The grid to represent the existence information of the (group, source)

pairs, (b) The pair bit map streams, (c) The next hop bit map stream array.

Multicast Routing Source IP,
Destination IP

Multicast Group, Membership Source
Next Hop Bit Map Stream Array

Content Addressable Memory (CAM)
0(b)

(Throughput)

-2



e e 32 digit= <L
Saurce L | - E
Addrass - m;rﬁ:':s —| i - E
Desination | | {51 —— iyl B e | 0 |2 ) g oo
fukiraes o 01001 05102030000 3 - == bit map
: . b i & slresm
: 113 7 2
32 digits u
el Mialchas A E
: Eabie : =
[ = e
Multicast fddress Lookup Modula
CaM: Combent Addressable Memory PEM: Pair Bit Map PAY. Pre-Accumulated Yalue
0: The Dual CAM-based Multicast Routing Structure
2. MPLS VC-Merge
VC-merge
ATM-LSR cell blocking
VC-merge ATM-LSR ATM
Frame-level Interleaving ATM cell
ATM-LSR (Output Buffer, OB)

-23-



Input Ports Switch Fabric Output Ports

N Output N

1 Module 1

2 > Output > 2
Module

3 ) Output > 3
Module

N N Output > N
Module
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0: Block diagram of the output module
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0(d) VC-merge ATM-LSR
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[1]1]1]>1]s 1 1> 18

2225 —>|54|§1|54|61|54}—‘ 2|21»2]7 —>|54|51|81|@3|54}—‘
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[7]
[4] Input Model Cell-interleaving  Input Pattern

Partial VC-merge D-BMAP/D/1
D-BMAP/D/1
® M  IP Stream M  ON-OFF sources ON OFF
(Geometrical Distribution)
® ON IP Stream 1 ATM cell r OFF
IP Stream 1 ATM cell (1/r) ATM cell
interleaving

) ATM time slot 1  ATMcell

[7] D-BMAP (Discrete — Batch Markovian Arrival

Process)/D/1 oM™
(M?) M ON-OFF Source
r 1P interleaving
Buffer
Size Cell Loss Prob. ( Cell Loss Prob.
10° Moment-Generation Function
D-BMAP/D/1
(Output Buffer) ATM cell
Cell Loss Prob. ATM-LSR
ATM 50-70% ATM cell
VC-merge IP Route
0 VC-merge ATM-LSR
overflow
0
1. VC-merge ATM-LSR ATM
0 overflow 10° ATM
3900 ATM cell ; ATM-LSR 520 ATM
cell

2. cell-interleaving (r )

P cell-interleaving

ATM 50%-70%

-27-



TB Overflow Probability

10

—_
(]
O

—_
(=]

—_
(]
A

5
10

o
T

—— (M ,r)=(128,1/8), (256,1/16)

----- (Mr)=(16.1), (32.1/2), (64,.14)

700

— - = Non-VC-merging
+  Smulation
T 7
(256,1/16)
| | | | AN
100 200 300 400 500 600

Buffer Thresholds

0: Overflow probability of the total buffer versus buffer threshold

-28 -



3. MPLS (Protection) (Path
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Switch Makam Algorithm) Fault
1:1, 1:n, m:n* Fast Low
*m n=(Backup path number) (Working path number)
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0 Backup path

Protection Switch Model
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-29-

Protection Switch




Backup path
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Backup path (Availability) —
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Backup path
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Backup
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OSPF Working path ~ Backup path [15, 16]
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balancing) [17] Working path

(Throughput)
OSPF
LSR
LSR Working path ~ Backup path N N>
1 Workingpath M M2>1 Backup path
M Working path Load balancing Working
path  (Bottleneck) BW  Delay Traffic
Throughput Load balancing
LSR Backup path Working path
LSR LSR Backup path
Working path LSR OSPF
Backup path Backup
path LSR  Database
MPLS E-RSVP Signaling Protocol ~ Monitoring
RFC2205 E-RSVP 30
LSR (Link) State [21, 22] Node
Link QoS
Backup path
OSPF Backup path Working
path Database Backup path
LSR Backup path
10 11 12
.
0 1 3 5 7 9 20
& & — &=
13 14 @
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0: Network configuration for NS-2 simulation



NS-2 Path
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0
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Working path (Link Failure)
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Backup path Packet Loss
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Packet Re-Routing Model
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4. DiffServ

micro-flow
(Traffic Conditioner, TC)

QoS
QoS

DiffServ QoS
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(Fairness)
Traffic Profile
micro-flow
DiffServ QoS
CAC Scheduling
Per-Hop Behavior IETF
ITU-T ATM GCRA UPC

Single Rate Three Color Marker (SRTCM) [34] Two Rate Three Color Marker
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( Arrival of a packet with color COL and size B at time ta )

X v
Tp := Min[Tp+(ta-LAT)*PIR, PBS]
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(Packet Classification Table)
(Filter)

Packet Classification
Packet Classification Rule
(Policy)

(Solution)

TCAM
TCAM
TCAM, e TCAM) (Wildcard)

(Dual Ternary Data Comparison Logic)

CAM TCAM
CAM
(Exactly Match) — TCAM
(Group-match)

(Packet Classification Rule)

Dropping or Buffering

TCAM (Enhanced
Ternary State

TCAM

Packet Classification Packet Classification

(Partially-match/Group-match)

TCAM

(Conflict free)

(Subset Conflict) (Overlapping Conflict)

0 (2-field) (Prefix)
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An example of classification
table with two-tuple filters

Filter| Field-1| Field-2|  Action

RI | 01%* | 1*** | 10Mbps

R2 | 1% | %% | 10Mbps

R3 | 101* | 110* Deny]

R4 | 11%* [ 00** | 100Mbps

RS | 0*** | 001* 1 Mbps

(a) Conflict-Free  (b) Subset Conflict (c) Overlapping

R6 001* 0*** IOOMbpS = Disjoint in at least one field Conﬂict
0:

(@) , (b) , (€)

0 Action
TCAM
(Element)

TCAM
(trigger)

TCAM
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TCAM

(Group-match)

(Group-match) 0 (Bit sequence)
0 0
All 1’s
TCAM
R1 0 1 1
0 1
ol1 o 1 R4 1 1 00
Lo 11 ea—»0 111 0111
1 1 Comparison Conflict-Free
Result
R2 1 1 R5 0 001
R3 101 110 R6 0 0 1 0

Comparison . Comparison :
Result Subset Conflict | \ ¥ Result ng;ff?iiltng Al 1
0:
TCAM TCAM
TCAM (enhanced TCAM, e TCAM) TCAM
TCAM
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0 TCAM
(2-field)
TCAM

Associated

PreLengthsa Match or not Address

Embedded Ternary
Comparison Logic

L

PreLengthpa

0: TCAM(e_TCAM)
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