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The Design and Implementation of Intrusion Detection on Mobile Agent
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Abstract

By internet growing, mobile
communication and software technology
developing, in predicted future the
bandwidth of the communication device
is not only for voice but also information
transformation. The program is not
restricted in the device. It may route
between different hardware devices to
complete jobs by network. It provides
mobile computation environment for
people to avoid restrictions on fixed
places. In the mobile environment, all
the information moves around, it exactly
provides a convenient environment for
more novel and complicated attack
behavior. Thus, intrusion detection is an
important article in developing mobile
computing environment.

The project focuses on the security
issues within mobile agent platform,
especialy in the possible intrusion
behaviors of mobile agent. Further we
design an intrusion diction system and
related security policies which is
successful to resist some possible attacks
theoretically.
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3. Agent-to-Platform attack :
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