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Abstract

Internet is designed to allow independent growth. An organization,
from a country to a small company, can freely allocate its quota of IP
addresses to various sectors. It can create (sub)domain names, provide
all sorts of services, such as FTP, e-mail, Web sites, etc.

For an ordinary user, Internet is a boundless world to surf, he has
very little idea as to where a server is located, how machines are '
connected, what ip addresses are assigned. But such information is an
important part of one's knowledge about Internet, for network
administrators as well as ordinary clients of Internet.

In this project, we try to design software tools. With them one can
concentrate on certain scope of IP addresses, or domain names,
investigate number of machines, their operating systems, their topology,
services provided, etc. One can answer questions, such as (1) How are
computers and domain names used in my university; (2) In Taiwan, how
are IP addresses and domain names allocated and how do they
correspond to each other.
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Q). {HHIHEEE L Router 2AH5EHE , WHBHHERE EAGEIIATE Router
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SFE— s —(E B ST TP R domain name

ML 2@ RS ) B - Bl 5 > HkE

www.nctu.edu.tw

& (ERE4E -
ping www.nctu.edu.tw

e 5 E
Pinging www.nctu.edu.tw [140.113.250.5] with 32 bytes of data:
Reply from 140.113.250.5: bytes=32 time=45ms TTL=246
Reply from 140.113.250.5: bytes=32 time=41ms TTL=246

.......

B - 4 E B IPE:140.113.250.5 -

BEEEASBEASLBAUNHEZEE - 7Bt domain name# /&
?.7.nctu.edu.tw

Mt fIRYIPET 2
140.113.2.2

M 7T DAHEBR P E 2B A E N Y B A7HYdomain name #RLA.nctu.edu.twi

I o (HEREMETFTAE140.113.2 TRIMELEEN E D ECAE RS KA »

WG T —EfER, - 8 AIPHILEAYBEEEET - LUK domain name HYFSEEA

8 BRI S A AL Rdomain namefE AREZEH -
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host.exef"]’Find IP”

A ER

IPBETE Fr E¥(ex.140.113),domain name#H B Fr B¢ (ex. nctu.edu.tw)
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il Find Network Host

Started up WinSock 2.0. _:j

=

[f20313 [ Findip ] Report |

;In‘q ‘domain:: | ]nctu.edu.lw T«aceﬂoutei Summarize i
Sktr.rnumber

: Close '

EEEE R E A E R T = EM A RET -
Input IP Address: HE A IPHELEHYBRTEEF
Nput domain: 8 A domain namefJ#EREES5>
Skip number: ¥EA—{EEF @ FoRBIE
HUEMNEIES - BEEEE AL - SRR AR » Skip
number A A 1 TR HEESENLE - £ FERRET - FEHE
140.113.1.1
140.113.1.6
140.113.1.11

140.113.251.251
HfEE RS E S ECAA LB BN - RYES » ERYdomain name2(T/E -
# T"Find IP"&BAIGERTT.

s ER

TS5 Find IPR, BT S E R A R F a xt .
TEEENEE R E RIS

140.113. 1. 10 : MOEsun.NCTU.edu.tw

140.113.  1.245 : news2.cc.NCTU.edu.tw

140.113. 2. 5:sophiS.adm.nctu.edu.tw

140.113.251. 5 : EIC-fddi.nctu.edu.tw




F—HH B4 ERkhostiipEildomain name. L2 A S B, ENIPHT
£7140.113”,domain name Fy E¢ B nctu.edu tw A F A B SIS G Y 1ERE
ZE a.txt”eh,

TR

YR A A S HE I Aip B B (e.g. 140.113) L Fzdomain name fy E%(e.g. nctu.edu.tw)
Bify A FLoh NG44 E —{Eskip number. 7E4% FFind IP7%,#2 T 1] A gethostbyaddr,
= —(EDb classHi B FiH & ipfYdomain name, i %) domain nameEd{57 F§
& AfJdomain nameFr BRI LI AT E# £0. 2 7% domain name fr ERHYJip LS fE
HJdomain name.

" B HAFLL gethostbyaddr 3% ip 1Y domain name HEFE 1 F5 5 ip A AL
£ dns server H3f #3428 ip £ domain name ¥ FEZRL HIFE S Er{=lE — By
PR 25 [E e B 7 I Sss A, 2 MF A multiple thread —ZR¥§ 2 ip {F
.
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SEE B 1% BRI DA B — A N HE A ipEidomain names3 7. 5
TR Y B AT AT R AR RR Zo R B M LB e AR A EE I B
BN BT R EA RS (router)

FIFE AR, AT U BE s A A B TR E R O sk e —ERE Z L DA
BN RIS BRER .

R AT
host.exef " TraceRoute”

AR

1752 Find IP”2 & 2HIRE R "a.txt”

BT
i Find Network Host
Sgarted-gp WinSock 2.0 :_J
=l
Input P Addhess. [140.113 [FndP | Report |

Input domain : ]nctu.edutw ' Summatize I
R
Skip number: 15

Close ]

ugt A eI EE i p i domain name Bt a.txt 8 O A BRI T "TraceRoute”
% F2 @ a xR T Y HYipE T raceroute FY B E, B A il 2 5% p AT
KB routerit S0 8% AR B ok B e B A $5 3R route flowHIFRN FACER.



fEE R SRS EFE BE  7 EA SRR,
Httizt

FERIFE fipHEf TiBtraceroutetk, R AT AABRACIRAE TR xtH.
THERE R E R
140.113.  1.10=140.113.216.254+140.113. 53. 10+OK+

140.113. 1.245 =140.113.216.254+140.113. 53. 10+OK+
140.113.  2.140 =140.113.216.254+140.113. 53. 28+OK+

140.113.250.200 =140.113.216.254+140.113. 53.254+0K+
F—5IH S H(EIPHroute flow. F 1, ="/ 32 HITPE #{ TtracerouteHYdestination
IP.”="75 8 TP e 5 AT &3 @ router IP, & Erouterta BH ™+ E5 5, LLOK+ " {E RS

route flowHIFE .
11140.113.1. 108451, B1140.113.216.123%1 2% destination{ EroutinglRF & 48 it&router
140.113.216.254

140.113.53. 10
% F5E destination.

BT

T B S IR T A {7 (EHYipgiidomain name ¥ FE{%, $1¥138 L5 5 #Tip, ]
FH traceroute % H FH A Ml B % ip P AR i@ i routeril; - LAkc g% ZMIF I A
ICMPEHEL et Et A HITTL(Time To Live) SREXFFTREEHJrouter. [F£HY,
BT N S0, 22 M Fmultiple thread 5K i {Ttraceroute {HZHHYICMPIR
75 B socket g i port, K I & TSI E ] — (B packetf®, 5[ thread 2 & I ]
Y packet. [K [ ¥} B A5 (Ethread Fr #88 H EH LU JELE A — (B ARRAL, FE 2R HE R
I reply packetiZ 75 BN thread.
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host.exeHy TraceRoute”
WAER

#4752 Find [P FTE SR a0t
BT

FE{T TraceRoute” i [FIHRE, BRI — (IR T LR GHU R, R R NERR1E
BB R RERY B 1% B —{Eldestination[El FERYE R, 3E R 7] LUE(E (= HIZZ FE Y
HOESE R ELER LAY AR

EERIsER % RGeS B & R AE summary.txt” .
THEEENEHH SRR R
140.113.1.10(0MOEsun.NCTU.edu.tw) : solaris. 2.x : ftp,telnet, SMTP,

140.113.1.245(news2.cc.NCTU.edu.tw) : FreeBSD 3.x/linux 2.2.x/solaris 8 :
telnet, SMTP,web,

140.113.2.140(sec2140.adm.nctu.edu.tw) : windows 9x/NT/2000 : unknown or
no service
140.113.250.200(sppmgr. NCTU.edu.tw) : solaris 2.x : unknown or no service
5405522 B IGHYip, domain name, FTfSE FIRUTESE AR, Ed R RERR HRRIAR
S ERAIEI LRI,
XA GE



T HosER 43, BRI FIICMP protocol, $4H{EipZRICMPE AL FEH Elreply
4%, 2T BRI TTL A TTLA 605164, M EEL T AT FIEos
FreeBSD 2.x/linux2.2.x/solaris 8 Z=TTL/MA1102(128,5% FHEFR{H IR os Tl RE
£ windows 9x/NT/2000. 5 TTLSMA240%254,5% F #EFT{# FH#os A fEESsolaris
2.X.

RS PR AR AR L R M B e E BiprY 2 Ewell known port{ETCP
connectfJBh{E. A5 connect 5 T, B M HEEEL 2% T A R IR AIRES G 1K
&I FTP(port = 21),telnet(port=23),smtp(port=25),dns(port=>53),%[]
http(port=80){EHIF.
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EL

W s 52 5 EipEroute flowf, FTLASH#HE Leroute flow({For4fr B HIFZ & IR
PSR S AR R HE T T i ET L 7ERZ & iirouting HY AT HERETE.

12418

host.exeHY report”
A B

#4758 TraceRoute R FTfS BRI ZRTr.xt”
BT

LIRS BRI R ipfroute flow(E Sl A ZRL BT report” I & H &)
{93475 Einode (i Errouten) FIBRIR B R AE LUBHIRAS R 7 ZUR AT Bl EH T

$RAEREZ report. txt”H.
ERERE—EEENNFER ER T C BB E A ERERL LG B
AL
i Find Network Host - A I!l
Started up WinSock 2.0 =]
=]
Input IP Address  [140.113 [ Findip | Repott
Input domain : ]nctu.edu.tw TraceHou!el Summarize I
- Skip nqmber: |5
Close l




N SRR
140.113.216.254 (tw.edu.nctu.csie.e3rtn-216)
140.113.53. 10 (not-a-legal-address)
140.113. 1.10 O (tw.edu.NCTU. MOEsun)
245 O (tw.edu.NCTU.cc. news2)
140.113. 40. 20 O (tw.edu.nctu.adm. acct4020)
140.113.200.100 O (tw.edu.NCTU.cc. liao-100)
By ER ekl S E R EEEE ipf e 7 EASHE L g routers
‘I’f‘uk L1140.113. 1. 10 B4, E A E&HE
140.113.216.254
140.113.53.10
FETEGE.

BRI

W EE524HE ip B9 route flow 7%, P M FTA TR ip(FL & router){FEEHE Uik
£5—{H node 1y parent B{a]. 2 1%, LA ip £ root RIS node HIFTER,

#17—1 route tree.[FIAFIEEHE node FYEH}, A1 domain name, os,L ¢ server
YIMAEAEE{E route tree b 38 Es BRI EIFAE report.txt fEZE I8 L RETE R
e E




B R L s ms R ARSI Tree View 15 MEH

HiR

SHEFRMIFT R ERIER |, BFLERAELL TR
> A HEIKS AR Topology , 2 HINELSRITR
> TREER TR EREE , service 53RN
> =R
> [l Tree View HY AR KER

EEE

DataSum
A ER

{752  TraceRoute % FTfS ZIAURE Z Tr.axt” , “report.txt” , K “summary.txt”
BT

BB PERER TR Tree View 8GRI . Bl
g EEey A=, BRI ERMITEE=ATEE | oI —LATEH
1%, AT EN R A T RIERE | IP Base Mode K
Domain Base Mode :

Data Summary (IP Base) : F{EMHTHIRHEE 7RI [RAYE
=, E5E IP Base fUfEE , :EEBEATRLL IP Address {ER
KERELYE | TR R MEERAIZERE K. Protocol HYEZET , DL IP
Address {EESMEMENEREE | BE EatRIEKERR CHRG
EFERREESME |, hEEKTERERS E/3Amiy Topology, THEIE
IP Base HFRY/ATIE]



IP Bose ]DomainBase]_ : : - Property
— SR TP Addms 140114, 1.10

Dormeain Name : tw edu.nthu.e

20 140113 53114 Os: windows 9/ 1/2000
=RcRL40.114. 1,10 Service : unknown or no sy
@ 140.114.53.253
LD 140114, 1. 2

£-@ 140.114. 1.6
) 140.114.66.97
- 140.114.61.99
() 140.114.61.98 j
-0 140114, 1.38 :
B0 140114252, 4 FChil Next Level

G 140.114.8725
-G 140114, 1.14

140.114.32.120 =
140.114.34.95
140.114. 34.100
140.114.34.35
140.114. 1.25
140.114.39.155

B EARERIES , MU RBIAEGEE IP AEGER |, W
140.113.53.114 T HEELEAERA 140.114.1.10 ~ 140.114.1.6 -~
140.114.1.38 % | 17.1.6 FTEHXGEET .66.97 ~ 6199 - 6198 =
BEE , TE tree TETFRRHKE 1P, EREIEEIZERE FREHIEEET
= Router, MEH tree MIFEIEBENEE A EZE LR
Parent, IP BEHRY P iR E(@ER , MEME LA , —EF L&
BIKEEEEY , KESPERAETEBNEERDN , SAaFEHEEY
routing , JEEBIIEERMMENKER , ERFEE THE—F
Router & , 7F55:21 Child/ Next Level iR &S FEINEMS T ERIFTE
B P FIH , fFEERE T NECETE Router HEFIIH , T2
Router HJEE , TMAFEGHN C Kahl , EHREMVFERZE . #Fx
EREGRS , MRRHTIHRAEEELRERZEE , MH ,
FAMEE—ENERER Topology ZEMEHF , @ HE MR LHIRLE
Router 7 SRS , MR TERSERDIBARTERER T |
R EA9 S default RFIH router MATEEHZR , 54% , A LT
property TREHEEREAMIFTEIVIER (140.114.1.10) By—EAHRAE
A

8 6 0 .6 60 6

(Note) :  EIR BN A B RIS AT S TR A B RS
R | Rt AR B ERSERE | P Rk
SRR | B OB RASHIA , R .
FEBERME A AR , B RN S EE R |
DS HMEEEEAORE | BA LRmANRN | EEORR
5 T BRE MBI RATE | (BB R AR AR RO | IR



E @ 140.113.216.254 {EAREHEEE

Data Summary ( Domain Base ) : & IP Base f[AHJ/Z , Domain Base
1£

tree view FF{E FZ S FTB A EEHEF A Domain Name HIRARIE ,
# Domain Name EMIHVERKE—E , MEEIIERZR domain
name FHB{FHIE , U tw > edu.tw - nctu.edu.tw - csie.nctu.edu.tw
- ccsunl.csie.nctu.edu.tw (real domain name) , fHERER , FLEH
tw(E ) AT edutw (EEZEHEE) ATHL nctuedutw GGEKE)
ATfEHE csie.nctuedutw (B AKETLR) fT{HHE cesunl.csienctu.edu.tw
(ZARELRETERPO—E TR, REEEREET | BRT
ERER , 3ERE tree THY leaf InBHIL , HARYBECNE—(E7THE
#J domain name , REEHE—(EHEIR , THEE Domain Base FFHIMT

. IPBss DomainBas | L i
e S - st Domain : twedunthu
=0 tw ant B2 hDs‘tmmlber 59
=@ twedu A o gxnrTiz000 - 32
& ' windows
=@ solaris 2.x 18
'9 . edu nthu math : FreeBSD 3 s/linux 2.2.x/50.

@ twednnthuam unknown : 9

G tw edunthui Semce statistic:

1@ tw.edunthumac y

€3 twedunthu.chem

- @ tw.edunthuChem
-@ tw.edunthuche

-G tw.edunthumse ety

@@ twedunthuie @ tvedunthumath &

- twedunthupme @ twedunthuam

-G tw.edwnthuarts QO tweduwnthui

& twedunthuce & tw.edunthumae

- tw.edunthu Eden @ tw.edunthuchem

0 tw edunthu.oz O twedunthuCher

@ tw.edunthueden @ twedunthuche -

@ twedunthucs - 8 twedvnthumse Y
i @ twednnthues 4] I >
.—_;u-a tw eduncta

: - twedunctu.csie
?XILJEEETJQE A LI5E] IP Base Mode FEFTHEEFIERIAE |
domain base JEH # FIERMEHE @R EAVEHERATA , Fla03k
RSB AE LATBAFTEER , (R RE LA ERNAIRE
HAEE—@ subnet 2T , AJRESTBUIELF(E subnet 2 , ATl
f£FS IP Base Mode RJE5 , BEHREIFTEMNRRE LEKMEENES T ,
AR AR FHEG % domain name B , B{EILEE: , MMEGETHA
fEBEINLE “ csienctu.edu.tw «, KIEEIREH Domain Base Mode
sk A DURER I T AR R KB TAYERS , 5341 . Domain Base HY
FEFR 2ot |, BIAnEda] DA —E R B AL B E A SRS/ N



i, flin—Eert |, RLHER , A Domain Base HIGS |
A LI—HE TR, EH , MR DU E B A A — S E T AT T
€, it kB MR R 2 R AR R, AlE E5RY
property i & Al AR

1. 5%V EEERE T (host number : 59)

2. ZERERF OS HIH B (OS Statistic)

3. TR K B&E (Service Statistic)

LTREE AR | B g AZHEENEE | FRMHRt T E s
WA, —TEENHEA IP Address ZRiHEE , AL ANEE
IP BEGRENFREE P EKYIHHEEEEREEME P K
Network Routing Flow , [i53—fE# & =EEFA OS A fHHy
Service f§&fF , HFIHFTERFSHRIRIESS

Search By IP Address :
Bearch o cciES pin A
Sé‘archT\‘VPe : lBy IP Address v] i i ‘

~IP Search— e - Reslt:
1P Address : ]1 40.114,1.25

© 140.113.216.254
@ 140.113.53.114
@ 140.114. 1. 10
¢ 140,114, 1.25: windows Sx/NT/2000 : unknown

- Service Search =

os: | ' -
I fip r DNS
I Wb I SMIP

I Telnet { Routgy
C AND « GR

@A, BARA 140.114.1.25, Result fREEHERHEITE]
SESEL , mASYIHEEAE—EE] 140.114.1.25 EEFEL
Router, HE#Z Ll TraceRoute HIFEEIERMKE

Search By Service and OS :



Search Type : ]_B;‘m

~ 1P Search ~Result

IP Address : | . © 140.113.216.254
, @ 140.113.53.114
L@ 140.114. 1,10
Lt 140.114. 34. 35 : windows 9x/NT/2000 : (F)

"1 ¢ 140.114. 44.185 : windows 9x/NT/2000 : (F]

.. ¢ 140.114. 47.205 : windows 9x/NT/2000 : {F)(W)(S)
B 1 & 140.114.53. 45 : windows 9x/NT/2000 : (F)
© 140.114.53.253

"~ Service Search

| o0g: [windows 9NT/200 v .0 e 140.114. 55.245 : windows 9x/NT/2000 : {F)
G © 1 ¢ 140.114.55.225 : windows 9x/NT/2000 : [F]
¥ Fp I~ DNS : ©Loe 140.114.56.125: windows SxJNT/2000 : (F)

© 140.114. 1.38
MTP .
!‘;kweb s ..@ 140.114.252. 4
i Teinet {~Router : - 140.114. 87.250

¢ 140.114. 71.205 : windows 3x/NT;2000 : (F)

L 6aND  COR

13 .Gol E

WERTT , BMATLUFAZRSEREE 0S & Windows RFIHIE B AT
FTP [RHHIHES |, EARKRMMUAT SIS R LSRG rEfh—fEm
AILIRYEESR , HEH AND &F OR #iAJLLT

(Note): 7 IP address &1 A HHINE R 2 ERMFTHREINRFS L
RS | RAEHINE R R Z& R H Routing Flow [ E

AR




J\AGRELAR

1%, B AR A exceldh, Jesk Bl — iy BLER IH FIRZ B R BT RH B
i excel E R 442543 TR, summary, statistic, statistic2, &z [@Z&(5. TR
Flsummary4> B2 2 BT ELBRAtr.txt B summary.txt. statisticBI[4EETFTFossy
FrEA T fservices3 7. statistic2 HI[#fiaTosEd service[HIAYRR (R B R _Eult

EEMEREIER.

AP B A, B o, A K BRI, I SRR B R L excel (R R EEL 15
SR RATT:
() B IEH86 A s F
osi4y: windowsRF13£6775
solaris 2.x3£149&
serviceZ 4y EALfpE 1565
EfittelnetF 1085
EiftsmtpF 1165
RitdnsH355
EtwebF 1325
PR IRS SR EIHLS81 A
osEfservice[HHY £ FERATRAI T

ftp telnet Smtp Dns web
FreeBSD |0 0 0 0 0
Windows |71 9 47 18 70
Solaris2.x |85 99 69 17 62

(2) o EERI6E e Hrh:
osEl4y: windows & %3194
solaris 2.x1t42%

servicei4y: FRitpH67H
P fttelnetG 345
FEftsmtpH35H
fefitdnsH613
E{itwebH 685
RIS ECR AL 1185

osEilservicefHi ¥ ERA(RAT T

fip telnet Smtp Dns web
FreeBSD [0 0 0 0 0
Windows |35 1 14 4 52
Solaris2.x |32 33 21 2 16




() AFEEB 2GS Hrh:
osZfi4y: freebsd 3.x3:195
windows 5142305
solaris 2.x3£63 %5
serviceZfs: ftfpHITE
F{ittelnetF 535
fEftsmtpH625
BitdnsHI5E
BitwebF 585

FERAIRB BRI 1685

osilservicefHy ¥ FERI{RUO T

ftp telnet Smtp Dns web
FreeBSD |7 5 10 8 9
Windows |48 2 18 5 30
Solaris2.x |42 46 34 2 19
(4) R HAEHEN8EHEER H:
osZi4: windows & %13£1375H
solaris 2.x3£52&
serviceZ[4y: fRAtfpHESSH
HiittelnetF41 5
EftsmtpF425
BitdnsH11H
BitwebF 745
TR BRI 82 E
osfilservice ¥ FERIRLN T
ftp telnet Smtp Dns web
FreeBSD |0 0 0 0 0
Windows |20 3 16 7 46
Solaris2.x |35 38 26 4 28

S ETE DB ABIT,

(1) osHyE R Rk Ewindows(79.2%), solaris 2.x(19.6%), freebsd 3.x(1.2%).
Q) WHREHEMRBKRKERPp(3755), web(332%), smtp(2555), telnet(236

), dns(675).

(3) B s IR Hos ik K Bsolaris 2.x(56.1%), windows(40.8%),

freebsd 3.x(3.1%)
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[1] Windows F2 B &35 5f5F5. Charles Petzold 3.

[2] ICMP EEEI(RIR(TE 2 3% OS {EllEd (—) fEikfif=E
e

[1] Hackland BB &F#E  http://www.hackland.idv.tw/




User: jhliou
Host: ccsuné
Class: ccsuné
Job: g.prn



