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Abstract

In the project, we study key-evolving
public-key encryption schemes. The goal is to
propose new public key encryption schemes,
which is like forward-secure digital signature
schemes. Let time be divided into time periods
such that at time period i, the decryptor holds the
secret key SK;, while the public key PK is fixed
during its lifetime. When time makes a transit
from period i to i+1, the decryptor updates its
private key from SK; to SK;,; and deletes SK;
immediately. The key-evolving paradigm assures
that compromise of the private key SK; does not
jeopardize the message encrypted at the other
time periods.

In the past, forward-secure digital
signatures have been studied, but the public key
encryption schemes did not be studied. Therefore,
we focus on the study of public key encryption
schemes, which should satisfy semantically

secure against passive adversaries and the
adaptive chosen ciphertext attack under some
cryptographic assumptions.

Keywords: key-evolving, key update, forward-secure,
public-key encryption..
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