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Design of Secure Stream Cipher Cryptosystem on I nter net
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Abstract

Internet provides peoples with infinit
communication. Some real time
communication services through internet,
such as net meeting, Voice over IP(VoIP) etc.,
have been frequency used in our diay life.
VoIP involves transportation of voice
messages over telephone lines and internet
that uses technology offers the following



advantages : Reduce the cost of voice
communications, repecially for companies
with multiple office locations. Eliminates the
need for extracircuits for private voice traffic
by connecting your PBXs to one another. Use
your existing Internet bandwidth more
efficiently by running voice and Internet
traffic on the same circuit.Currently, Megaco

(Media Gateway Control ) , Sip (Session
Initiation Protocol ) and the H.323 are main
technologieson VolP.

Although Internet Phone is very
convenient, eavesdroppers can dill easily
hold up packets on public internet. VolP
technologies define protocols whose security
relies on block cipher systems, such as PGP,
IPSec etc. Those protocols can protect
packets across public internet without
interception. Because block cipher systems
are too complicated, they could result in
delay when systems send packets. Stream
cipher systems, different form block cipher
systems, Those are the most important ones
which feature simple structures and
high-speed encryption, to dea with real-time
communication services. A good example is
A5 Algorithm on GSM system. Therefore,
we want to use stream cipher systems on
internet phone. In this proposal, we will study
LFSR( Linear Feedback Shift Register ), filter

function, combination function, balancedness,

nonlinearity, algebratic degree, correlation
immunity and progragation characteristics,
and find effective methods to prevent the
proposals of B-M algorithm, correlation
attack and best affine approximation attack,
in order to establish a new theory on stream
cipher stability. Eventually, we will design a
simple internet phone system , and do
security analysis and efficiency analysis for
it.

Keywor ds: Internet Phone ~ Block Cipher ~
Stream Cipher ~ LFSR -~ Filter
function ~ Combination
function ~ Balancedness -
Nonlinearity ~ Algebratic
Degree ~ Correlation Immunity -
Progragation Charateristics
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