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Border Gateway Protocol Version 4 {(BGP-4): i# & B &7 internet L& %
{& A &) exterior routing protocol *BGP * &£ X FE&-m &
{distance-vector) R &% 4% £ #) protocol -

BGP #£ A TCP , #= port 179 4k 5 R & M & » % BGP Bl 4534 - BGP 34 2518
48 4 e routing tables » 4o £iX 2k routing tables B AME - &%
ARHAEAPHETR EHREFBPHERFHE -

BGP #44 Finer & N E 4z BGP path - 5 #F BGP $2 2k = —18
distance-vector # & * f2 & fe K3t 44 RIP R » BGP Rizst K 258 8 &
Wyt d LEBEGFHREGEAYBE LG ABH YL RKRBRIELY
MBEEME e TRGIET  RAEAERMBLE -

e SRR E (ECPs) LA RFABE RGN Lo ¥ @MAS 744
FREFLE SRy FETTREBPEGIFHAF X RBIFTHRT -
B EBRTBENBPH T —3 4 - 2R BCP 54 X4z Mapss (T
{£ configuration #2 ) » B s #4174 BGP & —4#& Tpolicy-based routing
protocol 5 » BGP Rz % 8 AS #kiEF B 8848 94 7 » R o {18 4484 EGP
protocol - #r#E ¢ R EHITH A BT MM - EHER T EAES core
gateway L% LA X $&Fu R IR RAE -

2.1.2. %££E&#H

v

RFC 1105: Border Gateway Protocol {BGP} , Obseleted by RFC 1163
RFC 1163: Border Gateway Protocol{BGP }, Obseletes RFC 1105, Obseleted
by RFC 1287

RFC 1164: Application of the Border Gateway Protocol in the Internet,
Obsoleted by RFC 1268

RFC 1265: BGP protocel analysis
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RFC 1266: Experience with the BGP protocol

RFC 1267: Border Gateway Protocol 3 {BGP-3} , Obseletes RFC 1163
RFC 1268: Application of the Border Gateway Protocol in the Internet,
Obseletes RFC 1164, Obseleted by RFC 1655

RFC 1269: Definitions of managed objects for the Border Gateway
Protocol

RFC 1364: BGP OSPF Interaction, Obsoleted by RFC 1403, Also RFC 1247,
RFC 1267

EFC 1397: Default Route Advertisement In BGP2 And BGP3 Versions Of
The Border Gateway Protocol

RFC 1403: BGP OSPF Interaction, Obsoletes RFC 1364

RFC 1654: A Border Gateway Protocol 4 (BGP-4) , Obsoleted by RFC 1771
RFC 1655: Application of the Border Gateway Protocol in the Internet,
Obsoletes RFC 1268, Obsoleted by RFC 1772

RFC 1656: BGP-4 Protocol Document Roadmap an [mplementation
Experience, Obsoleted by 1773

RFC 1857: Definitions of Managed Objects for the Fourth version of
the Border Gateway Protocol (BGP-4) using SMIv2

RFC 1745: BGP4/IDRP for IP---0SPF Interaction

RFC 1771: A Border Gateway Protocol 4 {BGP-4) , Obsoletes RFC 1654
RFC 1772: Application of the Border Gateway Protocel in the Internet,
Obsoletes RFC 1655

RFC 1773: BGP-4 Protocol Document Roadmap and Implementation
Experience, (Obsoletes RFC 1656

RFC 1774: BGP-4 Protocol Analysis

RFC 1863: A BGP/IDRP Route Server alternative to a full mesh routing
RFC 1965: Autonomous System Confederations for BGP, Obsoleted by RFC
3065

RFC 1966: BGP Route Reflection An alternative to full mesh IBGP,
Updated by RFC 2796

RFC 1997: BGP Communities Attribute

RFC 1998: An Application of the BGP Community Attribute in Multi-home
Routing

RFC 2042: Registering New BGP Attribute Types

RFC 2796: BGP Route Reflection - An Alternative to Full Mesh IBGP,
Updates RFC 1966

RFC 3065: Autonomous System Confederations for BGP, Obsoletes RFC
1965
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» http://cio. cisco. com/univercd/data/doc/cintrnet/ito/55143. htm
» http://www. freesoft. org/CIE/Topics/88. htm

2.1.3. THELEAHRA

BGP A& FREECA AT LHEESHET , # Transport #F« Network
ARG AKRE BIPHakE AL —@THe4té. , ® BGP4+ ( Border

Gateway Protocol version 4 plus ) R&—1E%3% IPv6 & BGP, 4usbit
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* Subverted BGP speakers: # & BGP BREHAXFE TR LEABRETR
HAH—SER -

* Unauthorized BGP speakers @ JE4£4%48 #047 BGP #{: 1l & B IR 423548 &
BGP M BGP i#ika)— & 244 -

* Masquerading BGP speakers : B ut#$##ey BCP 2z S5y — 45 £ -
* Subverted links: —{8i# R BGP #{tipc e T Mr s eidig o

BGP #H =M A KRA,T :
l. RAE -84 4 BGP BB @M FRETHTH BT B ey -
2. BEA AR AS THA NLR] FZHA8 4 -
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BGP 34 v9 4% message types » 4w ¢ OPEN » KEEP ALIVE » NOTIFICATION &
UPDATE » &4 4 -4 60 R P SLEARR » T 53 tai134 578 message HiBARA
f% a

1. BGP OPEN message
#—18 established & ¥ » £ — @47 OPENmessage °© ¥ # ¢ d
RIE £ R e BGP session sBrifliE - MHAFA B RABRAMFAMGS
18 o BIEEMEM AT D B &g -

2. BGP KEEPALIVE message



£ —18 openstate K& ¥ » 4B —{83 KEEPALIVE message - Aiidig
R - BABIAMAERRAREFEIRE -

3. BGP NOTIFICATION message
1 #] NOTIFICATION message i BGP iE4#£44BI4E M A2 iR A B H
3%4E - B EANAEFEE G ZayEHg -

4. BGP UPDATE message
BGP Update message E#FB &6 T M o Hikii# message £ PRI H R o
EHE BT Hmitsh BGP UPDATE message AR e A ABE -

4.1. Unfeasible Routes Length
&er length(Ha&kE) M » BRMESFEEHEMKE » HE®R - B
HEGiE—4 NOTIFICATION W ess¥tr » KB M8 ity -

4,.2. Withdrawn Routes

B EMS R —1E3 BCP TMHBCBEENSERE - EHFHATH
€.# withdrawval RE G R FEMBBAEHRIE - —18 BCP iz A
Withdrawn routes #i{x - #EHH443Eey withdraw feasible 3848 - &
B—18 RGP EMARMAHAFABEHEIN > €T withdraw ZATFF
BAeHIEE + —48 BGP receiver X # 2 4£R48 W& BGP sender M 4%
e withdraw BfEeh 8 - A7l BGP-BGP iR & A 38810 -

4.3. Total Path Attributes Length

— 18 % % A 5| & & &9 Path Attribute &=k & H 3% —4 BGP Update
B Path Attribute & Attribute type - Attribute length &
Attribute value =Z{A% $rrE Ay - Bk Path attributes £H#iE =
B eRE - % Attribute Length #3: UPDATE R .8 4% Exk &k
1% @meL Attribute value # Attribute Flags .4 2] 4 & @&
Z et R4 4 UPDATE MR A K EEE T - —f@irsde
UPDATE $f. 8 3% 5 BGP E 4444 —1@ NOTIFICATION & - [ AmiE
B £X AL BCP A siadeimizdis » THORRAR—
83k BGP £# » BB ATRBARE » whRiTo L8 —OBGP 285
HARGEEBAREEHEEL T -BGP £4 T @ Attribute value %o :
Origin (type code 1) -+ AS_Path (type code2) -+ Next HOP(type code
3) » Multi_Exit_Disc{type code 4) '+ Local_Pref(type code 5) -
Atomic_Aggregate(type code 6) T F|i#¥miti5 &48 message #RANAE



4.3.1. ORIGIN

sbimfrds Big b FMAHK IGP & EGP 4oy - bR @ X#A AR
inter-ASmulticast routing #33% - #Asuila €458 INCOMPLETE #%
{ - Origin #{¢F AR L routing decision @ AFRAREFR—1H
BGP #% 4EBGP &3 - Origin A ¢FRELREAYLEHR -

4.3.2. AS_PATH

—18 BGP # 7k BGP #H TH# A+ 48 NLRI(Network Layer
Reachability Information) FZE#E#) AS_PATH, %% sub-optimal %
#& { sub-optimal BRAE-EAAFNESAMAGHBERE—EFEY
HOMBEGKE b B2 Sub-optimal BEAFMERS LFE , H
APEREFEEN , WRABSFHLEEEINN , —LBEGSE
AT iM% s RanataRg -

RFC 3R89 BGP ERFA L TCHEIMNEBRARAETH AS & AS_PATH .
PP BGP I #tEFAtA T4y AS & AS_PATH , H:/Ri& AS PATH &
BGP # Rseic®sk NRLI mMeste , HubAERF X THE—&
BGP x#MiE AS PATH -

#l# AS PATH 2% —18 BCP RRAEA BGP E#AKFmE AS_PATH
Efshse (EAF B AS REZEAHE ). Xk BGP EATR
AS PATH 3 riss Cey i 22 R A Am A T4 AS # A AS_PATH &y —4
83 ¢ FIAHERMN P BEF AS_PATH -

4.3.3. NEXT_HOP

NEXT_HOP 44z /% % UPDATE W& 42 @ % NEXT_HOP ¢y Fsb e 5z IP
Address - 4o RB2BX—ENEAHE - A% ZH NEXT_HOP &4z
bt B R H ) —18 subnet - BRI RH —{BIF BCP T4 F I 1AM
Ar - MM{E AS MREEHTE -

4.3.4. MULTI_EXIT_DISC

MULTI_EXIT DISC #4x A4k A & AS = P4k 3i%ey UPDATE & - #-—
18 AS 2 P34 ®| e MULTI_EXIT_DISC =Txii#d& £ —1EAS & @+ 2K
SARIE e - RSB RARA AR B AS AERe) o FEiebi
f » REZ BGP x##% JFE BGP £# » HeF ¥ hiEdmey AS &
# sub-optimal - ER¥UEFMRAHLEN -
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4.3.5. LOCAL_PREF

LOCAL_PREF #x 4% 4 RNA A AL BONLEGRAT MM EY
WA . HiEst LOCALPREF ¥ ¥ 2 £ AS AN alE | &

# - & BGP RFC #3:%# — 185 #4114 LOCAL_PREF £ —1& AS /3 f
# BGP Mz —XE—%e . BH BP EMEE ey
LOCAL_PREF Ki ¥ ¢ &8 Al Bz Am AR —E BCP 244
i e

4.3.6. ATOMIC_AGGREGATE

ATOMIC_AGGREGATE #fxis-=—18 AS 423 —BES X EBaRESH
# NLR] e o3t essd - B EAERE T BLHLEARY
Prefix R— X BMALEF L AS & > BARWH—EF
ATOMIC_AGGREGATE &4#5e349 BGP =M & MeIfL & Aae) NLRI - #
P ATOMIC_AGGREGATE #t & B EHBHME » FTARATHEANY
NLRI 4} érik %1548 - ¥4 % £ A a05E - 344 ATOMIC_AGGREGATE &
BT » FENMANSE4S (un-aggregated) &7 NLRI H#EEE
At » FEE—E BGP EMKIEBP EMARALEHE -

4.3.7. AGGREGATOR

shie K T — 18 BGP XM adze) - mAR BCP Mo Eitd ik
#4098z UPDATE M EMAF M I - AGGREGATOR M4z 4 % ik
&3 R 2beh AS number & IP address © R EXALEE
routing decision #9i&#2 & ARSI R & H RFE -

4.4. Network Layer Reachability Information (NLRI)

e RBEEME © FERBAK—EE BCP MK BGP HEFAS
Bz EE c FABEHMBEHE - FHEX (Codtemd iR
T e Mihms) - BHEMES —1@ sub-optinal B - ¥

11



2.2. EGP

2.2.1. WA HL

Routing protocol AT 5 AR AMM ° Interior Gateway Protocols

(IGPs) » ¥R exterior gateway protocols (EGPs) < #H & IGPs # RIP -
HELLO #= Interior Gateway Routing Protocol (IGRP)% - EGPs 8|# EGP -
BGP % - IGPs ¥ A ASHEE A MEGPs T AS Z Aiayspitmar -

IGRP ¥h CISCO 2 3) 5 » HRAARKAY > @Sk > 1%
#934 & £ &7 bandwidth #= delay characteristics &R#EE@H @B -
RIP - i&%4% A 4 Berkeley-derived UNIX &#F - %54 - @\
BT A E O WMEAEA RIP - HELLO & — 8B F H945 B a9 458 5534 15
& + F# National Science Foundation (NSF) backbone network %1% &
HELLO -

EGP ¥ % & % #7 ¢ Exterior gateway protocol » DDN (Defense Data Network)
Fo NSFnet (National Science Foundation Network)#k24# B EGP & RGP
2R T EGP gy —2:Fi8 -

EGP =T xai# ta it & gateways » Z Bl » CBi0EATHFADIEL
2 » AKE4E A4 autonomous systems 2.fd - EGP % F#|# 4] : acquire
neighbors (#FE#3) . monitor neighbor reachability (B4 #2H
%) -+ exchange net-reachability information (% i%48# gateway &
routing i) EGP #9454 Hello/I-Heard-You (I-H-UDs & - 4
ERBHB LKA ARERLIRE -

EGP #4F8%89 = K Procedure :
EGP £tk ® % ¥ 245 = X Procedure * neighbor acquisition + neighbor
reachability + network reachability -

l. neighbor acquisition =
EEAMREY Gateway 2B R TR EZEH ECP Re kM axl -

2. neighbor reachabriity <
WAL Y Gateway AT EFEMXFCEEBET -



3. network reachability :

B4 AR Gateway 2 FTORB R BT L& - 847818 Procedure
BT2 4453 neighbor reachability &34y - F]#FiE{8 Procedure A7 %
# B ] &tk neighbor reachability #£ L8 % #58%f) -

EGP i1:8%69 Finite State Daigram -

fommemen +

i [ LR e +
+---->} Idle | A A
i ] R + i
i R + | | ;
] I A Request | I Cease I Cease
| Start | | Cease | I |
] ¥ | Refuse Vool [
! Frmmmen + Confirm 4------~ + Up 4+------- +
[ | [--neenun >| R nE >} I
I | Agsn | { Down | Down | Up I
f I [----+ [ fgmmma e ! I
! Foommm- + | Fo-eaen + e +
| | i I
| Stop | i [
i Ceasc-ack | Stop i Stop | Stop
| +ommmmn + { i |
I I I ¥ ¥ ¥
R | Cease l<---4-=---~~-- EREEEEE TR LR R +

I I

ome e +

Idle State (§) :

fe 1848 State ¥ - Gateway /4% #%45 € % H #85 neighbor # protocol
activity Rég— g2 - R A € ©#EkE — 18 Request & & & — 18 Start
event % » FeHRE (E0 > FEUIHEEHWNERKLERE) » F
¥ ® Start event B € #t % Acquisition State - B #3F & — 18 Request
WE 2P Request Bl F3kE Down State -+ RHHH —EAHRADE

Acquisition State (1)
72 i548 State ¥ - gateway €44 Idle State # R &9 Start 38 jo L &53F -
FRiFHS R A =4

1. Refuse
2. Confirm

13



3. Stop event

FHLE % Start A & Refuse#f - #Heukm E [dle States Eik B¢ Start
M2 % Confirm 8% - & Gateway ] & A EGP 218 protocol R AWML MF
B2A ol eioB Idle State 4 # Request —# 3k = £ Down
State - '

€0 B)d) Start W8 A& Stop event B B 43k @ £ Cease State -

Down State (2)

43218 State ¥ » & &4 Idle State 444 P! Request T # Acquisition
State B4 Confirm #M.& %k E Down State - Gateway € Hl44 %312
neighbor-reachablility protocol { procedure ) & i 18 procedure B 458%
% %% neighbor Gateways #MME# % "down, (R HEE ) K ——HHR
SR ATR I -

lp State (3)

13318 State + » Gateway € 4% neighbor Gateways x4 Tup, (E¥iE
1) > Fle¥ 45 K32 5 K 54581 process ~ routing ¥ sz o - ZRER
— B EF R R S - B R#E W neighbor Gateways 2 BB A£EH » R
3, neighbor Gateways A # £ #&4F » 3] €= % Down State -

Cease State (4)

¥ R %] Cease State £ B &y %] Stop event » #1518 State ¥ » Gateway &
B — B st & Cease command @ 3t B & 48 Wi ®] Cease-ack response
# —18 Stop event 2 ® %] Idle State - BHMAXI AR REFREAHS
& %4 47 neighbor Gateways 7T s43& 4k Cease command $L = %] [dle State
¥ 1% b EGP :# 4% -

2.2.2. %FEHH

> RFC 0827 : Exterior Gateway Protocol (EGP} , Updated by RFC 0904

> RFC 0888 : “STUB" Exterior Gateway Protocol, Updated by RFC 0904

> RFC 0904 : Exterior Gateway Protocol formal specification, Updates
RFC 0827, RFC 0888

» http://www. cisco. com/univercd/cc/td/doc/product/sof tware/ssr83/rp

¢_r/53992. htm

14



2.2.3. THAELARRA

SLiEAZ 1 A THE AR R 8o % =5 DoS %M Man in themiddle 3%
£ ATHERBERMELE  UTHRHE LA -

1. lUnsoficited lpdates
WwR—E@sik s X882 0 EGP implementation &% &4 % —
unsolicited update W& §H & RMEAALA WK o

2. dbort timer

EGP implementation Mi%& % 3% abort timer » ##| Idle KETLE &
# Start FHEMASHBEAMRSE - F Stop FH4LELE » Abort timer F
TR AL -

3. Idie # & P4 F Cease # %
% EGP #miA Idle REMILH Cease #54 @ AMERBAEERE—
18 Cease-ack -

4. Hello Polling #:
EGP implementation Mi%#FE %3% active #= passive polling #s -

5. Neighbor Acgquisition #.&

2t tif Hello 1 Poll egRifa i R a5 & B4 Request o Confirm 3
B8+ ML¥» Request # Confirm #.& - EGP neighbor Acquistion #.&
i EE X ldbytes * ## Refuse + Cease # Cease-ack & @ €X
10 bytes - Implementations B ## Refuse * Cease & Cease-ack i
L #%bim 8 14 bytes 9 RAE -

8. Sequence Numbers

¥ #] 45 Response #% Indication # &8 ¥ sequence number FE# S A
dhit L B I E R - B4 Poll 4543%E B K24 sequence number S &
AWM R FE R E i sequence number S °

7. Indirect Neighbors
EGP implementation M3 & %4 indirect neighbor -



8. Polling Intervals

Hello #5444 Poll retransmission #fR A B E BT £ ZLER
£ &V {E-Inpelmentation # Hello #v Poll #4 R &AL Kb
ETREEHERALARETCHRIME -

9. Network Reachability

Implementation # £FRHFEH 2R routers list » SIEET LR NI
Bd B PiX B egded router list » MBS AT E &4 Update
Response / Indication # &4 & - i implementation ¥ LAif & 424
BREEET H M AL — 2N routers list - £k Implementation R
FaTRNSEHE R AMERNNE 0 LA ENBREHH o TELR
AEFEIMEBHIINHE A -
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2.3. EIGRP

2.3.1. @EWHARL

Fnhanced Interior Gateway Routing Protocol (EIGRP) A wmEEf#t
#

a. ¥ieyEm/ M8 (Neighbor Discovery/Recovery)

b. TR E (Reliable Transport Protocol )

c.DUAL A Mk & # 2% (DUAL Finite State Machine)

d. W xese (Protocol Dependent Modules)

Mg ey B 8L/ % (Neighbor Discovery/Recovery) b B A R& KT
bofifiE @B FH B G ENERE - SR FNBIBEYHATIERE
BHY > BIBLAZFEI o E—EEBRTUBRDTHEY @
hHESHamiEs » FEAEITESHOEESL @ B EFXTHUATHG
HATFTHAEMALENEESE - —BLABKRE @ FAENBHBHTE
ERBBEHTH -

TH#¥15 2 (Reliable Transport Protocol ) &8 T§1% - HIESHE
S EIGRP $terser A AP BB MBE R - T LURS X3 multicast &
£ unicast # @698 - HEEICRPRATENME  mAELRRL « &
PHBRAE CAUTRERFLETEFIRE - Sl A—BLEFR
HWE multicast BEMESB Y  HATZKEE - R 2EHNMiE Hollo
M3 AT A BB E R - B EIGRP 44 % —4@multicast Hollo #
€ HoPosAETRIBREERLEBLHE AR EAHL » &
Z B A (Updates; £ Rkam - BLEHKLSAHET - TEAKHF M@
REFAEEFE nulticast 8 » THAGERBFLEBRAEN - B
AYBh > ESPRRENERT 0 SRREGUBMPALRE -

DUAL # Fix %844 8 (DUAL Finite State Machine) E# R EAH hitE
HIBRRA—H - EHRAAESIRGRZRNBIB -FH8HTWN - B
AEAMsmegmetric » A DIALERREZEAHEY L Hi1@3EH4E - DUAL
EHXBBE 0 MRARGEFT 0 EEAFIZUEEHSEATHER -
BAEFZ - AFMHBHE 0 EEBGBRHEREHLHER - ESF
RS TREEB AN - FTRAFATHHEAEGmHEAFRLHREET
MEEBM 0 BAhENTELENHE - TEHA-ENNBAFRE
MAET/ AL BRALRHERSONMELELRLSHBE - PLENTHE
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ERRFREORE - EREBLENFELAFTEOHE - £—MEAk
REEURT o DUALHAAMAREERR. mRAFGEHBAE » &K
RARACERAGE—E » —BEFFTEHENHE -

WML T ehigsa (Protocol Dependent Modules) %4 T network layer
protocol-specific requirements M & & - 4o ! [P-EIGRP ek X & ¥
&AW EIGRP &, » EIGRP #ta#kafa£ IP+ - IP-EIGRP & &3
#7 EIGRP #o % 40 DUAL #3k 42 g s B4 - IP-EIGRP 2 £ DUAL ¥ b éhk %
Foli —EfE N P EHNEP - [P-EIGRPA EH#BE IPB GG E
Magasd -

EIGRP & IGRP &3 3% e K » Bliedkehi) 447 # IGRP o B # EIGRP » #v
BREHEFRMHARANAE - ROOHNIBEF YR RBRIES X
& - HEBRBHEM - RFYCHLALE IGRPemE -

¥4 &) H 45 ( convergence technology )2 SRI B R ia sk ¥ Wessp o B el o
73 E #i% ik (Distributed Update Algorithm (DUAL}) 2 — &k B4
E—EAFRATRAENBY (route) st Ey—RFEE - ATAR—EHE
FlerR Y > BEHAFFFOBROBEN A THREY - AHFSUEH
MESEERGRNENHE - AIALAF 28R4 mEMins
B dedin £ F - EIGRP €484 3 4% ] network layer protocol
independent - B gbf 3 DUAL £ Liehip 22 -

Enhanced IGRP New Feature :

1. Fast Convergence
B & %18 Router & &4k £ £# 14 Router & Routing Table ° #sbid
Routing Path % Optimize » (4 A Diffusing Update
Algorithm: DUAL) 7T £4 & Information & % 4 (converge ) A7 # BL4T
& routing protocol —#k ik -

2. Variable Length Subnet Mask
T LR IR Subnet 2 ¥ B8R B mask & -

3.Partial Bounded Updates
A A § Route cost HATec B &h954% » % Update Routing table
#7 %- 318 Feature s£#91¢ IGRP packet &) bandwidth required i#
8] Optmize -

4. ¥ #% multiple network-layer
HE 39 X 45 47 # 4% network #A { f{4e I[P » AppleTalk » Novell IPX
% -
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5.Less CPU usage than IGRP
B & Full update packets ZgEW S FELERE ZH4ETH
process °

Enhanced IGRP New technology -

1. Neighbor discovery/recovery
FaHERFTACAFREIN Neighbor +  F3 ¥ Neighbor 4
recovery &) #1k -

2. Dynamically learn new neighbors
B#ES Y ARG neighbor 244 M#4E - X protocol
independent # ¢

3.Reliable Transport Protocol (RTP)

4, Guaranteed ordered delivery of IGRP packets
{& IGRP packet #54%i%% ordered # -

5.Dual finite state machine

6. Protocol-dependent modules
By ey » thwRieR IP2 P44 IGRP &9 packets | T &
Fseshae -

2.3.2. £#4FH

» RFC 1371: Choosing a Common IGP for the IP Internet
» http://www. cisco. com/warp/public/103/5. html
>  http://www. ieng. com/univercd/cc/td/doc/cisintwk/ito_doc/igrp. him
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2.4. HSRP

2.4. 1. @Bt rHL

B RGBSR L KB e ISDN - L H A S st 84
Bragof - B ak$y ISDN Rikiesd - R e LR ISDN ey r mA
shfEH X Bk B oA £ ISDN #ohiddd - A7 Cisco Rt HSRP(Hot
Standby Router Protocol) » M E L& TLl4E A e85 » B8 LT XF
ik B F o4 o8 4 - 45 CiscoRouter 10S10. 0 54 kB4 £ 3% HSRP -
#% i% — 4 Router &9} B4k ¥ - #3i2 — 4 Router £ A —1@ IP Address &4
o REREB PR A TilAeME Router BB LR A FMRE
gateway - HSRP Router & 3 #4§4 —Bhello R .o  REARMEBEFTEY:
CEHLTUEREARH A > RERFBH SRR FMAY -

% i® MHSRP(Multi-HSRP) - ¥T 24 4% HSRP Router #t®|4g35694 ¥ - & Standby
BREBET RS Active 8% ERHSEEFAFRESMBOAFEEL
Internet ¥ o B IR FEB H I iR ERE -

HSRP & 2wttt [P #5694 3% » Novell &5 IPX = Apple &y Apple Talk 4
ST LA B 3% - 4k 88 HSRP R € i 9 —#F routers> H F R E sy gk sbk s -
— R AR TR S 100 » A K priority A A - H b & — 18 default
active router st 42 priority % # b 4 router 898 X -

— £ HSRP & routers s X EARF RGF L/ - LHARAE
Active router £ —FedPl MR & Hello 3 & - Standby router &4
Active router 9T 1% r L Hfe3t O WE N TS50 R W LA R 4 -
E X HSRP ¢ routers A b R =R E AWML -

1. Hellof%:i% "hello" 4R & (&4 HSRP priority & state information)
[ H 4 HSRP routers $ 9 o —# R » H=4r4% HSRP router £ 4 —
18 Hello ey & -

2. Coup % Standby Router & ##g Active Router 89T 4 » & if i — 1
coup &9 8 -

3. Resign ¥ Active Router EiTH Z MM K H £ router #i8 hello .
% %tk Active Rounter £ &4y priority ¥ « €15 H S eyHL 4 -

FLARfTORR » 22 % & HSRP &) routers # £ 2L F R 5] &9 4k 4E
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1. Active sk router E#ITH S BRE G TAE -

2. Standby fB4o Active router #f 7 » b router M G e o i 4
TAf -

3. Speaking and listening strouter Efe#Ej# &% hello M B -
4. Listening st router JEEdL hello WA -

FHEA [P @ssiai2Rh@E® TS HSRP & Router -

™
P }
r/;—xﬂ_,,—{\
s H p—h T
9 (3™
I
Mestwenk 3.0.0.0 | | Netwom 2.0.0.0
E1| 3001 2002 |E1
ALl Artive Stardl Py
Router A ;.‘"-';; vl ,m,: P; Router 8
Eal 1.0ot 1.0.0.2 |=0
Netatrk 1 00,0

gﬂoam

FRAEZWEE FayEMEE0. 0.0 Eins ey IPAER2IEH - LT
A Router A #3% & :

hostname Routera

!

interface ethernet 0

ip address 1.0.0.1 255.0.0.0
standby 1 ip 1.0.0.3
standby 1 preempt

standby 1 priority 110
standby 1 authentication denmark
standby 1 timers 5 15

|

interface ethernet 1

ip address 3.0.0.1 255.0.0.0
!

router eigrp 1




network 1.0,0.0
network 3.0.0.0

T A Router B &3 <.

hostname RouterB

'

interface ethernet 0

ip address 1.0.0.2 255.0.0.0
standby 1 ip 1.0.0.3

standby 1 preempt

standby 1 authentication denmark
standby 1 timers 5 15

f

interface ethernet 1

ip address 2.0.0.2 255.0.0.0
!

router eigrp 1

network 1.0.0.0

network 2.0.0.0

Standby [P R@mu ey S HSRP R v Bt Be) IPau b
1.0.0.3 - ARouter A BRouter # {14844 + 4oib— 4 &M@ Router
H£EZR@EEH IP-

B4 R 45 £ —48 group number + FREFAIS group €% 0 ; B4 group I
% — Hot Standby group - {eif group %48 %V H —1fE router X [P &
EHwepd Ry [Pan Hiw Router R+ BATHHEHEY - £¢
8 priority tb £ 2% £ A HSRP # Router s 5 8% + Standby Router # %
BUiF3% & interface 354 # 3% & & Active Router -

Router Mgt e 4B —BHES @ - RE—Erouter FTRE
B ¥ router & Standby Router - B #b4w £ % i& standby preempt command
E®™E - EHmAREER S Active Router -

Standby authentication interface configuration #54-3& ¥ —khoFE a7 8
character 2% %% + &4 28— @oulticast HSRP .8 + - Eifa9ds
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S AGiEHEY - BwER v £1E group BEE%E A HSRP & routeru -
L BEREREFE » oi— R AE group ¥ router #485E 32 HSRP
BHRRT -

Standby timers interface configuration #§43% % hello R A &M% (35
Ahellotime) & Ssec # Hikrouter 244 A Active Router eyeffi(45
5 hold time)# 8 sec -

B BE AN E » B AREEME router 8 hellotime & hold
time - &% &7RfE4E4T Ethernet & FDDI LAN < T3 255 Hot Standby
group ; & Token Ring LAN » RIARAEABB I M -

Multigroup HSRP (MHSRP) s # ¥ — router /& /B # &% —18 Hot Standby
group » MHSRP & & Cisco 10S Software Release 10.3 & B #raaindk (%48
#= 4-Ethernet interface A multiple unicast MAC addresses g9 432 B 3% ) -
B4R R AGS B AGSH routers 3 B4={78 # Cisco 7000 series > *oib—
RAFRZE AGS » AGSH » or Cisco 7000 series router fr @A B E %
Hot Standby group & # A router * w®>F - BLF % hot standby groups
o5 F

T
A0 ~ 2O /""‘-'" —'\,\
Smraty e g | g5k g st ..
: Aoules A \
N \‘
Active roubar for (10003 _--:r** 30,01 ," ,!
groups Eand 2 M a |
Stantby tor group 3 ; Houtar B l " ;
,‘ j
‘1003 ’:,-'w‘riﬂx 4001 ‘f ;
Standby far group 2 ._.—Eu':,.sc . sa 3 /f
‘ k1
: Reoules ¢ | !
B 1
: | j."
004 asdese 5001 R
Actva router tor group 4 00d G sno S, ‘r‘_,
: Agutar & L

B F + Router A # Ethernet interface ( & % groupl ; Router B #
Ethernet interface 0 B#~group | + 2 » 3 : Router C & Ethernet
interface 0 & # group?2 ; Router D #7 Ethernet interface 0 & #> group3d -

TAREL group 8§ - EEEMFF - groupl e X TEEP] 0 group
2 L REH A 0 group JLPFXIES B - Router B g2
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groups 1
#7T
£ subnets #5475 -

2 #5 Active Router ° Router D & group 3 -
» Router B Mg HOMEH T ISR ESMIPINEAFHFR
AF % Router B #it &£ -

¥ — Router D

hostname RouterAi

!

interface ethernet 0

ip address 1.0.0.1 255,0.0.0
standby 1 ip 1.0.0.5
standby authentication sclara
!

interface serial 0

ip address 2.0,0.1 255.0.0.0
!

router eigrp 1

network 1.0.0.0

network 2.0.0.0

2L F % Router B &35 £ (2642 & AGS -

AGS+ » Cisco 7000 series router):

hostname RouterB

|

interface ethernet 0

ip address 1.0.0.2 255.0 0.0
standby 1 ip 1.0.0.5
standby | priority 110
standby 1
standby 1
standhy 2
standby 2
standby 2 preempt

standby 2 authentication mtview
standby 3 1p 1.0.0.7

standby 3 preempt

standby 3 authentication svale
{

preempt
authentication sclara
ip 1.0.0.6

priority 110

interface serial 0
ip address 3.0.0.1 255.0.0.0

24




!
router eigrp 1

network 1.0.0.0
network 3.0.0.0

F 4 Router C#93% -

hostname RouterC

!

interface ethernet 0

ip address 1.0.0.3 255.0 0.0
standby 2 ip 1.0.0.6

standby 2 authentication mtview
!

interface serial 0

ip address 4.0.0.1 255.0.0.0
!

router eigrp 1

network 1.0.0.0

network 4.0.0.10

ELF 2 Router D &g & .

hostname RouterD

]

interface ethernet 0

ip address 1.0.0.4 255.0 0.0
standby 3 ip 1.0.0.7
standby 1 priority 110
standby 1 preempt

standby 3 authentication svale
)

interface serial 0

ip address 4.0.0.1 255.0.0.0
'

router eigrp 1

network 1.0.0.0

network 5.0.0.0

a
wh




The format of the data portion of the UDP datagram 1is:

0123456789012345678090123456738

901
Version Op Code State Hellotime
Holdtime Priority Group Reserved
Authentication Data
Authentication Data
Virtual [P Address
Op Code :

# ik type of this packet

0 - Hello: %% router E4& running M A B & 4F active or standby
router

1 - Coup: #&7%=—18 router & 2% 4 active router

2 - Resign: #&4 router A# & ¥ 4F active router

State :

State 845~ B #7491 1% message &9 4K &
0 - Initial

1 -~ Learn

2 - Listen

4 - Speak

& - Standby

16 - Active

Hellotime :

8,4 % hello message Rl A& EayeFR] » given in seconds -

Holdtime :
%% B #7 hel lc message H #478% /% - given in seconds -

Priority :
HILiE4Z2 R ¥ active & standby # router » —## b [P address -

26



Group :
This field identifies the standby group -

Authentication Data:
8 character reused password - Default value is

0x63 0x69 0x73 0x63 0x6F 0x00 0x00 0x00
Virtual IP Address:

The virtual IP address used by this group -

2.4.2. #ERTH

» RFC 2281: Cisco Hot Standby Router Protocol
> http://www. cisco, com/cpress/cce/td/cpress/ccie/ndcs788/nd2022. him

2.4.3. TRAELNRF

HSRP 2zt 2 #] - Eeo) Authentication M4 R 443 E P
H o LHEREREFTREALLAN A AEEE - ik R DoS w ¥
HHAGRE o BRSSP LAN ANREFREZHET - FEARSE
BERFHB e R nulticast (224.0.0.2) #ya¥iofitads -
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2.5. IGRP

2.5.1. @iz RHL

fRIH AT i — R R4k

network 1 network 2 network 3 network 4
128.6.5 128.6.4 128.6.21 128.121
| | [ | I { | [
| l | S D I SN T
128 6.4 128.6.4.3  128.6.4.1 128.6.21.1 128.121.50.2
28.6.5 128.6.21.2 128.121.50.1

gateway R computer A gateway S gateway T computer B

{438 Intital eh844% - Gateway S#oili g C.i# 48 T Network 2 Fo Network
3 » KA Gateway SER%i L& 4E & Gateway R #o Gateway T
PR s F AR Update B & Routing table - & #¢ Gateway R B %4
1742 packet route #| Network 1 % » &% Gateway T 2 % &| 4o & 2|
Network 4 & -+ #uGateway S —# - Gateway R 42 3| E B $ ML 7
Network 2 » 3 » 4 - 44%8 %38 packet -E# Gateway S R4E ; Gateway
TR Z 2 ¢4d Gateway S4E packet i£%] Network 1 & Routing Path -

gw A --mwl-- gw C

| | network &

#]%2 A #5 Routing Table = ¥ % = 4% Path $£#9 & Network 1 ] Network 6 :



1. E#i2% Gw B
2, 438 6w C 2% Gw B
3. #&d GwC 28 Gw D

Composite Metirc 93t ¥

| [(KI / Be) * (K2 * Dc)] r_|

r :fractional reliability

Dc : Composite Delay

Be : Effective Bandwidth * Unloaded bandwidth * (1 - channe!l occupancy)
K1,K2 : Constant

Composite Delay Dc #33t &

| Dc = Ds + Dcir + Dt |

Ds : switching Delay
Dcir :Circuit Delay(Propagation Delay with 1 bit)
Dt ! Transmission delay(no-load Delay for a 1500 bit message)

Routing Table #]-F :

interface neat gateway metric
network 1 nw 1 none directly connected
network 2 NW 2 none directly connected
network 3 NW 3 none directly connected
network 4 N¥ 2 C 1270

NW 3 B L 180
network 5 HW 2 C 1270

NW 3 B 2130
network 6 NW 2 C 2040

NW 3 B 1180

IGRP & Cisco W 2fpriE A &9 Routing Protocol ' = &thshie » BRE %
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4 Gateway £ i 8 Routing #9shsE » 2R B398 %W TF -

|, FERALS K SHBGEEED TF SR 9 A Routing &1
4 @R 4 & 4 Routing Loop #4157 -

2. 1 Routing FM » 4ui A& Network Topology Ria B L& HA R
& Respones Time -

3. {Bf&89 Overhead > &3k 3 > IGRP & Router = Ml ¢y 56 2 FA3:87
£ &) Bandwidth 8 % b -

4. Fie#H @ B #%-F474) Routing Path Ri% - ME—fk Path & HEL -

5. B AHFTEUREREE— Path &) Error rate 24 & Traffic-

6. #%—18 set 2 ¥4y Information’ IGRP T Ak RF ey R F R LR 578
F F) 6947 3R headle -

M 3,4 248 Implement &9 IGRP handle Routing for TCP/IP €4 %] »X handle
&# K B ) Protocol T

IGRP # %5 #8 4t — sb bk #% % &9 Protocol * & & Xerox' s Routing Information
Protccol @ Berkeley's RIP + & & & Dave Mills' HelloFfoid —sbpbig
# &4 Protocol KB @ IGRPRAEAALATERGHEELE -

IGRP 4# B T Distance Vector Protocol @ mm#&— 4 Router &4 @ & it
#) Router 4R F M - MATKIENB G TREE TEEERAHKETH > M@
IGRP ® i #8F7 4 &9 Router —#&2 & Optinize #EHB L &H& Route £ 5 &
418 Router £ # % gatevay A EEHAB A —FHAMBIERTRT
T AR T REARIHAEMNECTHAESHT—HoEBaE
o E WP FMA Optinize Network -

IGRP Routing £

IGRP Rl # gateway r 22 AAZAREELERR MM - H Routing &9
BAFESLERBE » H3%9¥8B % packet-based # Network technology -
FR A Gateway #£4: #] — 18 packet #5852 » & & & 1818 packet 49 B a9 8
BAEAME  WwRAACEHEHERBEAHME » AL 318 packet
¥ forward #|B&gibE: - RZ - wRFZ Router AT EEHERBE
#E &M B eiEiE @ packet forward 2] bt 8 € F 434 packet
B #9389 Router + i sk Router KR T £ -

# Router A7 Al $) &9 i3 48 Routing Fi » /A& 84 Routing Table 4 »
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Routing Table &4 X do T AF 7 !

network gatewzy interface
128.6.4 none ethernet Q
128.6.5 none ethernet 1
128.6.21 128.6.4.1 ethernet O
128,121 128.6.5.4 ethernet 1
10 128.6.5.4 ethernet 1

4 IGRP # Protocol 2 ¥ » B A % # % & Routing » F7 24 Router &A% & &)
£ # &4 &y Routing Table #Tet -« # IGRP maintion Routing Table #%
F X EiEiB Cateway Z e TN TIEMmiEmed - B8 Gateway 4 8 T #
if &y Gateway B4FATE £6) Routing M ° Mmd4#4s Routing
Information Zz % i%4## & 4% Performance ¢y —18 + £ ¥ 4E 044k Routing &5
A - B4 path AL R eEe B - &4 T T — 3625 —18 Gateway »
8 246 A oy Network Interfacer AR HEE R » & Route ¥ 8 &30/ &
24 "EHE, #E(etric information) » @& & Gateway &30 & L H] A
4 path ¥ &) metric information TRAELY > MEEFF—IFHEREA -
feX®¥ IGRPAT E4#H% L®da) Traffic » €% Router B4 K R —#%
& path- i# packet 5% 34 A3 & 4% path & & & » @ik §) 18 Network Load
81Be) - BEH —HETIR UAEESPathMERS — BT ATl - LHEH
EAE T LI 2806 packet FRAE L LEE ST - Load thii ey @us ¥t mBEE
T e e -

IGRP Path #7{& A& Metric Information % F :

1} itk Path @y b &@eye 85k (The Topological delay Time) » 3
ok

LDelay = Delay from packet + Interface Topological Delay |

2) ik Path =z ¥+ Bandwidth S48 — & 7384 & Bandwidth (The bandwidth
of the nerrowest bandwidth segment of the path) - stH #%:

| Bandwidth = Max(bandwidth from packet , interface bandwidth) |
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3) Path B @3 % & Channel # 8 (The channel occupancy of the path) -
HEFE

Channel Occupancy = Max(Channel Occupancy from packet ,
Interface Channel Occupancy)

4) i—i&PatheyTHE » TiE42 4 (The reliability of the path)> ¥
i

| Reliability = min(Reliability from packet , Interface Reliability)|

¥4 F #1838 8 it K 4 Composite metric st E AKXz F » BELLFER
Routing Table = ¥ » 4.5 Path &y — @ 8 :

1) zk»53H (hop count) : Packet #| Destination & 42i% Router #. 8 -

2) MTU:4v 2R E Fragmentation * ¥ bA& 3k path FEHFEARHF E K-
HEFE

[ MTU = min(MTU from packet, interface MTU) |

#—1E3R B & Delay Time -+ BRBZMBALH Load HHRAZT - #
Gateway § ©. %) Destination /A B & Ba A - £ » wRAEBE LOF
Load 844 F + Delay Time —E R F /¥t RRZELEZEH

Channel occupancy % iti; # —3A & Nerrowest Bandwidth - &1 & &
#£4% path = ¥ » &1% — &5 bits per second; ¥ = AfEHERLE— 4 path
JE 418 A &9 Bandwidth; ¥ wiHAIRMEF R path BRESMTRELY
Error rate - Ml Lwo{8EE » B ¢S e f— i —HE-9E
(Composite metric value) » M Gateway $% 3 i£18 Composite metric R#zE
i#48 path 9| E &R &4 M - M A Composite metric A X T !

[ [(KL/Be)+ (K2 *Dc)] r |

Kl K2 %%
Be : Path Randwidth * (1 - Channel Occupancy)
Dc ! Topological Delay Time
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r : Reliability

75+ K £ 2k 45 Composite metric = REKHE » MAER G £ &K IF& Path
8K ko b EAFIR 0 Router &7 fe 1% A T £ @42 R i Data - K1 #2 K2 12
HEEHOHE > AEH A AAEMN 0 KB Service &y H & ¥ # Delay
#o Bandwidth 89 2 £ & R4 5 » oK% R Interactive Traffic #hité& - A
24 —2aey Delay WEHAHR - oA Delay b E - fw X
& File Transfer 548 Service» MAHAA S ERRLE—~E HHBFG-

2.5.2. ##FEH
» RFC 1371 ; Choosing a Common [GP for the [P Internet

» http://www. cisco. com/warp/public/103/5, html
» http://www. ieng. com/univercd/cc/td/doc/cisintwk/ito_doc/igrp. him
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2. 6.

2.6.1.

GRE

BIEWHETHLE

RFC 72 242 18 % X (|4 RFC1234, RFC1226, RFC1241, RFC1479. . ) &4

4o 172 — 18 protocol #F % #£ 5 — 48 protocol #£ 4 transporting IP &9
» @ RFC2784 - GRE( Generic Routing Encapsulation) @ #AZEH
r Rt —Eaamis 0 G LM B

¥
—{#@ & i& &5 3 ¥ protocol

HEMAEY size i M(n BB ALY size -

£ H W tunnel & MiAEHE - B8 ¥ 8 — 4K tunnel 8944 &9 payload

packet M#& & GRE encapsulation 24§ » £ 654 £ o delivery protocol -

RFC2783 % GRE »a 4 0 » PPTP(RFC2637) % GRE sa & | -

EiEMARE

payload packet — add GRE header — add delivery header — forward
— remove delivery header — remove GRE header — payload packet go

on forward

Delivery Header

Generic Routing
Encapsulation Header
Payload Pakcet

@ — :GRE encapsulated pakcet

012345678%012345678%012345678%01
e s S T e  TRE S e ok St I e S B Tl o

ICH ReservedD | Yer | Protocol Type I
T T L R R B e e B e Rk ok o ok SRR S S S
| Checksum foptional) I Reservadl (Optional) |

s S S B S R s s Taks aute S R R

B —: GRE Header & form(RFC2783)
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Checksum Present (bit 0)
%k | 890542 » & Checksum #v Reservel Wiz FRA L LA A KA TW L
EREHTHE A THEESE -

Reserve 0 (bits 1-12)

¥ B & bits1-5E—FAH 085> BikF "R EFEMEHE RS
¥4 X 1E RFCIT01 - Bits 6-12 M F @ AR REM » L bits “"wH" #HE
A LBENEES -

Version Number (bits 13-15)
ot B - N

Protocol Type (2 octets)

i1 &4 payload packet #9i T T M - T A RFCIT00 £ £ 3
ETHER TYPE #= 42 [ETYPES] - K e bt d 2] — 1 H &2, 8 T M4\ F 4 RFC1700
& listing K[ETYPES] s A# EF -

Checksum (2 octets)
8, 4pr % 4 GRE £ 58 #v payload # & 16 bit words & ip (1 ###) checksum
# 4 - f£ checksum present bit %A 1 ¥+ 4 -

Reservel (2 octets)
LY ERRMEH - f£ checksum present bit %% 1 548 -

IPv4 (as a Pavload)
% IPvd #t &.48 & GRE payload o - th E M Has0 0 B 0x800 -

RFC2784 GRE * £ & # RFC1702 #v RFC1701 /A& » & GRE packets 4 [Pvd Lt
% & o RFCIT00 ##k18 B 2| - @ RFC170] &9 5¥ 454 RFC2748 Rl HFsbim 5t
A& 3¢ » o Routing Present ~ Key Present ~ Sequence Number Present -
Strict Source Route bits ©.i2i@85 T - |
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2.6.2.

V WV V v

2.6.3.

C 1 2 3
D12345678%012345678%012345678901
L e S S O s s ok o S S St HU A St SRS S S B RIS

I[CIRIKISts IRecur! Flags | Yer | Protocol Type !
s st ST ST SOW SVAAE SR WANS NN LS ARUREROY S LR TP AR HOON NSRS NUE SUSTRSOr SO U ST S ST S S
I Checksum {optional) I Offset (optional) I

I R S T S B e S  Eat 1t nat e e T T EEIVU St Wk IO SR S SIS
| Key {optional) |
e el R e e ok s o o W Wi T BT S S S
I Sequence MNumber {optional) |
Bt S S O s wat sl s st b SR SR L I S S S R ST WA ST SO ST A DR
I Routing (optional)

B L e s s I L N SV HT N I S S R SRS

B =.: GRE Header # form(RFC1701)

2 FH

RFC 1701: Generic Routing Encapsulation (GRE)

RFC 1702: Generic Routing Encapsulation over IPv4 networks
RFC 2784: Generic Routing Encapsulation (GRE)

RFC 2830: Key and Sequence Number Extensions to GRE

AR 8 R

GRE W eh oM eR %A [Pvd @2 8580 BARER
GRE R 43 e | R B B [Pvd ik 4 S ay38 F # 3 -Route filtering
TR A% fgf packet filtering £ & firewall & GRE packet ¥ ™

o

‘e._ﬂ

GRE Header <=7 uirf &i:i&% Key #» Sequence Number - ¥ Sequence number
WEFRER - ANEHFF TREKALTH sequence number 3| AHE AR
AT DoS A% - BTk —EEA [Psec 55 #M GRE header #o

tunneled payload. #HMMEE{ER ESP #v Al a9 £z & R1%HW GRE
header » ESP T 1447 IP payload P45 GRE header 3 AH =T 1t 4% 3% 2548 44
B TEREHEAML - AREHLT:
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160,11

@

w1

. BREME—{ GRE #HU@ZHERASE (Tumel FENEY P i
ik ) o HEEEEE Pheader + Router FIZRIEHLNE ( BEH HQ
FHERATER NI E B Tunnel ) » FHESWAERSE flag F7L| GRE header 38
ZEH (32Bits #7 0) - Payload ¥f1 @+ & ZEEME P HiaFR]
UREURIES I - FEREREEMSEE— NAT R KESE -
- WL BB —UIEFT 3 E R B S SRR T i
W REBNR RS SRR AR B SR HQ
RREREERY - HABE—VIHEREOHG  SEENRL RIS o
B - ZERARIR Payload A A TS HURISSERMED
HiIRRIR RAR R -

. REERBEYE] Payload HEZE - CRISHE—EESNHE
EEAEMY P i SRRt - BREEHEE—F ICMP
echo request ( ping) @ EHEE ICMP echo reply HERIF -

- REENREBUFILHEZ% - #A GRE i Payload 2&TH
HQ BgHhgs -

- #EPR HQ BREBEHMHIEARIEE - R HQ B al LIt
#E - TAEIDUEILES o DL HQ BSEHERNE reply MEHUIRIAT:
.

- B ESUEIR TR ERE MR S S EE -
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2.7. NARP

2. 7.1, Bz #d

NARP (NBMA Address Resolution Protocol) 4&4% node $ node 4& Non

Broadcast Multi-Access link layer (NBMA) network 2P - fEfhdsy
B o B4 IPFEMELey ARP (address resolution protocol) #Bx
sh J 42 B] — 18 segment #9328 b ( B)—1@ subnetwork) A T L& - #»R

NBMA 413535 & 5% # 2 9 8% & address resolution K1 * & NARP # %85
A F— subnet ZF -

A3k o NBMA  (Non Broadcast Multi Access) 4825 45 85 b 38 #855 fE 36
{Broadcast) &% - 1% FrameRelay - X.25ATM @354 % 2 NBMA &
# - Connectionless # NBMA #8%%, ex: SMDS : Connection-oriented &
NBMA #82%, ex: ATM - Non-Brodcast network, ex: X. 25 (X &3¢
broadcast ###%) -

A BT E eyibiank R F A —18 network © E& > WA ARP BT - &
AF4FE— network - Al #E request #] "NBMA ARP Server” (NAS) .
—148 NAS &9iE1E4 router  Fik® request B - LFHEACES
"server” B #yiiéy address ' woFREFE o # reply EMEEF 0 wRZ
A WM router HEEFE 0 BHOBKET M NAS # - ¥
A next-hop BRAHRHHE address *» HED—@EHE - 2835 -
#13% address M4 - B PA@ey NAS W THHE address cache F& -
METFREH request T REHER -

WEF Ea A

LS % B

. #®E—E% %48 NAS &9 IP

2., dIASEHEVCAR A NAS @ reachability information
NAS:

l. #8444 serving #héxsgit 1P addresses
2. SIRASHRARiEIE S NAS %42 reachability information
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3. T LIRAFIR S router %X 4# reachability information
4, #—iRskrsMiEiE 18 NBMA network, 8 NAS L% if reachability

information #st &

NARP syt a# X

Ham

1 2

3

123456 7890123456789 012348556T7T83061
bt

NBMA length |
e e e ket 4

=k — F— = = — +

Request #9#% X :

e kT N L R et ek Lh ik LY T
Version ] Hop Count | Checksum

L ey A Bt ot b TU LT L EL L EE TP L TR T P )
Type | Code i Unused

L e e stk ok s b ik b B L TR L DT LR PR P

Destination IP address

ST T R T Tt P ST E R P PR T T TR R L

Source IP address

B e T e e Lt DT T L S A e A e A T T

NBMA address

(variable length)

B T N N e Lk TSt T VPN Y Ui B o

Destination [P address: B & I[P address

g & IP address

> VYersion: B# A H % version I
» Hop Count: #&-T#iEe&E $ hop
»
»  Type: 1 request
>
B
>
» Source [P address:
» NBMA length: NBMA address & bit #
> NBMA address: A 0 ##[#i% 32 bits
Reply #h# &,:

» VYersion: BATE &% version 1
» Hop Count: #H&TH#E&®E S hop &
» Checksum: M [P #7 checksum F &% %548 NARP #éfrEE
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+

+

+

+

&

+

+

=+

+

Checksum: A IP & checksum 7 i %t %48 NARP H O MER

+—

+

==

+-4-

Lk ]

+

-

-

=
Code: 2 & request for Authoritative Information, 1 A4 request



Y

Type: 2 & reply
Code: positive, Non-authoritative Reply & 1,
Positive Authoritative Reply & 2,
Negative, Non-authoritative Reply & 3
Negative, Authoritative reply & 4
> NBMA length, address: # & negative reply R R4 M&%H{E field
H#43R Request &9# X —#

v

NAS 244 #] authoritative & request X ¥ A cached information
44 reply 9%, 2% 4£dH non-authoritative request w4+ &
H cached information & reply, 123 NAS &9 load @&, & <Tilég
B3%%, % NAS 3+% authoritative request ## non-authoritative
reply Bl&, :##&3%E TR £ cache ¥ update #5915 TF

NARP &4 E1k35% ATMARP #9:E+tEiR4EH, HEWHZE:

- NARP % hop-count #®# % infinite loop

- NARP request #v reply % 7 authoritative #v non-authoritative #
-t

2.7.2. &£#FH

> RFC 1735: NBMA Address Resolution Protocol (NARP)
> http://www. networksorcery. com/enp/protocol /narp. htm
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2.8. NHRP

2.8.1, WEHAHL

NHEF & NBMA ( Non Broadcast Multi Access ) next Hop Resolution
Protocol #44:5% - NHRP f&#9#—18 source station ( X # & router )
A R ik NBMA ( Non Broadcast Multi Access ) &9 F#:2 & F—48 NBMA' s
fop é internetworking B {zihtfe NBMA F#&4ht@ — {88 etk -
R B&HEEL NBMA FEE > B NBMA F—18 hop &5 4 8 9k
% - FA, NBMA T—18 hop REFLEE—4 B 42 NBMA THEe#
iR o NHRP & NBMA F#@8E 5 AMAMW—148 nultiprotocol
internetworking g -

NHRP & IETF £f42 4 » A3k NBMA 4928 + B % — LIS ( Logical IP Subnet )
& NHC ( Next Hop Client ) TT1iiF4 B7 A — LIS a9 %18 > NBMA @
hEHEMARAE o b — R &R F) LIS & #0h % 2 R 30T 2238 &2 Short—Cut
Path ez dm : MmF E 2B B Router R RAFH -

2.8.2. ££E#

YV VYV YV V VYV Y

v ¥

RFC 2332: NBMA Next Hop Resolution Protocol (NHRP)

RFC 2333: NHRP Protocol Applicability Statement

RFC 2335: Distributed NHRP Service Using SCSP

RFC 2336: Classical IP to NHRP Transition

RFC 2520: NHRP with Mobile NHCs

RFC 2603: ILMI-Based Server Discovery for NHRP

RFC 2677: Definitions of Managed Objects for the NBMA Next Hop
Resolution Protocol (NHRP)

RFC 2735: NHRP Support for Virtual Private Networks
http://www. ietf. cnri. reston. va. us/ids. by. wg/ion. html
http://www. cs, ubc. ca/nest/dsg/tevia_files/techreport/nodel5. html

2.8.3. THAELYER

#—uk MIB F 844484 read-write # read-create &5 MAY-ACCESS -

41



MBS TRE-EHERIRT H LAY « Hn—HEERLeBE T
#OSET BE AR A HRARBUEFRAGHEE -

BEA A BB FIRER source package B ¥ NHRP payload BT HE
i o MIB 24FEEReintli X Em o NIRP &7 & 54
HAEMEEHELENM -

TREBEATEEELZATHE - AN mEiEE MIB - #is7E
"configurable | ZAVEZ B4 - %47 E Tread-only | LARLIE
Hiey - #K NHRP B2 % » BEXLHARMEEM > w2 4a B =
AETEMEEWAMALE NHRP A48 F o) 2618 NBMA 4H S AE - HEpt - MIB
Ao T E IR

1. (?T#% % #) enable/disable security -

(T x#y) SPI (security parameter index)

(TEey) HEE (3 IMAC-MD5-128 hash gH.i&) -

(T#xEe) lifetime & (F) -

(“3%) key -

(sh) WA LHEROERALB5% -

@D o W

WEREA RN ELTCANS EHEERAP T e B PT - BER
AR S ERY 0 W #Ad hop by hop A# EEHL - I H
MRS EEREEE AL ERAYSE PO RRT LTS
% o —AFMEiERAMEE NHRP 4 A 608542 ¥4y NHRP 8520 -« 4o
REFE NIRP T desxd - A4 EXE NIRP b wgsies -

RHEEMAZE2E NHIRP #F2 &4 > SEReZHER S Erise
BRI - o RABAENRBIERSRBE » B NHRP TR £ 55
B ¥ AR H L -

BAAARMERALFAES - SRAKA-AEBRLYE I HAL
MESRE o MRARARBIMBRERLTERIRBTEZZNGH

R o RAFERXAERL 0 LREAIGEHTE BESBRTR
& o

FE4T NUS ( Next Hop Server ) # T4 %% DOS ( Denial of Service ) =%
£8P B - ERIAEHEESAPEMOHLEIFE—E NIS

hop » %o RZMEAEIEER @ FTLEIRHOELERERBRBELES
818 NS &2 - SoREABIEER - NE—E NIS BETHES



2] DOS ( Denial of Service ) A% ( HALBTHHLMR T HMIER
# ) o wRETEMERSTLS ( ARE—@ NIS Bmesgiitn
B —EEREHAEPUHLIKABTHE MY —~B NIS  hop #kiE
NHRP #t& » HEHowRAREBETHHAGRTLERATAEBEY
BEGAH - Am > AABRTETERIAREAZNDIRBELABAD
#—18 NHS" hop -

Bk 0 BEEEARA DOS A% - BT MERGE routers ERE

NHRP #Hé s FMBAk - M4 NHRP #é45 Destination x4 F+EH
Bo iR AT RFiE -
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2.9. OSPF

2.9.1. @WEWMITHL

OSPF Z RIP 4 Z #4550 » AN MWEMEHRE (IGPs) BRNEHKERE

(link-state)» i& & (hierarchical ) #7444 » £ & Internet
Engineering Task Force(IETF)pf % & B 4% A Dijkstra’ s Algorithm o
Autonomous System % &4 routing Bl E > AN BBEAE &

W AL 18 2 routing packet -

OSPF itz B T4 > F U ETRHG AR - R h T8 Network
map( &3 Routing Table) » i& M 4% 4o packet MALAN & 4 2] 64 T B 4k - OSPF
WERE—HAriEey Tk Ty (link-state protocol ) » Link &35

shi sk e & - State 245 Router 4 @ #9451 A H 48 4 Router f &y Bl 4% —

REP&HEEHA & Router Rt 3ESE - #9 7 % — F £ 44 Routing Protocol
RIPOSPF R Ao - S HEER [P mAREBH UDP & TCP» AR -
4£ IP Header $#F —#ix T OSPF A &E » TRARBANSHEE » 2

ik g0 % SCRUNCE L E A

OSPF £ &3t % £ 1342w A 48 # Router My K » % ¥ & & & 9% Router
# Router 2 M &4 E8% - M W Router Fo] 936 A& M8 ¥ £ A Metric £&+ -
i Metric &9 € & 4o TAFT

Metric = 10' / Bandwidth in bps
FiE ¢ ® Router M4 R A A  Metric 8/ A TUALAIESESD

5y %2 o 4o 10M bps 9 Z K4 Metric % 10°/10" =10 & Tl 4
10°/(1.544% 10°) ~ 64 - (B =)

& — ~ OSPF [
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OSPF £ g M AT H A wiE S HMANSA |
— ~ &8 Router & it — @434 ¢ (hello packet ) # 544 Router -

bhof A TS HemE Router R BEHE (B =)

@ = ~ Router Z.484%i% hello packet

~ #18 Router i % £/ 48 4 Router & 344 » 448 & Link State 84 F
a4 LSA Fadrid s e Router - B —FAr 7 AWEE B-CH D&y
BiE b hA—pTeSAER-

#— ~LSA Infomation

#4 #F Router Metric
B 8

C 32

D 20

¥ 818 Router 4 %) LSA &85 » €4 © 754 Link State Database 485
Bie ok LSA T3 A%it s Eia ik ey Router » & — 34 - b #9454 Flooding -
Z o F AR shiEes B S LSA e d 4k g 0 B8 Router #F £ 4 H & Router
& F 3 0 sbr¥E1E Router B#5F Link State Database ' e & — A7 7 :

#& =~ Link State Database
A B C D E F
B 8 Al 8 Al 32 Bl 17 €] 14 ¢ 12
Cj 32y bl 170 D 1o €| 10 D] 12
DI 20 E 14 F| 12

£ — Router & #| /A st Database Y TR B H & 4a3548 » W OSPF At A 693%
Hi: R Dijkstra's Algorithm( £ £F X4 +) -
v ~ #& & Dijkstra’ s Algorithm 7T 48 A5 % &7 F 3R3E 3 ¢, — # Shortest Path
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Tree( B =) A# Ak Tree £ 4 & & Routing Table (4w #& = ) % Router
12 | packet 853 <7 U4k #k Routing Table R ik & & # i% #] 88 — 18 Router L
% Phah Router 4 $2350F - Bk KR8 # # &y hello packet & E
A e LSA B - M EA Router Bk | LSA B Mm B AT A 24 LSA
Database + £ 14 OSPF 4R 2R T LLiE4E o

B = -~ Shortest Path Tree for Router A

# = ~ Router A &) Routing Table

Destination| Metric Next Hop
B 8 B
C 30 D
D 20 D
E 44 D
F 32 D

£ OSPF At 2 » ©/ARE —8 Router fF L4 - 2E 4 A eEE
P A B R IRe) E4F 43 %18 LSA Database # &) K X » ¢t & shortest path
LEL L SeRn) 0 B LSA B I& &4 traffic load X - AT E AR
g Fpe R &, 5 (hierarchical ) #8884 - RPEERM B2 AL EE R
(Area) F2F)—1{B B3P T o2& OSPF #F & & ik routing & - THE—EE
BAATHZ A A 4% (Autonomous System, AS) (Ewm ) H—{8 AS ZF T
1A% B8 T &) routing protocol » f @R B AS R T et A OSPF i € - 47T
B b R B e LSA F iR it Hed R - o B v prsT > P A &4k A OSPF protocol
i HAen AS Bt RIP R 1Ei#4 -
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1%t
WA

Pouter B

MO Krsiery

B =@ ~ RIP network with OSPF at the center

Hoho —BASHRS —EAS BHREE  BETRAAE THE,

{ summarization) &9F KR K% > 4 : Lan Af Lan B ¥ % & Rl Router
i#3# » @Rl Router A& 4 & 7 Lan A & Router B# Lan B # Routing
information » M 2 & &40A7 % 4£ Lan B &5 packet #74 R]1 i£8p+T » R ¥
Lan B#F # -

2.9.2. ##EH

» RFC 1131 : OSPF Specification, Obsoleted by RFC 1247

> RFC 1245 : OSPF Protocol Analysis, Alsc RFC 1247, RFC 1246

> RFC 1246 : Experience with the OSPF Protocol, Also RFC 1247, RFC 1245
» RFC 1247 : OSPF Version 2, Obsoletes RFC 1131, Obsoleted by RFC 1583,

Also RFC 1246, RFC 1245

RFC 1248 : OSPF Version 2 Management Information Base, Obsoleted by
RFC 1252

RFC 1252 : OSPF Version 2 Management Information Base, Obsoletes RFC
1248, Obsoleted by RFC 1253, Also RFC 1247, RFC 1245

RFC 1253 : OSPF Version 2 Management Information Base, Obsoletes RFC
1252, Obsoleted by RFC 1850, Also RFC 1247, RFC 1245, RFC 1246
RFC 1354 : IP Forwarding Table MIB, Obseleted by RFC 2096

RFC 1583 : OSPF Version 2, Obseletes RFC 1247, Obseleted by RFC 2178
RFC 1586 : Guideliness for Running OSPF Over Frame Relay Network
RFC 1587 : The OSP NSSA Option

RFC 1765 : OSPF Database Overflow

RFC 1793 : Extending OSPF to Support Demand Cirsuits

RFC 1850 : OSPFv2 & MIB ( Management Information Base )

RFC 2096 : IP Forwarding Table MIB, Obseletes RFC 1354

A4 v

v
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RFC 2178 : OSPF Version 2, Obseletes RFC 1583, Obseleted by RFC 2328
RFC 2328 : OSPF Version 2, Obseletes RFC 2178, Also STD 0054

RFC 2329 : OSPF Standardization Report

RFC 2370 : OSPF Opaque LSA Option, Also RFC 2328

RFC 2740 : OSPF for IPv6

STD 0054 : OSPF Version 2, Also RFC 2328

http://www. ietf. org/html. charters/ospf-charter. html
http://cat. ice. ntnu, edu. tw/tcpip/main, htm

http://carnap. ss. uci. edu/ java/di jkstra/Di jkstraText. html
http://www. cisco. com/univercd/cc/td/doc/cisintwk/ics/cs001. htm

VV VY V VV VY VY Y

2.9.3. THRAENER

OSPF A AL EHEMLEREXTE ¢ HLFRE ¥ ¥4£ 0S R Application
#] Implementation k. » 4 routed ~ gated & zebra Z# ¥ - ZIHAALY
Bi%k + # Router A &4 #H 1 A Authentication e5# % G R & o ALK
Routing packet # BT & - i£i% & {869 Routing information < AFEFEA
AR G AT Patch > EMEEMRA BER VAL R EHRE
THIBREERERTHSE -
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2.10. RIP

2.10. 1. @i Ak

RIP B¥r &k (Xerox) 8¢y NS st 4 8t - X X £ -5 &% 1981
F 0 34 1982 £ BSD Unix R TCF/IP 4844 - % 5 BB ¥ RIP 8
HEATIGA@BAE S F » 4o Mac &5 AppleTalk 13 & ¢ RTMP Bpisik

8 RIP » Novell ~ 3Com %5 & &b R Z 4% 3] A 24k 2 8] (Xerox){& # 44 RIP -
Banyan - Ungermann-Bass F R # A & 8 RIP #/ g a5 E L i 2 &
BERGTER -

RIP & & # — # 1%4% #% & (Routing Protocol) » BB E T BB A AL S
HRouter) z K@i & - ER OB HRET L d BB/ ESL

(Routing Table) » B M B M E THBRLAK - BEBGHTERES - £ —
18 8 X+ % #t.(Autonomous System) ™ » A& e BB E M TR FMES
& (Interior Gateway Protocol @ fi#& IGP) > mA XM A E A EIM AL
Pl et € 5545 & sH 30 7] i B 1% & (Exterior Gateway Protocol + $§4% EGP ) -
RIPHER»AFMESH TS - ARTRAET o942 44 routed -

RIP ARAE AR L s T — 17 89 55 1842 £34 (dynamic routing table) » £ ¥ &
BTEHE—BIREANEHIES  ATEZEA%d Z(router) » 2K & R
Rlegie B3 E - AANELEEBRH T -

=i | T8 dER | M| mR
(destination) | (e hop) (distanca) (enars) (fags)

PEa | BER2 5 11213 XY
AR o | REB| 2 12213 Xy

Ay | RES2] 4 11243 Xy

RIPEUBH e REERET IRV OMF -~ R BE5E » §HRIPR
B B e A e i &£ (Protocol ), B & 24 & #% (Broadcast) g # £ R 1%
it &30 B EEE AR H 2HHRMEEB(Routing Table) » #7 pli4s 48
BAAK - EHOBUB N dBAEREGRIP B4 SRtk
RBRFE Hop #av— » BB ANmAR G RE AN £ AF—E8 Mk
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# =B Routing #3838 # Hop M P e 2Y T MmiFE Hop L 8938
& -

¢ wisioit(Topology ) £ ¥ e > B GBHMB S —EARGBSELE
MR AR I E RV GEe . RIPeWMAS &N E RS
(broadcast) £ 47 H £ & RIP #9385 55 -

% s #E 1% 42 (dynanic routing) &y X #7J st RIP 4F & (packet) % & & 3R RIP

# A UDP #y26 D20 B H e WHAWHERARARIZ A LETRES
20 %

RIP (Routing Informaticn Protocol) Packet

14 L4 |B |l2 :10 ?ﬂ :24 Fﬁ 31-{
Command ] Varsion Must be 0
Address Family Identifier Must be 0
Must be 0
Must be U

MEEXGALE  EFHRANSBEENHERTN BEAHLEHEBELHE
A 4244 (Command ) B #43 »
RIP &3t 814 4-(packet command)+eF

& = | 1t Ik |
1 B K (Request :E R R F A
L2 |[El FE (Response) 3 B X # \
3 [EHEE (Traccon) (ESEEMEH)
4 BE MR B Traceof) (SRR EETEAH) j
|5 ISun Microsystems {£ 25 &7 4
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2.10.2. #&7HH#

» RFC 1058 : Routing Information Protocol , Updated by RFC 1388, RFC
1723

> RFC 1387 : RIP Version 2 Protocol Analysis, Obsoleted by RFC 1721

» RFC 1388 : RIP Version 2 Carrying Additional Information, Obsoleted
by RFC 1723, Updates RFC 1058

> RFC 1389 : RIP Version 2 MIB Extensions, Obsocleted by RFC 1724

» RFC 1581 : Protocol Analysis for Extensions to RIP to Support Demand
Circuits

» RFC 1582 : Extensions to RIP to Support Demand Circuits

> RFC 1721 : RIP Version 2 Protocol Analysis, Obseletes RFC 1387
» RFC 1722 : RIP Version 2 Protocol Applicability Statement, Also
STDO0S7

» RFC 1723 : RIP Version 2 - Carrying Additional Information, Obsoletes
RFC 1388, Obseleted by RFC 2453, Updates RFC 1058, Also STD 0056

» RFC 1724 : RIP Version 2 MIB Extension, Obsoletes RFC 1389

> RFC 1923 : RIPvl Applicability Statement for Historic Status

» RFC 2082 : RIP-2 MD5 Authentication

> RFC 2091 : Triggered Extensions to RIP to Support Demand Circuits

> RFC 2092 : Protocol Analysis for Triggered RIP

> RFC 2453 : RIP Version 2, Obsoletes RFC 1723, Also STD 0056

> STD 0056 : RIP Version 2, Obsoletes RFC 1723, Also RFC 2453

» STD 0057 : RIP Version 2 Protocol Applicability Statement, Also RFC
1722

> http://www. ieng. com/univercd/cc/td/doc/cisintwk/ito_doc/rip. htm

»  http://www, ietf. org/htnl. charters/rip-charter, html

2.10.3, TreAFA%ER
RIPvi #iH — 2P #4eF
1. RIPVI XA TR REMAEHFEE - S8 EESMH-FHESELE
#E— E Wi 3E prefix 9 &E -

2. F7#H CIDR supernet LA HAAN G LB Aot -
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3 #Z&w RIPvl @A BBARY Y ERA LA THE - b
2 umes ey £ A4 T 8 & b1 Bl F R AL AN L A s 4R RIPYVL
K mask FREBLEFRFALH RIPv] 9748 T8
RIPv1

4 PSR A AR B RS RIPVI z4xakd ClassA Hg@s - &
A RIPv] @@ REsid— HEaaE— Class A 69 F T -

RArFEEFEALN RIPVI #E - RIPVZ 44 —E#HTEIFEBS T
MEER - ARESGARBRRNELEHE RIP BT -Hebl R
{#F RIPvZ -

RIPvZ ¢98& 5 F X&' F

AAEiLEmeshtE - MAERE header + 24 7T A 6 {8 i
Wi - EARMEIRTBERESNREALE » A RIPVZ #9483
S REA LM RIP BEADHEN - wRRATHFE—E ( FEES
—48 ) Ao Address Family Identifier & OxFFFF - | Z &R 5N
o4 iEEEy - EERETHES 24 A RIP AOLEEBHET o 4o
FEFANERY © MREFHATTEZA OXFFFF & Address
Family Identifier » B# & E—#ENMUAMEFBELE 2 Y
g o BEHT 16 BAREAEFEOXNTES - PRESBXL 16 1B
AMrEaT c CREAKLSEALRREIBZEREAENT (0x00) &
-

R BAMEAEN RIPV2 A + FREF RIPV] A kakbbieey
RIPY2 A dikie® » RboCidgey RIPV2 METHEE - wRES
SHKBAES RIPVZ & - AeF RIPVI S&F SHES RIPVZ 3
L eikis *jﬁﬁﬁg{]-gﬂ“g#nﬁﬁ’jkﬁi% RIPv2 ME&HHE - AR
ZrMAE > LTEINENEAERELA RIPVL HRE -



2.11. RIPng

210 1. BfE) Al

# 5 F i £(Routing Information Protocol )& — A& # {5 A ey kR iE
BWWE ©BALEHF 1088 F Mg B X A48 2k RFC1058 - IPvb A7 % 4%
¥y RIP #5 % RIPng » ™48 Ml 3t s24k#> RFC 2080[6-1] -

RIPE—ERZF A RELRANONE - ©HB £ T2 #HE ARPAnet 45 %
B -RIPZAFHFXR ) OMWBMRH » TRAFUTH—LRS]

« HEBRBRMARESE(XREBHER)E 1B -

v BETEHHA-BELSL "THESM(counting to infinity) | 9B F R
RERNHE  FlloBhEl  SEEFAERAZHACEREH AT
WBAK -

¢ BREEBHRRATHHILLBRACABER HLAGHEROEY o
B TERLAH

RIPng & — 18 . 3r38 h B 44 IPVvO R B T EBR ST HYBE - &8
#47 RIPng 35 b B & £ #5386 & & (Routing Table) r €€ P &2 T H—
1BTe g ikéy [Pvb Bl - ME4ET L2 T T -

« IPv6 B85 . ,

o —ETREEBHATHAER S EAEBEANNT

o PliE B apehEIE ¢ T A58 & B 69 [PvE fr ks ;R T — k3 (Next Hop)

s —ERAMETAMABEETRRERTH RS LGS & FH4E
(Route Change Flag)

o BHAAHNE Gl PHGEAERERIRATRIFERLSS

RiPng & —181& M & F 44 &8 £ (User Datagram Protocol » UDP) 244 &) 14
%+ B4 UDP Port 521 EE#ZHBUHE - RIPng Ha.(B 6-1)aiE =8
i 44 (Command * 2XZ=R) -~ aA(Version 1) - fith & & £32(Route
Table Entry - RTE) - - dh &£ (B 6-2) &4 7 IPv6 FH(IPVE

Prefix) -~ #5 42 # (Route Tag A FB EFESNHNBRG) 5 E
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B2 (Prefix Length BREEFEFT A ERAATAHE)  BHE
(Metric> A EHKRLAYH B F) -

RIPng . &4t L2 RIB 6 T — kv ey [Pvb ke ohst - @ T — BB R
B EEHe RIE~ T-sksBp b &S emef(B 6-3) - FEMEBLET
— k5B ey [Pv6 fant BB BRFERATHRES 0> MAEPR G LS

1113111111 1222a3a2222222133
012345878001 234567803012345687 89501 Bis
Carnmand Yarsion Must ba zero
- Route Table Entey 1 ]
- Routs Table Entry N 7
B 6-1 RIPng # &4 X
111111111122 2222222233
012345878340 1234567830123456759073 gis
— IPué Prafix —
Route Tag l Profix Len [ Matic
B 6-2 #d R ETHEL
1111111111222222222233
01234587800 1223456780012345678901 Bils
b= IPvS Next Hop Address =
Must Ba Zaro l Must Be Zero | FFH

B 6-3 F—3kig RTE % X,
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% — A u RIPng ¥ R84 - & K(Request)#L =) & (Response) - — A& £
ERTREMA R Bd R B BLLLS Fi# 4 RIPng £ (port
2R wREANRAR—ARGEMER MAEAGEE G Ly
R ER MFAARIPg#E - AR HZ4  aRSTEN
ZHEM REABEHUENIFHEMN AR SRR AH G AEHE
fa F A s RFC 2080 + -

2.11.2. %£FEH

> RFC 2080 : RIPng for IPvB
» RFC 2081 : RIPng Protocol Applicability Statement
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2.12.  RSVP

2.12.1. @Bisth e ik

RSVP (Reservation Protocol) * & A RBEERER LR ESL
W ARFE o — 18 Real-time 9 AR X T2t A RSVP £ £48 8 router 29 %
FO(RE) UAIH %L Real-time FM - b — R » BAIA A EEFT MY
REAL  FEHZGLE - FloRNEE—BER  wREIMWHK LR
FHE MAHLHE - BRI Rt - 240 R % RSVP #% 8h » router
TURBHHNAFTRBZLETMNEAES AR TR L] E
—B®%E -

RSVP ZARZTEBR LT REYG - E—RAAAMOAAR B USROS
W ORAS R T A FE 0 5T A A RSVP &) F A7 4238 69 router &£ —
AR R AL BT - RSYP M A £ 88334 router £ - wRiEH
RRGEHEEAHFHRES - 54 RSVP ARG 445 router Fo B sk B
RERAGS T EE -

H-EABHNATARNGRYTR  RAGHLMELEIHE - AFRY
Ml FEEEB- LB A FHH - Policy control AEEAFATF
FHAZALFRGHRS - AAR  RERPAEE - BREHUR LTS
#F ML control policy ¥ - Admission control & & ¥4k % (router)
MEARER ERAERTARMO I ERBEBIERE -TUELE— -

A dmission
Control

Reservation

Policy
Control

L y
_| Dera Packet | Packet 3
Clasgsifier Scheduler

Figure 1
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RSVP daemon & # & # & 18 control #4 - o R &L » A1 RSVP #5502 Kb
BRA% &9 M8 A 42 X o ko R A 3h > RSYP &7 daemon #. &4 packet classifier o
packet scheduler ¥ #%4F 4 $LUBIF & HARFF - Packet classifier A&
{8 packet ¢9BRF & K ¥ + M packet scheduler B{ & & K73 {43k &)
NEA 0 SRR E AR AR BB RS & H - RSVP daemon & #¢ router
Lt routing process Fi@ A EMBERAMBY -

1% 4 o B3k K ALK F 78 RSVP 8931 & ¢ PATH #o RESY - PATH #R.& B/ — f8f
K% #r#¢ sender i# % multicast address - —18 PATH #93R.8 2.4 T FHk
B — et K 0 ko @ FAE K - RoREN - R port 0 B eF A 1RE — b mes
L iR e s ek dy PATH % R 693008 7T LARAE YU 2 8] — 2 R % © sender
BIE8IT  EIBF A EHERORATRGY TR EEHBRE - $4K - &
Mok B4 multicast group #d » Mk A AEB M P25 PATH s 8 -

A—1EM A RESY R Et-mBE P a4 flowspec fv filter
spec - Filter spec £ & FH A ¥ &9 — 18 packet 2 A R &+ packet
classifier - M flow spec A 4& packet scheduler @ ® & 5L RFRTE R
E -RESViR B R PATH R & 8842 - A S MaMeynode L HATHABE
Koy sender » I ARG RRGMY -

it router by RSVP FIRISG M4l & — Mtk & - RSVP daemon 78
R ARREE EMONE SR TREHFERTRA LAY - do
RE—KBRIA - ZMANEAFES router " AR RFGORB B T4
- FI A SRR R 0 E4F RSVP TTRUR A B a8 ¥ # 81 9 IR A AL
AR KB 6888 o sk X7 o

AR ADERE CHEABURRFEER - 25— BEUR
FEEHTHABRE LA E node F|HFH LML - AFEEH TR
& shRdE sender | receiver Z IR o M N ERNE &
sender 895 & & > BAHEHAHALBY router /LT RF G OB -
R FEEEEERLEEEM node #% node Lok ik B B4 T HAF
GBI EFR A RBAR —1E sender 893 B X E R LW LE 44
A AT ZHHKE sender HH RiE & E node - B =K BT B FRAR
FAHERME RIS BEEAREBLEE A B8 tree 9 HBEH -
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Figure 2

BRCHOTAFEROVPRANBE - REARZHERAEEEANLE A
RBATF TR mABKRS G EH - RAR S EHAF R 55 RSP £
FAMNBURBORAT BELOTHEABADTTE -

THEL BARGERAPLEREMEHA SN UARRMAELORE D
X FTHELEFTR RSP HTUEETH RS T 18
SMARSVPABA LR G EEH T PHER ELERE~ELABRSIRT
M —BRKEBEHAHE - BRAFE— L RSP AR A SBHOBEEH S
£ h RAZ Ky node © RSVP 4u4Fv unicast ~ multicast s#3 £ 44 « &
RSYP PR 3B ¢ B84 4 FRECDBY > B R AR5 0044 40 4 18 4o RSVP B48 L B 75
Bl b RSYP AL $9 IR A M S B2 L > X LB E S T RIB TS -

BREFRAGRIGSHEREN RSVP 146 mABRNEEL QoS &
control device - RSVP Miip e A Rt b 4 8 L £ - AARFMAER
£ EHFE e QoS control device » A7 54 RSYP 4§ 12 b T £ & K Bl 45 & &4
FHAENR - BRAEG TN - mELFTHH LWL router » BB router
LR AR R B A A E R 4325 T L A5 1L RSVP #4842
B EEFRSVWP EHBH  eH B EFERHBEZIERES -

RSVP #— sttt F :
a. RSYP 9G4/ Eirey
RSVP & - #42) 1348 % sender E & receiver - 22 55 & » — @4

TRARBFYCREA G ETREHFES - FBRP R4 AL —FHMERITY
g H] -
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b. RSVP i24# multicast # unicast’ M A MR £ 8 & 8 Fosh 354K N1 48
iy

RSVP F 8% 4 T multicast #= unicast %t - B AR YMP N E LA F AN
o MALRRRYGRELE RN - AU RSYP U 2 il B o ah BB 1R
HRE - —@EIRTRANA IGHP &8/ — k% M » & RSVP A 2R
WA E  RTUEBRART S EIMAOATRAIHRNOTH o F e
ek RESHNAEAR -

c. RSVP iz kst AWy » ETARIIZA S A E MBI WN

EHSHFARGREDNRT BUKBAFAGRAFETER - M
ok AW @it RSVP ) o AR ERHAHEA - BHCEBRF A LN E
2 RELTER - HEFHEMEHET R ST F& 0 8RR & RSVP 51 - 3w
TR B & A — 18X 5 8 RSYP « s2akaysnst T AR HUUR A R A -
RBFLEREAHLAER -

d. RSVP # R¥Fwimmit

RSYP Eé@ =T sa g fe Ipvd Ao [pv6 L& - fbd2 44 T REASR MBI M A RIE
B BHREHFEARFOHE - HELA XBRAEERE THAGER
HIHE °

RSVP ;418 69 & S dios o JE I 2 X Ao BB RS F ¢ router- B ob48{E ¥ 5 B A
Bt o RSVP BN BAT 7B AT M E » ISI 4 Sun
Microsystems €.4&#% # 7 —% RSVP client library ={# RAPI %42 3%st
Bl - F2HRAERHBT

rapi_session() Z 4 i 4#741t—18 session 3£ {% & —1& handle -
rapi_sender() #HFEMEALSFUELZTHSH -
rapi_reserve() EAHETRFGRAI ML EH B -
rapi_release() &K RSVP daemon #rx & RAF G4 % -

o o

2.12.2. £&FH

> RFC 2205 : Resource ReSerVation Protocol (RSVP) - Version 1
Functional Specification , Updated by RFC 2730
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» RFC 2206 : RSVP Management Information Base using SMIv2

> RFC 2207 : RSYP Extensions for IPSEC Data Flows
RFC 2208 : RSVP Version 1 Applicability Statement Some Guideline on
Deployment

» RFC 2209 : RSVP Version 1 Message Processing Rules

» RFC 2210 : The Use of RSYP with IETF Integrated Services

» RFC 2750 : RSVP Extensions for Policy Control, Updates RFC 2205

»  http://www. isi. edu/div7/rsvp/overview. himl

2.12,3. THHFAGRR
RSVP R T @XM A !
I REGZTHHRFFLGEN

BB ERBNE RS S RERB IR ERBYHETAZES
e g R RAE LS DOS ( Denial Of Service ) %% - RSVP
B T&E4osbt® » A|H —18 hopby hop &34 » EH— A
¥ & hash function - sBHIZ & TRIEIEM RSP &+ £ HRe9
INTEGRITY ## %3 -

Babd i  —1f8 cryptographic digest ###5 - 33 RSVP #E A
FEAHE o RSVP R EHMRMOEREAKE—® router FERA
F 148 key nanagement Fo ey Ratense ) - AEIEAH S TH 4,
A2 KF% key management #E{% RSVP A& F M o

2 A EEE
AGEHERAN QTS ARTE RO A P G ERES - BLASH
HTREEE/REOALBE - SEEeA L —E8ROAES
rh o

EERFRHTHRENALEE - CHFTHREBEY —AFIEELYS
FAFRUETFGA LRI - EAZATAMMEE hopbyhop &M -
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3. FEFHA

Ao Be RS RSVP 84 M rliE - S ¥ AT MMty
PE2FHAATREFERA - LHEZ » 48 [PSEC AR EMR
RSVP R E — AR @ pREHFENEZRY header wF + BIFi
i RSVP's &9 %% port MFREH session & HiE B

BTHAEMEME - £AT-—18 RSYP #/E 4 IPSECSPI % ai8%n
#ime Port -
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2.13. VRRP

2.13. 1. BEBLFL

VRRP 5 8 Z—4 A% Virtual Router Redundancy Protocol &) B
% - TIUHRIFA-RPLAHEREDLE

s dEAaa—E4Es LAN LAaEAmsaSey VRRP mERe—
B3k 28 - ©4H—18 Virtual Router Identifier ( YRID ) #o—%
gidxitim LAN &9 [P 4axt - —{8 VRRP B BF THEA -—RE 558
BEE - [P anmAEiBAAAR T D ERBEEY IP &
ij]'. o

Virtual Router Redundancy Protocol ( VRRP ) R#kRiARKRETE—E
Wk B PR A IS ETARBERENEY o VRRP B4 E AL —MERD
2 v EEEMs LAN LY VRRP 3 B2 — 53— EERisSo#TE -
VRRP b Bir4] [P un g d BB %94 naster » et
#Eigab [P itk o EABLREHE AL SR T/ T EE naster
YRR - FRSEMAE LAN Loy g Be [P aalsefgion il
R EE—1 hop %58 % - 78 VRRP AR —EHRESZH ISR
BHE 0 WMAEEARE-SEBHEE routing & discovery HEHER
}z o

—EREHEE H naster ERE-EFRBIBIAHF-LBHBLRE
B EE master LB ERABEEAZERRE - Km0 RETHE
HFH$BBLE-EL5BRB B FAFRARARARE ( AL HALEFR

B ) = i » EAEETEENERBLEAHTALRE @ a8y
ERXTEMR » ZFREeRaaFE o FEGEAEZAEEHAARRE
B aErEEsnis 0 AHANTRAYRE L8 S B2 naster
R A

VRRP #5 & —BERABTRBEHBHBHE - AAENLIBER [P 545
REMERPST > BB ETHLESHFR LAN Huilbkig IP 2 €82 -
#—18 VRRP £ b %45 —1@ NAC anst - ERBaELdey
Virtual Router Identifier ( VRID ) #v—% IP {zst & % - VRRP 2
RTRE&Ss—BERSEERTHATANE > ETRAMWERRE SN
mappings A E#H% O SAHEAERE -



HTEERMERIEY @ B—EEHS G EY naster {EEEEIME
VRRP & 438 - #AM G SAREEE ARG naster BRIECHF EHHE
oo HBRRBHBRMRIEAESIRESTHAY - ZTLTUBLEME L
RIGHMEEE - Bk VRRP B G BRI HAARTHA L
BT E 88 & B4 master - R master MEFBRAT L EZndEL
RRARG SN AGRMITRIE R vaster , AR RRAEFPEMBRRE
REd B FEHES -

VRRP e R#iE A P4 IP #é& - HiEEBSEN VRRP & [Pvd %
FiEEH -

IP M ety -

1. Scurce fent & FiL@itérey P st -

2. Destination {zat% % #3iz IP fxsk [ANA A75-# VRRP ( 4o :
224.0.0.18 ) - ZABPLANEHS EHEan - BIEFEY
BESHAEHINEOMTETCHEFHMATHER -

3. TIL » i MER 255 - 4B —18 VRRP Bdh B H W B 4L
FRIRE 200 oA LABREEAHEE -

4. Protocol Number - IANA A4 VRRP & 112 (/%) -

VRRP Al
1. Version #i{x - #HELiEMifesd VRRP lr& -
2. Type #Wfx - 452iE18 VRRP H o sy#mA -
3. Virtual Router Identifier ( VRID ) #f# - %3 EBB b B
HoRERALE -
4. Priority #4x 455 VRRP i B aR. EayA
¥nEHeilh -
5. Count IP Address M4 - &4 if18 VRRP 4 ¥4 %4y [P a &
B °
6. AuthenticationType #{t S EFIAEHFE - EIHENE—-AF
ERRaEAR I DAE—8) - EMEFHHAMeA 8 bit unsigned
L FEHNBURFRIAAHSI M BAENF LOHOLARE
2 ERFEENMTANE
0 =&Y
1 HEXEES
2 1P 4% Header
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7. Advertisement Interval #if2 - AT FE &ML Meserdmire » #
1A - EREIAFURERB G BHBBERE -

8. Checksum #%& * BARESE VRRP ML P&y TR A5H4t - Checksun
A~ M 16 bit one’ s complement = A{E4# Version #fzes VRRP #R
B &) one’ s complement -

9. —HEFe IP fxnk - adgfney$ g £ "Count IP Addrs " iz ¢
MES - EEMuesAFLRERS G EHHBREE -

10. Authentication string ' BATH#MEHMAME text £5% - APE
text 4&%%EuE OSPF F##4x8 -

2.13.2. %#+%#

» RFC 2338 : Virtual Router Redundancy Protocol

» RFC 2787 : Definitions of Managed Objects for the Virtual Router Redundancy
Protocol

2.13.3. TRAEALAHER

AERNEFERHETY » VRRP S4B &R 5 — R E MBI VRRP Héaw
— B (RFFEN = 200, B HE) o LRHGRAMAR -

LA R MRS A ENES - REHYN VRRP yE&
BHERF LY - BINAEETETMRLE VRRP REFT A E 2 A4 LAN £
BRI TS -

1. BHES

ERAEHENAEDLLW VRRP L AAHF#KEN - EEHRAZANE
AR DBENTEABRB I BEHEBRNETNBEL (o &£ LAN L&yd
8 YRRP 335 ) -

2. MExXFESH
ERIEAENGEEAE VRRP A d— @S 2T Emieegy -

BRI gL LAN LB SR oRBIRFAY - B3
BaBFERENREL RIS - AN S LRL G BHT VRRP
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WM—EEATHEG - TLELRAOEIR LAN Loy VRRP HaFHE
BEBEHEEIN TR AE - A TIL SHE64 @M EXFEIE—E
VRRP énggit B —18 LAN # AR VRRP #&4F -

BHERIHBNGENEA R I REARGT LA LAN EhiifSbaig
VRRP 4% - wREAIHBEVHEN » APLPRISRELHLENRYE
FARXFEHE » Al » FEBASEMELEFEZFEMHRRA

3. IP 4%] Header

FREERNGELA VRRP %fia [P &% Header [ AUTH | rrE A uhak
Wik - (M HMAC - MD5 - 06 2= ESP #= AH = - dfEfmax
3% - replay ¥ - SHILELEHOBRBEERE -

AHEAIHENAEHNTATERSERNOHIELE LAN £ - TEHHRY
Br4ERIE K%K VRRP a0#fF, AL BHMUMARTRAS EIHETHEA
(4= © £ AZAe) ARP replies ) # VRRP I KR -

BARAE VRRP R TH L AAMRAABBE0BERPE » 2RECFEER
TR s AEHEs - fldw - gratuitious ARP reply A sei s
B He [P HFTHERTHEO —BREMREAKE - Bk - £
g#igis ey [CMP redirect A ERRBER THKBS o
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o]

5ZF RBABBREASN

1~}

HMEREABGB BRI ABRISEATOASABIARA -£8
% Cisco B % -+ Lucent B & » 3Com BHH > Xylan BHE -
Network Extreme % #38 #v Cabletron %4 % - SAH#HBSBENHDAL L
EHEHEARIUB S LORERBEAA - ONBIBHRAZARIH
o RBENCHERGORRARMATESHAZARER —~ 22X RSE -

3.1 Cisco &%

| Denial of Service (ra@f& %) |

3. 1. 1. Cisco Discovery i#{t i & &R
59 %L 4 4% Cisco Discovery iB{Ztf = iR
% H#% | - Cisco 1005 10S 11.1.x
- Cisco 1603 10S 11.2, 11.3.11b
- Cisco 2503 I0S 12.0.19
- Cisco 2600 I0S 12.1.7?
- Catalyst 2940XL I0S 12.0(5. 1)XP
B kiR Cisco Discovery i 2 £ —AE —REMEWHET »~ —&

Cisco RBAZHAFHATRENN DEHEENRLEBLT
PEEGEE - G E—BE _BBAERE b a
RAEMEE - WHeRFBS FHiE 01:00:0C:CC:CC:CC
aEiEHE -

% Cisco BN IR LR BiELEH —18 CDP frame> €4
A Y CDP frame N FZZFHEHED » FFRETUA

‘show cdp neighbors’ 4 BREM A e BELe CDP
B REOATRLERSS S o FLREHOHNHEAN
%55 o CDP franes &84 TR G o5 - B ZMBTLLH
Britgey) CDP MERMIRE S A - RGHsFERAMEA 255
(4 748 15 £ ) o
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P EH SR AR B 5 o T HSE & X2 [0S BRAK
B HEREMRRGORB S SHRE > SESERALTHEH
AXHEFENHCTERTARCEFE AR ALY -

¥ EABMEAETRES s MAREMFT Y CDP frame #&
ReHerE 0 &4 I0S #FRAHR BT

+ ¥ 3 5B frame ZHMAZFEHFH

+ B F ¥ frame 2% [0S # XY BRI

+ —8fe (DP HEHFTREIRBIHLEHRESAL

TRNBBEERIL  REBAMERTELT A2 RMY
FE#4o © telnet session Fo®yEad o 85 B 47 -

2B EMEAME Ly console #44 ‘debug cdp
packets' &34 HERBMRH TR ELPEH -

iR 75k

FRHRRE R F-AREARTE SRS Loy CDP ik
M4 -

Router# configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Router(config)# no c¢dp run

ST RERARTHRSWRFEN T CDP shiE -

Router# configure terminal

Enter configuration commands, one per line. End with
CNTL/Z.

Router(config)# interface Ethernet0
Router{config-1f)# no cdp enable

FoRMATEREMBEA R BIRA  LTERMLEEY
RAIRA

Cisco I0S 12.2(3.6)B

Cisco I0S 12.2(4.1)3

Cisco 10S 12.2(3. 6)PB

Cisco 10S 12.2(3.8)T

a7




Cisco I0S 12.1¢10.1)
Cisco [0S 12.2(3.6)

FRITE

cisco_CDP. pl

3% FH

http://www, cisco. com/warp/public/707/cdp_issue. shtml
http://www. securiteamn. com/securitynews/6K00J1F2UI. html
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3.1. 2. Cisco Txx Series Router DoS i&iFl

BI et Cisco Txx Series Router DoS i&:RA
$HEH% | - Cisco Router 770.0
- Cisco Router 760.0
- Cisco Router 750.0
LR %20 JE port 23 FELA# OB fEE 246 & W 2 CiscoT60 & P25y
EMM wR-EEAETEIBEETRL —HDOS i & -
FR Rk Cisco A 7 RE & FAREMRAR CSCdn03231 -
HRIA cisco_T60series.c
cisoc_T60series. pl
25 FH http://www. cisco. com

CVE-1999-0415
http://www. securityfocus. com/bid/1211
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3.1.3. Cisco 675 Web Admin &

BELR

Cisco 675 Web Admin /&R

TXF R &

- Cisco DSL Router 877.0
+ Cisco CBOS 2.3
+ Cisco CBOS 2.2

- Cisco DSL Router 675.0
+ Cisco CBOS 2.3
+ Cisco CBOS 2.2

LR i e

{ Cisco B75DSL Router £ —Bia s &R R FHEReh DSL 35 &

R ERZERALTEEREAH SO0 EL M -

4 Cisco 67D DSL 34 h B FZ AL F — 34555 - T 445 3% router
B % DOS B - RIFEMAH S ERDEBEFRA -

4o R Cisco 675 DSLBd ZAirH Web 2 » s ¥
TR telnet BRSO R BH L -EEESHHHES
HTTP GET £ 4% » —2#]H telnet 5] Web ¥ N L H L
GET ? \n \n - F{E2H#£EM@ telnet session Bfig - ki d B
LFEH -

MTeyCiscoBa B4 P4 A bl §35 ¢
673, 679, 676, and 678 '

B ATAR MR A Web B E M4 A AT ST oA R 3
commands:

cbos? set web disabled

cbos# write

cbos# reboot

Cisco LEHMULEHBLLE  TUSH ciscoFENRBRF
BREEHN -

i B ek 2000 12-11 B¢ B #F patch » s & E 44 CBOS 4%
¥ ARYIRR -

HETE

cisco_675_DSL. pl

54 T H

http://www. c1sco. com
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3.1.4. Cisco Catalyst Memory Leak &®

BA LA

Cisco Catalyst Memory Leak &R

SHERK

_ Cisco Catalyst 4000 5.5(1), Cisco Catalyst 4000 3.5

~ Cisco Catalyst 4000 5. 4(3), Cisco Catalyst 4000 5. 4(2),

Cisco Catalyst 4000 5.4(1)

- Cisco Catalyst 4000 5.4

- Cisco Catalyst 4000 5. 2(7), Cisco Catalyst 4000 5. 2(6),

Cisco Catalyst 4000 5. 2(5)

_ Cisco Catalyst 4000 5. 2(4), Cisco Catalyst 4000 5. 2(2),

Cisco Catalyst 4000 5.2(1a)

-~ Cisco Catalyst 4000 5.2(1), Cisco Catalyst 4000 5.2

-~ Cisco Catalyst 4000 5.1(2a), Cisco Catalyst 4000
5.1(1a), Cisco Catalyst 4000 5.1(1)

-~ Cisco Catalyst 4000 5.1, Cisco Catalyst 4000 4.5(9),

Cisco Catalyst 4000 4.5(8)

- Cisco Catalyst 4000 4.5(7), Cisco Catalyst 4000 4. 5(6),

Cisco Catalyst 4000 4.5(5)

- Cisco Catalyst 4000 4. 5(4), Cisco Catalyst 4000 4.5(3),

Cisco Catalyst 4000 4.5(2)

- Cisco Catalyst 5000 5. 5(4), Cisco Catalyst 5000 5. 5(3),

Cisco Catalyst 5000 5.5(2)

- Cisco Catalyst 5000 5.5(1)

- Cisco Catalyst 5000 5. 4.1, Cisco Catalyst 5000 5. 4(4),

Cisco Catalyst 5000 5.4(2)

- Cisco Catalyst 5000 5.4(1), Cisco Catalyst 5000 5. 2(4),

Cisco Catalyst 5000 5. 2(3)

- Cisco Catalyst 5000 5. 2(2), Cisco Catalyst 5000 5. 2(1),

Cisco Catalyst 5000 5.2

- Cisco Catalyst 5000 5. 1(2a), CiscoCatalyst 5000 5. 1(1),

Cisco Catalyst 5000 5.1

~ Cisco Catalyst 5000 4.5(8), Cisco Catalyst 5000 4. 5(8),

Cisco Catalyst 5000 4.5(7)

_ Cisco Catalyst 5000 4.5(6), Cisco Catalyst 5000 4.5(5),

Cisco Catalyst 5000 4.5(4)

- Cisco Catalyst 5000 4. 5(3), Cisco Catalyst 5000 4. 5(2),
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Cisco Catalyst 6000 5.5(4a)

- Cisco Catalyst 6000 5. 5¢4), Cisco Catalyst 6000 3. 5(3),

Cisco Catalyst 6000 b, 53(2)

- Cisco Catalyst 6000 5.5(1), Cisco Catalyst 6000 5.5,

Cisco Catalyst 6000 5.4(4)

- Cisco Catalyst 6000 5.4(3), Cisco Catalyst 6000 5. 4(2),

Cisco Catalyst 6000 5.4(1)

- Cisco Catalyst 6000 5.4

- Cisco Catalyst 6000 5.3(6)CSX, Cisco Catalyst 6000
5. 3(5a)CSX, Cisco Catalyst 6000 5. 3(5)CSX

- Cisco Catalyst 6000 5.3(4)CSX, Cisco Catalyst 6000
5.3(3)CSX, Cisco Catalyst 6000 5. 3(2)CSX

- Cisco Catalyst 6000 5.3(1a;CSX, Cisco Catalyst 6000

5. 3(1)CSX

LR S

CiscoCatalyst & LAN E&y&ik switche M Catalyst &
Bl ARERETEY telnet server Hio A E 551
THE Gk R PR A L S RE telnet RS MEH
HHEREEAZEEFRCHBER Aol TUAHER SR Y
3% Catalyst #) telnet server i 4% > ¢ Mt B M43 - &
e KR -

EHt E 5 Catalyst LegfRAEDOS - B3| B EMEE -

¥ LR

cisco_memory_leak_telnet. ¢

ki

A THASEMAFRRGEHBRART -

Cisco Catalyst 4000 4.5(9), Cisco Catalyst 4000 4. 5(8),
Cisco Catalyst 4000 4, 5(7),

Cisco Catalyst 4000 4.5(B}, Cisco Catalyst 4000 4. 5(5),
Cisco Catalyst 4000 4, 5(4),

Cisco Catalyst 4000 4.5(3), Cisco Catalyst 4000 4.5(2):

s#{# M Cisco upgrade Catalyst Release 4.5(10)

Cisco Catalyst 4000 5. 5(1), CiscoCatalyst 40005. 5, Cisco
Catalyst 4000 5.4(3),

Cisco Catalyst 4000 5.4(2), Cisco Catalyst 4000 5. 4(1),
Cisco Catalyst 4000 5.4,




Cisco Catalyst 4000 5.2(7), Cisco Catalyst 4000 5. 2(6),
Cisco Catalyst 4000 5.2(5),

Cisco Catalyst 4000 5.2(4), Cisco Catalyst 4000 3. 2(2),
Cisco Catalyst 4000 5. 2(1a), '

Cisco Catalyst 4000 5. 2(1), Cisco Catalyst 4000 5. 2, Cisco
Catalyst 4000 5. 1(2a),

Cisco Catalyst 4000 5. 1(1a), Cisco Catalyst 4000 5. 1(1),
Cisco Catalyst 4000 5.1,

Cisco Catalyst 5000 5.5(4), Cisco Catalyst 5000 5.5(3),
Cisco Catalyst 5000 5.5(2),

Cisco Catalyst 5000 5.5(1), Cisco Catalyst 5000 5. 4(4),
Cisco Catalyst 5000 5.4(2),

Cisco Catalyst 5000 5.4(1) , Cisco Catalyst 5000 5. 2(4),
Cisco Catalyst 5000 5.2(3) ,

Cisco Catalyst 5000 5. 2(2), Cisco Catalyst 5000 5. 2(1),
Cisco Catalyst 5000 5.2,

Cisco Catalyst 5000 5. 1(2a), Cisco Catalyst 5000 5.1(1),
Cisco Catalyst 5000 5.1(1),

Cisco Catalyst 5000 5.1, Cisco Catalyst 6000 5.5(4a),
Cisco Catalyst 6000 5.5(4),

Cisco Catalyst 6000 5.5(3), Cisco Catalyst 6000 5.5(2),
Cisco Catalyst 6000 5.5(1),

Cisco Catalyst 6000 5. 5, Cisco Catalyst 6000 5, 4(4), Cisco
Catalyst 6000 5.4(3),

Cisco Catalyst 6000 5.4(2), Cisco Catalyst 6000 5. 4(1),
Cisco Catalyst 6000 5.4,

Cisco Catalyst 6000 5. 3(6)CSX, Cisco Catalyst 6000

5. 3(5a)CSX, CiscoCatalyst 60005, 3(5)CSX, CiscoCatalyst
6000 5.3(4)CSX, Cisco Catalyst 6000 5. 3(3)CSX,

Cisco Catalyst 6000 5. 3(2)CSX, Cisco Catalyst 6000

5. 3(1a)CSX, Cisco Catalyst 6000 5.3(1)CSX :

3%/ A Cisco upgrade Catalyst Release 5.5(4b)

Cisco Catalyst 5000 4.5(9), Cisco Catalyst 5000 4. 5(8),
Cisco Catalyst 5000 4.5(7),
Cisco Catalyst 5000 4. 5(6), Cisco Catalyst 5000 4, 5(5),
Cisco Catalyst 5000 4.5(4),
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Cisco Catalyst 5000 4.5(3), Cisco Catalyst 5000 4. 5(2), :

¥ i A Cisco upgrade Catalyst Release 4.5(10)

£EFTH CVE-2001-0041
http://www. securityfocus. con/bid/2072
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3.1.5. Cisco Catalyst SSH Protocol mismatch DOS

AL

Cisco Catalyst SSH Protccol mismatch DOS

X RS

- Cisco Catalyst 4000 6.1(1b)
- Cisco Catalyst 4000 6. 1(la)
- Cisca Catalyst 4000 6.1(1)
- Cisco Catalyst 5000 6.1(1b)
- Cisco Catalyst 5000 6.1(1a)
- Cisco Catalyst 5000 6.1(1)
- Cisco Catalyst 6000 6. 1(1b)
~ Cisco Catalyst 6000 6. 1(l1a)
- Cisco Catalyst 6000 6. 1(1)

HEEHI

Catalyst Z— %5 LAN LiE R 6% & switch £ E -
#$ARAR G 1(1), 6.1(1a) # 6. 1(1b) e Catalyst 4000,
5000, $ 600028 % 3% SSH#o 3-DES w22 K —{HB LT
e W Bi i % DOS R & -

o fid b —{E %5 sLiG 2k &Y Catalyst 49 SSHARFF - BB A T
protocol mismatcherror * ¥ BUL SR B FHe s T XK
A supervisor engine $83% - SR EHE  -HEXSRETF
EHAE  BEAERE  BIEETIEN. -

LT A F RFEE inage % -

cat4000-k9. 6-1-1. bin

cat5000-sup3cvkd. 6-1-1a. bin

cat5000-sup3k9. 6-1-1. bin

cat5000-supgk9. 6-1-1. bin

1 cat6000-sup2cvk9. 6-1-1b. bin

catb000-sup2k9. 6-1-1b. bin
cat6000-supcvkd. 6-1-1b. bin
cat6000-supk9. 6-1-1b. bin

SSH At Mple)  T2HEEBHFFHFEITH » HEER
AR AL L SSH RAZITHE -

BRI E

Catalyst software release 6.1(Ic) e &% EJIFRF -

73




£ F# CVE-2001-0080
http://www. securttyfocus. com/bid/2117
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3.1.6. Cisco Catalyst Supervisor Remote Reload

BELH

Cisco Catalyst Supervisor Remote Reload

THERA

- (Cisco Catalyst 12xx supervisor software 4. 29

- Cisco Catalyst 29xx supervisor software 2.1.502
- Cisco Catalyst 29xx supervisor software 2. 1. 501
- Cisco Catalyst 29xx supervisor software 2.1.5

- Cisco Catalyst 29xx supervisor software 1.0

- Cisco Catalyst bxxx supervisor software 2.1.502
- Cisco Catalyst Sxxx supervisor software 2.1.50]
~ Cisco Catalyst bxxx supervisor software 2.1.5

- Cisco Catalyst 9xxx supervisor software 1.0

GER 3= 3

By R ETdy port T161 ek 4 #38F switch &
supervisor module reload » & supervisor reload &98%4%
% switch % &2 8% packet + sLEFRHE 7T LAEIFE LB
switch ) B DOS A R-BA RS switch BT aAFHE
{2 % E4 B BT R RB A EF LM B DOS -

Rk &

Catalyst 29xx & Catalyst Sxxx switches: b8 &R H Cisco
@R ID 2 CSCAi74333 » shiBiRE £ B AME supervisor
software » # 2. 1(5) » 3% spot fix releases 2. 1(501)4w»
2.1(502) BRACEBL 2 1) EDARASET » 24
A 2.2,2.3,24 - BAMAN X A XREBHARE - B
catalyst 1200 - $b3R% A ID & CSCA 71684 » stiRE#H £ &
4.29 » M4 4. 30 Ao g MOPRAFEFIEE -

&8 assign IP &% 2 sPfEa) Cisco Catalyst switches
&M EEIEETIEGRI  RAER firewal #2R 212
{26y ip R R FI2HBY ip A AEEE tcp port TI61 -

A4 T

CVE-19938-0430
http://www. securiteam. com/securitynews/5IP010A3SRC. html
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3.1.7. Cisco Content Service Switch Long Name DOS

BAL %

Cisco Content Service Switch Long Name DOS

ce 2 ¥

~ Cisco WebNS 4.0
- Cisco WebNS 3.0

LEE IR

Cisco Content Services (CSS) Ei#&3tA R #& M Cisco Web
Network Services (Web NS)#R4# 3% 4t e-commerce web
service ~ Web Content delivery - CSS switch & Cisco 2 ]
Bid -

MM A TCSS A3k —18 local user #—18-4-3:89 user 4%
LARFE -

FlAE M £ %32 local user ¥ input 89832 - EAF LALER
FiZswitch 9w £ P oA ERAERALR X EEA 3|
administrator 44 /7 - €M — 18 non-privileged &9ME % &
A£ T 23 switch R MMMTHS BB A —ARLIEL
£ Fuisx# s R filename buffer #) size LRe5 -2 &
switch 18 & reboot » #2874 B ¥4 4% system check # 4% -

BHRFAEFEESERAFTLE L3 switch $REAR S
R RERTFLEREYEAFEEEEER - AERA
2 % CSS switch 11050, 11150, 11800 -

Upgrades available:

Cisco WebNS 4.0:

Cisco upgrade WebNS 4.0.1

http://www. cisco. com/public/sw-center/sw-web. shtml

Cisco WebNS 3. 0:
Cisco upgrade WebNS 3.1.0
http://www. cisco. com/publ ic/sw—center/sw—web. shtml

http://www. securityfocus. com/bid/2330
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3.1.8. Cisco I0S HTTP Request 7?2/, iR

GEE I

Cisco I0S HTTP Request T?/4 i&:A

LHERR

- Cisco 10S 12.1XP, Cisco I0S 12.1XL
- Cisco I0S 12.1XJ, Cisco 10§ 12, 1XI
- Cisco 10S 12. 1XH, Cisco 10S 12.1XG
- Cisco I0S 12. 1XF, Cisco I0S 12. 1XE
- Cisco I0S 12.1XD, Cisco I0S 12.1XC
- Cisco 10S 12.1XB, Cisco I0S 12.1XA
- Cisco I0S 12.1T, Cisco I0S 12, 1EC

- Cisco 10S 12.1DC, Cisco I0S 12.1DB
- Cisco 10§ 12.1DA, Cisco I0S 12.1AA
- Cisco [0S 12.0X], Cisco I0S 12. 0XH
- Cisco I0S 12.0XE, Cisco I0OS 12.0XA
- Cisco I0S 12.0W5, Cisco I0S 12.0T

BAREH

do R —18 URL ) request A4F 2/, #% &3 108 & Cisco
WMETH G T2 DOS A 4wk URL 4 —M@T?/ ;3 B enable
password ' ESMBENFEA—EERQE HFE S router
¥ & & watchdog timer B8 RE ¥ reload BB ENE
B AFERAT  BHRSHET®reload EFEEFHMMBRA
RS ELEFHIKE -
iE{E R A S €8 £ £ 4% enable password % password 4o &
x5 545 P &7 password * R Cisco 1003, 1004 1005 % 7
FEeME FANACHREITAMNE T log BHE 4
#% 3+ K 4% 41 show version: 4= £ 3 37, Internetwork Operating
System Software & I10S (tm) * £-FEESH B/ T H [0S &
HBFAAEAMBEEANAY IS, aid
* Cisco routers in the AGS/MGS/CGS/AGS+, IGS, RSM, 800,
ubr900, 1000,

1400, 1500, 1600, 1700, 2500, 2600, 3000, 3600, 3800,
4000, 4500, 4700,

ASH200, AS5300, ASH800¢, 6400, 7000, 7200, ubr7200,
7500, and 12000

series.
¥ Most recent versions of the LS1010 ATM switch.
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* The Catalyst 6000 if it is running [O0S.
* The Catalyst 2900XL LAN switchonly if it is running I0S.
* The Cisco DistributedDirector.

ARLRE

Cisco_ioshttp. pl

PRIk

RTINS FTHHRATURRERMAGSEE
YEHFABRERBERAES -

B3¢ http server X EHIHEE -

*4o £45 2475 http server # 3 &yzhée - 3 B R47 & patch
#93% » TUAFI A access list RBRFIRF R LBRBETRE L4
R Gl T A THSSREAF10.1.2.3HHBE L :
access-list 1 permit 10.1.2.3

1p http access-class 1

*ju R access list 1 €8 ERA T » T A RER 0-99 +
A F o Feb#4EST 045 B access control -

A5 —FEF R AR R R eIohse 0 AR H BA e HTTP
server #1#%48 L » 3T access control list: T RAAEHFEE
& router #74BF L3 F access list T RLAEBE Loy
router E3x FIRA - RSB H LA -

£E0TH

http://xforce. iss. net/static/5412. php

g0




3.1.9. Cisco I0S Remote Router Crash &:F

55 35 £ @

Cisco I10S Kemote Router Crash i&#

LHEER R

- Classic Cisco I0S 9.1 =4

B [0S 0] RzBEBERSFAUELZAFTEAELHEN
BAFIE R EX U TRE—EFLRLEHKRERBTETE R
FLREALE

. BA’E

2. #4T show version 454
Classic Cisco I0S et @& —f@ “I0S" HE
“Internetnetwork Operating System Software” #1%E % M
BRAZEANEN 0.1 ReXRLBRAHESH Clsco ET &
HRBRHEERERALE show version #5454

RTRAZBLRALES Cisco £5 ¢

- Txx e E (750, 760,84 TT0 R ).

- Catalyst LAN zd&# ( 27 Catalyst 2900XL =3 ) .
- IGX # BPX z WAN Z##E & in the IGX or BPX lines .
- AXIS shelf .

- LS1010 s LS2020 ATM i

- {x{fq host-based 2% .

- Cisco PIX ki .

- Cisco LocalDirector .

- Cisco Cache Engine .

AR

% Fi5® console & FEREY serial #4E - Telnet R4
UNIX “r" 35484 - LAT 3248 - MOP 248 - X. 20 3£ V. 120
BERRE RS ATHEAREIHER -

4o B s Cisco [0S Bt Rim G > T LUEE S
router £4 A EEHEEH ARG YT log- B & sbif H A M &
ARREEHEH SHE LA 4B ENaUBE T TE
ER AR F-ERAEENEEREinNARSETEY
HEEFE 0 BALEYH cisco kB AT HIBAE -
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WEMRH - AROLTRARE 246 10S Ra 2 obiRFE
HYE:

« 1L.3(1), 11.3(1)ED, 11.3(1)T

o 11.2(10), 11.2(9)F, 11.2(9XA, 11.2(10)BC, 11.2(8)SA3

o LLI(15)CA, 11.1(16}, 1L.1(16)IA, 11.1(16)AA, 11.1(17)CC,
11L.K1I7)CT

« 11.0(20.3)

$EFH

http://www. cisco. com/warp/public/770/ioslogin-pub. shtml




3.1.10. Cisco 10S Software Telnet Option Handling &A@

HELE

Cisco 10S Software Telnet Option Handling &:A

XEER A

~ Cisco Access Server ASH800
- Cisco Access Server AS5300
- Cisco Access Server AS5200
- Cisco AccessPath VS-3

- Cisco AccessPath TS-3

- Cisco AccessPath LS-3

- Cisco Cable Router ubr7200
- Cisco I0S 12.0.7

- Cisco 10S 12.0.6

- Cisco 10S 12.0.5

- Cisco 108 12.0.4T, Cisco [0S 12.0.4S
~ Cisco I0S 12.0.4

- Cisco I0S 12.0.3T2

- Cisco 10S 12. 0. 2XG

- Cisco I0S 12. 0. 2XF

- Cisco 10S 12.0.2XD

- Cisco I0S 12,0, 2XC

- Cisco 10§ 12.0.2

- Cisco I10S 11.344

- Cisco Router 7500.0

- Cisco Router 7200.0

- Cisco Router 7100.0

- Cisco Kouter 3660.0

| - Cisco System Controller SC3640

- Cisco Voice Gateway ASH800

SLE LR

¥ okpg R85 Cisco [0S £ Telnet Environment handling code
( option #36 ) #H MA - #4314 X & RF(ENVIRON) B 413
Cisco I0S telnet Daemon 458%4% » & % 2% [0S reload - i
WEEMEE - o R EHZEHFHE Y % D0S(denial of
service)

BRIk

CiscoI0S12.1 MZ#HZAXBHRAGBE  ARUEAHER
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g Cisco XN £ & T EA85k -
BT AARANGEF LR E A

« A ‘“access-group” HEHIA— i [P Fep A AT LE
A vty g3 -

o [A#E Telnet FRFSTIEA] SSH BRFMFES: - 3 EREHZRYE
i » £ “line vty 04" f2HI0 "transport input ssh” » #EEEH
seFULEF SSH it - (HREEFE Cisco 7200, 7500 ]
12000 %YM Cisco I0S 12.0S » 12.1S » 1 12.1T IR
FHIEH SSH HEETHEE -

« BER “line” 55 0 HRHEEEE console AYTHEEEIERE W
FitEiGEmEA -

#AH ¥ S Security scanner # tool & iRl R
i

£ R

CVE-2000-0268
http://www. cisco. com/warp/public/707/1ostelnetopt-pub. shtml
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3.1.11. Cisco I0S Syslog Crash

558 248 | Cisco I0S Syslog Crash

ZHE% | - Cisco 10S 12.0.2XD

#. - Cisco I0S 12.0. 2XC
- Cisco 10§ 12.0. 1XE
~ Cisco I0S 12.0.1XB
- Cisco 10S 12. 0. 1XA3
- Cisco I0S 12.0. 1W
- Cisco I0S 12.0T
- Cisco I0S 12.08
- Cisco I0S 12. 0DB
~ Cisco 10§ 12,0
- Cisco I0S 11, 3DB
- Cisco I0S 11.3AA

BIFE | kR0 classic [0S #9Cisco # & » #F syslog port bld £ H
—BUP & » 2R THRETTH ENAY wRLTHET
RRTLFHRENEY RS HL Nnap Cse & H BZERA -
A #47 Classic Cisco 10S #:#4% Cisco A& F:
- Cisco routers in the AGS/MGS/CGS/AGS+, IGS, RSM, 8xx,
ubrfxx, lxxx, 25xx, 26xx, 30xx, 36xx, 38xx, 40xx, 45xx,
47xx, ASSHZ2xx, ASH3xx, ASB8xx, 64xx, 70xx, 72xx (including
the ubrv2xx), 7hxx, and 12xxx series.
- Most recent versions of the LS1010 ATM switch.
- Some versions of the Catalyst 2900XL LAN switch.
- The Cisco DitributedDirector.

81 R | Cisco I0Ssyslog. pl

BAFE | TARERH#E Cisco %8 L syslog port (514) iR A R
0L IR8 F A4 -
BT LA access list AAMEMHB B REEREHEIEF % -
Teife Cisco Advisory L) E mif sy E44 -

%#%F# | http://www. cisco. com/warp/public/770/icssyslog-pub. shtml
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3.1.12. Cisco [0S-700 Router Password Buffer Overflow

BELE

Cisco I0S-700 Router Password Buffer Overflow

THERGL

- Cisco 105/700 4.1.2
- Cisco [0S/700 4.1.1
- Cisco I08/700 4.1

AL

IR AT A A R EFY Txx & ¥ router FHELEH - e
BEeEEREERRENABHMNEELEEE - TR
"call flapping" ## router M# £ &1 d -

WRBRFFIHEOAFZRTFELETNGE BB ARF
MiFZE router H RS LB SR T4 - FF Ik
BERAFTABAFR AP Z SR B B ETHRRS
ML AL E router LB L Troa R ANEE -

L EFH @At databulfer B AR E R MT TREFH AN
o & 54334 buffer size m A E 4+ buffer & G BN
B BALRRELERAEAMA LAY TS AR THREY
BRELE  REHFTHAGEERE > SHERBHLERRL
FHRRAME  FAURGEGERB AR - S X ¢80 E
# o

fEEFTH R —EF$  FEAETRAL AR5
B TERANG R AREFTMA - 12 Cisco T2EF 4P
RAERELFSE -

BirFik

LA filters & firewall 2 B @ &) router R ¥ telnet R 4%
BIR eI E1E » REH Txx router 4% telnet i $p4k - R AR
STUFEOBELLTE  TURATHSHEREST filter:

1. source = not trusted-ip-address

2. destination = Txx-

3. address:23 block

$E A

http://www. networkice. com/Advice/Intrusions/2000503/default. htm
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3.1.13. Cisco Txx Password Buffer Overflow &R

BYLA

Cisco Txx Password Buffer Overflow &®

LHER&

- Cisco Txx routers with 10S/700 sof tware version 4. 1(1),
4.1(2), or 4.1 interim releases earlier than 4.1(2.1)

AFEMmAY databuffer BAF R TR AIFTREFTHA
8y Ea%5Ai% buffer size ' MA Rk buffer L Garie A
K EPASHBREFERENAEREYEHNG - FHXTRABG
HERLE wRINTALIMEERE > THEIFFHYPOERR
FHRAHE  EAHT SR ERBEER - TG ERE
o
ERETRACHRT—BFTE 2R FeRASKAN D&
BT ERARRRAREFT TR -

LS

STuL A filters & firewall %5 B &y router &% telnet R4
B EE 0 Rl E Txx router 4 telnet s9¥pdk » A AHE
ETUEEHRELTRE -
TRRATFHERBZE filter

set ip filter tcp in source = not trusted-ip-address
destination = Txx-

address: 23 block

4 RH

http://www. cisco. com/warp/public/770/pwbuf-pub. shtml
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3.1.14. Cisco TAC+ DOS i&F

LR PR

Cisco TAC+ DOS &#F

cd 2 ¥

~ Cisco tac_plus 4. 0. 3alpha
- Cisco tac_plus 4.0.Z2alpha

EREHH

# Tacacst server 83Kk L # small buffer overrun » Tacas+t
server & Cisco ## & » & buffer overrun M F R X 5
exploit > BHAL L RE XL F# % tac_plus server %
malloc —3g A&l nt » TH A& DOS -

4 Tacacst protocol #54-#72-# 4 Bugtrag %454 » clients
(8.4 10S)4R % 5] L M A% % -2 Cisco T4 [0S clients #
4 reject 24 E A MR FEFERAGRE « X
A client T 228 2 TCP sequence - PRLLIREEIEE] -

% 24 A > buffer overflow » A2 B £ %> tac_plus server %
EAMH A5 REEH R €4 primary read R £
header & /& » % #¢ header #2435 i 69228 88 » 4% header # R 2|
SEsreree iy REARE B AR Ty buffer 2/i2@ -
Buffer overrun # 4 #52 B & » ¥ header # length ML iw A
#| header EEW B X SUB MW A 43R - TR T 1] bytes
iR

¥ —{BA B A length field sanity checking & FI A8 » T A #
body length # H{EE Ke1¥ R & % & » server & client #
¢ malloc SR FHyELB LAY RFLDIS-

BRIk

HETHEETHENEA -F4.0.4 alpha » & patch &4 ¢
http://www. stanford. edu/~bbense/tac_plus/

http://www. securityfocus. com/bid/ 1294
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3.1.15. Cisco I0S HTTP %% &M

5935 % 7%

Cisco I0S HITP %% &®

THERK

- Cisco 10S 12.0.7, Cisco 10S 12.0.8, Cisco I0S 12.0.5

— Cisco 108 12.0. 4T, Cisco 10S 12.0.4S, Cisco 10S 12.0.4

- Cisco I0S 12.0.3T2

- Cisco I0S 12.0.2XG, Cisco I0S 12.0.2XF, Cisco I0S
12.0.2XD. Cisco I0S 12.0. 2XC

- Cisco 10S 12.0.2

- Cisco [0S 12.0. 1XE, Cisco I0S 12.0.1XB, Cisco I0S
12.0.1XA3, Cisco I0S 12.0. LW

- Cisco I0S 12.0T, Cisco I0S 12.0S, Cisco I0S 12.0DB

- Cisco 108 12.0(8)S, Cisco I0S 12.0(8), Cisco 10S

12. 0(7)T, Cisco 10S 12, 0(5)T1

- Cisco 10§ 12.0

~Cisco [0S 11. 3. IT, Cisco I0S11. 3. 1ED, Cisco 10§ 11. 3.1,

Cisco 10§ 11.3T

- Cisco I0S 11.3

- Cisco [0S 11.2.9XA, Cisco IOS11.2.9P, Cisco [0S 11.2.8P

- Cisco 10S 11.2.8

- Cisco I0S 11.2.4F1, Cisco 10S 11,2, 10BC

- Cisco 10S 11,2.10

- Cisco I0S 11.2P, Cisco I0S 11.2(17), Cisco I0S 11.2,

Cisco 10§ 11.1

PEHSL

£ 8% ¥e router * R Frouter & [0S FEF - 1A T
#— & web server EF > B T H] [0S 44

ip http server

19 7 Jo 3% 4% B UL P — 18 request

http://<router-ip>/%%

T TR S router $87 0 EEALRRTAHETHA
o ERETR e —kHe -

cisco_ioshttpl. pl

bhIE B 28 48 K patch « & [0S EMi%4% web service * v b
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ACL sB/3 R H Tl BT oA 53 porte T 8L [0S Fir
P

no ip http server
i B save R B3¢k web service.

el i CVE-2000-0380
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| Can Access Restricted Resource (JE&7EH) |

3.1.16. Cisco Catalyst 3500XL Remote Arbitrary Command Execution i&iF

By LA Cisco Catalyst 3500XL Remote Arbitrary Command Execution

%% A | - Cisco Catalyst 3500 XL

5 X EH Cisco Catalyst 3500 XL & —1B LAN r4& A &9 % ik switch &
g .

2R #H —{8&R - f£ webserver XN T L TREFEE
1# A ERTHRES - —Bas/exec + it L # http
request T RABATEIEHRE »

FE&Z GRERRAEEAFEAFHITEE code -
BERFATUREAETRGFZASHRBAEHAMEM -

Example:

http://target/exec/show/config/er

This URL will disclose the user password configuration
file.

kK ifl4% Web Configuration - B # Cisco B2 H 3 EE#HAE
& o

& E# CVE-2000-0945.

http://xforce. 1ss. net/static/5415. php

http://www. securityfocus. com/archive/1/141471
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3.1.17. Cisco Content Switch Directory Structure File Reading i&iF

EGE LA+ Cisco Content Switch Directory Structure File Reading &
]

$%¥ 4% | - Cisco WebNS 4.0.1
- Cisco WebNS 4.0
- Cisco WebNS 3.1
- Cisco WebNS 3.0

B RsEaf Cisco Content Services (CSS) A& 3+ A R ¥4 A Cisco ¥eb
Network Services (Web NS)3%4#% 31t e-commerce web
service ~ Web Content delivery ' CSS switch & Cisco 4 3)
PR A o
WebNS software T4E #2 local user BiF £ /Ry F ik - CSS
switch #2358 A MR switch L X 08k » T dafmis
access control R#E & F 4 AR L B # switch LejRE -
B &% input LeyRs®  BRFEREF THEGHTEER
BhAGOHEE  HBIBESSEHE — 28 ESskEERA
A TABRIZESETHNE -
WIS EEAERAET T8 5044 - BT LRI
£ .

4 F# CVE-2001-0020

http://www. securityfocus. com/bid/2331
http://www. safermag. com/html/safer34/alerts/64. html
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3.1.18. Cisco Router Online Help &mA

ORI

Cisco Router Online Help &R

2HELS

- Cisco I0S 9. 14

- Cisco 108 12.0.7, Cisco I0S 12.0.6, Cisco 10§ 12.0.5

- Cisco 10§ 12.0.4T, Cisco 10S 12.0.4S, Cisco 10S 12.0.4

- Cisco I0S 12.0.3T2

- Cisco 10§ 12.0.2XG, Cisco I10S 12.0.2XF, Cisco I0S
12.0. 2XD, Cisco 108 12, 0.2XC

- Cisco 10§ 12.0.2

~ Cisco 10S 12,0, 1XE, Cisco I0S 12.0.1XB, Cisco I0S
12.0. 1XA3, Cisco I0S 12.0.1W

- Cisco [0S 12.0T, Cisco I0S 12.0S, Cisco I0S 12.QDB

- Cisco 10S 12.0(9)S, Cisco I0S 12.0(8), Cisco IOS

12.0(7)T, Cisco I0S 12.0(5)TI1

- Cisco 10S 12.0

- Cisco 108 11.2.9XA, Cisco 10S 11.2.9P

- Cisco I0S 11.2 85A5, Cisco IOS 11.2.85A3, Cisco I0S
11.2.88A1, Cisco 10S 11.2.8F

~ Cisco 10§ 11.2.8

~ Cisco 10S 11.2.4F1

- Cisco 10S 11.2.10BC, Cisco I10S 11.2.10

- Cisco I0S 11.2P, Cisco I0S 11.2(17), Cisco I0S 11.2

- Cisco I0S 11.1.17CT, Cisco 10S 11.1.17CC, Cisco I0S
11.1. 1614, Cisco 10S I1.1.16AA

- Cisco I10S 11.1.18, Cisco I0S 11.1.15CA, Cisco I0S
11.1.13I4, Cisco [0S I1.1.13CA

- Cisco 10S 11.1.13A4, Cisco I0OS 11.1.13

- Cisco I0S 11.1

- Cisco Router 7500. 0, Cisco Router 7200.0, Cisco Router

4000. 0

- Cisco Router 3600. 0, Cisco Router 2600. 0, Cisco Router

2500.0

Bt

# &£ [0S multiple Cisco router £447éh online help % #4
P EEFHSMRAAR - AAL EEMATHRAZEAS
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B RAE FRE){E A F T L4 A 3548 help system - {2 % & {8
e PR %% enabled ‘' user - Access list 1&g &R
AEZHEMFEHRY > Zhelp system AF E R FFI L B 2F

8 ({# A show 44 -

Rk Fik -3% default # Rty access lines £ 4 0 (FAL A 1)
- B"privilege exec", » 5 & level 0 &) user R EITH L
b e

FAETH CAN-2000-0345

http://www. securityfocus. com/bid/1161
http://www. safermag. com/html/safer25/alerts/60. htm!
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[View or Modify Configuration (#rM KB & % %%Z) |

3.1.19. Cisco Aironet Web Administration Access &R

BLER

Cisco Aironet Web Administration Access i&:Fl

XHRER &

- Cisco Aironet Firmware 8. 24
- Cisco Aironet Firmware 7.0.x
- Cisco Aironet Firmware 8. 07

Aironet Wireless Bridges £ Cisco A & » RE BB A8
Wik -

SRR HRADR L BREAFRATRALXLESS
ISR BEO Vb EEZNERAMP - EXTRRBHER
BRI -

B BEAEAERTREAMBEAR TR TR BB HRE -

BRT &

Updates available:

Cisco Aironet Firmware 8. 24:

Cisco upgrade Cisco Aironet Firmware 8. 55
ftp://ftp. cisco. com/pub/wireless/aironet

Cisco Aironet Firmware 7.0.x:
Cisco upgrade Cisco Aironet Firmware 8.55
ftp://itp. cisco. com/pub/wireless/aironet

Cisco Aironet Firmware &. 07;
Cisco upgrade Cisco Aironet Firmware 8. 55
ftp://ftp. cisco. con/pub/wireless/aironet

A FH

CYE-2001-0455
http://www. securityfocus. con/bid/2461
http://www. safermag. com/html/safer3b/alerts/33. html

95




3.1.20. Cisco 10S ILMI SNMP Community String #&:R

AR

Cisco IOS ILMI SNMP Community String &8

THEEARSK

- Cisco 10S 12.0XV, Cisco I0S 12. 0XS, Cisco I0S 12. 0XR,
Cisco I0S 12, 0XQ

- Cisco 10S 12.0XM, Cisco I0S 12.0XL, Cisco I0S 12. 0XK,
Cisco I0S 12.0X]

- Cisco [0S 12. 0XI, Cisco IOS 12. 0XH, Cisco I0S 12. 0XG,
Cisco I0S 12. 0XF

- Cisco I0S 12.0XE, Cisco I0S 12.0XD, Cisco I0S 12.0XC,
Cisco 108 12.0XB

- Cisco 10S 12, 0XA, Cisco I0S 12. OWT, Cisco I0S 12. 0W5,
Cisco I0S 12.0T

- Cisco 10§ 12, 08X, Cisco I0S 12.0ST, Cisco I0S 12.0SL,
Cisco [0S 12.08C

- Cisco 10§ 12.0S, Cisco I0S 12.0DC, Cisco I0S 12, 0DB,
Cisco 10S 12.(0DA

- Cisco 108 12.0

- Cisco 108 11.3WA4, Cisco I0S 11.3T

- Cisco I0S 11.3NA, Cisco I0S 11.3MA

- Cisco I0S 11.3DB, Cisco I0S 11.3DA

~ Cisco 10S 11.3AA, Cisco I0S 11.3(2)X4

- Cisco 10S 11,3, Cisco I0S 11.2WA3

- Cisco 108 11.284, Cisco I0S 11.2P

- Cisco I0S 11.2GS, Cisco I0S 11.2BC

- Cisco 10S 11. 2(9)X4, Cisco IOS 11.2(4)XA

- Cisco 108 11.114, Cisco IOS 11.1CT

~ Cisco I0S 11.1CC, Cisco I0S 11.1CA

- Cisco 10S 11.1AA, Cisco 10S 11.1

- Cisco 10S 11.0

A

I0S & Cisco >3] $t# Cisco @ B Exstagir 44 FM
A ERAIOSTL. x #4012, 0 THE 438 F 81045 # 3 T UE
R B g

[LMI SNMP Community % A3 # MIB-1I community group &

S6




system object MFRHAHIE - HEEH THELRTE4H ' &
FEHEREHEF I - SHOARTHREBRB I T EAR
(social engineering attack) -

B EehlskE BT P& MIB-11 Community object & -
MAEAKESL AP %48 location name * R P R BB
A - AFMAREELERERD -

Bk Tk MR P T -

Cisco I0S 11.0: Cisco Upgrade I0S 11.0(22a)

Cisco I0S 11.1CT: Cisco Upgrade ICS 12.0(11)ST2

Cisco I0S 11.1CC: Cisco Upgrade I0S 11. 1(36)CC1

Cisco I0S 11.1CA: Cisco Upgrade I0S 11.1(36)CAl

Cisco I0S 11.1AA: Cisco Upgrade I0S 12. 1(T)

Cisco I0S 11.1: Cisco Upgrade I0S 11.1(24a)

Cisco I0S 11.2WA3: Cisco Upgrade I0S 12.0(10)¥W(18b)
Cisco Upgrade I0S 12.0(13)¥5(19b)

Cisco 10S 11.25A: Cisco Upgrade I0S 12. 0(5)WC

Cisco I0S 11.2P: Cisco Upgrade I0S 11.2(25a)P

Cisco 10S 11.2GS: Cisco Upgrade I0S 12.0(15)81

Cisco 10S 11.2BC: Cisco Upgrade I0S 12.1(7)

Cisco I0S 11.2(9)XA: Cisco Upgrade 10S 11.2(9)XAl

Cisco [0S 11, 2(4)XA: Cisco Upgrade 10S 11.2(25a)P

Cisco [0S 11.3WA4: Cisco Upgrade 10S 12. 0C10)W(18b)
Cisco Upgrade I10S 12.0(13)W5(19b)

Cisco 10S 11.3T: Cisco Upgrade I0S 11.3(11b)T1

Cisco 10S 11.3NA: Cisco Upgrade I0S 12.1(7)

Cisco [0S I1.3MA: Cisco Upgrade IOS 11.3(1)MAS

Cisco I0S 11.3DB: Cisco Upgrade I10S 12. 1(4)DBI

Cisco 10S 11.3DA: Cisco Upgrade I0S 12. 1(5)DAl

Cisco 10S 11.3AA: Cisco Upgrade I0S 11.3(11a)AA

Cisco 10S 11.3(2)XA: Cisco Upgrade I0S 11.3(11b)T1

Cisco 10S 11.3: Cisco Upgrade 10S 11.3(11b)

Cisco [0S 12.0XV: Cisco Upgrade 10S 12.1(5)T5

Cisco [0S 12.0XS: Cisco Upgrade 10S 12. 1(5c)E8

Cisco 10S 12.0XR: Cisco Upgrade I0S 12.1¢(5)T5

Cisco 10S 12.0XQ: Cisco Upgrade I0S 12.1(T)

Cisco I0S 12, 0XM: Cisco Upgrade I0S 12.1(T)
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Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco
Cisco
Cisco
Cisco
Cisco
Cisco

Cisco
Cisco
Cisco

Cisco
Cisco
Cisco
Cisco
Cisco

10§ 12. 0XL

[0S
10S
I0S
108
[0S
[0S
[0S

108
105
10S
I0S
[0S
[0S

[0S
0§
I0S

10S
I0S
[0S
10§
10S

12.
12.
12.
12.
12.
12.
12.

12.
12.
12.
12.
12.
12.

0XK:
0XI:
0XI:
0XH:
0XG:
0XF:
0XE:

0XD:
0XC:
0XB:
0XA:
OWT:
0ws:

Cisco Upgrade 10S 12.1(5)T5

Cisco Upgrade I0S 12.0(7)XK4

Cisco Upgrade I0S 12.1(7)

Cisco Upgrade I0S 12. 1(T)

Cisco Upgrade I0S 12. 0(4)XH5

Cisco Upgrade I0S 12.1(7)

Cisco Upgrade I0S 12. 1(7)

Cisco Upgrade I0S 12. 0(4)XH5
Cisco Upgrade 10S 12.1(5¢c)ES

Cisco Upgrade I0S 12.1(7)

Cisco Upgrade I0S 12.1(T)

Cisco Upgrade I0S 12.1(T)

Cisco Upgrade 10S 12.1(T)

Cisco Upgrade I0S 12.0(13)WT6(1)

Cisco Upgrade I0S 12.0{10)W5(18f)

Cisco Upgrade I0S 12.0C(10)W5(18)
Cisco Upgrade 10S 12.0(13)W5(19>
Cisco Upgrade 10S 12. 0{13)¥5(19c)
Cisco Upgrade [0S 12. 0(10)W5(18e)

12.0T: Cisco Upgrade 10S 12.1(7)

12
12

12
12
12
12
12

.08X: Cisco Upgrade I0S 12. 1(5¢)E8
.0ST and Cisco 10S 12.0SL:

Cisco Upgrade I0S 12.0¢14)SL1

Cisco Upgrade 10S 12. 1(5¢)EB
.0SC: Cisco Upgrade I0S 12.0(15)8Cl1
.08: Cisco Upgrade I0S 12.0(1538Cl1
.0DC: Cisco Upgrade 10S 12.1(4)DC2
.0DB: Cisco Upgrade I0S 12.1(4)DC2
.0DA and Cisco I0S 12.0:

Cisco Upgrade I0S 12.0(8)

Cisco Upgrade I0S 12.0(16)

5 EH

CAN-2001-0711
http://www. securityfocus. com/bid/2427
http://www. safermag. com’html/safer35/alerts/54. html
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3.1.21. Cisco PIX Passive Mode FTP Internal Address Disclosure i&:Fl

P LHE

Cisco PIX Passive Mode FTP Internal Address Disclosure &
.ﬂﬂ

LHER %

- (Cisco PIX Firewall 5.0(3)
- Cisco PIX Firewall 4.2(5)
- (Cisco PIX Firewall 4.2(4)

BEEHL

Cisco PIX & Cisco 2-3) 8y firewall £ - TS LKA
ATk E PIX B8 PIX ayesd R & M3 ftp server
& IP address' #& & &7 — =k &) {tp session i ) $ =k 49 PASV
[Paddress R4 EX A - BTEEPMAEFETER
HRYE -

| Lift:RAEER2EA “fixup protocol ftp [protnum]” 34 -

#®EA “no fixup protocol ftp” -+ #4= PIX L& fixup FTP
protocol #zhsEM4E - “fixup protocol ftp 21" #4 & —
18 Cisco Secure PIX Firewall & @%@ -

LR RCES €358 client %R FIP passive #3 » MR
#4# inbound FTP B&F% - M4 “fixup protocol ftp 217 34
A E % Outbond FTP R4E#H E ¥ ¥4F » & passive FIP E
wEiEE -

Cisco PIX Firewal 5.1(1) BRAH £ 2B R EE -

$EFH |

http://www. netsys. com/Tirewalls/firewalls-2000-03/msg00472. htm!
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| Flaw of the Implementation or specification (¥4 %Mt Lershk) |

3.1.22. Cisco Catalyst 2900 VLAN :&:Rl

BILLH Cisco Catalyst 2900 VLAN &:A
SE¥ A4 | - Cisco Catalyst WS-C2924M-XL
- Cisco I10S 11. 2. 8845
59 L3 EA 802 lg M eyt $HEA A Cisco Catalyst

switches #9 VLAN E -
VIANHEYHARERETE Switche AN BB+ R ER
&5 LAN (VLAN ) » 18 Switch & port =T o & % &4 — 48 VLAN -
4 CiscoCatalyst 9 VLAN & ¥ 154 OSI &9 2 — & - p7 24 VLAN
6 B T LUBIGIEN layer 3 a0 (ZoB b B )- L TL
WAk VIANS s THE R L E— switch b » T LUE R E $ 48
(trunk) #& R ey switch £ - & T sdf VLAN £ trunk 2244
L&y % F 0 ethernet frame €4% trunking protocol &##
R » @ CiscofE A 8 C.&J48# trunking protocol - {2 &4
1R XM 802. 1q 2% - mABMEEA 802. 1q &
trunking # R -

#£ AL 802, 1q 4 ethernet frame L34 7 —18 tag* & F
frame /B 48 VLAN > B 444 & switches P55 - #£3]
&) switch #& =T LA £ ok 94 ot frame 1R 2| sk 8y VLAN 32 » £
Cisco802. 1g 89 %46 L * &M 4bytes #1 &AL A" 0x 8000 0n
nn" &4 X - £ ¥ nnn & VLAN #9383 F - tag 4845 A ethernet
frame & source MAC address 2 % - 44— {88 % VLANL &
ethernet frame # A switch # 4 4F tag "80 00 00 04" -
802. 1q frame #£ switch trunk Fl /R - 2R 1% £ %]i% B 42 switch
port A dg {8 @ tag -

LR REF  BAER Sniffer Prov2 RA4L EBES
VLAN identifiers &5 802. 1q frame @ X # £ B3 # % VLAN =
51 & frame -

HFrEREBEHEAT > A TRER F—8 VLAN A
frame KB hop B A4 —E VIAN @ B R —ASE EFnE

100




§ 140 23818 VLAN # security L a4 Fe93%- 2 BRI Cisco
AR RPRAEETFESMATREA802. lqRABERRE
Hf 518 YLAN 69 K 4E E -

#LHE 4 ports oM &3R8 trunk port ¢ <& A4S KE&—1B VLAN

B R ¥ b switch k& non-trunk perts £ trunk port
#EE A8 VLAN A THIBRA — B eifey 802. g4
#253 AiE 4k non-trunk ports @ R EIFERIERE S b

switch L& VLAN -

f#)4=  VLANI A switchl _k#jports1-12 :VLANZ A switchl
+ #yports 13-23 0 K4 A port 24 £ 4% trunk port - 8
switch 2 844 R - BRA switch 2 L 1-I2 BRARHES
VLAN 1 48 B +13-23 A &% VLANZ R4 H - £ B4R A port2d
Poswitch | 8- BB 1 & A switch 1 #hport 1 - &S
2 %8 4 switch? & port 13 ¢

HATLLH T RIEAEE 802 Iqg4ES

Source MAC =Machine 1 Destination MAC = Machine 2 VLAN ID
= VLAN 2 ...

EEEREAE I HE KRR EMEL-

EfE g AT PP

1. % =T LAk oy 3508 P 28 8 A 3L 4 VLAN -
2. WA F sh— 18 $ 34y switch -

3. H&H T ul4oiE B 4E# B e MAC address »

B Ak

PREZRARSOZERS KA REAZEVIAN AN -8
VLAN AT AR — B3 @ E&aF X - T U B R Efo
- EXEIFXARELHEBT 2GR -

fo R FEE4E A VLAN #4%) - 24 % trunking ports &% He—
&7 VLAN &% -

SR b

CAN-1895-1129
http://www. securityfocus. com/bid/615
http://www. safermag. com/html/saferl¥/alerts/46. html
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3.1.23. Cisco 10S TCP Initial Sequence Number :&:F

555 % 8

Cisco I0S TCP Initial Sequence Number &R

LHER G

- Cisco #& # 800, 1000, 1005, 1400, 1600, 1700, 2500,
2600, 3600, MC3810, 4000, 4500, 4700, 6200, 6400 NRP,
6400 NSP % 7|

- ubr900 and ubr920 universal K35 & £

- Catalyst 2900 ATM, 2900XL, 2948g, 3500XL, 4232, 4840g,
5000 RSFC %4kt # 7

- Access #AR 3 5200, 5300, 5800 % 7

- Catalyst 6000 MSM, 6000 Hybrid Mode, 6000 Native Mode,
6000 Supervisor Module, Catalyst ATM Blade

- Cisco #% & % RSM, 7000, 7010, 7100, 7200, ubr7200,
7500, 10000 ESR, and 12000 GSR % 7|

- DistributedDirector

- Catalyst 8510CSR, 8510MSR, 8540CSR, 8540MSR % iik %
|

LR LR R

HTHEHEHMEESTHEH. - Transmission Control
Protocol (TCP) {# A —i& & # F 4k TCP Sequence
numbers @ BT EMAELIH THOFEFFHETH
FEAE - AT EHTETRAEHEE  A—%
HE ok Fis - |

TCP sequence numbers & —18 32-bit ¥$—3& & 0 £
4,294, 967,285 {53E | HAMLAEM ML FEEL
# Initial Sequence Number (ISN) - ISN {& BE##e
ARG o R BEIE IS E'H
Z 1§ Sequence Number —~HAAREEEEL - A T#EE
HoFuwRagtf Y RExakn 0 BAZRES
—4{B window - Squence Number #&y#@E - R
He %4 windov @A akus - $ERHEFH
EH#EHRHF IP B [P » EH#pRBHEEEFE
&13biffEE - @ iEskay Sequence Number t4985i%2 - 3%
Wk it a -

B EERER —EEETHFAFAEATE 0 EEAHTHE

102




FAEHER » CRAURARF A TBEBERBAT
&y Sequence Number - = %#r ISN RA#EAMMEE
RIBFR AL LY F RE 2 MM Sequence Number &
B AR HE AR EFETRAREETY
sequence number @' WHEARFTUZBRLZHRFIAR
MPeyiEsE o HTBAEMEAEFE ISN LRERK
HiBEE L R -

¥ Cisco MEBAAL ISN HBRBFHMM > UAET
AR AR A S ALEE -

3 Baisey 10S » BRAEMMARSME + HEEF Cisco
wEHM TR http://www. cisco. com/

% FH CVE-2001-0288
http://www. cisco. com/warp/public/707/
10s-tcp-isn-random-pub. shtml
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3.1.24, Cisco Web Cache Control Protocol Router i&:F

LER R

Cisco Web Cache Control Protocol Router &R

TEER K

- Cisco I0S 11.2(P)

- Cisco 10S 11.2(10)P
- Cisco I0S 11.1{14)CA
- Cisco I0S 11.1

- Cisco I0S 11.1CC

B35 HL

Cisco Cache Engine £ & #H#E M HTTP B WA 8 > Rt —
transparent caching &##] - Cache Engine # M Cisco £ 8 &
Web Cache Control Protocol (WCCP) 2k $1 3% % 4545 Cisco router
%18 - % s —18 Cache service MR E » 3 & router &
4% HITP traffic ##%| Cache Engine & -

BRACEEBEEAREARAZTH HEEREEEENRES
BWCCP 2R WCCP R B 2 F R34 % - EITHRBTHTHE &
# Cache Engines & router #% €488 — 8% 5 4 549 WCCP
hello #f &6y £#45 —18 cache engine * B4 HITP ez
# E R TRET B EaE A FS Web traffic #é mEBIEK
tyrouter » BABELBERAZEXRARRLBIBEE LA
3% router =

iEAE LT Li4E A access lists R & WCCP traffic #3Ei54E
XM B iEiE S router  Cisco AU &RAR &1 R
hash-based #2545 R 2L & WCCP &y igsFsk & -

iRk

WCCP & 364 UDP port 2048 - T 1l 4t & 52 WCCP # router # & 4%
v kB 0 B84 port2048 & UDP traffic - 3897 LAy £ 2L
# 3% WOCP traffic ¥/ router - 3 44i% Eskay traffic - #&
BREHAIERAH 32 E port 2048 - A ATH & router
TR GEEH AKX ulticast #H & - TRAEZSIE WP &
router k- # &53% £ inbound access list # A access list

H b Bim B4 -

CAN-1999-1175

104




http://www. ciac. org/ciac/bul letins/1-054. shtml
http://bugtraq. inet-one. com/dir. 1998-05/msg00143. html
http;//www. codetalker. com/advisories/misc/cisco880513, himl

http://cert, uni-stuttgart. de/archive/win-sec-ssc/1598/05/msg00007, html
http://www. cisco. com/warp/public/770/wccpauth-pub. shtml
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3.1.25. Cisco CVCO-4k Remote Username and Password Retrieval &R

ax £ 4% | Cisco CVCO-4k Remote Username and Password Retrieval &iF

5% % | - Cisco Virtual Central Office 4000 (VCO/4K)} 5.1.3 &g+

# IR A '

BREE | TemA LSNP EFEN D LEHERZATSLARES
substitutioncipher RAcE 8 B 5 HHHER  LHBEEE -
HREEERAFIAMNAERFLRAATS LRI SHHEMR
AR ERRE -

BEFE| R ARE LSNP A LERSEME 2 FERFERE  #$54
BERBEFHES -

HAamE

Cisco Virtual Central Office 4000 (VCO/4K) 5.1.4
W TR | cisco CVCD_dk. pl
& %4 | CAN-2000-0935

http://www. nipc. gov/cybernotes/2000/cyberissue2000-22. pdf
http://www. securityfocus. com/bid/ 1885
http://xforce. 1ss. net/static/5425. php
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| Lost Access Control ( Access Control % ) |

3.1.26. Cisco Catalyst Enable Password Bypass &R

Y5 AR

Cisco Catalyst Enable Password Bypass &R

LXER S

- Cisco Catalyst 4000 5.4.1
~ Cisco Catalyst 5000 5.4.1
- Cisco Catalyst 5500 5.4.1
- Cisco Catalyst 6000 5.4.1
- Cisco Catalyst 6500 5.4.1

AL

XAk ey Ciscolatalyst r — B E T Ll access HME T &
ERETURA B AT M E]  ‘enable mode’ MR iTE
4+ — 8 enable mode Bx4¥+ 3L A & 7T LU conf iguration mode
¥ RATRBBIH T E R -

FAEERAT A local 3% ik telnet 8 -

BRI %

WE cisco B HBMEE - BHFRS telnet EH LR EHIL
R o HEARTHFEMRS] telnet 48

set ip permit <address> <mask> telnet

set ip permit enable
PLIE S HIER AT LA £ permit DA RN -

¥R

W#EH telnet client X BT LEARFE

e il

CVE-2000-0267

http://www. securiteam. con/securitynews/5VQ0B000GO. htm!
http://www. safermag. con/html/safer24/advisories/09. html
http://www. cisco. com/warp/public/707/catos-enahle-bypass-pub. shiml

http://www. clac, org/ciac/bul letins/k-034. shtml
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3. 1. 27.

Cisco Gigabit Switch Router ACL Bypass &/

Ui i

Cisco Gigabit Switch Router ACL Bypass i&:iE

THEEA

- Cisco Gigabit Switch Router 12016
- Cisco Gigabit Switch Router 12012
- Cisco Gigabit Switch Router 12008
~ Cisco [0S 12,1, Cisco I0S 12.0.7 , Cisco I0S 12.0.6 -
- Cisco 1I0S 12.0.5

- Cisco 10§ 12.0.4

- Cisco 10§ 12.0.3

- Cisco 10S 12.0.2

- Cisco 10§ 12,0.1

- Cisco I0S 12.0

- Cisco I0S 11.3.1

- Cisco I0S 11.3

- Cisco I0S 11.2.8

~ Cisco I0S 11.2.10

- Cisco I0S 11.2P

- Cisco 10S 11.2

B RLiF ik

Cisco Gigabit Switch Routers (GSRs) - $1#% ¥ i #y Fast
Ethernet/Gigabit Ethernet @%+ —4&E 8 » #4845 ACLs 8
RIRMENFE - EROPFBTHKE S ACLs FE'L%'PF TmE LR
B o A TA T A & A A £ 8 target GSR interface 2@ i
BB FHD0S REM Ty ACLs A T RIELHLIE
HREZHEOHERNT L - EABBEFLEN S Fast
Ethernet/Gigabit Ethernet network interface cards
Gigabit Switch Routers —#e{t A > BPsb A2 M E YN T -

GSRs Lri& & -F 11.2 &9 10S #5sk & & sk A 24 -

BRK &

Fha ey 10S BT AR A
* CISCO 10S 11.2(19)GS0. 2
* CISCO I0S 12.0(8.0.2)8
* CISCO 108 12.0(7)Sl1

* CISCO 10S 12.0(7.4)S

* CISCO 10S 12.0(8.3)SC
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* CISCO [0S 12.0(7)8C

Py

CVE-2000-0700
http://www. safermag. con/html/safer28/advisories/85. html

http://www. securityfocus. com/bid/1541
http://www. nipc. gov/cybernotes/2000/cyberissue2000-16. pdf
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3.1.28. Cisco I0S CHAP Authentication &R

FARLE Cisco I0S CHAP Authentication &

ZHEAH | - Cisco [0S 9.1
- Cisco 10S 11.2P
-~ Cisco 10S 11.2
- Cisco I0S 11.1
- Cisco I0OS 1.0
- Cisco [0S 10.3
- Cisco T0S/700 4.1

R EE W F M Cisco advisory » "classic” cisco 10S k2 rr &
(1# M £ Cisconon-switch & &89 ¥ 8 > & AGS/AGS+/CGS/MGS,
CS-500 & SsRF| AN K FH 1000 - 2R K 6,4 Catalyst
switches & Txx 9xx % %) router » £ PPPCHAP $288 L ¥ E & &
HETLOIRFC-ERIEFETETA A iR e o 85T 008
## CHAP 3238 > Xt PPP B F 2 AR BE -
A8 B &9 55 B 75 e Cisco 10S/700 $:42(the software
used on 7xX routers).
— {8 i35 & 2| 69 42 X 3367 T sl A2 — 18 unauthorized PPP
connection #|—EELHEES 2R L BAZ CHAP 28 T
THEEFBRT RS -
- BREEMAENEE
- ¥ PPP/CHAP implementation source code H 52X thich -
- e R REBHERE -
RARG AR Y ER  RiBEe) PPP/CHAP TV 855415 178 55
B MG LR TR R A WA A -

5 = IS B REMARRBLEARE -

I0S/700 =T A & 1 F #I3% € B 4k

~i# & router $HME{TiE B R IR QAR 0 L F T e ISDN
switch & » & relying on callerID B A callerid set ,
callidreceive set <4 -

-Router £ % 45% 73835 A 49 callsy T 244 A ppp secret
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client 44 R% % CHAP secret » T — BRI 8" garbage”
1 -

~ #f router ¥R E AR E) & CHAP secret » 35T 244# A ppp
secret clent #74 ppp secret host $r4 > 2 EXM@AAF X 8k
£ Txx 47 L& - BAE%classic Cisco 10S R % %3k
# &4y CHAP secret -

kAR — IF AT MBS L A -

£ RH CVE-1899-0160 .
http://www. cisco. com/warp/public/770/chapvuln—pub. shtml
http://www. ciac. org/ciac/bulletins/i-002a. shtml
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3.1.29. Cisco I0S Extended Access List Failure i&i#

HILAE Cisco 10S Extended Access List Failure i&F
B As | - Cisco I0S 12, 1(4)
[ 3% £l A2 [0S 12. x ik » k4 extended access control 1ists
F e rules AR FHEBAT  BREFHABFTUHLBALY
&) network services ° BARMAPAMERGAEE -
RRIRF WHAREH ARSI TEBRAE:
- Cisco 108 12.0.7(T)
- Cisco I0S 12. 1(2)E1
2% F# http://www. securityfocus. con/bid/1880

http://www. safermag. com/html/safer30/alerts/22. html




3. 1. 30.

Cisco [0S Software Input Access List Leakage with NAT

L

Cisco 10S Software Input Access List Leakage with NAT

LHEA

- Cisco 10S 12.0.2XG, Cisco 10S 12.0.2XF
- Cisco 10S 12.0.2XD

- Cisco I0S 12.0.2XC

- Cisco 10S 12.0.1XE, Cisco I0S 12.0.1XB
- Cisco I0S 12.0. 1XA3

- Cisco I0S 12.0.1W

- Cisco 10S 12.0T

- Cisco I0S 12.0S

- Cisco 10S 12. (DB

- Cisco I0S 12.0

XA

— He e Al 69 288 bugs W NAT - BA XL 12.0 [0S A A#RF
&y Cisco routerinput access list &R B - ¥HIFHAMN
Y (84 12.0,12.08 £ 12. 0T fpf H X LI A B2 F &4
12.0(4), 12(4)S #2 12. 0(4)T g £ # 12, O releases )  3E 12.0
# release R HE -

B E input access list filter 78 ¥ 2k NAT & 2 vfig48 80
st SHEREEZLEIERE - ®mIAH NMT REHRERTR
FRLRALE - ‘ |
BHEARSE - AENRLERAY  ®RE > R RigdiHaT
fehpREsA e Y EARBYGHe c BEMAELAOREE
wEEEE RBERE ERARATELAFAEAHBIHELE
PHREENRE - BALVERBHARPRAHEELBATY
B B MBS R B R A4 12,0 - based MRAS NAT 2R
input access lists =

BEERATUEFEEEAEFRMALSEERY B —E2E
HE - B BETRAREHI Ak EHBEBERBER
St - FESEMHEHNGOT A » H5 R4 - AR LR A%
FEET A oHBIREMEE  RAEPEQARR - ERAFR
—ibimdf g foi RAEE B GH - AR AT 5 #IRA
Pt R iR gt
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ik ik

ST IS B RARBLEM ioput access list RA2
R TERNMTHEE  XFEATHOBRSII TR TETRE
FNAT #o @ H i - B EHAFE S SR RO RRE LR
EoMUBEAL THBRBEERTAMTALERLES -

514 %43 reload #% & router T £ & -

4 A0

http://www. securiteam. com/exploits/ZHUQIQAQOS. html
http://www. codetalker. com/advisories/misc/cisco-990413. html
http://cert. uni-stuttgart. de/archive/win-sec-ssc/1999/04/msg00001. html
http://www. ciac. org/ciac/bulletins/ j-041. shtml
http://www. cisco. com/warp/public/T770/1osnatacl-pub. shtml
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3. 1.31.

Cisco I10S Established Access Keyword &R

BAEAE

Cisco 10S Established Access Keyword i&:F

LHER
4

- Cisco I0S 11.2

R

1= Cisco 12000 # #)& Gigabit switch router Ess R R K
Cisco [0S Me AU MBHBANERHHEL - ERARELER
32 access-list statement ¥ &) keyword L& 4 T 4483 -

AP EE Y ¥ ciscogigabit Switch router + &3 Cisco [0S
release 11, 2(14)GS2 #} 11.2(15)GS3 - @M B A
11.2(15)GSh vl ig e pR AFEH T -

%+ % &4 B8 router $U4TE] T 5 4r 455 ¢
access-list 101 permit tcp any any established

established keyword # &k 254 » i34 ¥ 3 GSR #£ 4 M ev 8@
BEgmAga TCP # 6 > mARBEL accesslist &y eymel
*—FR*’IQJ‘L% ®

RrFiE

Upgrade to Cisco I0S release 11.2(15)GS5 or later.

5ERH

CVE-1999-0775

http://www. securiteam. com/exploits/2CVQZQAQPK. himl
http://www. cisco. con/warp/public/770/iosgsracl-pub. shtml
http://www. safermag. com’html/saferl4/advisories/16. htm!
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3.2 Lucent & %

| Denial of Service (i %% |

d.2.1. Ascend Max UDP Port &R

(1) 14 Ascend Max UDP Port &R

%%% 4% | - Lucent Acsend MAX Router 5.0
- Lucent Acsend MAX Router 4.0
- Lucent Acsend MAX Router 3.0
- Lucent Acsend MAX Router 2.0
- Lucent Acsend MAX Router 1.0
- Lucent Ascend Pipeline Router 6.0
- Lucent Ascend Pipeline Router 5.0
- Lucent Ascend Pipeline Router 4.0
- Lucent Ascend Pipeline Router 3.0
- Lucent Ascend Pipeline Router 2.0
Lucent Ascend Pipeline Router 1.0
- Lucent Ascend TNT Router 2.0
- Lucent Ascend TNT Router 1.0

LED =N ¥ & Ascends(Lucent) #ds B ey iR A48 port 9 (UDP
Discard ) > # Ascends #HI4t® & T B # MAX # Pipeline
B3 o BHA MAX # Pipeline 38 & B8 5H — @554
AAcehst a4 UDP port 9 REARMAAL R MR EE > FALL
AEEFHTe—BEMEIRVOH LEEMEE Port >
HEPTELESEEIRAN MAX & Pipeline 385 BY#E T /£

Ak ik WHRB] T F PR AT A ER -

- Lucent Acsend MAX Router 5. 0apd8

- Lucent Ascend Pipeline Router 6.0.2
- Lucent Ascend TNT Router 2.0.3

¥R AscendPort9. pl

3% T CVE-1999-0060
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http://www. securityfocus. com/bid/ 714
http://www. pgp. com/research/covert/advisories/026. asp

http://waw. insecure. org/sploits/ascend. router. insecurities. html
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3.2.2. Lucent Postmaster DOS &R

B

Lucent Postmaster DOS & F

RHE R &

- Lucent Portmaster 3.0
- Lucent Portmaster 2.0
- Lucent Portmaster 1.0

BREE

Portmaster & Lucent #4F-3#y— 4388 H - LTk
Livingston Ensterprises » & —EfAET XA ¥ W B - wwRik
2@ et T # Portmaster B85 % L& telnet
port, FREGMAFEMA- TR EHMELE UM FE Y a9k
&

WRESAMAFEF B FRA telnet port &
Livingston Portmaster 2 , Portmaster 3 #» Office Router
27 > BB HBEMRILERETS TR EMAKSD
BuMAEgaykiE - #M direct console % console
port RAM &SR EREA L4k TCPport R &% 5 iR
HE -

wB LA

PortmasterDOS, pl

AR &

AT Z@FETA L bR » sbFET R EAER ¢

1 - ##HBE ComlS 3.7 (FE4FFEMEFE)

2 - BB LAABEHEEX (FELBAHONERS
%)

3 - T ‘“settelnet (0" #54 M+ portmaster & telnet %
Bz

BEHOLMBAF &

BT RM5iE portmaster RF A A LR EZ R EHBEK
Fig o B—BBEFEXZMRSTHR Portnaster &) 483,
(HLEToAGT)  $EHFELR4|THR Portmaster
MR E GEEELTaRAHF) -

#F 1
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AL -
¥ R @52 A 192.168.10.2
x {& A &M PPP/SLIP #i& (2 & # PortMaster 4
rlogin/telnet &5&4%)
WREFE
add filter etherscreen
set filter etherscreen 1 permit 192.168.10.2/32
192. 168. 10. 33/32
set filter etherscreen 2 deny 0. 0. 0. 0/0 192, 168. 10. 33/32
set filter etherscreen 3 permit 0.0,0.0/0 0.0.0.0/0
set ether0 ifilter etherscreen

f#]F 2 :
L) 3
* FIETHE 0 192.168.1.0/24
% Portmaster BABSEBHBBSRLIRGEFR
192. 168. 10. 0/24
* Portmaster R @& ¥ PPP/SLIP i#i%
mEFE
add filter etherscreen
set filter etherscreen | permit 192.168.10.0/24
192. 168. 10, 33/32
set filter etherscreen 2 permit 192.168.1.0/24
192. 168. 10. 33/32
set filter etherscreen 3 deny 0.0, 0.0/0 192. 168. 10. 33/32
set filter etherscreen 4 permit 0.0.0.0/0 0.0.0.0/0

7 F 3:
AR -
¥ 3 EAe 0 192.168.1.0/24
% Portmaster MAZFLEHBHRELIRHETR
192. 168. 10. 0/24
* 192.168.1. 10 & shell host Mk K
Portmaster #if > &K s #E M telnet port
#i&( Telnet port & A 23)
¥ RREAGEREEE T telnet & rlogin £
B
WKk
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add filter etherscreen

set filter etherscreen 1 deny 196.168.1.10/32

192, 168. 10. 33/32 tcp dst eq 23

set filter etherscreen 2 permit 192.168.1.0/24

192. 168. 10. 33/32

set filter etherscreen 3 permit 192.168.10.0/24

192. 168.10. 33/32

set filter etherscreen 4 deny 0. 0. 0. 0/0 192. 168, 10. 33/32
tcp dst eq 23

set filter etherscreen 5 permit 0.0.0.0/0

192. 168. 10. 33/32 tcp established

set filter etherscreen 6 deny 0. 0. 0. 0/0 192. 168. 10. 33/32
set filter etherscreen 7 permit 0.0.0.0/0 0.0.0.0/0

THBFEERRTEEUTEHE:

1 - »34H Dey# 8% portnaster 89 telnet port #id
(2% Portmaster :BEA& Tt ¥ B EHeyi#k £14F routing
&8 1%)

2 - AN%EREGERTUR Portmaster il

3 - s H4# Portmaster 3% Portmaster %if

4 - BIHAAT AT H A8 AN

5 - AFEIFHERBEANRM

6 - BB AEANRN

®ESBAT L
BB A FEL Com0S3. 7T A - ARLEMBRAETNERE
TR R




I Flaw of the Implementation or specification { ®4E&#M& Latsr k) ]

3.2.3. ey Initial TCP Sequence Number &R

HI LA

TR Initial TCP Sequence Number i&if

2EERS

- Lucent Com0S 3.7

SR

Lucent Portmaster #%# TCP 127 z #3417 sequence
number - iEERFMEEFREN AR FH A TCP sequence &
BARAE - HARAREHFAZITARER THRERH LB
% Q

iR F ik

B TE SRR RN LA TR BIR R — 8R4 1E A &K
RTHEEERER - BpfE—18 TCP R K EMAMRME
HiBéy sequence number JRA - A L FaiEE - b
sequence number (Initial Sequence Number) & 4 8 &:E4%
—{E#&h 32 bit #9# sequence number - FA R &£ 32
bit clock =4 & 4 MFEERA bit #h » BEad
Sequence Number #&# 4.55 LEFRFEE—R - aA KR
B EEA Y A@RAFE R 424H Maxinum Segnent Lifetime
(MSL) & MSL A4 4.55 /8% sl & 4M-TelfE% ISN &
g e

SR

http://www. guardent. com/A0303122001. htm
http: //www. networkcomputing. com/uni xworld/security/001. txt. html




[an Access Restricted Resource (3F::7H) |

3.2.4. Lucent Orinoco # B35 k%4 AR

593L 4%

Lucent Orinoco 3t F) 48935 Ik 4% 4 2 8UE )

LHELA

- Lucent Orinoco

BRI

ORINOCO A —1{8 Lucent £4HB AL » REEGEBEHE
ERFX  CHHHEMA MBS ( $ETRAdmAR
) FoipESR ( MY -SE S Bty ) -

i HE 1 Oricono KELedsek » BIERHEAERFR
BHHAEEAFRES - BEAXLEYS Oricono HBHHHFR
EHEE > —EM B A ER G EBTARER WEP oF
FiERike) 0 MLEFEXAMAAIRAEAGEEES - &
AR WEP A EF AR — b R T oA R B 4 A%
AZBBRBELHES » FAARASAHERAERETEHTE
B REISAZARLRXAERES -

Bk ik

B HE e EFAGhE  BREFEB/ETRARER WEP
MEF AL o HMW WVEP R R mEHgsd
http://www. 1saac. cs. berkeley. edu/1saac/wep-faq. html

£ BH

http://www. securityfocus. con/cgi-bin/

vulns-item. pl?section=info&id=2538
http://www. securiteam. con/securitynews/5ZP011540G. html
http://www. sublimation, org/security/localarchive/

802. 11/lucent-access-point-vuln. txt




3.2.5. Lucent RADIUS Buffer Overflow i&:f

B LHA

Lucent RADIUS Buffer Overflow & @

THER S

- Lucent RADIUS 2.1-2

LR LR

RADIUS & —1@ client-server WPR @B A% » L 5EH
FHEs R MIEY authentication * HEMERMME - &
EERABMEAR Internet Service Providers ( ISPs ) 49
RIFHIFRMMAE H L4 authentication @ &gEz
802. 11 Hiz#| MAC sbukéy authentication » A B3 %2
MELARERZAFTHBEHBHRYBE -

Lucent RADIUS ® 4 LA —48 Buffer Overflow BRA#L T &

authentication #X#2 & - WRAHNEEABAF ALt
F#E ¢ authentication BX N #EAEMBMANTSE - &
A RERTHE buffer bz LK EMFAFETRSE -

do RACRETAEH 2] RADIUS AR & REEH Tiizssr
FEL RADIUS # 2 FTHRE @ 4o WEIABBEGBRATSE
FobkI © EAAESE radiusd ( RADIUS #IBRER£E ) &
H super user #MR-E#HiTey o

BRR Ty K

Lucent 2-312% #4k##¥ Lucent RADIUS. Lucent RADIUS B
AAMK—4% VALinux A% £ > SimonHorms - ## -
P LAE VA Linux & 8PR35 64 S A0 15 48 42 & 50 T 00 AR 3R 51 1Y
AT -

54 FH

CAN-2001-0534
http://www. securityfocus. com/bid/2989
http://xforce. iss. net/static/6794. php
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3.3 3Com ¥ 5

[ Denial of Service (FREFX¥%) |

3.3.1. 3com Office Connect DSL 241 &R/ F

EREE AR 3com Office Connect DSL 38 & HiRHAE

SHELY | - 3com Office Connect DSL BRAIZE 812 1.1.7
- 3com Office Connect DSL B¥HIZE 804 1.1.7

BEL R Office Connect 812 & —18 3Com AFHEHDSL BHB , @
kiR % DSL $#2#t#4E M - OfficeConnect 812 & — 1B
ADSL 51 ¥ © B#rELe) 4 BTHEH -
R HRNG S ak L Reyrim - A TP &%
-3 FEengRe TP ARBEX AT ABEES
HEH o WREH TR R TR L8

mkAE REE BRI » B-HABERBEZ VAN @y
80 #£ - FBIHHALKLHASL 0 ALRRTURTIEELE
T 7
- 3Com OfficeConnect 812 & 840 1.1.9.4 # 8K

ftp://ftp. 3com. com/pub/of ficeconnect/
ocradsl/bld_1_1_9 4. zip
HELE JcomAds18iZ. ¢
CES L CAN-2001-0740

http://www. securityfocus. com/bid/2721
http://www. safermag. com/html/safer37/dos/13. html
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3.3.2. kmﬂme%mwtﬁﬁﬁﬁ%%é%ﬁﬂ

552 E A4

3com Home Connect SEip#ifdisd ZRF

LB R B

- 3com Home Connect 3CR29223

BRI

Home Connect & 3com &4 RS HFHBEHE - o8
ML ABEHERANGAER -

SN EARSERBRE Y EH —HRFES BB E A ST
XA R - SAAHEHEBEBHEFBARE 80TCP - AR
24 HTTP R mEB iRy - REB LOETERE
TG REH HTTP Bfy - MALZREEAEFR L@t
# 100 bz F &2 HTTP % > # G S£FERAT LA
A & A4 -

L

BEMsBIER Y 80 BB » BARASERFREAEL
BE - ASEHLERCEE 0 ERLBRCHERAER
BREZERELNGHER -

HETE

3comHomeConnect. pl

%4 B#

CAN-2001-0740
http://www. securityfocus. con/bid/2721
http://www. safermag. con/htrl/safer37/dos/13. htul




| Can Access Restricted Resource (38 |

3.3.3. 3com Switches Backdoor &

LER I

Jcom SwitchesBackdoor &R

XA R

- Corebuilder 2500/ 3500/ 6000/ 7000

- SuperStack II 2200/ 2700/ 3900/ 9300

- 3Com LANplex 2500 (rev 7.15) with Version 7. 0. 1-19 - Built
01/17/97 02:41:17 PM

- LinkSwitchh

BBEL

HFh AL X4 FRERE Won & LAN Plex /
Corebuilder Z#&# - T admin, read #o write R =
st » 3Com LAN Plex 7.0.1 #= 8.1.1 pa#% —E% debug
wIE  FREEHA synnet -

Debug #RMMA A FEARKAMURN LA GERZRF NS
FHBHELS - FRALRFREBSAEAZITTRELAFR
B o A Debug tRRETUENENEELKZITHE -
Ao LRI R ERAHEITH ( B8 telnet) » X RKEE
H M ZIAMOIERER -

ZELR

# R telnet client A BH FHARF &

AR

£ M debug/synnet combo BAAXHMAER “RHEFTH" I
S RHUMESHEMARET £ admin MBER B EF U FE -

£ 74

http://spisa. act.uji. es/spi/progs/codigo/exploits/misc/
dcom. switches. routers. undocumented. backdoors. html
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3.3.4. 3com AirConnect &4 PIsEEFRIER

EER P 3com AirConnect & &% R FI3E%& 75 B & R

SHE RS | - Jcom AP-4111

BV %% R AirConnect &4 MFIFEEFEMARTE » ATHEL
BA# %5 Wired Equivalent Privacy ( WEP ) &% - i
BAEFTHRRAESEB LOFRHEA -
FRTH SNMP £ -+ 4 Accesspoint ZF 44483 F &
& AZHTHERF VEP 2
1. IEEE 802.11b MIB: dotl1WEPDefaultKeysTable #2é3
dotl 1WEPDefaul tKeyValue
2. Symbol MIB: apl28bWEPKeyTable 325 apl28bWepKeyValue
23 WEP stz it » — A A R4 e A HTRERA
By Fe RS -

- T B a7E 2002 & 12 A4n 3Com #t#iRAEAE HF LEHE
& + 3Com BtFAAZHEB L —EApBERAEZN -

& 7TH http: //www. 3com. con

http://securitytracker. com/alerts/2001/Jun/1001799. html
http://www. wispa. org/pipermail/
ism-wireless/2001-June/000664, html
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I View or Modify Configuration (fﬁﬁaﬂﬁ.i&%.’%ﬁ?ﬂ”

3.3.5. 3com HiPer Arc Community Name &R

A LR

3com HiPer Arc Community Name &R

LRERGL

~ 3com HiPer Arc 4.1
~ 3com HiPer Arc 4.0

FAREH

#& 3ComHiPer Arc FHE#F# A Pilgrim #XehF - F7F
R R RH TR FS SNMP ER2 49 - A
et HF Ry AR RERER Y- SNNP & community
strings £ =#HMEETH R 24 usrSnmplommAccess &
# &% ek conmunity string - Ao bk B &BRAMA THH
BELTHTELAOEM - REAF2FHEMRZE  HE¥LETU
BITHHE E65i7% (3o | % arp cache) -

Fr# HARC4.0.XX #= HARCA. 1.YY+ YY % 5) » AXE L
R BE o HARC4.2.XX » HARCS.0.XX & 9/1/99 1idg
g9 HARC R ¢ & Z 4L B4R

B TAKEEEMA > JC0M $24 HARC e¢9&Mpsk - 9/1/99
zi#% A HARC RRELATX XA BRANBE - BT
FBEARAES RERRFETRA
1. m4IBE IP & commmity string - RA—fE%K
£ A &4 somp community strings & T
o
2. FEHH ARC &) snmp =##HMR » 2EFE N
(Network Management Card) ¥ Hiper Arc &%
relay - NMC # community string £i#% 3
communi tystring@<entitynum> ( #4e :
public@l6000 » FEA AT £ SNMP 344 Arc
slot 16 M NMC # community string %
public) - k—#X R EA NMC &M 480 ¥
KA L SIMP e tE g 18 -

BA LI LR FERALRT
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® Jcom HiPer Arc 4.2
® 3com HiPer Arc 5.0

£ EH http://%xforce. 1ss. net/alerts/vol-4_num-5. php
#3com-hiper-comm-name

http://www. networkice, com/Advice/Intrusions/
2002013/default. htm

http://www. securityfocus. com/bid/537




| Flaw of the

Implementation or specification (XXM Lessrk) |

3.3.6. 3com Corebuilder & Superstack Il LAN Switch i&®

3com Corebuilder & Superstack Il LAN Switch i&:R

B LA
SEE L | - CoreBuilder 2500/6000/3500
- SuperStack II Switch 2200/3900/9300.
BRI 3Com B L ~L+8 @57 CoreBuilder LAN g fo

SuperStack [ KM EZL|A LT L LHRA - H#HMERERNA
A-BARRRKRAES - ARE lmEFAL PHAENTE
REFE » BIRFBATEEEATUREAZNEGHRE -

B AHAEFERFAREESERELR » —2 Jlon XEMe
ESAEAREAMESER -

BTHEL LEHE » FAPRATOREAEHSEAIHRM -
M ERERRFHES -

CoreBuilder 6000/2500

- %% . debug %% : synnet
CoreBuilder 7000

- &% : tech ¥4% : tech
SuperStack II Switch 2200

- t&R3% : debug & : symnet
SuperStack Il Switch 2700

- &3k : tech ¥ : tech

CoreBuilder 3500 - SuperStack II Switch 3900 2 9300
&F LAHRKAES » PATEEERROTEHELIALY
BE 0 LMRBNEBLEETREIYEH/EL -

1R EEEE 2B 220 SNMP Conmunity String # TR {E 2 A%
FHERE - BiEtkMAEAAE MIB #i@ SNMP X BHER
goeRiE o PREFBERBTREHHS B SHEEs -
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ik ik T &HMie 4 Patch 24 -

£ E#H CAN-1989-1513
http://www. nta-monitor. com/newrisks/ jun98/3com. htm
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3.3.7. 3COM SuperStack Il %i# 1001 &9TR#BIRIEAE HRIA

LEp

3COM SuperStack I ®ig# 1001 &Rk fo FHERA

ZHE RS

- 3COM SuperSwitch II 1000

LR A

3COM SuperSwitch II 1000 FHHE XA NFEA OBEREIAY
WM EFS - FAWRRRA

- monitor

- manager

- securlty

- admin

LA FES T adnin ZATREBRRLHE A
admin W ESHFEAES - GREFBHAF —ARARIHEE
ELENR » BREAAERERZIRABREOEELSEAFLERFE
HRGFR RS EH - £i8 Telnet port A ¥ELETIUEHR
VTI00 fra& & IE g -

HETLR

{# A telnet client K 47 Ll 57k

AR R OT

g VT100 i SWMP HEHEERAEHETH - WEX

SuperStackll Switch 1000 #7R®FH - BEEAMERECA
CHNERETELTURELHETHELEE » HFeREFE
W44 SNMP @& st o

= L

http://the. wiretapped. net/security/info/textfiles/
underground-periodical /up-6. txt
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| Lost Access Control  Access Control %2 ) |

3.3.8. 3com Total Control Filter Bypass &R

BRI LR 3com Total Control Filter Bypass i&:F
SE%¥ 2% | - 3com Total Control NETServer Card 3.7. 24
i3 1% 3+ Total Control Chassis 2 F[A—B&EH#RARE - &

—BAFE—EAFERHE X2 & ISP + Total Control Chassis &
Yo EANRI—4 ISP - FEE—f8 ‘host:’ HEAM4E
TR AR EARAPRITHRREAGEEAKATESA RF
B && - §—18 port #% A “set host prompt” #8§iE -
SR port AAHEFERBELR - ELHFRAEEN €M
regds o BREGFREGAEZANRGRT

> sho filter allowed_hosts

I permit XXX. XXX XXX. 12/24 XXX, XXX. XXX, 161/32 tcp dst eg 539

2 permit XXX XXX, XXX. 12/24 XXX. XXX. XXX, 165/32 tcp dst eq 23

3 permit XXX XXX XXX, 12/24 XX XXX XXX, 106/32 tcp dst eq 23

4 permit XXX. XXX, XXX. 12/24 XXX, XXX. XXX. 168/32 tcp dst eqg 540

5 permit XXX. XXX XXX, 12/24 XXX, XXX. XXX. 168/32 tcp dst eq 23

6 permit XXX. XXX, XXX. 12/24 XXX, XXX XXX. 109/32 tcp dst eq 3030

7 permit XXX. XXX, XXX. 12/24 XXX, XXX, XXX, 109/32 tcp dst eq 3031

8 permit XXX. XXX, XXX.12/24 XXX, XXX XXX. 109/32 tcp dst eq 513

9 deny 0.0.0.0/0 0.0.0.0/0 ip’

Wikfz X4 A "set all ifilter allowed_hosts"

#wigReyE AEFTLE “host:” 1 &#7—18 hostname &
&+ {EirH—18 telnet session F|AA host 4= F :

> sho ses

519 woodnet. wee. wwu woodnet. wee. wwu, Login In ESTABLISHED 4:30

AT EEH syslogs EREBTHAHET R
May 11 08:58:39 XXXXXX remote_access: Packet filter does not exist

User woodnet. wee. wwu. edu access dented -

$# % syslogs # #0357 access denied EAER EE R A
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EL -

B MENSBERALEBREFHEIR , B L Total
Control™ NETServer Card V.34/ISDN {#8 Frame Relay
V3.0. 2 ABRETHRZHEMARNGLE -

LA Kk T #AHrA patch 2 4& -

E S B L CAN-1999-1389
http://www. 1nsecure. org/sploits/
USR. total. control. chassis. html
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3.4 Extreme Networks & & &

[ Denial of Service (faMiX k%) |

3.4.1. Extreme Network # A2 @ ACIREER

PILH

Extreme Network #:A % 9 R 0% 38 iR

THERR

- Allegro RomPager 2.10

Allegro’ s RomPager £ — A& AR @ AFARE » CHRH
HEA LT EFRFBr A - WR IR SRR E -

ERAARLC—AHNSEHVER » ARBEBCYERY -
FHRAEBRRBERALEEABE Th&EEE -

#ut Extreme Networks £ ¥ B3 EC¥ 2.10 22 R4%
FRRSBYE -

W74 %) RomPager 2.20 55 - %3 BE2MBERALHR
MEXZREFHAAT ARETFMa R4 o fTARR L L6
X

http://www. allegrosoft. com
BHEAFKBRARFNERAFAMRBAFTRER -

FEEH

CVE-2000-0470
http;//www. securityfocus. con/bid/1230
http://www. safermag. com/html/safer26/dos/26. htmli
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3.5 Xylan Network ¥ & 5

maw of the Implementation or specification (K4t MAS Lassrk) ]

3.5.1. Xylan-OmniSwitch ftp &R

LER AP Xylan-OmniSwitch ftp &R

%% 4% | - Xylan OmniSwitch

LG k=30 —& Xylan OmniSwitches s #rifish{E A -£# 18 FTP port £
A SR HfoRIF Flash £ B REHER - BAH — 4
ERNERAMES » b | SNMP community name strings ° %
WA 0 RELEEEARZBLL AR EEREMLE R
LB -

¥R £ R fip client ] AT Ll ¥ F %

Rk PR 758ey 1P Ri/k&de FTP port B4 -

£# T H http://packetstorm. decepticons. org/9904-exploits/xylan

.omniswitch. txt

http://www. netspace. org/cgi-bin/wa?AZ=1nd9904adl=bugtr
aq&F=&S=4P=185

http://www. securiteam. com/exploits/ZAUQ3QAQNQ. html
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3.5.2. Xylan-OnmiSwitch-login i&R

XL 24 Xylan-OnmiSwitch-login & ®

%% 2% | - Xylan OmniSwitch

GE 0 —i#k Xylan OmniSwitches A #d#s%#E &£ telnet port
ERAEFTRIA ctr]l FEAEBEANTRE » BAZHR
PR RERIAWMETEMIES » 2ATBI a4 AH Mk
¢ telnetport BAA - A% XylanOmniSwitches £ [E—8%F
Rl RAF—EARE + prolEmrabr g -

HBILR HER telnet client EX BAT L H AR HF

BRI ik MeHlidiEFRe) IP LB -

4 FH http://packetstorm. decepticons. org/9904-exploits/xylan

.omniswitch, txt

http://www. netspace. org/cgi-bin/wa?A2=1nd9904a&L=bugtr
aq&F=&5=LP=185

http://www. securiteam. com/exploits/2AUQ3QAQNQG. him!l
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3.6 Cabletron & &

| Denial of Service (mEFX%L%) |

3.6.1. Cabletron Smart Switch Router ARP Flood DOS &

BALLiA

Cabletron Smart Switch Router ARP Flood DOS &:@

XHER R

- Cabletron Smart Switch Router 8000 firmware 2.x

Fyb Rl

Cabletron’ s Smart Switch Router £—HE—BfF 2 waa
BaPTHREE - B EFFTARRDEYER TR
@ o

Cabletron f5 "% & £ 3R %&£ Smart Switch Router = ARP
& 32i®42 - Smart Switch Router #—#r43 R 42 & 3F 200 ARP
24 - AUARENTREAHHEFARN 200 8 [P 2w
e o AEREFTERSOGIYEMSEESL ARP RER#HE
b B

BEH KBRS ETR ICHP 8 » BERATFTEMELAEESH
“TH4¥ Smart Switch Router -

ﬁ§1E 

A arping M X BT LHARF £

WA F

Firmware 3. x JRAA LERRAGEE » RHRARINENIK
RELEARAEE - TUEZ TR THREMER
http://www. cabletron. com/download/download. cgi?lib=ssr

http://packetstorm. decepticons. org/9911-exploits/
cabletron. ssr.dos. txt
http://www. securiteam. com/exploits/3W5QCR5Q0S. htm]
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| Flaw of the Implementation or specification (T4 &Mt Lehskk) |

3.6.2. C(Cabletron Spectrum Enterprise Manager 5.0 &R

L) I Cabletron Spectrum Enterprise Manager 5.0 &R
X% %% | - Sun Solaris 2.6
- Sun Solaris 2.5.1
- Microsoft Windows NT 4, 0SP5
+ Microsoft Windows NT 4.0
- Microsoft Windows NT 4.0SP4
+ Microsoft Windows NT 4.0
- Microsoft Windows NT 4. 0SP3
+ Microsoft Windows NT 4.0
) T3 2 A $ B P - Cabletron Spectrum Enterprise Manager #
A4 -EHREREE - TLHROETLELORTHE
fMHF—EHTHEEE root HHEBRPAT - AAUTAYEK
AR -EARAXEFNEAZFTURRIEATLERTHREED
mEHX - REZZHK 0 RAETHETER root HHR
MPAT 0 EXRAHBEASTEOER » E¥EFTAS
ERAERTRERAARSKAE X8 -
BRIk

| BB RLEBEE AL 46 Spectrun “FEE" B B

&

A+ 7z o HIErMde Spectro SERVER $2#% Spectrum
FEFENRA - BTRHEHTHEASREEA AR root
AL » BAAMECBAER root FAEMEE - FA#
& > A& Windows NT A4 T -+ 3#H%#k SpectroSERVER
E# AE & Administrator # X -

BT Ll F ik Z b AR AT 8RR 32

1. RE8)d X ATFENEMA Spectrum host &91& A Hk
W HEERTAIHARRYE  wE% FIP » HAW
A ER EL Y Spectrum HERREG—sHE o

2. %% Spectrun B#&HREBHMR ( HEALAME ) - Ho

139




#AETA A group HRRS A%t » AT
Spectro GRAPH 4 4T U#E# Spectrum Bskeii HA
FR Q

%% & Spectrum Enterprise Manager &yodig - £li&t—18
spectrum group # $SPECROOT B &kfvrf# 4 B sk RE @ 4718
€ o $7B $SPECROOT =z set-gid bit F/iH 4 H&RAMH
S EEATREATE group ID > & spectrum: FF
( 2% 47P8 set-gid bit 4 B sk A0 4 & —{B3R4T process
z effectivegroup ID) - wRGFAZESHFHFHRaMEL
e AR LY o —18 umask 02 ( EAFFHEATU
WY e X—ARFAGHE -

%% % Spectrum 45/ FRFeHFIZE - RBARXHE Spectrum
g4t A £ B 4% ( spectrum ) Fo#P#b<T LL#h4T SpectroGRAPH
BERERTUARAASFAMBES spectrun #H & - RAFL
1 A £4##A spectrum B kFoig Koy FHM R and those

users -

M

BT A phRE 54 script ¢
#! /bin/ksh

# configuration - target user and group:
typeset target_user=spectrum
typeset target_group=spectrum

% external commands used by this script:
find=/usr/bin/find

xargs=/usr/bin/xargs
chown=/usr/bin/chown
chmod=/usr/bin/chmod

if cd ${SPECROOT?}
then

else
print -u2 "Could not change to \$SPECROOT directory:
${SPECROOT?}"
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exit 1
fi

t set owner and group of directories and non-setuid files:
${find?} . \( -type d -0 \( -type f ! -perm -4000 \) \)
—print [${xargs?} ${chown?}
${target_user?}:${target_group?}

¥ turn on set-gid and remove write permission for others

on directories:
${find?} . -type d -print |${xargs?} ${chmod?} g+s, o-w

# remove write permission for others on files:
${find?} . -type f -print |${xargs?} ${chmocd?} o-w

¥ remove write permission for group and other on set-uid
files:

${find?} . -type f -perm -4000 -print |${xargs?} ${chmod?}
g-w

# remove write permission for group cn SDPM directory
(where processd resides):
${chmod?} g-w SDPM

exit 0

%45 TH

http://www. securiteam. com/exploits/2BUQERPRFE. html

141




¥mw&E Ciscoig i 1700 ~ 2600 % 7):8]3%,

AHERTHHBERBNBAARSSIAMNTHETAS KLEAFLETH
Z oh o L AF4T# Cisco 1700 2 2600 358 B % FIFESG I AN - RetdleymEsg
BHERARSE LT H -

Bd M

#E—
Cisco 1720 with 15360K/5120K bytes of memory
IOS jr A& Version 12.0(3)T3

HE -
Cisco 2621 with 20480K/4096K bytes of memory
108 p»r & © Version 12.0(5)T1

B GT BE(H5NTR) -

Cisco Router 1700,2600 Yulnerabilities

TargetIP:[ 5 °
" - { 70 '

. Vulnerability description | Sert 2000 Series  (Workaround
I o e

|~ Cisco TOS HTTP Server Query Walnerahility 22 Fuecaronid

|~ Eiseo 108 HTTP Setver Vilrerability [V 777 workaromd

|~ Co's “show® command shows oo much [ 4 workaround
| 7108 HTTF Authorization Vulnerabilits [ [ workaround
[« 108 HTTE Authortzation Vulnerabilite( Show Configuration) < [T warkaround
[ CDP Denial Of Service v | ¥ wakaond

Aack! | reset

B AN G

% — 8 ' Cisco 10S HTTP Server Query Vulnerability

fLIFER B ZH/EP o R A LB G B Web RF L CEEERALEAT
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#| http request :
http://router-ipfanytext?!

SbE% 4 2 K15 B A4k enable password * #i§i8 M EH S BRETH o HLH
FE18 813 AR 4k 4 & $ % enable password 91 B H Ak o A RIAAE P 1700
#2600 473 HB L IOS MAS FLUMAYE - RELRAENUHIR
HEUEEAEYESE -

¥ =18 : Cisco I0S HTTP Server Vulnerability

WEBEERAY  MUESFLARGSG Wb BHL  EEREAFRATS
http request :

htipff<router-ip>/%o%

WeBHSBHRER o ARFRRT - 1700 %2600 2 7% B L 10S A
W ERAKE - M 1700 AP ERRLELT - A rommon K - &
HEMHETREN T2 EHreset~boot » EMBARKASEKAESE - B
2600 5478 & #T AL $ 28 b 38 DAL E AR -

# =18 : Cisco's "show' command shows too much

SLIB R A M — 1 %8 A% » X A enable password # A enable mode > BP
T4 B show access-lists 354 M40 B 3T access-lists 9% » ML > ¥—EE
@16 A &4 Router 447 FRA M7, REFF LR > fldw show ? o BAR
% BE 7 T bL4% Al show access-lists @94 77 » 2 R TRAE A LEHR - HiTF
PliAs

- ship prot

- sh ip ospf dat

- ship eigrp top
LREARESEBAFEETN - ERRBBR 1700 & 2600 % F| R L& I0S
A AA LA -

¥ 935 : [0S HTTP Authorization Vulnerability

AAR AL AL web BB L - AEMMEBREEFEETEALEARTOEN
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router i o —EREEAEFEA TGS

http:fi<device_addres>/levelixx/execi....

EP xx AN 68T » wh FAEBREFTREA web FHHEKX - LR
BIMFHERTREAL S B%THE - £ 2T LEA erase AR 4E flash memory F
BAKIEE - ARRBEARABF 1700 B 2600 2 5% L2 L BYEE -

# % 18 : 10S HTTP Authorization Vulnerability( Show Configuration)
eI PR Bl 0 EH
hitp://<device_address>/levelixxiexec/show%20conf

PP ] A ¥A %M 3B 60 configuration » ZEARFFEM B T 1700 & 2600 £ 7 F
LEHMABE -

# #7378 . CDP Denial Of Service

5% % oy 4 55 i 3 A Z 9 Cisco Discovery Protocol (CDP)# &, » 88 & ¥ B 44
BEEEF ARRARP  EAAREALBU S HE  HARAESELZH
GhiEME RRRB- MG BTHRALEY o RELSE AL CDP AR

data link & - PF il R 42 X 87354 router & switch » FRAS ¥ F R A LAK
AR —EMEET - SRME 1700 8 2600 AR S L AEARYE -

FARAH -BETROSHEEIFAFRT TR FLHBGELXFTRANERR
B AERZHER web N DK telnet TR w FIES b FRARTIE -
AL % 245 Access Control RIBA A A X ERBABRBBATEHHSD  TAHK
# 47t local 348 F aux port R E BB E o &4 Access Control & F EE » F
RBEBLERRG RN B ERARLERS ACL -



# A% Ciscoth i ACL % E

CiscoIOS T EA{E Al Acess lists E#| RR B FLEH AT EEZEFLRE - £ &
4 CiscoRouter F ##FHEXLSMHRE MU LAERAIET %49 Access lists » R
¥ router ERRFFAFR 0 HARBELBIES router AL - UTR
Access list &4 B ik ¢

1. #2# %5 (standard access list) :

access-list access-list-number {deny|permit} source [Source-wildcard]
access-list number ] L 3% access list %K » TTLLIEXHE 1 §) 99 -

Deny {8 & 15Mmtte -
Permit A 3% & 1&# ey Li8B -
Source 534t @84 RFR o (source-wildcard - TIXEA B A F %)

2. M58 E(extended IP access list) :

access-list access-list-number {deny | permit} protoco! source source-wildcard

source-qualifiers destination destination-wildcard destination-qualifiers [ log | log-input]

# ¥ access-list-number T L4 % 100 £ 199 - Protocol T s % F 7] M4t F :
eigrp *  gre » icmp » igmp - igrp 0 ip - ipinip * mnos - ospf : tcp
orudp ° source-qualifiers TUAHRBAMBRFE—FHETRNEE - o5
% port & 34 protocol-specific & F#H -

BhBLERL

5

BLF 35 B 84 R B hofaT1E A B A6 Access Control RAZM A e W
BENTAB L AR DBARALBHARERT A% B LT —FHAL
AR GBELRLENRYE » AXTHREBSE @ TLURBEAROH
& -
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e QLE X0
RS
14.2.6.0/24

Interface Eth 0 Interface Eth 1
14.1.1.204/16 14.2,6.250/24

B— 8% BhSAHhEFah-

B jE Z Router & § thit &,

1. %% Remote Login (Telnet) Service:

AEFEEEE M Telnet RiE4% F router » RBITFRY T4 - &
B4 50 48 /w0 R 32 Access list control » BT 4)-F 88T 4o f7{# B ACL R if 5|

BB

KA ZEF T R RA) 14.2.6.1 Fu 14.2.6.18 & 24 % R # router £ telnet
i MAEMAEATTAY BFREET g TEHATR RN ER -

East(config) ¢ access-list 105 permit hoat 14.2.6.1 any eg 23 log
East{config) ¥ access-list 105 permit tcp host 14.2.6.18 any eg 23 log
Eastlccnfig_}# acoesa-list 105 deny ip any any log

East (configl#4 line vty 0 4

East {config-line}!# access-claas 105 in

East{config-line)# end

2. i%jE SNMP service :

Cisco router 7 2447 F SNMP » R 3Ll $h — @8 ehshie - LT R
F AT LA . 14.2.6.6 98 B ¥11E 4 router B 4F — 1k SNMP &3 -

East(config)# access-list 75 permit host 14.2.6.6

East{config)# smmp-server comminity n3t-manag3m3nt ro 75
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3. &% OSPF service :

% BHE 84115 248 router 2 ] 4 4k % 34 routing table &9 F .+ B
T LA #HIE 46 routing protocol #f— R4 0 RIRBIR 4 Mk sk & HEE]F
He ATFRE—@EAF © & Router North 3K ¢4 14.2.9.0 #3524 %5 &
routing Fi o

North{config) 4 access-list 10 deny 14.2.9.0 0.0.0.255 any
North(config)# access-list 10 permit any

North{config)# router ospf 1

North(config-router)# distribute-1ist 10 out

North(config-router)# end

B 3% 42 :8 Router &3 6,

H B Y50 SRR — ik Access list 4% A 27 4985 3 35,9 — ik b R B 2
8 o 2% UTHENGHFRESHEEE—8 ACL - Bl AT iy
TREREHR > REFRTNBTE0EE ACL R sE3 WAk o

1. IP Address Spoof Protection
1.1 Inbound Traffic

T RS &R TR E N P H a4 &EA (inbound
traffic ) :

East{config) # accesa-liat 100 deny ip 14.2.6.0 0.0.0.255 any log
East(config)# access-1ist 100 deny ip 127.0.0.0 0.255.255.255 any log
East (config)# access-list 100 deny ip 10.0.0.0 0.255.255.255 any log
East (config}# access-list 100 deny ip 172.16.0.0 0.15.255.255 any log
East{config)# accesa-ligt 100 deny ip 192.168.0.0 0.0.255.25%5 any log
East(config)# accees-list 100 deny ip 169.254.0.0 0.0.255.2%5 any log
East(config)# accems-list 100 deny ip host 255.255.255.255 any og
East(configl# access-list 100 permit ip any 14.2.6.0 0.0.0.255
Easti{config)# interface ath(/0

East(config-if)# description "external interfaca®
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East(config-if}# ip addresa 14.1.1.20 255.255.0.0
East(config-if)4 ip access-group 100 in
East(config-if)# exit

East(config) # interface ath0/1

East [config-if)# description "intarnal interface"
East(config-if)# ip address 14.2.6.250 355.255.255.0

East(config-if)# end

£F . pmipses sy IP Ak & 14.2.6.0 © M local host address & 127.x.x.x »
link-local DHCP default address & 169.254.0.0 » {2 9 &) private IP {2t Wt .35 5
J2 3645 ¥ o Btk 81818 ACL & A 4 External interface b -

1.2 Qutbound Traffic

F 8K AN IP source WX R A H N Y » FloAifEg
range % 140.113.33.X 3L R Hi s source IP Fpifdbeh 3t e ifith - stfy ACL
# & F J& router &y internal interface ©

East{config)# no ac¢cesa-list 102

East{config)# access-list 102 permit ip 14.2.6.0 0.0.0.255 any
East{config)# access-liat 102 deny ip any any log
East{config)# interface eth 0/1

East{config-if)# description "“internal intsrfaca"
East{config-if)# ip address 14.2.6.250 255.255.255.0

East{config-if)# ip access-group 102 in

FirECisco BB B LIOS 12T~ EMABHTUARHLIP
address spoof » 1§ 18 # %] = #¢ IP unicast reverse-path forwarding verification - {2
ABFRARNAAE HEREHELE - LEIE R Cisco Router 4 gE# 4 sLIg
g .

Exploits Protection :
BTRENGER ACL RIF L RBBE—EE LG HEF K -
2.1 TCPSYN Attack

FriNAY SYNAttack REBEIH S TR 20 KE AR R
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connection queues 7%k » B REREEFFH TCP 2R > AT REHTE
B

2.2

2.1.1 External Access Blocked

East{config)# access-list 106 permit tcp any 14.2.6.0 0.0.0.255 astablighaed
East{config)# accesa-list 106 deny ip any any log

Easti{config)# interface eth 0/0

East{config-if}# description "axtarnal interface"

East(config-if)# ip access-group 106 in

M ETUMERE SYCflag i T &y sh Rt e b A rh B &
BARGNEEBEY TCP #48  MAAF /IR mEr TCP &4 -

2.1.2 Limiting External Access with TCP Intercept

East{config)# ip tcp intercept 1list 107

Rast{config)¥ access-list 107 permit tcp any 14.2.5.0 0.0.0.255
East{config} # access-1list 107 deny ip any any log

East (configq) # interface eth 0/0

East (config-if) # descripticn "external interfacs~

East (config-if) # ip access-group 107 in

BB E T LA$E £ 4¢ unreachable hosts R #9418 - L Z R A3
reachable &7 sh3f XM AR E I A2 6935 49 i8 4% - & Intercept mode T »
BEERTAYHRPHSMETCPAL AR T ERIBERTH
#& (A Freachable) o R R » FAHFREITEL -

Cisco [OS # Intercept mode ThAE & — ARy i TCPSYN 8 e 4] »
18 M B THAR & 5T BAH BBy L B ER B SYN 2485 A TCP i & ##1) F
AR & -

Land Attack

Frif &9 Land Attack 45 {35 b B2 1 &9 IP 3 & ¥ + source 52 Destination

43 & 348 B] &9 IP 4 hk;Source port 2 Destination port 4% 3 A 48 ] &9 port
WA 0 EAE R & % 3R Denial of Service » $ £ RS d BehE - TH
W LA H]IE R & -

East{config}# access-liat 100 deny ip host 14.1.1.20 host 14.1.1.20 log
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East (config)# access-list 100 permit ip any any

East (config)# interface ethi/0

East (config-if)# description "external interface to 14.1.0.0/16"
East (config-if)# ip addresas 14.1.1.20 255.255.255.0
East{config-if)# ip accesa-group 100 in

East (config-if)# end

East#

2.3 Smurf Attack

LB B R FE - A A K EHi$ source {24k & ICMP Echo request 4
€145 ¥ 18 subnet broadcast f2hl b b B A RAF GB B TG H BB L H
source {1 it =  Echoreply * ot B B A S MBI BRI AT HHE -
-6 ar@RfgROBGEREEEMEGNE 2280 L
broadcast address * WA TF 3% E 18 £ IEE 194.168 W A » 74 destination &
broadcast address(14.2.6.255 #v 14.2.6.0)&541 &, -

East{configl# access-liat 110 deny ip any host 14.2.6.255 log

East(config)# accese-list 110 deny ip any host 14.2.6.0 log

2.4 ICMP Message Types and Traceroute

ICMP AR % A3 8. #4 - oo ping B, ¥4 A 8 ICMP echo #v echo
reply ’ MAEAEX XA L ETHEA 2 L [CP ML R%HhWz
L F 4R - ## Inbound # ICMP #4 & » 34 # % 84 Echo #o redirect 284
TLAMEAT Bk A ok A b b R Ao RS J5 4 0 47T LUy uk Smurd
Attack » &/ ICMP redirect # ¢, - s 8 T o 36 pbei % = #8) routing
table o @ K ab e TCMP $R & AT A B 421188 - 12 F 5% inbound ICMP ACL
Cof R

East{config)# accesas-list 100 deny icup any any echc log
East{config)# access-list 100 deny icmp any any rediract log
Bast{config}4 access-list 100 deny icnp any any mask-rsquest log

East(config)# access-list 100 permit icmp any 14.2.6.0 0.0.0.255

#+# Outbound &5 ICMP %t &, » Echo : Parameter Problem * Packet Too
Big- &% Source Quench i LA RI AR B R 4T > MIE(E L 4bBAR 89 H & Echo
AR B0 4E A 5T 84 ping #h SR 4885 > Parameter Problem % Source Quench
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& € packet R K 4RI HT 20 4E B KA F A - Packet Too Big & # Path
MTU discovery AT A > G440 & & BB HATH o F $) & Outbound [CMP
#HaLay ACL &4 ¢

East{config)# access-lisgt 102 permit icmp any any echo
East(config)# accesa-list 102 permit icmp any any parameater-problem
East (config)# access-list 102 permit iemp any any packet-too-big
East{config)# access-list 102 permit icmp any any scurce-guench

East (config)# access-list 102 deny icmp any any log

FTRERES R traceroute B AR LR T L @B R H
B UDP ## & ) Al F A HIT o 5 oL B o 82 1 0I5 & 88 348

East(config)# access-list 100 deny udp any any rangs 33400 34400 log

# % port 33400 £ 34400 & % M % traceroute &5 UDP port » 48 #f89
258 B Ll & T I3 E A A3 outbound traceroute |

East(confiq)# access-list 102 permit udp any aoy range 33400 34400 log
2.5 Distributed Denial Of Service(DDOS) % 4%

FRLAA T SHHLBRARGME S48 WS L AABY
DDOS A SR AAERBABAHH  ERPVRERLIEEHN » ATHEY—
BREEEREERYE - AEFRT B SIEEMB L4 £ 6 $46 DDOS T
ReyA R  ERIRBdioA R Coon e port RBFATIHER - BERR
AHELR%E DDOS A £ 2% BREF HIE ACLZE -

! the TRINCO DDeS systems

access-list 170 deny tcp any any eq 27665 log
access-list 170 deny udp any any eg 31335 log
access-list 170 deny udp any any eg 27444 log
! the Stacheldraht DDoS system

access-list 170 deny tcp any any eq 16660 log
access-list 170 deny tcp any any eg 65000 log
! the TrinityVv3 system

access-list 170 deny tcp any any eg 33270 log
access-list 170 deny tcp any any eq 39168 log
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! the Subseven DDoS system and some variants
access-list 170 deny tcp any any range 6711 6712 leog
access-list 170 deny tcp any any eq 6776 log
access-list 170 deny tcp any any edq 6669 log
access-list 170 deny tcp any any eq 2222 log
access-list 170 deny tcp any any eq 7400 log

#1 TFN(Tribe Flood Network) DDOS = 8 5% & B ICMP echo reply 3 &
P LA 55 Bl & ping 2 X, 67 M 4% » Wb eS8 4E 0 28 il ICMP #7)4y
BRE > EVTRIEE—F B8y TEN 4 % -

LT RARTERSE I RBHAEOHAR R LRET -
E 58 0 B sh ok dn R 23 K #0489 outbound Traffic + # ¥ Inbound Traffic
BT AESMRA -

hostname East
]
interface Ethernet(
description Outside interface to the 14.1.0.0/16 network
ip address 14.1.1.20¢ 255.255.0.0
ip access-group 100 in
!
interface Ethernetl
description Ingside interface to the 14.2.6.0/24 network
ip address 14.2.6.250 255.255.255.0
ip access-group 102 in
1
router ospf 44
network 14.1.0.0 ¢.0.255.255 area (
network 14.2.6.0 0.0.0,.255 area 1
'
! access-list 75 applies to hosts allowed to gather SNMP info
! from this router
ne access-list 75
access—-list 75 permit host 12.2.6.6
access-list 75 permit host 14.2.6.18
|

! access-list 100 applies to traffic from external networks
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! to the internal network or to the router

no access-~list 100

accesg-list
access-list
access-list
access-list
access-list
access-list
access-1list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list
access-list

access-list

access-list
access-list
access-list
access-list
access-list
access-list

access-list

100
100
100
100
100
160
100G
100
100
100
100
100
100
100
100
100
100
100
100

160

100
100
100
100
100
100
100

deny ip 14.2.6.0 0.0.0.255 any log

deny ip host 14.1.1.20 host 14.1.1.20 lag
deny ip 127 .0.0.0 0.255.255.255 any log
deny ip 10.0.0.0 0.255.255.255 any log
deny ip 172.16.0.0 0.15.255.255 any log
deny ip 192.168.0.0 0.0.255.255 any log
deny ip 165.254.0.0 0.0.255.255 any log
deny ip any host 14.2.6.255 log

deny ip any host 14.2.6.0 log

permit tcp any 14.2.56.0 0.0.0.255 established
deny icmp any any echo log

deny icmp any any redirect log

deny icmp any any mask-regquest log

permit icmp any 14.2.6.0 0.0.0.255

permit ospf 14.1.0.0 0.0.255.255 host 14.1.1.20
deny tcp any any range 6000 6009 log

deny tcp any any eg 6667 log

deny tcp any any range 12345 12346 log

deny tcp any any ed 31337 log

permit tcp any eg 20 14.2.6.0 0.0.0.255 gt 1023

deny udp any any eqg 2049 log

deny udp any any eq 31337 log

deny udp any any range 33400 34400 log

permit udp any eq 53 14.2.6.¢ 0.0.0.255 gt 1023
deny tcp any range ( 65535 any range 0 65535 log
deny udp any range 0 65535 any range 0 65535 log

deny ip any any log

! access-1list 102 applies to traffic from the internal network

! to external networks or to the router itself

no access-list 102

access-list 102 deny ip host 14.2.6.250 host 14.2.6.250 log

access-list 102 permit icmp 14.2.6.0 0.0.0.255 any echo

access-list 102 permit icmp 14.2.6.0 0.0.0.255 any parameter-problem

access-list 102 permit icmp 14.2.6.0 0.0.0.255 any packet-too-big
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access-list 102 permit icmp 14.2.6.0 0.0.0.255 any source-guench
access-list 102 deny tcp any any range 1 19 log

access-list 102 deny tcp any any eg 43 log

access-list 102 deny tep any any eq 93 log

access-list 102 deny tcp any any range 135 139 log

access-list 102 deny t¢p any any ed 445 log

access-ligt 102 deny tcp any any range 512 518 log

access-list 102 deny tcp any any eg 540 log

access-list 102 permit tep 14.2.6.0 0.0.0.255 gt 1023 any 1t 1024
access-list 102 permit udp 14.2.6.0 0.0.0.255 gt 1023 any eq 53
access-list 102 permit udp 14.2.6.0 0.0.0.255 any range 33400 34400 log
access-listc 102 deny tcp any range 0 655335 any range 0 §5535 log
access-list 102 deny udp any range 0 653535 any range { 65535 log
access-list 102 deny ip any any log

!

| access-lisk 150 applies to remote access from specific hosts

1 (14.2.6,10, 14.2.6.11 and 14.2.6.12) to the router itself

nec access-list 150

access-list 150 permit tep haost 14.2.6.10 host 0.0.0.0 eq 23 log
access-list 150 permit tep host 14.2.6.11 host 0.0.0.0 eg 23 log
access-list 150 permit tep host 14.2.6,12 hest ¢.0.0.0 eg 23 log

access-list 150 deny ip any any log

snmp-server community nit-managim3nt ro 75
U line vty 0 4

access-class 150 in

password 7 123456782012345678901234

login

transport input telnet
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EXNE 4

ML ARXR-FINEEEGRE » HUNERALSARLTEBRS
FTRHEZEN—F - BhBXAXIAFABRIRERGERIGR © LAF
HeREnTh » LTRRHOABELELETHE » BRAZRORMELE
#A VPN > ki ~ FEREENGAE - $48 0 anBhEgas
By HRR 0 HHREMRENESE  LAEATHMEIAERLLNSE
B BEAREIM TR ABRRALHRIET S > SAXANTEBLHE -
BR At > TERAMAZLTLLMRE P (GSN-CERT/CC) @B AH TH#H 5
AHBEBEHMBRRREARAES  HUARLARGERSEMEES
K -

B BRMAELL S TR

BaEHREINITERSY  RIFRAELEHMIER o

BT H 4135 o B a9 4RF AR B4 Local 3% » 42  AUX port £3% £ Router »
AT F i B8 A s Telnet £9:8 8(4# M Access List Control) -

&R WEB & RIE4HBRES -

PR P g $738 BT -

4 Type 7 Password T {£ A "service password encryption” S\ # $ L &
HRE R AL ] -

7. 4% "Privileged EXEC Mode"4¢ B MD5 Encryption » Bp" enable secret"€r4- -

8. AUX A console port L #f &1 f§ EXEC &+ -

9. %4 RN & L) inbound & outbound k4 A RIP & QSPF -

10. fe R {E A Cisco 35 & & #HiAH /@4 B CDP(Cisco Discovery Protocol) -
11. EF 4 H SNMP & Web /v & -

12, 3o R4 M Cisco 8581 & * CRM T 5 — 4% & % Terminal Access Controller
Access Control System (TACACS). vt S &y B B AW 4 -

N
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T HARERETRAF BN G SR

4

AR ENER N RS ENET R Eai

1.

GSN-CERT/CC R B 18842 T 5| IR %

Service Port Type Port Number
B T #hd B =18 DNS 43 TCP 53
AR & = DNS Zone
transfers
TFTP daemon UDP 69
Link TCP 87
SUNRPC TCP & UDP m
BSD IINIX TCP 512 through 514
LPD TCP 515
UUCPD TCP 540
Open Windows TCP & UDP 2000
NF3 TCP & UDP 2049
X Windows TCP & UDP 6000+ (to 6255)

By B AR %

BRSSO BLRE

FELBRE o &k

RaBHELHA

HERAR—MEL ELHOBEE LM
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BaBLARsEARSZEETR - it LERREELHALLE
» PR BB REMBRELE G E -

C EEBEIRHBEAAE -




BEMBAAELAKELRERBECOTEY - HRERELASESS
B EMmi# Stable RHF XA M EBR DB ELR -

Bl BmAMA
B eTHIR  BEBRETOFETHARIRFRARMNTE - =

RSB ARLERTR S MR ISR ATRS SRR LER
HE o AAELREREALEARRBENE S22 A L5000 E-
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http://spisa. act. ujl. es
http://the. wiretapped. net
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http://www. guardent. com
http://www. ieng. com
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hitp://www. insecure. org
http://www, isi. edu
http://www. netspace. org
http://www.netsys. com
http://www. networkcomputing. com
http://www. networkice. com
http://www. nipc. gov
http://www. nta-monitor, com
http://www. pgp. com
http://www. safermag. com
http://www. securiteam. com
http://www. securityfocus. com
http://xforce. iss.net
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