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In this thesis, we suggest a new method to :
construct Message Authentication Code with b. h M
SHA-1 and AES(Rijndael), with key of 128, H(M)=h
192, 256 bits. In the process of MAC C. M
construction, we add a random number to M’ H(M)=H(M’)
prevent the problem of leaking the intermediate d.  Collision-resistance
hash value. The security of the whole scheme is M M’
based on the block cipher, AES. That is even if H(M)=H(M")
the adopted hash function is not collision free 2.
or one-way, the scheme is still secure. This encryption
method  provides an efficient software decryption
implementation to process long messages and Ke K
has clear security properties. Ke K
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1. (confidentiality)
2. (authentication)
3. (data integrity)

(non-repudiation)
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[1]
NMAC
SHA-1 AES key
128, 192, 256 bits MAC
X MAC =
E, (RIPART-SHA-1(R||X)) R
Ek AES
X ( )
k key
128,192, 256 bits
3.1 SHA-1-AES-MAC( 1)
3.1.1 MAC
X, key K, user
( block size ) T 128, 192, 256
bits ; (
random bits generator ) one-way hash
SHA-1 AES
(T+1)*32
R X R
“RIIX” “RIIX”
SHA-1 hash
SHA-1

“ R|IX”
hash (T+1)
*32 bits R
T 1(2,3)
128(192,256) SHA-1
hash 64(86,128) bits
64(96,128) bits R key
Rijndael key
Rijndael MAC
X MAC

MAC= E, (R|IPART-SHA-1(R|/X)) SHA-1
160 bits hash
(T+1)*32 bits

User Key X T

inputs
Random bits
generator

PART-SHA-1(R|IX)

concatenation

R|PART-SHA-1(R]X)

When T=1, R is 64-bit, PART-SHA-1(R||X) extracts the left most 64 bits
When T=2, R is 96-bit, PART-SHA-1(R||X) extracts the left most 96 bits
When T=3, R is 128-bit, PART-SHA-1(R]|X) extracts the left most 128 bits

Fig 1 SHA-1-AES-MAC ( )
MAC ( block
size ) :
Input: Message X, Cipher Key K and
User-specified Block Length T
Output: MAC
Process:
Plaintext P

/I the plaintext for the block cipher AES
(Rijndael) Generate a [(T+1)*32}bit
random number R (by random bit
generator) M=R||X, I mear
concatenation//
H=SHA-1(M)
switch (7){
case 1:
for(i=0; i<128; i++){
if(i<64) P[i]=R]i];
else P[i]=H[i-64]; /I gel




the first 64 bits of H
} break;
case 2:
for(i=0; i<192; i++){
if(i<96) P[i]=R[i];
else P[i]=H[i-96]; // get
the first 96 bits of H
} break;
case 3:
for(i=0; i<256; i++){
if(i<128) P[i]=R[i];
else P[i]=H[i-128]; /I get
the first 128 bits of H
} break;

}
MAC= E, (P) Il the encryption of AES

3.1.2 MAC

AES
key X
MAC
1 : MAC hash
R|| PART- SHA- I R|| X)
D.(MAQ =
D, (E,(RI| PART- SHA- I(R|| X))) =
R|| PART- SHA- I(R|| X) Dk
() AES
2: R h=PART- SHA- I R|| X)
1 hash
NMAC
R h
1 hash
R h
h
3
3:
PART- SHA- 1(R|| X)
h

SHA-1-AES-MAC( 1)

intermediate hash value//

for (i=0; i<N/2; i++)  RJi] = I[i}

for (i=N/2; i<N; i++)  H, [i] = I[i];
H=SHA-1(R||X);

for (i=0; i<N/Z; i++)  H, [i]=HIi;

if( H,== H,) output YES,
else output NQ,

Input: Message X, MAC, Cipher Key K
Output: YES/NO

Process:
I[0...N-I] =D,(MAQ ; IID is
decryption of AES, N is length ¢

3.2 SHA-1-AES-MAC (Il
3.2.1 MAC
MAC
MAC
T

key K X
( random bits generator )
one-way hash SHA-1
AES
Dice T (Dice mod 3 )+1
(T+1)
*32 bits R X R
“RIX” “RIX”
SHA-1
hash hash
(T+1)*32 bits R
key
Rijndael Rijndael
MAC
6.1
X MAC
MAC= E, (R|IPART-SHA-1(R||X))
160 bits hash
(T+1)*32 bits

key

SHA-1



User input Key X
Dice
Random bits
generator
T
4 N
X R
concatenation
SHA-1(R||X)
|
PART-SHA-1(R||X)
[rorston——
R[|PART-SHA-1(R||X)
MAC
T= (Dice mod 3) +1
When T=1, R is 64-bit, PART-SHA-1(R||X) extracts the left most 64 bits
When T=2, R is 96-bit, PART-SHA-1(R||X) extracts the left most 96 bits
When T=3, R is 128-bit, PART-SHA-1(R||X) extracts the left most 128 bits
Fig 2 SHA-1-AES-MAC ( D)

MAC ( block size )

Input: Message X, Cipher Key K and
User-specified Block Length T

Output: MAC

Process:

Plaintext P /I the plaintext for the bloc
cipher AES Generate a random number Dice
(by random bits generator) //

T=(Dice mod 3) +1

3.2.2 MAC
3.1.2 MAC

1. Construct Message Authentication Code
with  AEA and SHAL: Submitted to
Information Processing Letter

2. A new scheme of constructing message
authentication code with SHA1 and AES
Submitted to

3. Construct MAC with SHA2 and RSA
Submitted to Journal of Information &
Optimization Sciences
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