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Abstract

Virtual Private Network (VPN) provides a
company with a secure communication channel over
the public Internet with lower cost than leased-line
networks. The kernel technologies of VPN include
tunneling, encryption, authentication, and access
control.  All of them are based on the cryptographic
system. Cryptosystems are generally classified into
secret-key systems and public-key systems depending
on if encryption key and decryption key are identical.
Secret-key cryptosystems can further divided into
block cipher (such as DES, IDEA, RC4 etc.) and
stream cipher (LFSR, for example).  Public-key
cryptosystems contain several systems such as RSA,
ElGama encryption, DiffieeHellman key exchange
and DSA etc

Over the years, most proposed public-key
cryptosystem are classified according to the



mathematical problems they are based on as the
Integer Factorization (RSA isthe best known example)
or the Discrete Logarithm (such as ElGamal
encryption, Diffie-Hellman key exchange and DSA).
In 1985, Neil Koblitz and Victor Miller proposed the
Elliptic Curve Cryptosystem (ECC) whose security
relies on the discrete logarithm over the points on an
dliptic curve. ECC can be used to provide both an
encryption scheme and a digital signature scheme. It
provides security equivalent to existing public-key
systems, such as RSA, but with shorter key lengths.
Shorter key length means smaller bandwidth and
storage are required while data is transmitted on the
Internet and can be a crucial superiority over other
public-key systems. Moreover, the most efficient
implementations of ECC are faster than comparable
RSA systems in terms of relative security (160 bits
ECC vs. 1024 hits RSA). Because of the above
advantages, ECC has been the subject of intensive
research in cryptography.

LFSR (Linear Feedback Shift Register)-based
stream cipher systems are the most important ones
which feature simple structures and high-speed
encryption. Besides, there have been some ideal
mathematical tools, such as spectrum theory and
algebraic theory, to do the security analysis for stream
cipher. Linear complexity is an important indicator
for the security level of the original stream cipher.
The proposals of correlation attack and best affine
approximation attack have invoked several studies,

such as correlation immune function and Bent function.

Moreover, the introduction of weight complexity,
fixed-complexity distance and variable-complexity
distance etc. establishes a new theory on stream cipher
stability, which results in a significant development on
the security level issues. Currently, to meet the need
of high-speed encryption on the network, designing a
stream cipher system with high security level will be
an important task.

We start by studying the mathematical basis of
eliptic curve cryptography to identify suitable elliptic
curves for ECC. We then survey al proposed
public-key systems and attack methods in order to
design an efficient elliptic curve encryption scheme
and a digital signature scheme. By applying
theoretical proof and practice attacks, we will analyze
the security of our schemes and implement them on
VPN. In addition, we will develop a highly secure
stream cipher based on LFSR with/without memory to
deal with the encryption of real time data on VPN.

Keywords: Elliptic Curve, Elliptic Curve
Cryptosystem, Stream Cipher
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